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Abstract: Recently, many identity (ID)-based user authentication and key agreestleemes for mobile client-server environment
were proposed. However, these schemes are subjected to an inthesgm weakness, namely, the server knows all users’ private
keys. Under this problem, these schemes cannot provide insider eggstance or mutual authentication. Furthermore, some of these
schemes cannot simultaneously provide user anonymity, perfecarfdrsecrecy, or leakage of session temporary secrets resistance.
In this paper, we propose a strongly secure remote user authenticatideyaagreement scheme to solve these security weaknesses.
Security proof shows that the proposed scheme can achieve muthahtcation and key agreement, and provide perfect forward
secrecy. Further security analysis shows that the proposed schemeovide user anonymity, insider attack resistance and leakage of
session temporary secrets resistance. In addition, the proposedespbssesses low computation cost and low power consumption.
Thus the proposed scheme is more suitable for mobile client-serveoement.

Keywords: Mutual authentication; Key agreement; Insider attack resistance; AmitnyProvably security

1. Introduction described below. In 2006, Das et aB] [proposed a
o pairing-based remote client authentication scheme with
Remote user authentication allows a remote user and 8mart cards. However, this scheme suffered from a
server authenticate the identity with each other OVefforgery attack. To overcome this attack, an improved
insecure networks. Mobile devices (e.g., smart phonesycheme 4] was presented, however, it suffered from a
are widely and popularly used in many electronic computation burden. In 2008, Tseng et &. fjresented a
transactions, such as online shopping, Internet bankinggrovaply secure and efficient user authentication scheme
e-payment, e-voting and pay-TV. Considering the limitedfor wireless clients with smart cards. However, these
energy resources and computing ability of mobile schemes 3,4,5] cannot provide mutual authentication
devices, it is inappropriate for remote user authenticatio and key agreement between the mobile client and the
schemes to be realized in traditional public key server. In 2010, Wu and Tseng][presented a user
cryptography since most cryptographic algorithms requireaythentication and key exchange scheme and also claimed
many expensive computations and it suffers from heavyheir scheme was provably secure in the random oracle
certificate burden. ) ) model. However, their scheme is not efficient. To further
To avoid the above problems, identity (ID)-based improve efficiency, He 7] proposed a novel user

public key cryptography (IB-PKC) was introduced by aythentication and key exchange protocol from pairings
Shamir P]. Compared with traditional public key iy2012.

cryptography, IB-PKC eliminates certificate management

burden. Since then, many ID-based remote user Authentication schemes without pairings also have
authentication schemes3,§,5,6,7,8,9,10,11,12] were been proposed successively. In 2009, Yang and CHang [
proposed. These identity-based schemes can be dividgotoposed an ID-based remote mutual authentication with
into two types, namely authentication schemes fromkey agreement scheme without pairings. Later, Yoon and
pairings and authentication schemes without pairings.Yoo [9] pointed out that Yang and Chang's scheme
The former authentication schemes from pairings aresuffered from an impersonation attack and did not provide
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perfect forward secrecy, and also proposed an improve@ Hi, Hz, Hs, Hy: collision-free one-way hash functions;
scheme. In 2011, Islam and Biswdd] found these two e [J: thex-coordinate.

schemes§, 9] still suffered from replay attack and clock

synchronization problem, and cannot provide user

anonymity, perfect forward secrecy, or leakage of sessior2 2. Complexity assumptions
temporary secrets resistance. To solve these weaknesses,

they also proposed an improved scheme. Later, Truong et . o

al. [11] pointed that this scheme still cannot provideqv‘vito(ssebirge(;y%'caa(;?i'rtr']\/; g\;\c;élpregvt?gvirattheed ft; )Illopvf/)mgtg
leakage of session temporary secrets resistance. Howeve\/\rfell-known problems to bé used in the security analysis
these schemes8[9,10,11] were inefficient due to a of our scheme

special hash function called MapToPoint function. To Ellintic CLJrve Discrete Logarithm (ECDL)
improve efficiency, He et al.1P] proposed an efficient P 9

user authentication and key exchange scheme Witfroblem. G|*ven two group element® and Q, find an
L integera € Z;, such thaQ = aP.

provable security in 2012, Computational Diffie-Hellman (CDH) Problem:

In this paper, we find that the above ID-based remote P . '

N Fora,b € Z3, givenP,aP, bP, computeabP.

user authentication and key agreement scheasd, 9, Up to now, there is no efficient algorithm to be able to
10,11,12] are subjected to an inherent design weakness | P fﬂ’] b bl 9
i.e., the server knows all users’ private keys, and under50 ve any of the above problenty.
this problem these schemes cannot provide insider attack
resistance or mutual authentication. Furthermore, we find ]
that some of these schemes cannot provide usel.3. Forkinglemma
anonymity pB,7,12], perfect forward secrecy6[7], or
leakage of session temporary secrets resistafdel]?]. Let.# be a probabilistic polynomial time Turing machine
To improve security, we propose a novel remote usemwhose input only consists of public data. ¥ can
authentication and key agreement scheme. Securitproduce a valid signature (m,o01,h,02)  with
analysis shows that the proposed scheme does not suff@on-negligible probability, then a replay of this machine,
from these security weaknesses. We also provide a formawith the same random tape and a different oracle, outputs
security proof for the proposed scheme’s basic securitywo valid signaturegm, o1, h, g») and(m, o1,h, 03) such
properties including mutual authentication and key thath # i with non-negligible probability.
agreement. Compared with several latest schemes, the For the details of this lemma, please referld][
proposed scheme is more secure, practical and suitable
for mobile client-server environment.

The rest of this paper is organized as follows. Some3. \Neaknesses of some ID-based remote user

preliminaries are given in Section 2. A brief cryptanalysis I
of some schemes is provided in Section 3. Our scheme iguthentlcatlon and key agreement schemes

proposed in Section 4, its security is proved in Section 5
and a comparison with some schemes is given in Sectio
6. Finally, some conclusions are drawn in Section 7.

'Il]:lecently, many remote user authentication and key
agreement schemes,,8,9,10,11,12] were presented.

These schemes generally consist of three phases, i.e.,
setup phase, client registration phase, and user
authentication and key agreement phase. The detail

2. Preliminaries description of these schemes can refer&@8,9,10,11,
) 12]. In this section we analyze these schemes’ security
2.1. Notations weaknesses from the common security weaknesses, user

anonymity, and security of session keys.
Some important notations to be used in this paper are
described as follows.
« : a large prime number; 3.1. Common security weaknesses

e G: a cyclic additive group of ordet;

e P: the generator oG;
°Z;:{1,2,---,q-1};

¢ | Dc: the identity of the clienC;

e CIDc: the dynamic identity of the cliert;

Observing theClient registration phase of these schemes
[6,7,8,9,10,11,12], the server can know all clients’
private keys since all private keys only depend on the
master keys of the server. Thus these schemés/[8,9,
10,11,12] are subjected to an inherent design weakness,

* (sc,xc): the private key of the clierg; i.e., the server knows all users’ private keys. In the
* (PKc, Xc): the public key of the client; following, we show that under this problem these
e s: the private key of the serv& schemes cannot provide insider attack resistance or
e Poup: the system public key; mutual authentication.
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3.1.1. Insider attack 3.3.2. Leakage of session temporary secrets resistance

Insider attack is that the client’s private key is derived by A Protocol can provide leakage of session temporary
the privileged insider of the server. Observing tigent secrets resistance, if session ephemeral secrets of the
registration phase of these scheme$/7,8,9,10,11,12], server and the client are leaked, the secrecy of the session
the privileged insider of the server who usually owns thekey is not affected. _

master keys of the sever can easily compute the client's ~ Assume that an adversary have intercepted messages

private key. Hence, these schemes fail to resist insideM1 = {IDc,U} andM; = {a,Auth} of scheme T]. Now
attack. if the adversary obtains the random numberof the

client C, the adversary can computB = rcPpup.
Therefore the session key of schemé] [can be
compromised to the adversary.

The analysis of schemé][is similar to that of scheme
From the analysis in Sectio_n 3.1,.1, a privileged insider of[7]'.|.he session key of schem&] is s = Hs(IDc, Te,
the server can know all clients’ private keys. Once theT M,W,K) where M — rcPW — rePK — rorsP
attacker derives the clien€'s private key, he can ,>_ ' = cn S cs
impersonat€ to access the server just selecting a rando
numberrc € Z; and performing the following steps of

these schemes inser authentication and key agreement adversary can comput€ = rcW. Therefore the session

_phase. Therefore, a privileged insider of the Server can key of schemel2] can be compromised to the adversary.
impersonate any client to access the server, that is, these Thus schemes6[7,17 cannot provide leakage of

schemes cannot  provide the chgnt-to-serv_ersession temporary secrets resistance.
authentication. Hence, these schemes fail to provide
mutual authentication.

3.1.2. Failure to provide mutual authentication

mAssume that an adversary have intercepted messages
{IDc, Tc,M} and {IDc,Ts,W}. Now if the adversary
obtains the random number: of the client C, the

4. Our proposed scheme

3.2. User anonymity Our proposed scheme consists of the following three
phases including system setup phase, client registration

For schemesf, 7,12], the identityl D¢ of the clientC is phase, and user authentication and key agreement phase.

transferred by plaintext, so an attacker can easily obtain

the identity of the client. Thus user anonymity cannot be

protected. 4.1. System setup phase

Given a security parametér the serverS generates the

3.3. Security of the session key system parameters as follows.

(1) Choose a finite fielé,, wherep is ak-bit prime.
There are two important security properties about the(2) Define an elliptic curv& : y? = x3 +ax-+b mod p over
session key, including perfect forward secrecy and Fp, wherea,b € Fp, p> 3,4a%+270% £ 0 modp.

leakage of session temporary secrets resistance. (3) Choose a public poirR® with prime ordery overE, and
generate a cyclic additive group of orderq by point
P.

3.3.1. Perfect forward secrecy (4) Choose a random numbee Z; as the master key and

setPyu, = SP as the system public key.

A protocol can provide perfect forward secrecy, if private (5) Choose  four cryptographic haéSh funclfions
keys of the server and the client are compromised, the H1:{0,1}* x G — Z3, Hz: {0,1}* x G* — {0,1}%,

secrecy of previous session keys is not affected. Hs : {01} x G* — {01}k and
The session key of schemd@] [is sk = Hs(Ppub, | Dc, Ha:{0,1}* x G°> — {0,1}%.

a,U,Ry) where Py, is the system public key and (6) Publish the system parametgarams = (Fg, E,G,P,

Rz = U = rcPou. Assume that an adversary collects all Poub, H1, H2, H3,Hs) while keepings secret.

previous messaged; = {IDc,U} andM; = {a,Auth}.

Now if the adversary obtains the master keyf the

serverS, the adversary can compue = sU. Therefore 4.2, Client registration phase

previous session keysk of scheme T] can be

compromised to the adversary. When a low-power computing clie@ with identity | D¢
The analysis of §] is similar to that of []. Thus  wants to register to the sernv@rSgenerates the private key

schemes§, 7] cannot provide perfect forward secrecy. of C. C andSdo as follows.
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(1) The clientC chooses a secret random numkee Z;,
computesXc = xcP, and then sendd D¢, Xc) to the
serverSover secure channels.

(2) Once receivingl D¢, Xc), the serveBselects a random
numberyc € Z;, computesht = Xc +ycP anddc =
(H1(IDc,We)s—yc) mod g, and then send8/\¢,dc)
to the clientC over a secure channel.

(3) The clientC computessc = (dc — xc) mod g and
PKc = scP. Finally, C sets(sc,%c) and (PKc, Xc) as
his private key and public key, respectively. Everyone
who receivesWe can compute PKc = Hi(IDc,
V\b)Ppub -We.

PKc is correct since

PKc = scP = (dc —xc)P
= (H1(IDc,We)s—yc —xc)P
= Ha(IDc,We)sP — (ycP +XcP)
= Hy(IDc,We ) Poub — Ve .

4.3. User authentication and key agreement
phase

In this phase, the low-power cliefit communicates with
the servelS. The phase is depicted in FiguteThe detail
is illustrated as follows.

(1) The clientC chooses random numbets zc € Z;, and
computeRc = rcP, ki = rcPpub, CIDc = IDc @ [Ka]x,
ZC = ZCP1 h = HZ(IDC7ZC7PpUb7V\b7 XC)Y and
V = (zz — hx) mod g Then C sends
M1 = (CI D¢, Rc,We, Xc, h,v) to the serves

(2) Upon receiving\My, the servelS computesky = sRc.
ThenS extracts the clien€’s identity by doingl D¢ =
CIDc @ [ko]x, and checks the validity dfDc. If D¢
is valid, thenS continues to go next step; otherwiSe
rejectsC’s login request.

(3) Next, the serverS computesPKc = Hi(IDc,We)
Poub —We, Zc = VP + hPKc and b = Hy(IDc, Z(,,
Poub, We, Xc), and then verifies whethé? is equal to
h. If it does not hold, then the servé& rejectsC's
login request; otherwis&s randomly choosess € Z,
and computes Rs = rsPyu, Auth = Hz(IDc,Rs,
Z,C7Ppub7k2)ak3 = SrS(RC + PKC - XC) and
K= H4(| D¢, Rs, Re,We, Ppuba kg). Finally, Ssendavl,
= (Auth, Rs) to the clientC.

(4) Upon receivingV, the clientC verifies whetheAuth
is equal toH3(I D¢, Rs, Zc, Poub, k). If it holds, thenC
computesks = (rc + Sc — Xc)Rs andsk = Hy (I D¢, R,
RC)V\b7 PpUb7 k4)

The scheme is correct because
|(1 = rchub = rcSP = scP = SR = kz,
Zt = VP +hPKc = (v+ hgg)P = P = Z¢, and
ks = srs(Rec + PKc — Xc) = srs(fc + s¢ — )P =
(rc+sc—Xc)rssP = (rc + sc — Xc)Rs = ka. Thus the
clientC and the serve§ establish a common session key
sk = H4(| DC7R57RCvV\b7PpUb7
k3) = H4(I DCa RS7 RC)V\b7 PpUb) k4)

Client C | | Server S |

Choose r¢,2c€ Z; :
Compute Rc=rcP
ky = rcP, pub I
CIDo=1Dc®[k], I
Ze= 2P |
h=H>(ID¢,Z ¢, Ppur, We, X ) |
v=(z¢-hsc) mod ¢ |
|

M=(CID¢,Re, We, X, h,v)

I
[ —
Compute ky = sR¢
I IDc=CID¢ @ [k,
| Check ID¢
| Compute
| PKc=H\(IDe, We) Py We
| Z¢' =vP + hPK¢
| h' = Hy(ID¢, Z¢!\ Pyuy, We, X )
| Check h'=h
Choose 15 € Z;
: Compute Rs= rsP,,,
I
I
|l

Auth = Hy(ID¢,Rs,Z¢', Pyus,ks)
ks = STS(R(VV‘FPK(,'—XU)
sk =Hy(ID¢,Rs, R, Wo, Pousks)

My=(Auth,Rys)

Check Auth = Hy(ID¢,Rs. Zc,Pyussk)
Compute ky=(rc+sc-xc)Rs

!
|
|

sk =Hy(ID¢,Rs, R, We, Py k) :

Figure 1: User authentication and key agreement phase

5. Security analysis

In this section, we discuss the security analysis of the
proposed scheme. For a mutual authentication and key
agreement protocol, mutual authentication and key
agreement are basic security properties. We discuss the
basic security properties in the security model (described
later) and provide a full security proof. Then we show that
the proposed scheme can provide other security properties
including user anonymity, insider attack resistance,
perfect forward secrecy and leakage of session temporary
secrets resistance.

5.1. Security model

The model is defined by the following game which is run
between a challenger’.”# and an adversaryy. .«
controls all communications from and to the protocol
participants via accessing to a set of oracles as described
below. Every participant involved in a session is treated as
an oracle. We denote an instariaef the participant) as

MU, WhereU € {Cy,---,Ca}US Each clientC has an
identity 1Dc. An adversary </ is modeled by a
probabilistic polynomial time Turing machine. All the
communications go through the adversaryy.
Participants only respond to the following oracles 4
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and do not communication directly among themselv#s. authentication and key agreement in the random oracle
can replay, delete, modify, interleave or delete all model.

messages follows in the system. Theorem 1.Let C2Sand Pr|C29 denote the event that an

e Create(C): In this query, every clienC with identity  adversary .« violates client-to-server authentication and
IDc is created. SpeciallyC's private key (sc,Xc) IS itsprobability respectively. Then Pr[C2S is negligible and
established. All clients should be created by this query.our scheme can provide client to server authentication.
Thus.eZ knows the identities of all clients. _

e Corrupt(C): This query outputs the private kégc, xc) Proof. EventC2S means that there is some oragfg,

of the clientC. which accepts but has no legal partnﬁg‘.. In the
'Send(l_liu M): o/ sends a messadé to the oracle|‘|iu following, we will show that if an adversary’ can
and obte{ins the replay generated by this oracle. violate  client-to-server  authentication  with a

non-negligible advantage, then we can use« to
construct a challenge#’ 77 to solve the ECDL problem
with a non-negligible advantage.

Given an ECDL instancéP, Q = aP}, ¥.2¢ simulates

e Hj(m): When &/ makes this hash query with the

messagen, the oraclef], returns a random number
and records (m;r) into an initially empty list

Ly (i= 1i’ 2,3, 4)' ) the system setup algorithm to generate system parameters
e Reveal (My): .Tk_ns query outputs the session ksy _of  params = (Fg: E. G, P, Poup, H1, Ha, Ha, Ha) where

the oraclefy, if the oracle has accepted; otherwise, it Poub = SP and s is the master keys' 7 gives s and

returnsnull to the adversary. params to /. Four hash functions are simulated as

e Test([y): <7 can send a singl@st query to[],. Upon  random oracles controlled %77 Let oc, gs andgy; be
receiving this query, the oraclgl, chooses a bib €  the number of Create query, Send query &hdquery,
{0,1} uniformly at random. Ib = 1, then it returns the where i = 1,2,3,4, respectively. ¢  picks
session key. Otherwise, it returns a random string. Thid € {1,2,....adc} andJ € {1,2,...,gs}, guessess can
query measures the semantic security of the session keyiolate client-to-server authentication against the lerac

— and the client with identityD,, and interacts with’
For a mutual authentication and key agreementgssfoIIOWS YD

scheme, we can divide it into three parts: client to server
authentication (i.e., the server verifies whether the tlien e Hi-Query: ¢’.2# maintains a lisLy, of tuples(IDj,W,
is legal), server to client authentication (i.e., the dien h;). When a query on(ID;,W) is submitted,¢.#
verifies whether the server is legal), and the session key outputsh; if it has appeared oly,; otherwise, % .57
agreement (i.e., both the client and the server agree a picksh; € Z;, adds(ID;, W, hy) to Ly, and outputsy.
common session key). For authentication, the adversary Create-Query: €. maintains a list.c of tuples(I Di, x;,
can make CorruptH;(j = 1,2,3,4), and Send queries. vi.di, X, W, S). On receiving this queryg ./ does as
For a key agreement, the adversary can make Corrupt, foiows:
H;j(j =1,2,3,4), Send, Reveal and Test queries. (1) If 1D; = 1Dy, setW = Q, choosey;,h; € Z; and
In an execution of our protocd?, we say adversary computed; — sh; —yi and X — W — yiP. Tuples
< violates client-to-server authentication.df can fake (1D, W hll) anél (I[I)- null i, dh >'(| WInLlII) are
the authenticator H,v". We denote this event and its add'éd't’cLH andLc resl,;)ecti;/él’y.l, H
probability by C2S .and I?[CZS respectively. We say. (2) Otherwiselrandomly choosgeyi, hy € Z;, compute
protocol P can provide client to server authentication if X, —x-PW,— X +yiP d = sh VI c?-’—x- then
PriC2g is negligible. Similarly, we say adversary ada(IIDT Vl\l_hl) ar%ldilll}_xi 31/ dy";W'S) tlo L
violates server to client authenticationdf can fake the andLc rlésééctively A I A T 1

authenticator Auth’. We denote this event and its i . .
Without loss of generality, we assume that, before asking

probability by S2C and P{S2C| respectively. We say g .
protocol P can provide server-to-client authentication if the fpllowmg querlesi;zf/ has already asked some Create
queries on related clients.

Pr{S2C] is negligible. We say adversary violates key o i
agreement, if/ sends a singldest query to an oracle ® Hz-Query: ¢ maintains a listy, of tuples(1D;, Z;,
ML (¢ can ask this oracle a Corrupt query after Test Poub, Wi, X;, 2). When a query ortl Dy, Zi, Poup, W, X))
query), and correctly guesses the vatuaVe denotes’s is submlttedfﬁ%{ outputshz*lf it has appeared ohn,;
advantage by AdVA(<7), which is defined as otherwise, &’ pickshy € Z; at random, addfl Dj, Z;,
|Prl7 wins| — 1/2| [15]. We say protocoP can provide  Ppub, WM, X, h2) to Ly, and outputs,.
key agreement ifdviA(.7) is negligible. e H3-Query: ¢".2# maintains a lisLn, of tuples(1Dj,Rs,
Zi7 Ppub»kZa h3) When a query Onﬂ Di7R37 Ziappub7 k2)
is submitted#’2Z outputshs if it has appeared ohy;;
5.2. Basic security properties otherwise &7 pickshs € Z; at random, addél Dj, R,
Z;,Poub, k2, h3) to Ly, and outputds.
In this subsection, we show that our scheme can achieve Hs-Query: ¢ maintains a list Ly, of tuples
client-to-server authentication, server-to-client  (IDj,Rs,Ri,W,Pyub.ks,hs). When a query on

© 2013 NSP
Natural Sciences Publishing Cor.


www.naturalspublishing.com/Journals.asp

1370

H. Sun et al. : A novel remote user authentication and key...

(IDi, Rs, R, W, Poub, k3) is submitted,’.>#" outputshy
if it has appeared orin,; otherwise, ¢ picks
hs € Z; at random, addsl D, Rs, Ri,W, Poub, ks, hs) to
Ln, and outputss.

e Corrupt-Query: If ID; = IDy, it cancels the game.
Otherwise, it returnss;, x;).
e Send-Query:

(1) When &7 makes aSend([g,“ Start”) query, ¢
responds as follows. ID; = ID,, €7 first obtains
W = Q and X from Lc, then obtainsh;from Ly;.
Next, ¢’ randomly choosesi,v,h; € Z;, and
computesZ; = VP + ha(hiPoyy — W), R = riP,
ki = sR;, andCID; = ID; @ [ki]x. Then€# sets
Hg(lDi,Zi, Ppub,V\ﬁ,Xi) = hz, and adds(IDi,Zi,
Poub, Wi, Xi, h2) to Ly,. Finally, .27 responds with
M; = (CIDi,R, W,X;,ho,v). If ID; # ID, then
€ responds withM; according to protocol
description.

(2) When &7 makes a Send([]4,M1) query, €7
responds with My = (Auth,Rs) according to
protocol description.

(3) When </ makes aSend([1¢,M2) query, €.
verifies whether  Auth is equal to
H3 (1D, Rs, Zi, Poub, k1). If it holds, then|‘|{‘§i accepts
and terminates. Otherwisg]d terminates without
accepting.

If o violates client-to-server authentication, it means
that.e has made a valid forgeryM,v,hy) onID;. By the
Forking lemma,% ¢ can make two valid signatures
(1D, W, Z;,hp,v) and (1D, W, Z;,h3,v*), wherehy # hj
and W = Q. Since Z = VP + hp(hisP — W) and
Z; = VP + hj(hisP — W), ¥ can compute
a=hs— r};%‘ﬁz Thus% 27 can solve the ECDL problem.

& succeeds if and only i#.27 does not abort in
the simulation and» succeeds. &7 indeed choosef|3
and the clienC, as the challenge oracle which is correct
with probability ﬁ, then ¥ does not abort in the
simulation. Thus% . #’s success probability isﬁ.
Therefore, if € is non-negligible, therné s#’s success
probability is also non-negligible. This contradicts the
difficulty of the ECDL problem. Hence, our scheme can
provide client to server authentication.

Theorem 2.Let S2C and Pr[S2C] denote the event that an
adversary o7 violates server-to-client authentication and
its probability respectively. Then Pr[S2C] is negligible and
our scheme can provide server to client authentication.

Proof. Event S2C means that there is some oragig,

which accepts but has no legal partnpr‘s. In the
following, we will show that if an adversaryy can
violate  server-to-client  authentication  with
non-negligible advantage, then we can uses to
construct a challenge#’.2# to solve the CDH problem
with a non-negligible advantage.

a

Given a CDH instancé€P,Q; = aP,Q, = bP}, €57
simulates the system setup algorithm to generate system
parameters params = (Fq,E,G,P, Py, H1,H2,Hz, Hg)
where Pyyp = Q1. €% gives params to <. Four hash
functions are simulated as random oracles controlled by
€. Letqc, s andgy, be the numbers of Create query,
Send query an#ll; query, where = 1,2, 3,4, respectively.
¢ picksl € {1,2,...,qc} andJ € {1,2, ...,0s}, guesses
</ can violate server-to-client authentication against the
oracle|‘|€:I , and interacts witty/ as follows.

e Hash-Query: All hash queries are simulated the same as
described in Theorem 1.
e Create-Query: ¢.2# maintains a listLc of tuples
(IDi, %, Vi,di, X, W,s). On receiving this querys ¢
chooses xi,h;, di € Zg at random, computes
X = %PYi = hiPop — diPW =Y +xP,s = di — x;,
then add<ID;,W, h;) and (1D, x;,null, di, X,\W,s) to
Ln, andLc respectively.
e Corrupt-Query: It returns the private keys, ;) of C;.
e Send-Query:
(1) When &7 makes aSend([1g,“Sart”) query, €2
responds as follows. Iff]g = |‘|é|, €A sets
R = Q, choosesz € Z3,ki € G, and computes
CID; = ID; () [kl]x,
Z zP,hy H2(1Di,Zi, Poun, W, X))  and
v =17 — hys mod g. Finally, ¥ responds with
M; = (CID;,R,W, X, hy,v). Otherwise, €57
responds withvl; according to protocol description.
(2) When 7 makes a Send([s,M1) query, €7
computes ID; CIDi @ [kix
Z VP + hy(Hi(IDj,W)Poiy — W) and
h' = Ha(IDi,Z,Poup, W, X;), and then verifies
whethert' is equal toh. If it holds, ¢ 2# randomly
chooses rs € zg;, computes
Rs = rsPpub, k3 = rski + rs(sc — Xc)Ppub, Auth =
H3<I Di ’ RS7 Z|/, Ppub7 kl) and
sk = Ha(IDj,Rs, Ri,W, Poun, k3), and responds with

Mz = (Auth, Rs).
(3) When &/ makes aSend([d,Mz) query, €27
verifies ~ whether  Auth is equal to

Hz (1D, Rs, Zi, Poub, k1). If it holds, then|‘|@i accepts
and terminates. Otherwisg]c terminates without
accepting.

If <7 violates server-to-client authentication, it means
that.«” has made the correspondikg query on(ID;, Rs,
Z;,Poub, ko). € chooses a tupld Di, Rs, Z;, Poub, k2, ha)
from Ln,, and then outputk, as the solution to the CDH
problem.

¢ 2¢ succeeds if and only it choo:ses|'|(3:I as the
challenge oracle and finds the corresponding item from
Ly, and.«/ succeeds. The probability that choosesﬂéI

as the challenge oracle i%;T‘C. Thus the success

. . c . .
probability of ¥ is G, - Therefore, if € is

non-negligible, then the success probability €7 is
also non-negligible. This contradicts the hardness of the
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CDH problem. Hence, our scheme can provide server ta Test-Query: If |‘|(”§i #* |'|éI , €2 aborts. Otherwises’ 7
client authentication. randomly picksf € {0,1}¥ and returng as the answer.

Theorem 3. Assume an adversary ./ can correctly guess If < violates key agreement, it means that has
thevaluebinvolved inthe Test-query withanon-negligible 546 the correspondirtg, query on(ID;,Rs, R, W, Poup,
advantage &, then we can construct a challenger €7 to k). €.# chooses a tuple(ID;,Rs, R, W, Poyo, ks, hg)
solve the CDH problem with a non-negligible probability. o Ly, obtainss and x from Lc and outputs
Thus Our scheme can provide key agreement. abP = ks + (x — §)Q. as the solution to the CDH

Proof. Given a CDH instance{P.Q; = aP,Q, = bP},  Problem. _ _ _
@& simulates the system setup algorithm to generate ¢ ¢ succeeds if and only it".2” does not abort in
parameters params = (Fy, E, G, P, Poup, H1, Ha, H3, Ha) the simulation and finds the corresponding item friom
where Pyp = SP and's is the master keyz .7 gives and & succeeds. If&Z indeed chooseﬂéI who has a
params ands to <7 . All hash functions are simulated as matching conversation tp|5 as the test oracle which is
randtc))m OffaCAeS controlled by 77" LZtQCy gsandgw; be  correct with probabilityﬁ, then@.2# does not abort in
S
number of the Create query, Send query &hdquery, the simulation. Thus%.2#”’s success probability is

where i = 12,34, respectively. €57 picks . o S .
I € {1,2,...qc} andJ,L € {1,2, ....qs}, guesses? will Tt Therefore, ife is non-negligible, therts’ 7#’s

select the oraclﬁ%I to ask Test query aftgfs has had a success probability is also non-negligible. This

matching conversation tP'I(J; , and interacts withe as contradicts the difficulty of the CDH problem. Hence, our
follows. ' scheme can provide key agreement.

e Hash-Query: All hash queries are simulated the same as

described in Theorem 1. 5.3. Other security properties

e Create-Query: .2 maintains a list.c of tuples(IDj, x;, e y prop
yi,di,XuWE,S*). On receiving this query¢’7Z” cho0ses | the following, we first show that the proposed scheme
X,¥i, . € Zq at random, compute =XPW =X+ can provide perfect forward secrecy by using Theorem 3.
yiP,di =shy —yi,s = di —x;, then addgIDi,x,yi,di,Xi,  Then we show that the proposed scheme can resist insider

W,s) and(IDi, W, ) to Lc andLy, respectively. attack and provide user anonymity and leakage of session
e Corrupt-Query: It returns the private kegs, x;) of C;. temporary secrets resistance.
e Send-Query:

(1) When &/ makes aSend(ﬂ?j. “Qart”) query, €. Theorem 4. Our scheme can provide perfect forward

responds as follows. I = l_ch:u @ chooses secrecy if the CDH problemisintractable.

z € Z;, sets R = Qi, and computes Proof. From the proof of Theorem 3, we know that the

Ky = SR;,CID; = IDi @ [Kix, master keys of the servelS are known by adversary/.

Z = zPh; = Hy(IDi,Z,Po, W, X) and In Theorem 3, whenz makes a corrupt query ofDc,

v =z —hos mod q. Finally, ¥.# responds with ¢ returns(sc,xc). Since the single Test query is asked

M; = (CID;,R,W,X%,hy,v). Otherwise, €. # before the Corrupt-query, Theorem 3 still holds. Hence our
responds withM; according to protocol description. Scheme can provide perfect forward secrecy.

(2) When o7 makes aSend(ﬂ'S, M) query, @7 does Theorem 5. Our scheme can resist insider attack if the

as follows. If M§ = []s, ¥ computes ECDL problemisintractable.

CID; = ID; @ ke,

Z, = VP + hy(Hi(IDj,W)Pywy — W) and Proof. Assume that the clier’s private key is(sc,Xc)

h' = Hx(I1Di,Z,Poun,W,X), and then verifies wheresc = dc—xc. From the client registration phase, the
whetherh’ is equal toh. If it holds, €. sets  serverScan know the valu¢dc, Xc) whereXc = xcP. To

Rs = Qz, choosesk; € G,sk € Z;, computes derive(sc,xc) from (dc,Xc), the adversary must knoxg
Auth = Hs(IDi,Rs,Z/,Pop, k1), adds (IDj,Rs,  Whichis as hard as solving the ECDL problem. Therefore,
R, W, Poup, ka3, sk) to Ly,, and responds wittM, ~ Theorem 5 holds.

= (Auth,Rs). If 1% # M5, then® .7 responds with
M, according to protocol description.

(3) When o/ makes aSend([d,M2) query, €7
verifies ~ whether Auth ~is  equal to  Proof. In our scheme, the identityDc is protected by
Hs(1Di, Rs, Zi, Poub, ku). If it holds, then[]¢ accepts  CIDc. The computation o€ID¢ = D¢ & [ky]x requires
and terminates. Otherwisg]c terminates without the knowledge ok;, but Rc is sent to the server rather

Theorem 6.0ur scheme can provide user anonymity if the
CDH problemisintractable.

accepting. than ky, and k; = rcPyu = SRc. Without s and rc,
e Reveal-Query: If r]rcf: = ﬂél, ¢ aborts. Otherwise, computingk; from Rc andPyy, = SP is as hard as solving
€ returns the session ke. the CDH problem. Therefore, Theorem 6 holds.
@© 2013 NSP
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Theorem 7. Our scheme can provide leakage of session We judge these schemes’ security by checking
temporary secrets resistance if the CDH problemis hard. whether they can provide insider attack resistance, mutual
authentication, perfect forward security, leakage of
Proof. The session key of our schemeds= H(IDc, session temporary secrets resistance and user anonymity.
Rs, Rc,We, Poub, k), whereRe = rcP,Rs = rsPoun, k = sr's Furthermore, we also judge these schemes’ security by
(Re + PKe — X)) = (rc + s — Xc)rsPo, checking whether the security is formally proven.
Poub = SP,Xc = xcP,PKc = scP. Assume the session In Table 2, we demonstrate comparisons among our
ephemeral secretg andrs are disclosed, now we show scheme and five recently proposed remote user
that from this disclosure the adversary cannot comgkite  authentication and key agreement schemes for mobile
Obviously, the computation ak requires the knowledge client-server  environment 6[7,10,11,12, where
of k. To computek, the adversary must knosor (sc, Xc). execution times are measured using Tablén Table 2,
However, withouts and (sc,xc), computingk from Py we know that the server side of our scheme requires
and PKc — Xc is as hard as solving the CDH problem. 5Mg + 3PA + 4H, since vP + hPKc can be computed
Therefore, Theorem 7 holds. simultaneously through the simultaneous multiple scalar
multiplication [18§].

From Table 2, it is easy to draw the following
conclusions: (1) our scheme has stronger security and
higher efficiency than schemes,7,11], and (2) our
scheme has stronger security than schem@slp], but
In this section, we compare our scheme with severalonly loss a little efficiency. To sum up, our scheme is
remote user authentication and key agreement schemes inore secure, practical and suitable for mobile
terms of computation efficiency and security. client-server environment.

To measure the computation efficiency, we use the
following symbols.

6. Comparison with competitive schemes

7. Conclusion

e P: a pairing;

e Mp: a pairing-based scalar multiplication; In this paper, we have shown some identity-based user
e Me: an ECC-based scalar multiplication; authentication and key agreement schemes cannot
o Hyop: @ map-to-point hash; provide insider attack resistance or mutual authentinatio

e H: a one-way hash; and some of these schemes cannot provide user
e Inv: a modular inversion: anonymity, perfect forward secrecy or leakage of session

temporary secrets resistance. Then we have proposed an
improved remote user authentication and key agreement

We adopt different hard platforms for the server and Scheme. Security analysis shows that our scheme can
the client with low-power computing devices, due to their 2V0id these security problems. Under the ECDL problem
different computation abilities. Specifically, as t#], the ~ and the CDH problem and in the random oracle model,
hard platforms for the client and the server are a 36MHzW€ have shown that our scheme can achieve mutual
Philips HiPer smart card with 16KB RAM memory and a authentication and key agreement. Protocol comparison
PIV 3GHZ processor with 512MB memory and the shpws that our scheme is more secure, piratical and
Windows XP operation system, respectively. For the Suitable for mobile client-server environment.
pairing-based protocols, to achieve 1024-bit RSA level
security, we use the Ate pairing defined over a
non-supersingular curve over a finite fiel,, with Acknowledgement
p = 512 bits and a large prime order= 160 bits. For the . ) . i
ECC-based protocols without pairings, to achieve thelhis work is supported by National Natural Science
same security level, we employ the ECC group on Koblitz Foundation of China (Grant Nos. 61202434, 61170270,
elliptic curve y2 = x® + ax® + b defined ONFyies With 61121061), t.he Egndamental Research Funds for the
a =1 andb a 163-bit random prime. The running time of Central  Universities  (Grant Nos. 2012RC0612,
operations for the server and the client by using MIRACL 2011YBOY).
library [17] are summarized in Table

e PA: a point addition.

References
Table 1: Cryptographic operation time [1] M. Burmester and Y. Desmedt, A secure and efficient
conference key distribution system, Eurocrypt 1994, 275-
P Mp ME Inv PA H HM2p 286 (1995).
Server (ms) 3.16 1.17 08303 <01 <001 <1 [2] A. Shamir, Identity-based cryptosystems and signature
Client (s) 0.38 0.13 0.0% 0.03 < 0.01 < 0.001< 0.1 schemes, Crypto 1984, 47-53 (1984).
@© 2013 NSP

Natural Sciences Publishing Cor.



-~

Appl. Math. Inf. Sci.7, No. 4, 1365-1374 (2013)www.naturalspublishing.com/Journals.asp NS = 1373
Table 2: Protocol comparison
Computational efficiency Security
Schemes Client . Server __ IAR MA PFS LSTSR UA Provable
Cost Time Cost Time
WT [6] 4Mp + 1PA+ 3H 0.533s P+2Mp+1PA+3H 877/ms N N N N N Y
He[7] 3Mp +1Inv+3H 0.423s P+2Mp+2PA+4H 572ms N N N N N Y
IB [10] 3Mg + 2PA+4H 0.294s Mg +2PA+1Hpmop+4H 456ms N N Y N Y N
TTD[1] 3Mg+1PA+1Hwop+5H 0.385s Mg +1PA+1Humop+5H 447ms N N Y Y Y N
HCH[12] 3Mg +2H 0.272s e +1nv+3H 282ms N N Y N N Y
Our scheme K +3H 0.363s B + 4PA+4H 45Tms Y Y Y Y Y Y

IAR: insider attack resistance; MA: mutual authentication; PFS: pefbeatard security;
LSTSR: leakage of session temporary secrets resistance. UA: iisgyraity

[3] M. Das, A. Saxena, V. Gulati and D. Phatak, A novel
remote user authentication scheme using bilinear pairings,
Computer & Security25(3), 184-189 (2006). [

[4]D. Giri and P. Srivastava, An improved remote user
authentication scheme with smart cards using bilinear
pairings, http://eprint.iacr.org/2006/274.pdf.

[5]1Y. Tseng, T. Wu and J. Wu, A pairing-based client [
authentication protocol for wireless clients with smart cards,
Informatical9(2), 285-302 (2008).

[6] T. Wu and Y. Tseng, An efficient client authentication [
and key agreement protocol for mobile client-server
environment, Computer Networlkgl, 1520-1530 (2010).

[7]1D. He, An efficient remote user authentication and key
agreement protocol for mobile client-server environment
from pairings, Ad Hoc Network$0(6), 1009-1016 (2012).

[8]J. Yang and C. Chang, An ID-based remote mutual
authentication with key agreement scheme for mobile
devices on elliptic curve cryptosystem, Computers &
Security28(3-4) 138-143 (2009).

[9]E. Yoon and K. Yoo, Robust ID-based remote mutual
authentication with key agreement scheme for mobile
devices on ecc, |EEE International Conference on
Computational Science and Engineering, 633-640 (2009).

[10] S. Islam and G. Biswas, A more efficient and secure ID-
based remote mutual authentication with key agreement

message exchanges, Information Scient®8(15) 2895-
2903 (2010).

16] M. Scott, N. Costigan and W. Abdulwahab, Implementing
cryptographic pairings on smartcards, in: Cryptographic
Hardware and Embedded Systems. CHES 2006, 134-147
(2006).

17] Ltd. CertiVox, Miracl library,
http://certivox.com/index.php/solutions/miracl-crypto-
sdk/.

18] D. Hankersonl, J. Hernandez and A. Menezes. Software
Implementation of Elliptic Curve Cryptography over Binary
Fields. CHES 2000, 1-24 (2000).

Haiyan Sunis currently a
Ph.D. candidate in State Key
Laboratory of Networking
and Switch  Technology,
Beijing University of Posts
and Telecommunications.
Her present research interests
include cryptography,
information  security, and
security in 10T (Internet of

1

scheme for mobile devices on elliptic curve cryptosystem, Things) and cloud computing.

Journal of Systems and Softwa84(11) 1892-1898 (2011).

[11] T. Truong, M. Tran and A. Duong, Improvement of the more
efficient and secure ID-based remote mutual authentication
with key agreement scheme for mobile devices on ECC, The
26th Conference on Advanced Information Networking and
Applications Workshops, 698-703 (2012).

[12] D. He, J. Chen and J. Hu, An ID-based client authentication
with key agreement protocol for mobile client-server
environment on ECC with provable security, Information
fusion13(3), 223-230 (2012).

[13]F. Li, X. Xin and Y. Hu, Indentity-based broadcast
signcryption, Computer Standards and Interfa8egl-2)
89-94 (2008).

[14] D. Pointcheval and J. Stern, Security arguments for digital
signatures and blind signatures, Journal of Cryptology
13(3), 361-369 (2000).

[15] X. Cao, W. Kou and X. Du, A pairing-free identity-
based authenticated key agreement protocol with minimal

Qiaoyan Wen received
the B.S. and M.S. degrees

from Shaanxi normal

University in 1981 and

1984,  respectively, and
the Ph.D. degree from
Xidian University in

1997. Now, she is a professor
of Beijing University of Posts
and Telecommunications. Her
present research interests include cryptography and
information security.

© 2013 NSP
Natural Sciences Publishing Cor.


www.naturalspublishing.com/Journals.asp

1374 NS ) H. Sun et al. : A novel remote user authentication and key...

Hua Zhang received
the B.S. and M.S. degrees
from Xidian University in
2002 and 2005, respectively,
and the Ph.D. degree from
Beijing University of Posts
and Telecommunications
in 2008. Now she is an
associate professor of Beijing
University of Posts and
Telecommunications. Her research interests include
cryptographic protocols, and security in [oT, cloud
computing, industrial control system and Mobile Internet.

Zhengping Jin
received the B.S. and
M.S. degrees from Anhui
Normal University in
2004 and 2007, respectively,
and the Ph.D. degree from
Beijing University of Posts
and Telecommunications
in 2010. Now he is a lecturer
of Beijing University of Posts
and Telecommunications. His
research interests include design and analysis of
cryptographic protocols, and security in I0T.

© 2013 NSP
Natural Sciences Publishing Cor.



	Introduction
	Preliminaries
	Weaknesses of some ID-based remote user authentication and key agreement schemes
	Our proposed scheme
	Security analysis
	Comparison with competitive schemes
	Conclusion

