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Abstract: The measurement device independent (MDI) Quantum Keyibigion (QKD) is a practically implementable method for
transmitting secret keys between distant partners penfigriguantum communication. SARG04 (Scarani-Acin-Rilye@isin 2004)

is a protocol tailored to struggle against photon numbatteg (PNS) attacks by eavesdroppers. Considering itsyleoplemented
MDI-QKD version, we analyse its performance from secret lBigsate versus communication distance point of view. Ameageral
factors such as error correction function, dark counting (®CR) and quantum efficiency, considered for achievirg lHrgest
key bitrate versus longest communication distance, we i@ the most promising for MDI-QKD SARGO04 protocol is the€R
representing a challenge to optical material scientists.
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1 Introduction Fortunately a number of methodd4( have been
developed in order to improve QKD security since its

While Classical cryptography uses two types of keys tomain weakness originates from the assumption of perfect
encode and decode messages (secret or symmetric afiplementation from theory to experiment. Side-channel
public or asymmetric keys), Quantum cryptography usesattacks exploit discrepancies between theoretical and
QKD for transmitting secret keys between partnersexperimental implementation and efficient protection
allowing them to encrypt and decrypt their messages ovefrom these attacks has been suggested by Brauredteln
the forthcoming Quantum Internetl]] QKD main  [10] who use virtual channels in order to place detectors
characteristic is its practical implementability sincédts ~ and processing tools inside inaccessible private spaces.
already been deployed commercially by several quantum
communication providers such as SeQureNet in France,
ID Quantique in Switzerland, MagiQ Technologies in the
USA and QuintessencelLabs in Australia. The second
main feature of QKD is that it allows communicating
parties to detect online eavesdroppers in a straightf@war ~ This work is about performance analysis of
fashion. SARGO04 [L1] protocol in its MDI-QKD [12] version

In principle, QKD is unconditionally secure designed to fend off photon number splitting (PNS)
nevertheless its practical implementation has manyattacks by examining the impact of important factors such
loopholes and consequently has been attacked by margs error correction function types, detector DCR and
different ways exploiting some intermediate operation orquantum efficiency. It is organized as follows: after
another, during secret key processing, such aseviewing the original four-state SARG04 protocol, we
time-shift [2,3], phase-remapping 4], detector discuss its MDI version and describe the effects of
blinding [5,6], detector dead-time 7], device various parameters on communication distance and secret
calibration B], laser damage9]... key bitrate.
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Fig. 1: (Color on-line) Phase error probabilie versus bit error
probability e, for Typel and Type2 with different number of
photons(m, n) emitted by Alice and Bob.

Fig. 2: (Color on-line) Key rateK (L) for Type 1 events, in bps
versus distancé using the same parameters as in Réf| [
n=0.045,d =8.5x 107, a = 0.21 for different error correction

function.
2 MDI version of the four-state SARG04 .
protocol 10 f,variable |
fe=1.33 o
10 ]

SARGO04 protocol has been developed to combat PNS

attacks that are targeted toward intercepting photonscg‘

=

present in weak coherent pulses (WCP) that are used for.
communication. This stems from the fact, it is not
possible presently to commercially exploit single photons

in a pulse. However, progress in developing large scaleg 1067 |

methods targeted at using single photons in a pulse is
advancing steadily1[3].

Mizutani et al. [14] modified the original SARG04
protocol by including an intermediate experimental setup
run by Charlie, at mid-distance between Alice and Bob,
consisting of Bell correlation measurements. The setu
contains a half beam-splitter, two polarization

beam-splitters to simulate photonic Hadamard and CNO'I),/7
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H:ig. 3: (Color on-line) Key rateK (L) for Type 2 events, in bps
ersus distancd using the same parameters as in Réb][

0.045,d =8.5x 10/, o = 0.21 for different error correction

gates in order to produce Bell states, as well asgnction.

photodiode detectors. This additional step will help
discard non perfectly anti-correlated photons and thus
reduce transmission error rates. In addition, Alice and
Bob not only choose photon polarization randomly, they
also use WCP amplitude modulation to generate decoy
states in order to confuse the eavesdropper.

The protocol runs as follows:

—Charlie performs Bell measurement on the incoming
photon pulses and announces to Alice and Bob over
the public channel whether his measurement outcome
is adequate or not. When the outcome is satisfactory,
he announces the adequate events as being of Typel
or Type2. Typel is coincidence detection event8df
andBRor BT andAR Type2 is coincidence detection
events of AT and AR or BT and BR where AT,BT
stand for detecting transmitte@l) photon events
from Alice (A) or Bob (B) linearly polarized at 45
whereasAR BRare for detecting reflecte@R) photon
events at -45.

In

—Alice and Bob broadcast, over the public channel,
indicesk € {0,1,2,3} and k' € {0,1,2,3} that are
used for rotating statesl4]. If the measurement
outcome is acceptable with Typel and
k=K =0,1,2,3, they keep their initial bit values, and
Alice flips her bit. If the measurement outcome is
acceptable with Type2 ankl= k' = 0,2, they keep
their initial bit values. In all the other cases, they
discard their bit values.

—After repeating the above operations several times,
Alice and Bob perform error correction, privacy

amplification and authentication as described
previously.
the ideal case (no transmission errors, no

eavesdropping) Alice and Bob should discard results
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pertaining to measurements done in different bases (or Quantum Error Correction Coding (QECC) is made
when Bob failed to detect any photon). with a function that has been experimentally determined
In QKD, Alice and Bob should be able to determine from the CASCADE interactive algorithm developed by

efficiently their shared secret key as a function of distanceBrassarcet al. [19] and given in an interpolative form by

L separating them. Since, the secure key is determine@nzeret al. [20] as: fe(x) = 1.1581+ 57.200¢. Usually
after sifting and distillation, secure key rate is expréesse fe(x) value depends on the error correction algorithm
in bps (bits per signal) given that Alice sends symbols toused, and is typically between 1 (where the number of
Bob to sift and distill with the remaining bits making the error correction bits is equal to the ideal Shannon limit)

secret key.

For Typei event, we defin&ef‘r;’n> as the phase error
probability that Alice and Bob emitsn and n photons

respectively, and Charlie announces an adequate outcome

with Q™" the joint probability. Consequently the
asymptotic key rate for Typé is given as a sum over
partial private amplification terms of the form
Qfm’">[1—h2(ei("g”))] and one error correction term
Qiotf (%) hy (i) related to total errors ad4, 16]:

Ki(L) = QY1 - ha(elsY)] + Q21 - hy(e 5]

+QP Y1 - ha(e 3] — QU (E™)ha(). (1)

The total probabilitiesQi® = zm’anm’m and total

error rates are given by = zm,anm”efo*”) /et

whereef‘rg") is the Typei bit error probability anch; is

the binary Shannon entropy 17] given by
hp(X) = —xlogy(X) — (1 —X)log,(1 — x). Moreover, the
above asymptotic key rate is obtained in the limit of
infinite number of decoy state4].

Phase error probabilities are determined from bit error

probabilities as depicted in fid. for Type 1 and 2 and
depending on photor(sn,n) emitted.

This validates our method of -calculating
probabilities since our results agree with Mizutaial.
[14] work (see figure 3). Our method differs from M
al. [18 work who used a modified sifting technique to

the

and about 1.5. An average convenient value figx) is
1.33. In the following we select either a freely variable
fe(x) or a fixedfe with an average value of 1.33.
In figs 2,3 secret key rates for Type 1 and Type 2
events are displayed versus distance whgr) function
is considered as variable or fixed at a value of 1.33.
Improving detection quality means that dark counting
must be substantially reduced in order to avoid false
"clicks” (irrelevant event detection) of the detectors.
In figs4,5 secret key rates for Type 1 and Type 2 events
are displayed versus distance for different values of the
DCR with error correction functioffie(x) freely varying.

K(L) (bits/signal)
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Fig. 4: (Color on-line) Key rateK(L) for Type 1 events,

0 50 250

handle single-photon detector dead-time constraintsn bps versus distancé using the same parameters as in

without considering Type 1 and 2 bit error probabilities
depending on photon emission.

Since Charlie is in the middle between Alice and Bob,
the channel transmittance to Charlie from Alice is the
same as that from Bob. Considering thas the distance
between Alice and Bob, the channel transmittangeis
obtained by replacingL by L/2 resulting in:
nT = 10-aL/20

3 Results

For the standard Telecom wavelengi¥][ A = 1.55um,
the loss coefficient with distance &=0.21 dB/km. The
guantum efficiency and the dark counting probability

Ref. [15] n=0.045,a = 0.21 for different detector dark counting
probabilityd and variable error correction function.

Quantum yield is an important parameter that plays a
substantial role in quantum communications.

In figs 6,7 secret key rates for Type 1 and Type 2
events are displayed versus distance for different values
of the quantum yieldn with error correction function
fe(x) freely varying. The value ofn has been
intentionally exaggerated in order to explore the range of
communication distances covered by its variation. The
values of the experimental parameters shows roughly a
tenfold performance increase when we compare the 2004
GYS experiment 15 for which n = 0.045 and
d =8.5x 107 to Tanget al. [21] parameters] = 0.43

(proportional to DCR) of the detectors are taken asandd = 107 that were obtained 10 years afterwards. The

n = 0.045 andd = 8.5 x 1077, respectively as in the
GYS [15 case.

rate of improvement is satisfactory when we additionally
observe that the Quantum yields acts on communication
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Fig. 5: (Color on-line) Key rateK(L) for Type 2 events, Fig. 7: (Color on-line) Key ratek(L) for Type 2 events, in bps
in bps versus distancé using the same parameters as in versus distanck using the same parameters as in R&5] [d =
Ref. [15] n=0.045,a = 0.21 for different detector dark counting 8.5x 107, a = 0.21 andfe(x) variable for different values of
probabilityd and variable error correction function. the quantum yield parametsgt

distance and key bitrate SimultaneOUS|y whereas DCR anQajueS of the guantum efﬁciency in order to probe the
error  correction function changes affect solely |argest possible range of communication distances, the
communication distance. DCR is still the most promising.

It is important to point out that our work being based
on decoy-state MDI-QKD, it has been found by several
workers such as Zhouet al. [22] that when

n=0.0045 —— communication resources are finite, MDI-QKD secret key
102 | ”;Sb(_’f}g’ T rates are typically lower than that of standard decoy-state
103 ] QKD. Nevertheless, a number of methods exist to
T—g Y circumvent this problem, such as proper basis choice
210 1 along with intensity selection algorithmg&7] in order to
% 1075 B achieve longer distances.
~ 16
g 10 Consequently, future research efforts along our line of
107 ‘ 1 work ought to be directed towards reducing DCR
108 | ' ] substantially. Statistically, progress in the experimaént
detector values is about one percent per year increase for

10—9 . . . . . . . . .
0 20 40 60 80 100 120 140 160 180 the Quantum vyield and about one percent per year
L(km) decrease for the DCR. In order to substantially speed
DCR decrease, special algorithms allowing to

Fig. 6: (Color on-line) Key rateK (L) for Type 1 events, in bps discrimi b diff . .
versus distanck using the same parameters as in R&f] [d = Iscriminate etween liferent events impacting

85x 1077, a = 0.21 andfe(x) variable for different values of ~Photodetector response should be urgently developed.
the quantum yield parameta Another challenging route for optical material scientists
to develop photo-sensitive materials possessing sedectiv
higher thresholds that would allow prevent accordingly
false detection events.

4 Discussion and Conclusion
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