Appl. Math. Inf. Sci.11, No. 3, 749-758 (2017) %N =) 749

Applied Mathematics & Information Sciences
An International Journal

http://dx.doi.org/10.18576/amis/110315

Privacy Preserving Non-interactive Proof of Assets for
Bitcoin Exchanges

Maya Mohan'* and M. K. Kavitha Devi 2

1 Department of Computer Science and Engg, NSSCE, Palaklad| India
2 Department of Computer Science and Engg, TCE, Madurai, [faahi, India

Received: 27 Dec. 2016, Revised: 2 Mar. 2017, Accepted: 1322047
Published online: 1 May 2017

Abstract: Bitcoin is a decentralized cryptocurrency for e-paymditsoin exchanges stand for the trading of customers’ bito
against major paramount currencies.The users’ bitcoinsbeastored in a digital wallet offered by the Bitcoin excheuigecisely,
Bitcoin exchanges are equivalent to banks,providing sgciar the customer’s bitcoins in their absence.An exclealyvays need to
be solvent interms of its assets and liabilities to meetatglterm financial obligations .Maxwell was the first one whopwsed a
cryptographic based proof of liabilities .But the schemeadssecure enough to keep the user information confiddraialr Dagher et
al. proposed a privacy preserving proof of solvency for @iteexchanges.But the scheme works in an interactive marisrrestricts
the proof computation offline.This paper addresses therfostinteractive proof of assets using hybrid commitmenesus in the
non programmable random oracle model.The non-interazéwe knowledge proof is defined in the common referencegstriadel.

Keywords: Cryptocurrency,Bitcoin Exchange, Zero Knowledge Proghiid Commitment Scheme,Proof of Asset,Pedersen
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1 Introduction the outputs denote to whom the bitcoin is transferring and
the amount. The transaction is considered to be valid only
In the current era, e-transactions are achieved usindf the spender is trying to spend an unspent transaction
digital currencies J] [2] .Cryptocurrencies are digital a@mount.A transaction script is shown in Talile
currencies, which build on strong cryptographic
algorithms, enable the fund transfer efficiently all ovex th The metadata provides the housekeeping information
world without any intervention of bank regulatory.The such as entire hash of the transaction, version
main attraction of cryptocurrencies are their low number,number of inputs and outputs,transaction
transaction fee. Bitcoin3] is the leading cryptocurrency publication time for escrow transactions,size of the
[4] from its birth till today that make use of peer to peer transaction etc.For normal transactions the looie is
system (P2P) for e-payments and works in a decentralizedet to zero.The array of transaction input gives the
manner. The bitcoin trading is done through bitcoin walletinformation regarding the previous transactions.|t
software. The transactions are managed using public keincludes the hash of the previous transaction along with
cryptographic scheme and digital signature scheme. Than index indicating the claimed output of the previous
unique address generated from the public-private key paitransaction.The signature script shows the ability of the
by the wallet called the Bitcoin address is used foruser to claim the outputs of the previous transaction.The
performing e-transactions. Bitcoin uses a complexarray of transaction output contains the value and the
structure and considered to be a revolutionary attempbitcoin script for evaluation that includes the hashed
against double spending without any trusted third party.public key of the recipient.The script evaluation is cadrie
Bitcoin scripting language which is not turing complete is out using stack.The transaction is valid only if the spender
used for representing the transactions. A transactions trying to spend an unspent transaction.Once the script
consists of inputs and outputs.The input proves that thés ready ,it will broadcast in the bitcoin network.In the
spender is having enough number of bitcoins to spend an®2P network, a node on receiving a transaction from
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Table 1: Bitcoin Transaction script

Transaction script contains three parts

Metadata

1:"hash”:"23a56d.....",

2:"ver”: 1,

3:"in.sZ': 2,

4:"vout_sz': 2,

5:"lock time” : 4567,

6 :"size": 300

Inputs

"in":[

"prev_out”: "hash”;"5667da3...”  "n".0,
"scriptsig™:"34c2a...",

"prev_out”: "hash”."54e3a2...” "n".0,
"scriptsig™:"22bc12a...”

]

Outputs

out:[

"value”; "5.08", "scriptpubkey”:

OP.DUP OPHASH160 692e27......

OP_EQUALVERIFY OP.CHECKSIG”,
"value”; "3.12", "scriptpubkey”:
OP.DUP ORPHASH160 84ac3L1......
OP.EQUALVERIFY OP.CHECKSIG”

]

mining process.The field_txn denotes the total number
of transactions added to the block and mmibt is the
hash of all transactions in the block.The size field gives
the total size of the transactions and it should be less than
1000000 bytes.The blocks are linked together through
hash pointers form the blockchain. The merkle-hash tree
is used for maintaining the blockchain as shown in figure
1. The leaf node of the merkle tree contains the
transaction and the other nodes hold the hash values.The
entire block’s hash value is stored in the hash pointer.For
creating the new block the miners have to find the
solution for a predefined mathematical problem called
proof of work(PoW).The miners will be rewarded with
bitcoins for the successful block creation.

The Bitcoin network’s accuracy and stability depends
on various socioeconomic factor§][ The customers
assets will be lost even if one such factor fails.The
security of customer assets are tightly coupled with the
private keys used. So utmost protection needs to be given
for cryptographic keysd].lt is the user responsibility to
secure the secret keys in order to protect their bitcoins.
There exists plenty of methods for the key management in
Bitcoin [7]. One of the simplest way is to store the pool of
keys on a disk which is not accessible by a third party.
But if there is a malware it can steal data from the disk
[8]. Another widely used method is the split contr@l.[
This needs the cooperation of multiple devices to generate

another node verifies,stores and forwards the transactiof'®€ key which helps in avoiding single point of failure.
validation is carried out in the Bitcoin network.Bitcoin Offline storages 10|, password protected wallets,
miners grouping the verified transactions into to a blockPassword derived wallets are some of the remedies but

for optimization.The block structure is given in tatde

Table 2: Bitcoin Block script

Block script contains two parts

Metadata

1:"hash”:"531b3a7c.....", 2 : "ver”: 2,
3:"prev_blk:”023a....."’

4:7"time” 1 21234,

5 :"bits’ : 456746700

6 : "nonce” : 567433056

7 :mrkl_tree”’ :"3457890335576.”, 8 : "n_txn” : 49
9:"size": 181527

Body of the Block
XN e, ]
"mrkl_tree” : ["6a5......... ""75C......... "

they still face some drawbacks.

Many users prefer online exchanges to keep their
assets equivalent to online banking. Exchanges help in
storing bitcoins and also perform  currency
conversions.They are playing a vital role in the Bitcoin
network and having strong influence over Bitcoin
markets.The trading taking place at the exchange
determines the value of the bitcoin.The bank information
as well as the client’s identity is maintained by the
exchange.For selling the bitcoins, the client has to temsf
the bitcoins to the exchange’s wallet where the exchange
possess the private key.The transactions that deal with
bitcoin deposits and withdrawals will be added to the
blockchain whereas the bitcoin trading is available only in
the bitcoin database.A great level of user’s privacy can be
attained using exchanges.The exchange is capable enough
to settle the bitcoin of all of its users at any point of time.
Bitcoin exchanges need to be committed to its users all
the time rather than the fractional reserving system
followed by the traditional banks.

The block header contains a version number thatFrom literature survey it is understood that only few
denotes the software version used for creating the blockproposals have emerged related to the preservation of
The Prevblk field indicates the hash value of the previous privacy of the assets of the Bitcoin exchanges .Maxwell
block.The time field indicates the current time in [11] was the one who first proposed proof of liabilities
seconds.The hash ,bits and nonce fields are used for tHeased on cryptography for verifying the assets. But it
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Fig. 1: The blockchain

leads to some privacy issues pointed out by somds hidden using cryptographic techniques. An adversary
exchanges.Most of the exchanges operate with aould know only one information that is the total liability
minimum number of accounts by clubbing various (set of all bitcoins available in user accounts) is less than
customers’ holdings. For security reasons the secret keythe exchange’s total asset. The exchange is said to be
of these accounts may be kept in cold storagesolvable if asset dominates liability or the difference of
(offline).The exchange can have unique Bitcoin addresseboth is almost negligible. The proof of asset is made
for each of its customers but it necessitates largenteractive in Provision. This paper proposes a Provision
cryptographic proofs. Maxwell’s proof has the provision based non-interactive  proof of assets using
of proving exchanges’ total liabilities as well as users’ non-programmable random oracle mod&¥][ It uses a
account verification. It uses binary Merkle hash treesCRS model (Common Reference String$jto make the
[12for this purpose. Hash based commitment is used inproof, non- interactive zero knowledge and soudd] [
Maxwell's scheme. The root node has a total commitmen{20]. It is efficient enough to calculate the proof of assets
of the customer’s balance that represents the total ligbili of Bitcoin exchanges in less time since it is not
of the exchange.Only a part of the hash tree is necessarycorporated with any complex computation. Establishing
for the \verification of each customer account. a trustworthy exchange attracts more customers and large
Unfortunately, it does not have any mechanism for hidingdeposits. The exchanges ensure that the deposits and
the total liability of the exchange which is residing in the withdrawals of each individual are hidden from the
root node. The protocol is not structured enough to hideoutsiders 21]. Some jurisdiction legally demands proof
the complete details of the customers balance. of solvency in bitcoin exchange2?].

Later Dagher et all[3 introduced the privacy preserving

proof of solvency with a lot of security options. It The objective of this paper is to enable an exchange to
highlights the features like complete security for userpyplicly prove its total asset in a non-interactive manner.
assets, confidentiality of the exchanges’ total assets angjat-Shamir scheme is the suitable candidate for this
unlinkability [14] with the Bitcoin addresses the exchange pyrpose 23. But it uses random oracle model. We used
hold etc. Provisions make use of commitment schemeﬁybrid commitments J4] in the non- programmable
[15] and zero knowledge proof& ] for proving solvency  random oracle model[NPRO] 2] to achieve

in an interactive manner. In Provisiodg]the total asset  non-interactiveness.The paper is structured as folloes. T
(set of all bitcoins, the exchange have the signing powerlsection Il describes the basic concepts and definitions
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related to sigma protocol, zero knowledge proof andusing sigm&y ) protocol 33.

commitment scheme.The Section Il illustrates privacy

preserving non interactive zero knowledge proof of assets  Sigma Protocoly)-The 3 protocols are public-coin

for Bitcoin exchanges .The results and discussions arélonest Verifier Zero Knowledge (HVZK)3#] proof

included in section IV and in section V , the conclusion. systems. It is an interactive three round public-coin
protocol B5] with a proverP and a verifiel and to prove
that the statemeni € L with zero knowledge.The

2 Basic Concepts properties it hold are:

—The verifier provides only a single random string ,the
challenges

—If the statement ¢ L,then for every first message from
the prover there exists only one verifier message that
can be answered.

—There exists a simulator that could generate the same
distribution as a real proof system for a given statement
x and challenge

Proof of Assets (PoA) makes use of a Common Reference
String(CRS) for defining the public parameters for
providing the assets of the exchange . Let g and h be the
generators of the group G of order g. According to the
Bitcoin policy, anyone can calculate the amount of bitcoin
possessed by each Bitcoin address. Y.dte the public
key,Y € G associated with each Bitcoin address then the
balance correlated with each public key is denoted as
B(Y). The balanceB(Y) can take a value in the range In non-interactive zero knowledge (NIZK) there is no
between 0 and%. The exchange E possesses a large seinteraction betweer® andV for proving the statement
of public keys which is anonymous that corresponds tox.To fulfil NIZK proofs the standard set up CRS is used.
the Bitcoin addresses used in the Bitcoin transactions .IrThe Fiat-Shamir (FS) transform is a NIZK transformation
the Bitcoin block chain , the exchange E knows a set ofin the random oracle modeB§] . In FS transform, the
public keys for which it knows the private keys. Using verifier's challenge is replaced by a hash value obtained
Zero knowledge proof and commitment scheme, thefrom the previous prover message. Any concrete
exchange convinces the public about it assets. Thénstantiation of the hash function in the FS transform
ownership of the public keys is kept confidential. leads to an insecure scheme. By applying the FS
transform to & protocol guarantees zero knowledge for
Hybrid Commitment SchemeThe commitment a cheating verifier. As there is no interaction,it increases
schemes used in cryptography allow the user to hide thehe efficiency of the protocol. But FS transform is sound
information for a certain amount of time from other onlyin the RO model.
users.lt is designed in such a way that once the user i§or proving PoA we are considering a NIZK with CRS
committed something he cannot change the value,only hsimilar to FS using non-programmable random oracle
can reveal it in a later time.Among the commitment model. The transformation achieves zero knowledge
schemes,Pedersen commitment scheme is considered pooperty in the standard model and soundness in the
be the most secure scheme, holding the commitmenhon-programmable random oracle model. The difficulties
properties computational binding and perfectly hiding. arise in the zero knowledge composition in the random
The hybrid commitment scheme used in PoA is similar tooracle is not a problem in this transformation. It implies
Pedersen commitmen2€] since it is equivocal. For that for the simulation RO is not required and it needs
example, in Pedersen commitment, any message, only to prove the soundness. The commitment scheme
the commitmen€ = g*h" wherer is a random value and used is similar to the Pedersen commitment scheme, for
g andh are generators @& . The public parametegand  which a trapdoor exists by which the commitment can be
h are of Diffie-Hellman tuple Z7] and their relative decommitted to any value. It is similar to the FS
discrete logarithm is not known. No information about transform except the commitment value is hashed rather
is revealed since Pedersen commitments are perfectlthan hashing the previous message of the prover.
binding [2§]. The scheme uses the hybrid trapdoor commitment by
which the CRS can be chosen in two different ways.
Zero Knowledge ProofsThe exchange’s asset is When the commitment is perfectly binding it guarantees
proved in zero knowledge using the hybrid commitmentsoundness and when it is equivocal ensures zero
scheme .In zero knowledge proofs ,the verifier isknowledge. The commitment scheme can be constructed
convinced with the fact the prover is saying, without from any hard languageJ] incorporating a5 protocol.
revealing additional information by the prover.Zero A concrete instantiation of the scheme provides security
knowledge protocol enable the prover to prove aunder the DDH assumption. A similar transformation
statement to the verifier without publishing any data otherintroduced by Damgard by setting a regular trapdoor for
than the validity of the statement.Zero knowledge proofsthe commitment schem@&§] . This can not be used since
play a vital role in many areas of cryptography. Zero there is no possibility of rewinding the adversary because
knowledge proofs are unavoidable in proving the securityof the non-interactive nature of the protocol. The zero
in multiparty communication in the presence of knowledge construction in the NPRO model proposed by
adversaries 79,30,31,32]. It can be efficiently proved [39 [40Q] are not completely non-interactive. It requires at
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least two messages to handle deniability andzero knowledge. The soundness property is defined in the
transferability issues of NIZK proofs. We basically work non-programmable random oracle model.

on Lindel’'s transform 25 based on hybrid Definition 2.3: A probabilistic polynomial time
commitments. According to Lindell the membership hard machine with the paramete(&enCRS,P,V)is said to be
language L and each commitment, pick an instancg of adaptive non interactive unbounded zero knowledge for a
as input such that ijp ¢ L the hybrid commitment scheme language. defined in NP with a relatioR satisfying the

is perfectly binding else equivocal if a witness fore L

is known. A polynomial relation R is a subset of the set
{{0,1}" x {0,1}*} andx s an instance of languageand

w is its witness then the membership,w) € R is
bounded in polynomial time. The random oracle model is
defined asRO : {0,1}" — {0,1}" wheren € Z;.Some
definitions of this paper is taken frora4.

Definition 2.1: A protocol (PV) constitutes an
interactive proof system for a NP languagéolding the
following requirements,

—Completenessyx € L and the witnessv ,such that
(x,w) € Rhold: Pr[(P(w),V) (x) =1] =1

—Soundness : For evewye L ,there exists a cheating
prover such that for every z,
Pri(P*(2),V)(x) = 1] < v(]x]) Where v is the
negligible function.

The three round public-coin protoculis defined as,

—On input I',x andw , P computes a messageand
send it toV

-V picks a random challengee Z, with lengtht and
send it toP

—On input(x,a,e,w) P computez and send t&/

-V accepts or rejects based pga, e,z)

Definition 2.2: Protocolrr= (P,V) is ay protocol for
relationR is said to be three round public-coin protocol if
the following condition hold:

—Completeness: IP andV follow the protocol for any
x € L and witnessw where (x,w) € R the verifier
always accepts

—Special Soundness : For a PPT algoritAnand any
givenx, the pair of accepting transcripts, e,z) and
(a,€,Z) for xwheree # € givesw such tha{x,w) € R

—Special HVZK: There exists a simulat@nm*such
that for all e Sm*(e) — (a,2) such that(a,z) is
having the same distribution as that of the real proof
system provided the verifier is using the same
challenge.

In the adaptive NIZK 25 both the prover and the
verifier have access to the public set up, the CRS.
Adaptive zero knowledge means that zero knowledge and

conditions,

—Perfect completeness: For any randomly chosen
p <+ GenCRS(1") for al (xw) € R
PriV(x,p,P(xw,p)) = 1] =1

—Adaptive Soundness defined in the non-programmable
random oracle model: For every PPT functibrand
PPTP*(cheating prover)

PrV(p,f(p),P*(p)) = 1] < v(n) , for all n € Z
where

f 1 {0,1}"\L « {0,1}P¥" v+ negligible function
F : {0,1}" « {0,1}* any random function
p + GenCRS(1")

—Adaptive unbounded zero knowledge: There exists a
PPT simulatoilSm for any NP languagé and the set
of relationsR such that for every PPT functiof
defined as,

f 1 {0,1}" x {0,1}PYV AR « {0,1}PYMand for
every PPTV*(cheating verifier) the difference in
probability is negligible.Pr[V*(Real{(Pf(n,p))) =
1]~ Priv=(simg(n, p)) = 1] < ()

Real(Pf(n,p)) and Sms(n,p) denotes the outputs

from the real proofs and the simulated proofs.
Real ProofsReal { (Pf(n, p))

1.0 «+ GenCRS(1"),foralln e Z
2.?, T are initialized to null

fori=1top(n)

@y « fl(p,Y,ﬁ) (choosing the immediate to be
proven)

(b)7% < P(p, fru(p, X, 71), fna(p, X, 1)) (generating
theit" proof)

— —
(c)The vectors$= x1,x%2,...,% M= Tq,Th,...,T§

3.Return the outpu(p, X, ﬁ)

Simulated ProofsSims (n, p)

10+ Sm(1"),forallne Zq4
2.X, 1 are initialized to null

fori = 1to p(n)
@y fl(p,Y,ﬁ) (choosing the immediate to be
proven)
(b)1s + Sm(x;) (SimulatorSmgenerates the proaf
for provingx; € L)
(c)The vectors_f: X1,X2,..., % = m,T,...,T§

3.Return the outpufp, X, ﬁ)

soundness properties satisfy when the statements amM/here fn; and fn, are the primary and secondary
chosen as a function of the CRS. If the statementsoutputs of functionf

selected are unbounded then it holds adaptive unbounded
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Definition 2.4:A hybrid commitment scheme is a PPT
algorithm with tupleg GenCRS, Com, Simg,m) defined as,

—p < GenCRS(1"), foralln e Z4
—(GenCRS,Com,Decom,RD¢om) For any message
| € {0,1}" computing a non-interactive perfect
binding commitmenComy (1, k) and a decommitment
Decom, (I,k) wherek is any random number. The
verification algorithnmRD¢om, outputs,
| <+ RDcom, (Comy(l,k), Decomy (I,k)) with high
probability.
—(com,simeom): For any PPT adversadythe outputs of
Realcom and Smem are  computationally
indistinguishable.

Real commitmentsReal com, A(1")

1.GenCRS(1") — p
2.The vectori 3 are initialized to null
fori=1top(n)
(a)Choosd; « A(p,?, E)
(b)ci = Comp(Ii, ki) for all ki + {0,1}POY™
(c)di = Decomp (l;, ki)
(d)Vectorsgz C1,Cp,...,GCi andgz di,do,...,di

— =

3.Return the outpA(p,ly,lz,...,lynm), €, d)

Simulated commitment&meom(1")

1.Smem(1") — &
2.The vectori, d are initialized to null
fori=1top(n)
(a)Generate; < SMeom
n
(b)Choosd; + A(p, ¢, d)
(c)di = Smeom(lh) .
(d)VectorsTf: C1,Cp,...,¢iandd=d1,dy,....,d;
—
3.Return the outpuh(p, I, I2...Ip(n>,3, d)

3.Decommitment
For decommiting = (c1,¢2) providel andk

4 RDm The receiver outputk if satisfy the equations
g€ = cau' andh® = ¢V else returnL.

In case 2(a)g,h,u,v) is not a Diffie-Hellman tuple
hence the commitment scheme is perfectly binding and in
case 2(b) sincé€g,h,u,v) is a DH tuple the scheme is
equivocal.

Using S protocol for the relatiorR, non-interactive
zero knowledge is obtained in the non- programmable
random oracle model with CRS is depicted as follows.
Let P, and P, be the prover algorithms and be the
verifier algorithm fory protocol then,

1x e L and the witnes® , such tha{x,w) € R
2CRS: GenCRS(1") — p and s < key for the hash
function
3.Prover Side
(a)Calculatea = Py (x,w)
(b)Calculatec = Com, (a, k)
d = Decom,(a,k) wherec andd are commit and
decommit values respectively.
(c)Compute the challenge = hashs(x, c)
(d)Calculatez = P,(x,w, a,€)
(e)The proof generatedr = (x,c,d,2)
4 Verifier Side
(a)Calculatea from c andd, i.e.a = RD¢om(C, d)
(b)Calculates = hashs(x, €)
(c)Return the outpwt (x, a,€,2)

3 Privacy Preserving Non-interactive Proof
of Assets

The Bitcoin exchange should hold adequate measures to
hide the total assets and users holdings.The exchange
should maintain unlinkability from its Bitcoin
addresses.In Dangher et al. scheme ,they introduced a
privacy preserving proof of solvency for Bitcoin

exchanges.The scheme is build §nprotocol and zero
I'f<nowleolge proofs.The protocol publicly proves its total
assets and liabilities without revealing them. It also

The commitment scheme based on DDH assumptio
of Lindell is used for proving PoA. For the sake of

completeness the scheme is explained as follows.

1.RunG(1") for the public parametef6, q,g,h)
(a)Perfect Binding
Choosep; andp, randomly fromZ,
Calculateu = gPt andv = hP2
GenCRS i9G,q,9, h,u,v)
(b)Equivocal
Choosep cr Z4
Calculateu = g° andv = h?
AItCRS is(G,q,9,h,u,v)
2.Commitment
For committingl € {0,1}"
choose a random vallecr Zg
Calculatec; = g¢/u' andc, = hk/V/
such that the commitment= (cy,c,)

provides high confidentiality for user information .But
proving the assets require an interaction between the
exchange and the user.This will restrict the exchange to
prove its asset independently.To the best of our
knowledge there does not exist any privacy preserving
proof of assets for Bitcoin exchanges in a non interactive
manner.

3.1 PoA with Non Programmable Random
Oracle

Provision [L3] for exchanges can be made non-interactive
using hybrid commitments in the NPRO model. In PoA
protocol, the exchange constructs a large set of public
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keys, PuK which is kept anonymous corresponds to thecorresponds to the public key. It can be proven by
Bitcoin addresses appeared in the block chain. Adividing 4 by 6, results inY; = g . The protocol defined
commitment to its total asset is created by the exchangéor PoA in NIZK is as follows,

and proves in zero knowledge that the cumulative balance

of all public keys the exchange owns is equivalent to the  Public Parameterss, g,h,C;,Li,B;,Y;

committed value by concealing the public keys it owns. WhereGC; =B>.hi L =Y%.h% B = g8 andY; = g*
The exchange gathers the set of public keys available ilCRS  Generatiop «+ (1"),u,v and s where

the Bitcoin blockchain.
PuK = (Y1,Y2,..,Yn) where eacly € G
The size of PoA is directly proportional to the size of

the anonymity set. Note that PoA is linear with respect to

the number of public keys in the anonymity set. A

u=gP,v=hP andsis the hash key

Prover Algorithm Foii € [1,n]

1.P chooses the random valuesg, y, & andt er Zq

reduction in proof size is possible by reducing the 2.Calculates thavalues

precisions. The Bitcoin addresses which are performing
send action are suitable candidates for the anonymity set.

The public keyY; = g¥ wherex; € K, the set of secret
keys fori = 1 to n.Consider the segg, the set of all

Agj = BihP
Az =Y, %hY
A3 = g6hy

Bitcoin addresses for which the exchange knows the 3.Calculate the commitment far

private key such thag € PuK. A Boolean sef € {0,1}

Com = (Cyi,Czi,Csi,Cyi, Cs,Cs)

is used to denote the accounts controlled by the exchange.

We set thes value to one whenever E knows the secret

key x corresponds to the public key. In Bitcoin no

Cy = gt /U

G = ht/ VAL Gy = g‘/ ua
Cy4 = ht )\

Cs=g'/u Ce=h'/v™

account can exist with a negative balance. For the balance 4-Find the hash of the committed valGem

B(Y;i) the exchange’s total asset is calculated.&fsing

& = Hs(Comy) = Hs(Cyi,Cyi, Csi,Cai, Cs,Co)

range proof check whether the committed value lies in the

interval [0, 2%1].

n
TA= Zs.B(Yi),Vi €[1,n Q)
i=
ComputeB; to form a DH tuple such tha,
B = g®M) vi e [1,n] 2)

The exchange E publishes the commitmentsf@&(Y;), s
andx; as follows,

C =B} .h' 3)
Li = Y3 .hk (4)
The other way,
Li = g9.hK (5)
Li = g¥.h% (6)

Wherer, k er Zq andi € [1,n]
A commitmentCy for the total asset of the exchange is
computed by performing homomorphic additiofl] of

Gi.
n n
Ca=[]C =B =g™ x hitshi 7)
f==1®

It needs to prove in zero knowledge that ecomputed

5.Calculate th& values,

Zii=a+(es)
Zy =B+ (ari)
Z3 =y+ (ek)
Zji =0+ (ex)

6.Publish the valuegAs;, Agi, Az, Zij, Zoi, Z3i, Z4i,COMy)
Verifier Algorithm

Verifier accepts if,
Bizli hZZi _ Ciel Ali
Yi21i thi _ Liei Ay
gXih% = L? Ag
Compute commitment for Total asset of exchange,
Ca=iL1G

Using the protocol PoA the exchange proves its
knowledge about the secret valugsri, ki and x;. We
make use of a standalg protocol to complete the proof.
Since the protocol is HVZK (Honest Verifier Zero
Knowledge), it conceals the total assets. The proof for the
same is given below. The proof size is reduced by
choosing common exponentiation foA;;,Ay; and
Az Vi € [1,n]. Using PoA the exchange proves its
knowledge about the secret values.The PoA uSes
protocol to prove that eack € {0,1} which is known to
the exchange.The protocol is made non-interactive using
non-programmable random oracle model.lt is therefore
enough to prove that the protocol is honest verifier zero
knowledge.

in 7 is valid as well as knowledge of the exchange about

the secret values, ri, ki andx; used inl, 3, 5 and6.From
3, 4 and6 the verifier is convinced with the fact that when
§ is set to 1, the exchange is having the secret key

Theorem: For the publicly known valueg, h,Y;, B;,Ci, L;
Vi € [1,n],the protocol in PoA with Non Programmable
Random Oracle is HVZK of the quantitisse {0,1}and
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Vi,ti,Xi € Zgq¥i € [1,n] satisfying conditions(2), (4)and 1.Selecty;, 25, Z3i, Z4 ande €r Zg

(6)Vi e [1,n] 2.Assign
Ay < B %2 @
Completeness:If the prover P and the verifierV Agi + YA hZa | @
follow the PoA protocol for the public inputs Ag + g%i.hZa LD

(9.h,Yi,Li, G, Bi) and the secret inputs;,x;, ri, ki) thenV 3.Publish the transcrig#\i, Az, As, &, Zai, Zoi, Zai, Z41)

always accept the proof. PoA admits only one to one mapping between public
- . keys and the Bitcoin addresses. Used Bitcoin addresses are
Proof: It is immediate. The exchange knows the mempers of the anonymity set. Thus the exchange proves
public values from the block chain and it knows the secretjis 1otal assets using PoA. If the exchange is well enough to
values, for the random values 8 andy and the hashed  ¢gicyate the proof of liabilities, a commitment for itsabt

committed values , it computes the proofs by following jigpjiities, it is easy to prove that the exchange is soleabl
the protocol, thu¥ accepts.

Adaptive soundnessAccording to definition 2.3 PoA 4 Results and Discussions
protocol holds adaptive soundness.The= (PV) be a . ) ,
sigma protocol for a relatioR, with a perfect binding The protocol is designed in the non programmable
commitment com and the hash function random oracle(NPRO) modelto obtain the non-interactive
H : {0,1}" «+— {0,1}* in the non-programmable random nature. The FS transform is sound only in the random
oracle model. Then PoA witl is a non interactive system Oracle model.Hence considered non programmable

holds adaptive soundness for the |angubgeCRS random oracle model Using hyb”d commitments for
proving the assets in a non-interactive way. The PoA with

NPRO is straight forward to parallelize, since almost all
parts of the protocol is linear in nature. This will improve
he running time of the protocol. The protocol appears to
e perfectly separable with unique and independent
component for each address in the address set.Much
computation is not required apart from the commitment
calculation compared to Dagher et al’s scheme . A total
of six components are part of the final commitment out of
that two are calculated only once.Anonymously the user
can check whether his balance is added to the total
liabilities. The hash function used in the proposed pratoco
provides integrity for the commitment which is lacking in
the Dangher et al. scheme. The commitments helps in
balancing the non-interactive nature of the protocol.8inc
the protocol is HVZK, it conceals about the exchange’s

Proof: For any function f, the relation
R={(x, f (x)}) is equivocal on the paifx,O(x)),where
O represents the non-programmable random oracl
model.If O is accessible by an adversafy then it is
infeasible to get the string x such that
(x,0(x)) € RConsider x ¢ L then according the
soundness property of the protocol, for each
a,Je € {0,1}" such that, for somez the verifier is
acceptinga, e z).
Define the hash function with secret keg |,
Hs (x,com) = e ,where there exists the valugsr, z) such
that com = com(a:r) and the  verifier
V (x,8,6,2) = 1.Sincex ¢ L andcom s perfectly binding,
only onee value exists which fulfils this property.Thus
concludes thaH is the required function.Sindd is the

total assets,the secret valjends.

function for the relatiolR = {(x,com) ,H (x,com}) which . .
is equivocal .That is no polynomial time adversary Can.The protocol performance is tested with the prototype

find a pair (x,com) such thatO(x,c) = H(x,c) .So by |mp!emented in java 1.8.All cryptogr.aphic gxecutions are
contradiction, for a PPT function f and a cheating proveraCh'eVeOI using the standard java library called

I ; - BouncyCastle.We tested with an anonymity set of
P satisfiey/ (f ,Pn, P = 1 with probability P . . .
is calculateé aggzcﬁal(”ﬁ))nz o). P y PP 1000— 5000 public keys .The protocol is versatile even

for huge anonymity set.The proof size and the

Honest Verifier Zero Knowledge (HVZK): For a PPT pomputation time of the protocol is compared Wit.h the
interactive protocol proposed by Dagher et .al without

simulationS the inputs(g,h, Y, B(Y;),Li,Ci) andeg €r Zq4 S . o
fori € [1,n] produce a transcript with same distribution as considering the CRS generation are shown in figed

that of the transcript generated between the prover and th&! flgur§3.Th§a proof size includes the construction and
honest verifier. verification time.The outcome shows that the proposed

protocol gives better performance compared to interactive
protocol since for large exchanges network latency plays

Proof: For a given simulator, the real value and the major role in completing the proof.

simulated value follows uniform distribution fer er Z,.
For randoma, B,y, & values, thez values are uniform in
Z,. Since the distribution are the same, the real and thes Conclusion
simulated transcripts hold equal probability. The

simulator does the follows, Bitcoin is going to be the potential candidate for common
Fori=1ton medium of exchange all over the world.The wide
@© 2017 NSP
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non-interactive zero knowledge proof is achieved in the
— non-programmable random oracle model.
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