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Abstract: In 2009, Chen et al. proposed a satellite communication system for mahileed to achieve wide communication. In this
scheme, there are some security loopholes that need to be fixed sinoettite device was stolen. Since a malicious attacker intercepts
the mobile user’s information they can proceed with different attackscéleve propose a novel scheme to improve the mobile user’s
communication protocol to enhance security. In this paper, the mobilkiteatemmunication system achieves low computation and
increases the system’s security. The mobile user need not worry abositive information being revealed or stolen by malicious
attacks, so that the mobile satellite communication system can be widely pobimaéal life.

Keywords. Satellite Communication System, Mutual Authentication, Impersonation Atkdckile Device, Wireless Communication

1 Introduction in Cruickshank’s scheme, the computation cost of the
satellite communication system was too high. Therefore,

In recent years, information technology has c1e\,e|op(_:.OCruickshank’s scheme is not suitable for mobile dev_ices.
very fast and network usage has become more popular. A1 2003, Hwang et al. 4] proposed a satellite
satellite communication system is composed of a wireles§ommunication system based on the Secret Key
network and satellite. A satellite communication systemCryptosystem (SKC) to solve Cruickshank's problems.
offers many conveniences such as permitting the user t6iwang et al.'s scheme reduces the computation cost of a
communicate with others at any time. The traditional Satellite. communication system so that the satellite
satellite communication system uses a Geosynchronoug®mmunication system can integrate a mobile device to
Equatorial Orbit (GEO) satellite that operates Make it more convenient. Hwang et al’s scheme
simultaneously with the Earth’s equator. Since the GEO'simproved the high computation cost but the scheme does
transmission signal suffers from a delay problem, anot reduce the communication cost. To reduce
Low-Earth Orbit (LEO) satellite gradually experiences COmputation and communication costs, Chen et 3. [
problems. To reduce the signal reduction and proposed a self-verification authentication mechanism for
transmission delay, using an LEO satellite to construct && mobile satellite communication system in 2009. Chen et
communication system has become popular. In 19962l-S scheme was based on session key agreement and
Cruickshank 1] proposed a satellite communication "eéduced the communication cost and computation cost
system based on the Public Key Cryptosystem (PKC), buPfoposing a lightweight = communication  protocol.
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However, Chen et al’'s scheme does not protect theequest information, the NCC verifies it and sends back
mobile user’s information. So, malicious attackers canthe response message to the mobile user via the LEO.
successfully attack the satellite communication system oiStep 5: LEO to mobile user: Upon receiving the response
steal sensitive information about the mobile user. Hencemessage, the LEO forwards it to the mobile user.
we improved Chen et al’s scheme so that the proposedeviewing Chen et al's scheme, the satellite
protocol would be more secure, and the attacker could nocommunication system uses the LEO to construct a
take advantage of any security loopholes to attack themobile communication system. In order to achieve more
satellite communication system or steal sensitiveefficient and more secure communication for a satellite
information regarding the mobile user. The improved communication system, we list the following
scheme can enhance security and resist attacker attemptsquirements to achieve what we want.
at impersonating the legal mobile user to communicate(1) Mutual authentication: In order to ensure security
with other mobile users via the satellite communication between the sender and receiver, mutual authentication is
system. In addition, when the mobile user receives thean important issue. Mutual authentication can prevent
information from the network control center, the mobile server spoofing attacks or impersonation user attatks [
user can perform mutual authentication to detect if the4,5,6].
sender is legal or not. The network control center can alsd2) Confidential communication: In the wireless network,
verify whether the mobile user is legal or not. The information is vulnerable to eavesdropping attacks.
common architecture for a mobile satellite Therefore, the satellite communication system must
communication system is shown in figure 1. ensure communication security between the mobile user
and the network control cente3][
(3) Mobile users privacy: A secure satellite
communication system needs to guarantee the mobile
I user’s privacy. Therefore, how to protect the mobile user’s
identity and related information becomes an important
issue B,7].
(4) Low computation: The communication system with a
mobile device must have a low computation such that it is
suitable for a mobile device[3,7,8].
(5) Minimum trust: Because the network control center is
vulnerable to becoming a target, the legal mobile user
must reduce the amount of sensitive information stored at
the network control centeBJ7].
Mobileuser LEO (6) Session independence: The malicious attackers may
— intercept the session key to derive private information
from the server or user. To guarantee the security of a
satellite communication system, the session key must be
for one-time use. Then, even if the attacker intercepts the
session key it can't affect the system secur2y5[9, 10,
In figure 1, the scenario of the satellite 11]
communication system is described as follows: The rest of this paper is organized as follows: In Section
(1) Mobile user: The user can use the mobile device to2, we describe Chen et al.'s scheme and the weaknesses of
communicate with others via the satellite communicationthe scheme. Our proposed scheme is described in Section
system. 3. In Section 4, the property analysis and security analysis
(2) Network control center (NCC): The network control are presented. We discuss the performance and compare it
center verifies if the user’s identity is legal or not and with related works in Section 5. Our conclusions are
stores the mobile user’s information. presented in Section 6.
(3) LEO: The LEO transmits the communication
information between the mobile user and the NCC.
Step 1: Mobile user to NCC: The mobile user sends the
registration messages to the NCC. The NCC stores th
registration information in its database and sends th
temporary identity to the mobile user.
Step 2: Mobile user to LEO: The mobile user sends theChen et al. proposed a self-verification authentication
authentication request information to the NCC via the mechanism for mobile satellite communication systems.

Figure 1: Common architecture of the mobile satellite
communication system

Review of Chen et al.’s Scheme

LEO. The scheme is divided into three phases: the initial phase,
Step 3: LEO to NCC: After receiving the authentication the registration phase and the authentication phase, First
request, the LEO forwards it to the NCC. we introduce the notation used in the scheme as follows:

Step 4: NCC to LEO: When receiving the authentication
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2.1 Notation 2.4 Chen et al!s Authentication Phase

Uip : the identity of the mobile user When the mobile user wants to communicate with the
Tip : the temporary identity of a mobile user other mobile users, the mobile user needs to generate the
LEO,p : the identity of an LEO satellite session key to communicate with the network control
pw : the password of the mobile user center via the satellite communication system.

x : the private key of the network control center Step 1: The mobile user computes the sessiorskeyd
MAC(): a one-way hash function with a key k the message authentication caxle,

Ex[m] : using a secret-key to encrypt a message m

Dk[m] : using a secret-key to decrypt a message m sk = h(key,Tip) (5)

h(.): a one-way hash function
A?=B:check if Ais equal to B
@ :the XOR operatiorf1 ¢ =MACey(Uip. Tio. ) ©)
and then the mobile user sends the verification message
(Tip,c) to the LEO.
2.2 Chen et al’s Initial Phase Step 2: After receiving the verification messa@ép,c)
from a mobile user, the LEO appends his identiO,p

In the initial phase, the network control center selects glo the verification message. Then, the LEO sends the

large prime number and a generator, g from multiplicative Ve'ification message(LEOip, Tip,¢) to the network
groupz;; with order,q (q is a large prime factor op — 1) control center. . S
based on the discrete logarithm problem. Then the networiot€P 3: Upon receiving the verification message, the
control center selects a long-term use of the private xey, N€twork control center checks whether the identity of the
and the corresponding public keyor the network control LEO is legal or not. If the_s_,atellltes |dte_nt|ty_|s legal, the
center as: network control center ut|I|zes_ the_ verlflca_t|0n message,
1) (Tip,c) to find the corresponding informatiofyp,r,s)
of the mobile user from a verification table. When the
network control center finds the mobile user’s registration
, _ . information, the network control center verifies the
2.3 Chen et al’s Registration Phase signaturesto ensure that the registration information was
not tampered with by a malicious attacker:
The mobile user registers to be a legitimate user at the
network control center. g*?= yh(UID)rf’lmodp (7)

Step 1: The mobile user submits his identily, to the )
network control center. If above equation holds, the network control center

Step 2: The network control center decides on an initialcOmputes the mobile user's master kiegy’ and session

temporary identity, Tip for the mobile user. The KeysK:
temporary identity]p is updated for the next transaction.

y=g‘modp

The network control center selects a random numker, key' =h(Uip,k) (8)
the interval of random numbetis 1 <=k < q . The
network control center computes the parametegnd sk = h(key', Tip) 9)
signatures:
After computing the parameteksy’ andsk’ , the network
r = g“modp (2)  control center computes the message authentication code,
¢ and checks whether the authentication messaigehe
same ag’ :
s=h(Ujp)x+ kr~tmodq (3)
¢ = MACig/ (Uip, Tip, SK') (10)

and then, the network control center generates the mobile
user’s master kekey :
d?=c (11)

key =h(Uip, k) () If above equation holds, it means the verification message
Finally, the network control center stores the (Tip,c) and session kesk are valid. Finally, the network
informationU;p, Tip,r,s) in the verification table and control center generates the new temporary identity,
sends the messa@#p, Tip, key) to the mobile user. Tipnew @nd updates the verification table. Then, the
Step 3:After receiving the message from the networknetwork control center utilizes the session ke, to
control center, the mobile user stores the encryptthe temporary identity;p andTpnew
messag@Jip, Tip, key) in the mobile device.

C1 = Eg¢(Tip, Tipnew) (12)
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The network control center sends back the message 3 Thelmproved Scheme

(LEOip,Cy)to the mobile user via the LEO.

Step 4: Once the verification messages are received, th "

LE(g forwards the messag@s, to the mgobile user. When §'1 Initial Phase

the mobile user receives the message, the mobile user

uses the session kegk to decrypt the message and The network control center first generates a private key for

updates the temporary identityTipnew for next long-term use and a corresponding public key, described

verification: as follows:
In the initial phase, the network control center selects a
large prime number and a generator, g from multiplicative

(Tip, Tibnew) = D&(C1) (13) grougZ, with order,q (q is a large prime factor @f— 1)

based on the discrete logarithm problem. Then the network
control center selects a long-term use of the private key,
and the corresponding public keyor the network control
center as:

2.5 Weaknesses of Chen et al’s Scheme
y=g‘modp (14)

Chen et al.'s scheme has some security loopholes that an . )

attacker can utilize to attack the satellite communication3-2 Registration Phase

system or steal sensitive information. We point out some

security loopholes that need to be fixed as follows: The mobile user registers with the network control center
1. When a mobile user loses his or her mobile device, ao be a legal user. In this phase, we assume no-one can
malicious attacker can intercept the mobile user'sknow the identity and password of mobile user. Hence,
information [12, 13] from the mobile device. The the identity and password of mobile user is not public.
malicious attacker can use the existing informationStep 1:The mobile user inputs his identity,p and
(Uip, Tip, key)to  attack the satellite communication passwordpw to a mobile device. Then the mobile device
system or impersonate the legal mobile user toutilizes the information to compute:

communicate with others.

2. Once a malicious attacker possesses the information w = h(Ujp, pw) (15)
(Up, Tip, key), the malicious attacker can compute the

session key, sk = h(key,Tip) and the message The mobile user sends the informatiom, to network
authentication code ¢ = MACyg(Uip, Tip,Sk)used  control center.

between the mobile user and the network control centerStep 2:The network control center decides on an initial
Then, the malicious attacker can use the sessionkey, temporary identity, Tip for the mobile user. The
and message authentication code,to process an temporary identityTp, is refreshed for each successful
impersonation attack [10-13]. authentication.

3. Malicious attackers can intercept tbgp; the master  Step 3:The network control center selects a random
keykey andTip from the mobile device. They can utilize number, k. Then the network control center computes
the informatioriTip, key) to compute the session kesk signature(r, s):

with sk = h(key, Tip). Therefore, the attackers can process

a server spoofing attack or impersonation attack with the r— gkmodp (16)
session kegk. Hence, Chen et al’'s scheme does not

achieve mutual authentication between the network

control center and mobile users. s= h(w)x+ kr~*modq (17)
Hence, we improve Chen et al’s scheme to achieve a

more secure communication. In our scheme, the mobildJpon computing the signature, the network control
user applies the mutual authentication in the satellitecenter computek:

communication system that ensures the security of

communication between the mobile user and the network b=h(s,x) bW (18)
control center. In our scheme, the mobile device does not

store any sensitive information from the mobile user toFinally, the network control center stores the information
prevent the mobile user from losing his mobile device. (Tip,r,s,b) in the verification table and sends the message
Therefore, our scheme can protect the mobile user{Tp,r) to the mobile user.After receiving the message
privacy and increase the satellite communication system’srom the network control center, the mobile user stores
security. the messagé€Tip,r) in the mobile device.
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3.3 Authentication Phase

d?=c (28)
When the mobile user wants to communicate with other
mobile users, the mobile user needs to go through thdf so, the verification message and session key are valid.
verification procedures in this system. In this phase, the~inally, the network control center generates a temporary
mobile user and network control center should processdentity,Tipnew @and updates the verification table. Then,
mutual authentication to resist known attacks. the network control center utilizes the session #éyto
Step 1:The mobile user inputs his identity;p and  encrypt the temporary identify, and Tipnew:
passwordpw. The mobile device computes parameter,

and master kekey: C2 = Eg(T/5, Tibnew) (29)

w = h(Up, pw) (19) Then it sends back the messageEO,p,Cy) to the
mobile user via an LEO.
Step 4:After receiving the authentication

key = h(w,r) (20) messagdEO,p,C;),the LEO forwards messa@gto the
Then the mobile user computes the session Keyand ~ mobile user.When messagg is received, the mobile
message authentication code, user decrypts the message and checks to see if the
temporary identity, T, is the same as the original. If the
sk = h(key, Tip) (21)  same, the mobile user updates the temporary identity,

Tipnew for the next verification:

¢ = MACie/(W, Tip, SK) (22)

Then the mobile user sends the verification message

(Tip,c) to the LEO.

Step 2:0nce the verification messade, ) is received, T?=Tb (32)
the LEO adds the satellteEO,pto the verification
message. Then the LEO sends the message
(LEOp, Tip,c) to the network control center. 4
Step 3:When the network control center receives the
verification messagéLEO,p, Tip,C) , it checks to see if

the identity is legal or not. Then the network control Our scheme can withstand different types of attacks and

center utilizes the verification message to find theenhance the satellite communication system’s security.
corresponding informatidn s,b) for the mobile user Even if the mobile device is lost it does not affect the
from the verification table. When the network control security of the mobile user’s information. In this section,
center finds the mobile user’s information, the networkWe analyze the security of our scheme and discuss other
control center verifies the signature to ensure that thePossible attacks.

information was not tampered with by a malicious

(Tip, Tionew) = Ds(C2) (30)

Analysis

attacker:
-1
g°?=y""r" “modp (23) 4.1 Property Analysis
Using the parameteh and the signatures private key,x
computew: 4.1.1 Mutual Authentication
w=h(s,x)®b (24)

If the mobile user’s information was not tampered with, (1) NCC authenticates mobile user: Moreover, he or she
then the network control center computes the masgr has to compute the message authentication code. The
and session kegK': NCC will check to see whether the message is correct or
not by ¢? = ¢ . If messagec is valid, the NCC can
key = h(w,r) (25) confirm that the mobile user is legitimate.
(2)Mobile user authenticates NCC: If the mobile user
;L receives the response message from the NCC, he or she
sk’ = hkey', Tip) (26) will check the messag&,,? = Tip to authenticate the
After generating the session key, the network controlNCC. If the encrypted messa@® is valid, the mobile
center computes the message authentication ada@amd  user can confirm that and communicate with the NCC.
checks to see if the authentication message from thé\ccording to the above two cases, our improved scheme
mobile user is the same as that of the network controlprovides mutual authentication between the mobile user
center: and the NCC.
¢ = MACyey (W, Tip, SK) (27)
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4.1.2 Confidential Communication 4.1.5 Minimum Trust

In a wireless network, communication security is the most/n the satellite communication system, the network
important issue for every mobile user. In our Scheme, thé:OﬂtrOl center is vulnerable to attackers. In Chen et al:,S
communication system protects the confidential messagécheme, the network control center stores the mobile
by a one-way hash function and uses the session key tgsers identity, Upp that the attacker can utilize to
encrypt the message. The satellite communication systerionstruct a master keyey = h(w,r) and a session key,
uses the session keyk = h(key,Tip) to ensure Sk = h(key,Tip)to impersonate a legal user. In our
communication security between the mobile user and thécheme, the network control center doesn't store mobile
network control center. Session ke = h(key, Tip) is users’ sensitive information. The network control center

composed of a user's master Key, = h(w,r) (when only stores the parameter, and the user's temporary
w = h(Up,pw) and r = gmodp) and a temporary identity, Tip. So, our scheme avoids malicious attacks on
identity, Tip. Even if the malicious attacker intercepts the satellite communication systems. Even if a malicious
session keysk, the attacker can’t utilize the session key to attacker attacks the satellite communication system, they

discover the user’s identity);p and passwordpw. can't obtain secret information or tamper with the
important parameters. The network control center uses the

signatures = h(w)x + kr ~tmodq to protect the important
information. Only a malicious attacker who holds the
server's private keycan obtain sensitive information. In
fact, it is impossible to reveal a mobile user’s information

L L . Our scheme can achieve the minimum trust.
For every communication and authentication, the mobile

user uses the temporary identitfip and message
authentication code, ¢ = MACky (W, Tip,Sk) to
communicate or authenticate with the network control 4
center. However, our scheme also avoids a mobile device
to store the mobile user’s information. The mobile device
only stores the mobile user’s temporary identify; and
parametery. The malicious attacker picks up a mobile
device that does not contain any information about the
mobile user. Since the message authentication cod
c,wherec = MACyq (W, Tip, SK), is protected by the user’s
master kekey = h(w,r)even if the malicious attacker

4.1.3 User’s Privacy

.1.6 Session Independence

In our scheme, the satellite communication system uses
the session keyk to guarantee communication security
between the mobile user and the network control center.
If a malicious attacker intercepts the session key, the
&ommunication system may create security loopholes.
Then a malicious attacker can use these loopholes to steal
Iiercept 1o meseao e ket Cat Cenly SLpem s s Koy v tepenson oo, nen

the users real identityUp and passworgw by a o mopile user wants to communicate with the network
message authentication code. The master key has twg

K d hat th K .. control center, the user must have the session #eto
unknown parametyer:s«v andr, so that the attacker can't ., mnicate with others in the satellite communication
discover the user’s identity);p and passwordpw. So,

. : L . system. Since the session key includes the temporary
the mobile satellite communication system rigorously

. S . >Jidentity Tipand master kekgy = h(w,r)the temporary
]E:onttrg)ls thebs_lecurlty of communlt\:,\a}lﬂon i?]d auth;’_?t'Cat'onidentityﬂDis changed by every authentication. So if a
or theé mobile users privacy. When e mobile USEr 5jisigs attacker intercepts this session
communicates with other mobile users via the satellite

icati ¢ th work irol ; keysk = h(key,Tip),it cant be used for the next
communication ~systém, the network control Center ., mmynjcation. The session key is a one-time use key.
doesn't reveal the mobile user’s real identitlyp.

_ 4.1.7 Known Key Security

4.1.4 Low Computation

In our scheme, even if a malicious attacker intercepts the
Since the mobile device is not suitable for heavy last communication message or session key, it can't be
computation, the satellite communication system mustused to derive the next session key or communication
have the characteristics of a lightweight operation. In ourmessage. The established session
scheme, the network control center takes the burden okeysk = h(key, Tip)includes the mobile user’s master
most of the computation and the mobile device reducekeykey = h(w,r)and temporary identity,pAfter each
unnecessary burden. The mobile user only computes authentication, the temporary identity is updated.
one way hash function or symmetric encryption, so ourTherefore, the satellite communication system has the
scheme is suitable for a mobile device. feature of session key independence.
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4.2 Attack Analysis order for a malicious attacker to construct the session
keykey = h(w,r), he must possess parameter and
4.2.1 Resist Stolen Verification Table parameter. If a malicious attacker wants to communicate

with other mobile users he must construct a session key in
If a malicious attacker invades the network control centeradvance, thus our scheme can resist a malicious attacker
to steal the verification table, the attackers can't use thérom fooling a server.
information (Tip,r,s,b)to impersonate the legal mobile
user or network control center. Even if a malicious
attacker obtains the informatiofilip,r,s,b),they can't
utilize the signatures = h(w)x + kr~modgto compute
the random numbek.In our scheme, a malicious attacker
doesn’t know the network control center’s private key,
because the signature involves unknown parametive In our system, the mobile user’s real identityp is not
improve the satellite communication system so that itknown by other users or the network control center. The
does not store the mobile user’s information at theproposed scheme provides a temporary idenfjtyas the
network control center, and the mobile device does notmobile user’s identity to communicate with other users or
store mobile users’ sensitive information. In our schemethe NCC. In the registration phase, the mobile user uses
we create the minimum trust for a network control center,the parameteny to register to be a legal mobile user. The
which means that no sensitive information about a mobilenetwork control center uses the parametes the mobile
user is stored at the network control center. The networkuser’s registration information. So, the network control
control center storew,w = h(U;p, pw) is calculated by a center does not know the mobile user’s real identify.
mobile device as the mobile user’s information ratherHence, our scheme can resist an ID-theft attack even if
than using plain text to transfer the registration messagethe attacker intrudes upon the network control center.
Our scheme can prevent the theft of the verification table.

4.2.4 Resist ID-theft Attack

4.2.2 Resist The Impersonation User Attack 4.2.5 Resist Legal User Stealing The Server’s Private Key

Upon receiving the authentication message, the networkn our scheme, the mobile user only owns the temporary
control center finds the mobile user’s information and identity, T\p andand the message authentication cog®,
uses the signature= h(w)x + kr~modq to authenticate the mobile user doesn’t know the network control center’s
whether the mobile user is valid or not. The attacker can’tsensitive information. Even if the mobile user invades the
tamper with the real signature,= h(w)x -+ kr ~*modgto network control center to steal the verification table and
obtain the mobile user’s information at the network obtain information (Tip,r),the mobile user can't use
control center. Because a malicious attacker doesn’t knovwinformation(Tp,r) to reveal the network control center’s
the network control center’'s long-term private k&yhe  private key, x. On the other hand, the
can't impersonate the legal mobile user to attack thesignatures = h(w)x + kr~*modg,must use the network
satellite communication system. control center’s private key to verify it. Even if a legal

mobile user steals informati6fip,r,s,b) it will not

reveal the private key. So, our scheme not only resists

legal mobile users from stealing the server’s private key
4.2.3 Resist The Server Spoofing Attack but also prevents the possibility of internal attack.

In a satellite communication system, the LEO and
network control center transfers messages via a secure
channel so the attackers can't foo_l the sat_elllte or network4.2.6 Resist Replay Attack
control center to steal sensitive information. In order to

replicate the satellite, the malicious attacker would have

to spend a lot of money to construct a satellite Since the established session Eey;: h(key, Tip)includes
communication system. So, it is difficult for any the mobile user’'s temporary identifljp and theTp will
malicious attacker to replicate the satellite or networkbe updated for each transaction, the malicious attacker
control center. In addition, if a mobile user sends out theintercepts the authentication messdge,c) that can't
authentication messagec = MACky (W, Tip,sk),the  perform the replay attack. The old temporary identity,
counterfeit network control center doesn’t have theTpwill be replaced by the new temporary idenfiignen.
necessary private key, x of the real network control centerSo, the malicious attacker can’'t use the old message to
Hence, a malicious attacker can’t access the parameter,achieve the replay attack during satellite communication.
with the mobile user’s informatiob = h(s,x) & w In
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4.2.7 Resist The Modification Table Attack

Even if a malicious attacker invades the network control
center, the attacker can't tamper with
information(Tip,r,s,b)stored at the network control
center. Because a malicious attacker doesn’t know the
network control center’s private key, x, the attacker can’t
tamper with signatures,= h(w)x + kr~tmodg.In the
authentication phase, the network control center first
checks whether the information is correct via
g°? = Y™ 'modpThus, our scheme can resist a
modification table attack.

5 Discussions

In this section, we compare our scheme with other
schemes using the seven properties and seven attacks f
evaluating satellite communication systems, as shown in
Table 1. It is easy to see that our scheme can achieve al
security requirements. Therefore, our scheme is superiol
to other schemes. In addition, we compare the
computation cost with other schemes in Table 2.
Although our computation cost is higher than the others,
our scheme can satisfy the most security requirements
and enhance the system’s security.

6 Conclusions

The proposed scheme achieves complete protectior
against known attacks, since the mobile user does not
store sensitive information in a mobile device. Even if a
mobile user loses his/her mobile device, he/she need no
worry about the revelation of their confidential
information. Our scheme does not suffer from mobile
device loss due to attacks and uses the message
authentication code to protect the security of mobile
satellite communication.

In summary, our scheme has the following characteristics:
(1) Our scheme uses a mutual authentication mechanisn
to ensure communication security between the mobile
user and network control center.

(2) The network control center and mobile user store a
minimum of confidential information to achieve the most
complete protection between the network control center
and mobile user.

(3) Even if a mobile device is lost, it does not affect the
security of the mobile satellite communication.

(4) Our scheme uses the network control center’s private
key and signature to protect the mobile user’s information
from being stolen or modified.

(5) Our scheme prevents a legal mobile user from stealing
the network control center’s private key and prevents the
possibility of an insider attack occurring.

Table 1; Security comparison between our scheme and

athers
Chen et Chang | Hwang
al."s etal’s etal.'s Or
scheme | scheme | scheme | scheme
31 [4] (10]
ailrlrtlf:itiléz[rton W bl e b |
Confidentiality Yes No NA Yes |
User's privacy No No No Yes |
Low |
compuiation Yes Mo Yes Yes ‘
st |
Minmmmum irast Yes Yes Yes Yes |
- Sessy Yes N No Yes |
independence |
Koownkey | wee | NA | NA | Yes |
SECUFILY
j le'sl SETVEr : No No No Yes |
spoofing attack
Resist |
impersanation No No Mo Yes
user attack |
Resist the stolen
verification Yes Yes Yes Yes
table
Resist the
muodification Yes Yes Yes Yes
table atack |
L H;::a:?] o Yes Yes Yes Yis l
Rw;![t‘li‘:}l:hcﬁ Mo No Mo Yes ‘
Resist the legal |
POy s‘:cals_ the Yes Yes Yes Yes
server's private
key

Table 2: Computation cost between our scheme and others

Chen et al.[3] Our scheme
User Server User Server

Registration 2T+ Ty 2T+
phase 2 mul+Texp 2 Tmul+Texp
Authenticatio | 2T+ | STy#Tgynt | 4Tyt | 6Ty Tgynt
n phase Toym | 3Taurt3Tep | Toym | 3Timut3Texp

Total cost 9Ty 2TgymtS 13T+ 2Tyt

Tmul+4Tcxp 5 Tmul+4Tcxp

T),: one-way hash function operation
Tgym: symmetric decrypt/encrypt operation
T the multiplication operation
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