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Abstract: E-commerce systems have usually been processed by cretfitaoad public certificate via web sites where the clientgmss
through web proxy server or the route of proxy server. Inétgstems, private information such as credit card numbmerpasswords
need to be protected by SSL (Secure Sockets Layer) or TLSi¢poat Layer Security) encryption. But private informatis still
vulnerable to sniffing attacks through changing certifisatieproxy servers, which is called the attacking of SSLHe-middle proxy.
This paper analyzes credit card security systems which eflendeless against the hacking of false proxy server.dtaisposes an
effective method for protecting against the attacks of ewtiisation proxy server Man-In-The Middle.

Keywords: SSL, TLS, MITM, Proxy Server, HTTPS

1 Introduction programmed to sniff between a client and its server, can
be variously applied in different ways, including by

The current advances in information and communicationsniffing through falsified certificates, where encrypted

technologies have been a driving force leading toconfidential information is sniffed while being

comprehensive social change; in particular, tasks that artransmitted to the server.

performed in the office can be completed anywhere and In this paper, we analyze the risks that can occur when

quickly via the Internet. However, despite its confidential information, which is transmitted to the web

convenience, the Internet has detrimental effects.using a web browser, passes through a web proxy.

Internet-based damages attacks such as cyber terrdrurthermore, we propose a new defense method against

worms and viruses , DDos (Distributed Denial Of service) such risks.

attacks, and cracking occur continuously, and personal The structure of this paper is as follows: Chapter 2

private information leaks by crackers hackers (e.g., thediscusses the principle of a proxy server and the functions

Auction incident in which the personal information of the of proxy caching; Chapter 3 identifies the risks when a

website?s users was hacked) have emerged as socialigalicious program or cracker changes the proxy settings;

serious issues. Chapter 4 describes the proposed defense method against

Recently, in most electronic commerce websites, datdhese risks; and Chapter 5 provides our conclusion.

are transmitted by encrypting shared channels between

servers and clients through SSL (Secure Sockets Layer)

and TLS (Transport Layer Security)1][2][3][4] 2 Related studies

protocols, but this system cannot provide a perfect

security solution. On the other hand, a proxy server tha2,1 Web Proxy Server

efficiently distributes loads through caching is widely

used; however, it can be misused as MITM A proxy server is used to provide functions to reduce

(Man-in-the-Middle) Pp][6][7] tools by malicious network and web server loads and to increase service

programs or scripts. MITM attacks, which are speeds for users8[[9][10] by temporarily storing the
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access information of users in a proxy cache and allowingBecause of their effectiveness, businesses rely on proxy
multiple users to exchange such information. In addition,servers; however, if the server is misused by crackers with
the proxy server also functions as an authentication servemalicious intentions, serious security problems can occur
in sections with limited bandwidtHLfl]. A proxy server is

used mainly for web caching, a function that transmits the

data stored in the web cache to the user W|t_hout accessing 5 \nep Proxy Server

the corresponding server when a web object, including

HTML pages, is stored temporarily. This function can ) . )
reduce bandwidth consumption, server load, and |ag§SL (Security Sockets Layer) was introduced in 1994 for

however, it can also be abused for HTTP-cache-poisoning@f€ communication on the Netscape web browser, and in
attacks 12. In terms of service delivery to clients 996, the IETF (Internet Engineering Task Force)

through a proxy server, the network environment in aProposed SSL v3.0. Since then, SSL has been
client-proxy, server-web server communication form hascomplemented and revised because of its security
greater LAN (Local Area Network) bandwidth than the VuInérability, and in 1999, SSL was renamed TLS

WAN (Wide Area Network) bandwidth, and is widely (Transport Layer Security), which was later standardized
used in schools and businesses, as shown in Fid¢n to RFC 2240 (TLS v1.0).

such an environment, the proxy server also functions as a_ Located between application layers as shown in
firewall [13]. Fig. 2, SSL/TLS is easily encrypted with a variety of

applications.; SSL consists of the Record Layer,
Handshake Protocol, Change Cipher Spec Protocol, and
Alert Protocol.

Protocols
secured by SSL

5 SsL SSL Change I
Handshake | Cipher Spec ifm’:; HTTP 'fc” -
Internet Piacl Frdept HTTP. ‘:fp Application

Layer
SSL Record Layer

[ b ] Transport

- Proxy server

s

Layer

1 Client

S J Internet

Fig. 1. Proxy Server ( J Network

Layer

Network Access

Web caching for HTTP-cache-poisoning can be Fig. 2: Architecture of SSL/TLS

classified into three cases, as follows: First, caching can
be executed in a client application. For example, a virtual
cache in the web browser improves the speed of web
browsing, but it is inefficient because it is intended for a
single client. 2.2.1 SSL/TLS Handshake Protocol

Second, as shown in Fid, a proxy server is placed
between the client and the server. Most proxy caches cain the Record Layer, the client requests the server for a
be set up similarly to help increase the speed of websecurity parameter using the handshake protocol.
browsing by providing service to multiple clients. When a Subsequently, the server establishes a parameter in
web document is requested from the proxy cache, suchesponse to the client's request. The parameters
request is fulfilled without accessing the server if the established by handshaking are activated to be used as the
document that is stored in the memory, disc, or otherchange cipher spec protocol, and data is protected and
storage device can be sent directly to the client. If thetransmitted by SSL/TLS through the application data
response cannot be performed from the cache, the proxgrotocol. Any errors that occur in the communication
server has direct access to the web server, obtains thgrocess are managed by the alert protocol. In the process
requested web document, and stores it in the cache. If thef performing the handshake protocol, the client and the
proxy server does not have sufficient space to store theerver are mutually authenticated and the elements,
requested document, it must retrieve the document fronincluding the encryption algorithm, encryption key, and
the cache. Generally, in a cache replacement policy, aMAC algorithm, which can maintain session conditions,
algorithm, which maximizes the rate of the documentsare established. The handshake protocol is divided mainly
that are successfully provided as part of services by thento the Full Handshake protocol and the Abbreviated
cache among the entire requested documents, is usetlandshake protocol; The operating processes of the
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former, which are shown in Fig3 and, can be it sends the client an empty session ID with an error
summarized as follows: message. If there is a corresponding session ID, the client

Step 1. The client sends a "ClientHello” message to the @nd the server exchange the change cipher spec using the
server and waits for the server's reply. If the server failsAbbreviated Handshake protocol. Figt shows the

to send the "ServerHello” message immediately, an erroPPeration procedures of an Abbreviated Handshake. If an
oceurs and the connection fails. existing session is reused through the Abbreviated

Step 2. The cli d th h IHandshake protocol, the status of the existing session
ep 2. The client and the server present the protocol e mgaing the same, and the change cipher spec exchanged
version, session ID, cipher suite, and compression methofoveen the server and the client is used in order to
for Hello; each generates a random number and the'?emain steady.

exchanges the number with one another. In addition, the
client and server share a pre-master secret and master

secret that are required to generate a key through the

server's Certificate andSecureKeyExchangeand the Client
client's Certificate andClientkeyExchangeThe server
can request a certificate from the client; in this case, the ) ServerHello
server waits for the client's request after sending < ChangeCipherSpec
ServerHelloDonge Finished

ChangeCipherSpec———»
Step 3. If the server requests a certificate from the client Finished
for a certificate, the client must send it to the server.
Information on the pre-master secret of the key exchange  Fig. 4 Abbreviated Handshake Operating Procedures
algorithm, which is selected in the Hello of the
ClientkeyExchangenessage, should also be sent to the
server. Moreover, the client runs the determined
parameters through the change cipher spec protocol, and
then sends the "Finished” message to the server ta3 Weaknesses of HTTP-Cache-Poisoning
complete the protocol.

Step 4. When the server receives all responses from the b server if a temporary proxy has not been ianed b
client, the server executes the change cipher spec protoc eb server 1T a tlemporary proxy has not been assigned by

similar to the client, sends a "Finished” message to thecrgcl?edrmrl:ésdtirf?etgr.thgogve%ﬁgs i thae g]ril;(;o::rvsecr”g;noge
lient, an mpletes the handshaking pr . - ’ e
client, and completes the handshaking process abused and falsified for HTTP request sniffing; even an

SSL-based security system is not free from confidential
information sniffing with a falsified certificatd #][ 15].

Server

ClientHello

n general, the client receives direct services through the

Client Server
ClientH ello 3.1 Proxy Setting Changes Caused by Registry
< ServerHello Falsification
«——ServerKeyExchange
Certificate

CertificateR equest Fig. 5 shows the basic process of our experiment. If a

«————— ServerHelloDone
ClientKeyExchange ——>
Certificate
CertificateVerify ——M———»

ChangeCipherSpec ——M

cracker modifies the registry value of a given client such
that a proxy server is used, the client would then use the
Internet through said proxy server and store the data
transmitted through the web browser without noticing that
its Internet use involves the proxy server. The cracker

Finished stores the transmitted data and retransmits it to falsify
< ChangeCipherSpec certificates or parameter§][ The cracker can then log

h Finished into the client's account using the sniffed information.
The parameters are variables that are sent in addition to
data through the web browser. There are three types of
proxy server cracking and changing settings.

Fig. 3: Full Handshake Operating Procedures

When the client requires a new session, an empty
session ID is sent. In the case of creating a new3.1.1 Proxy Server Setting Adjustment by a Script
connection using the previously generated session, the
client needs to send the ClientHello message to the server,his section explains how a script adjusts the registry
including the session ID that it wants to reuse. However,value. A cracker can change the victim’s registry value by
if the server fails to find the session ID sent by the client,leaving a message on a bulletin board or by sending an
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Client Cracker’s computer Client Cracker’s computer
Proxy setting is The client's registry The MAC address The script is
performed based on / is adjusted of the gateway is generated
the value established transformed into
by the cracker - that of the cracker’s
Values transmitted IP forwordin |
computer 9
- e _ through the web | l
e vgecurtc;\:jvser is |_—" browser: are sr:ored in Communication is T |
the cache performed while ooping
information is
The stored values transmitted to the
. ] are retransmitted nethrk through the
The Internet is use / the certificate cracker's computer .
through the Proxy and parameters DNSSfooping ‘
server are falsified and Information is
transmitted directed to the web
l server established by
the cracker and the
Login is facilitated script execution file Login is facilitated
using the client's is loaded using the client's
access access
é The Internet is used
> X through the Proxy
< Termination  rver
Fig. 5: Basic process of proxy cracking < Termination

Fig. 6: Falsification of the proxy by ARP Spoofing

email, both of which contain an HTML code (e.g.,
<embed src="http://the cracker’s IP address/name of the
script execution file) that executes the script execution
file on the cracker's computer. If the bulletin board or
email service bans writing a script for security purposes,
an HTML code can allow the cracker to execute the script
execution file on the cracker's computer. A script

Spoofing. Then, the cracker performs ARP Spoofing to
the client. ARP Spoofing notifies the client that the MAC
address of the gateway is transformed into that of the
cracker, such that the client falsely sends the packet to the
cracker's MAC address. A gateway is a system that

execution file is a file that forces execution of a script on 8 onnects two different communication networks with two
clients computer. (Examples are Flash files, VBScript, different structures. As shown in Fig, once the client’s

Javascript, etc.) The cracker uploads an HTML code on - - 2
the bullgtin bo)ard or sends tFr)le victim an email thatcomputer is cracked through ARP Spoofing, the client's

. . packet is sent to the cracker's computer, whereas the
contains an HTML code. The client opens the CraCkersmalicious forwarding remains unnoticed because IP

message on the bulletin board or emall. Then, the H-I_Ml‘forwardin was performed in the cracker’s computer. The
code is executed and the Flash file on the CraCker'Scracker’s%om uF;er erforms DNS Spoofing to r?he ciient
computer is loaded onto the victim’s computer. The script P P P 9 '

execution file from the cracker’s computer changes the\rlgsgeniggngt)ﬁgfe iggto thdén ;[th :engllsetr;]tes ;COkrgtp tL(I)t?Drort
client’s registry value. The client receives services an th 9 N P

. 53, and sends a web request to the website on which the
web through the proxy server that the cracker assigned. cracker’s script is executed. Although the client attempts

to access the desired web server, it unwittingly accesses
the cracker’s designated web server, and the HTML code
that the cracker wrote calls the script execution file. The

This cracking method can be used only when the crackefCript execution file is executed in the cracker’s computer,
and the victim are in the same network, i.e.. the sameand the client’s registry value is changed. Thereafter, the
switch. As shown in Fig6, a switch seeks the table that client receives all the requested information on the web
can store the MAC (Media Access Control) addresses ofrough the cracker’s proxy server.

each port and create a broadcast segment by port. A MAC

address is the physical address of a LAN card, and

"broadcast” refers to the signal transmission to the entire3.1.3 Proxy Setting Change by Malicious Program
network. The cracker creates a website in which a script

is executed, and executes IP forwarding in order to relayThis section explains how a malicious program changes a
the packet during ARP (Address Resolution Protocol)given client’s registry value. Fig8 shows the process of

3.1.2 Proxy Server Change by ARP Spoofing

(@© 2015 NSP
Natural Sciences Publishing Cor.



Appl. Math. Inf. Sci.9, No. 2L, 483-492 (2015)Wwww.naturalspublishing.com/Journals.asp %N S'r’)r 487

| Host-A ARP Cache | | ‘Hese:B ARP Cache alphabet, numbers, and 7-bit binary integers (seven
IP Addr Mac Address IPAddr | Mac Address strings comprised of a combination of zeroes and ones)
192.168.1.2 | 000112233445 || 192.188.1.1 | 000112233445 for special characters; a total of 128 characters are

defined. For example, 0x00000001, the value of
ProxyEnable, executes the proxy server, whereas
0x00000000 indicates "no execution.”

The registry is adjusted to set the proxy server to
the enable status

Fig. 7. ARPSpoofing ARP Reply l

Switch Route Table
Port Mac Address

000112233445

A — W

00102030406

1P Acdr: 162.168.1.10

MAC-A 000112233445

The address value of the proxy server is adjusted
to be the address and port of the cracker’s proxy

installing a malicious program on a given client using server

ARP Spoofing. Although the client requests the web l

server for (;Iean web pages, the V\(gb server, infected by The falsified proxy moves to the c: \
ARP Spoofing, sends the client falsified web pages. Then, WINDOWS \ system32folder and renames itself
by executing falsified codes such afframe>, the client

accesses the server that spreads malicious programs, and l

unwittingly downloads and installs malicious programs. The registry value is modified to execute

the program when the computer is rebooted

Internet is terminated

Fig. 9: Process of malicious falsification of proxy

.
S P
< (@)he dlient is infected
BT by a malicious
©—=] _program
]"C\’uen!
)—l‘_, [ The falsified

—webpage is received

G/W
210.X.X.129
Cisco)

-top: We; mrgia-right: dpe; Margin-botten: W margls

Language C#

My Computer HKEY_CURRENT_UXER Software Microsoft Windows
CurrentV ersion'Internet Settings

-> ProxyEnable REG_DWORD 0x00000001//(522)

i st opreiaii (ot Go Attacker -> ProxyServer REG_SZ 220.149 XXX XXX:8080 //(523)
210.X.X.139 210.X.X.222
(LINUX) (Win. 2000)

Fig. 8: Infection of a malicious program using ARP Spoofing Fig. 10: Registry falsification code

Fig. 9 explains how a malicious program infects the  The client, infected with a proxy falsification code,
client's control part. For Windows operating systems, thegoes through the following process. When the client’s
registry value is adjusted to change the proxy setting to beegistry value is changed by a malicious code or script,
in the "Enable” condition. The proxy server's IP addressthe communication is performed through the false proxy
for the registry value is changed to the proxy server'sserver. Because Windows basically allows a change of
address and port number of the cracker. There are tw@@roxy settings, security solutions or virus detectors are
cases of registry changes in the example shown inllg. unable to verify whether a change is a malicious attempt
First, a binary file is a numeral system file that uses binaryor the user’s intention.
numbers represented uniquely by zeroes and ones in order Once the client establishes a proxy, the client's web
to express data in the computer. Second, the ASClbrowser opens a given port, and the client receives
(American Standard Code for Information Interchange) isservices from the web server through the proxy server. At
the most common scheme for text files in the computer otthis time, the proxy server established by the cracker with
the Internet. An ASCII file is defined with the English the malicious intention receives and stores the values
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requested by the client in the cache and relays them to the
web server, instead of functioning as a generally used
proxy server. Once the client stores the transmitted values
in the false proxy server, cracking is facilitated.

Furthermore, the cracker can falsify and send the client’s

ccept: Image/3if, Imagei-xhitmap, iragejpeg
. applicaticnivnd. ms-pavserpoint, applicationfmsword, ™
Referer: hitps fvbv. samsungcard co kiVhviacsMBITFX301 jsp
iecept-Language: ko
Content-Type: applicationi-www-form-urlencoded
UA-CPU: X386
User-Agert: Mozillaid.0 (compatible; MSIE 7.0, Windows NT 51, NET CLR 1.1.4322) Parosi3.213

FOST hitps:/ivbv.samsungcard co knvbVixacsWBITFX203 HTTPA 1
wnd.me-excel

Lioct why cameunacard ca b

requested data in the proxy server, such that redirectiory Pametr Name Valie

can be performed if requested by the website. For ficne !

example, redirection occurs when the client requests to| s T sanser

connect to "bank.com;” however, the proxy server does lmwscvc =

?Mlﬁggtketr sorﬁl,!,e qaetocsfckgﬁglrzcésivrveeg S:Itvee'bg?; Tﬁ Fig..12: Credit card information (CVC and PASSWORD)
which the end user ??the victim - can mistakenly IeaveSnlﬁlng
personal information. The client is unable to notice the
cracking because it is not aware of the existence of the

proxy server. The malicious proxy server can sniff 3 3 pgisification of SSL-based Certificate using
personal information by falsifying parameters, cookies,

and certificates and by storing the client’s footprint in the the Proxy Server

websites in the cache.

When the client that is infected by a cracking program,
i.e., by receiving proxy services, makes a request to the
web server based on SSL communication, the web server
sends its public key to the cracker’s proxy server, and in
turn, the cracker’s proxy server sends the client a falsified
public key. Although the end user that received the
falsified public key is warned that the public key has not
been authenticated by a trusted party, because generally
users are unaware of public keys, the user would press the

The client wh ist | tup f confirmation button, encrypt values such as the ID and
h eglen .Wf o?edretz)gls ry Vf.‘ ues se (l;p ora p.g”g servedr assword using the falsified public key, and send such
as been Infected by a malicious code unavoldably SenAga a5 to the web server. Because the values are

personal information, including credit card information, encr . ; o :
. . , ypted with the cracker’s falsified public key, the
CVC, and Verified by Visa password, to the CraCkerscracker’s proxy server can decode the values. Prior to

proxy server when the client makes online purchasegging the values to the web server, the cracker's proxy
because such purcbases are completed through the ProX¥rver is able to encrypt these values with the web
Server. The cracker's Proxy server stores the Imcormat'or&erver’s public key. Then, the end user logs in to the web
in the cache., as: shown in '.:'gl and. Fig.12 and th'en dserver and performs the required actions, e.g., check
sends the client’'s personal information to the credit car emails, prior to logging out. Figl5 shows the process of
company. falsifying the certificate in the proxy server.

Although commercial security solutions run when Credit card information or passwords are encrypted
users employs their credit card for purchases, thisusing SSL prior to being transmitted. In other words, the
cracking attack manipulates the proxy server settingsinformation that a cracker attempts to crack is, generally,
which the commercial security solutions recognize as aencrypted by SSL, such that the cracker can reduce
basic Windows function instead of a cracking attempt; overloading the proxy server if it sniffs the information
therefore; such an attack is unnoticed. using SSL in the proxy server, for which a malicious
proxy falsification program executes the code as shown in
Fig. 14; therefore, the cracker sniffs only the HTTPS
information transmitted by the client.

Fig. 15 shows the Proxy Architecture that sniffs only
the SSL information.

3.2 SSL Communication-based Credit Card
Information Sniffing

POST hitps:iivbv.samsungcard.co krivVbVixacsWBITFX202 HTTP/.1
r\:cep! imagelgif, imagefe-xbitmap, ir P

, applicationivnd. ms-powerpoint, application/msword, ¥~

Referer. hitps fivbv.samsungeard.co kriVhVixacs/WBITFX300 jsp
wecept-Language: ko

Content-Type: applicationf-www-form-urlencoded

UA-CPU: x86

oni-shocky flash, nivt

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1, NET CLR 1.1.4322) Paros/3.2.13

Hoct whw cameunacard co br

card_no= 5248698753215

Fig. 11: Credit card number sniffing

4 Prevention of HT TP-Cache-Poisoning
Crackings

Methods to prevent HTTP-cache-poisoning cracking can
determine whether the proxy server established by the
user or the network administrator has been adjusted, and
if so, such methods can terminate the session when the
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Client Cracker’s proxy server

Proxy server

| Proxy setting is modified ]

SSL communication -
is established through % The public kgy of the ‘
web server is stored

Internet Explorer

The warning message on A The faliiﬁed pl:tblcijc key is
the unauthorized public ransmitte:
key

The ID, password,
and other information
are encrypted and  ——,| It is transmitted to the
transmitted using the cracker’s private key
falsified public key l

It is encrypted using the
Login is successfull public key of the web
per?ormed in the wgb l—"] server and transmitted to

server the web server

Logout is performed
after seeking emails

Termination The proxy server
is terminated

Fig. 13: Process of certificate falsification

Language C#

My Computer HKEY _CURRENT_UXER 'Software' Microsoft Windows

CumrentV ersion'Internet Settings

-> ProxyEnable REG_DWORD 0x00000001//(522)

> ProxyServer REG_SZ hitps=220.149 XXX XXX:8080 //(523)

Fig. 14: Registry falsification code

Client
http http
% https @ G
Vi

@
Web Server

Fig. 15: Process of certificate falsification

packet transmitted to the client. Unlike Fid.7, this
analysis confirms that data were transmitted to the
Proxy-Connection server. If the user or administrator did
not make such proxy settings, the session should be
blocked to prevent confidential information from being
transmitted to the server, along with a warning. If the
proxy server settings made by the user or network
administrator are in use, a digital signature using the RSA
algorithm can be used to authenticate the proxy server
prior to transmitting confidential information, prevergin
MITM attacks using the proxy server.

BNHOST:  www.nave
r.com..C ookie: n
02e0 76 62 63 5T 63 62 74 3d 35 3b 20 6e 76 6e 5f 6f wvnc_cnt= S5; nvn_o
02f0 66 63 3d 30 34 35 40 30 34 34 40 30 34 30 40 33  fc=04560 44804063
0300 32 36 40 33 33 30 3b 20 6e 76 6e 5F 72 64 6d 3d 26@330; nvn_rdm=
0310 30 3b 20 72 65 66 72 65 73 68 78 3d 30 3b 20 4e  0; refre shx=0; N
0320 42 3d 48 45 34 44 4b 4e 52 56 47 51 34 44 4d 4d B=HE4DKN RVGQ4DMM
0330 5a 58 3b 20 4e 4e 42 3d 56 4d 56 52 34 4f 4d 44 2ZX; NNB= VMVR4OMD
0340 41 59 43 55 57 3b 20 6e 70 69 63 3d 5a 43 6¢C 4e AYCUW; n pic=2CIN
0350 7a 45 76 46 67 64 47 7a 38 53 45 47 78 43 70 46 ZEVFgdGz 8ZEGXCpF
0360 d4de 2f 79 4a 71 48 47 32 62 75 4e 33 4d 32 67 38  N/yIQHGZ bun3m2g8

Fig. 16: Proxy-Connection

44 41 59 43 55 57 3b  B=VMVR40 MDAYCUW;
npic=2C TnzevFgd
02c0 47 7a 38 5a 45 47 78 43 70 46 4e 2f 79 4a 71 48  G28ZEGXC pFN/¥JqH

02d0 47 32 62 75 4e 33 4d 32 67 38 77 34 6¢ 59 55 74 G2buN3M2 g8wdlyuT
02e0 68 35 58 67 38 55 64 69 68 52 6c 61 7a 41 56 76  hSxg8udi PRlazaww
02f0 58 63 4f 51 73 54 43 41 3d 3d 3b 20 6e 73 72 5f  XCOQSTCA ==; nsr_
0300 61 63 6¢ 3d 31 3b 20 70 61 67 65 5T 75 69 64 3d  acl=l; age_uid=
0310 66 77 49 47 34 67 33 33 31 78 68 73 73 S5a 73 Sa  fwIG4g33 1xhsszsz
0320 52 63 73 73 73 76 2d 2d 35 31 31 39 38 32 3b 20 Rcsssv-- 511982;
0330 Sf 6e 61 76 65 72 5T 75 73 65 72 73 65 73 73 69 _naver_u sersessi
0340 6f 6e 5F 3d 53 77 36 32 64 66 4b 58 44 6b 73 41 on_=sw62 dfkxpksa
0350 41 46 48 44 48 50 6b 0d 0a 0Od Oa AFHDHPK. ...

Fig. 17: Connection

4.1 Prevention of Unapproved Proxy Settings

In terms of the method to prevent cracking through proxy
falsification, the integrity verification function that sse
the hash function is required to confirm whether the
client’s registry proxy settings have been falsified by a
malicious program. Moreover, a security solution should
display a warning message prior to the transmission of
crucial information via the Internet by determining
whether the client’s proxy server has been adjusted by a
malicious program or script against the user’s intention.
The processes proposed in this paper are described in
Fig. 18. When the client requests the server for a service,
the server provides the client with the requested service,

data are transmitted to the proxy server that has beeand if the proxy settings are in use, a warning is given to

modified against the user’s intention.

the client that the proxy settings are in use; moreover, the

In order to verify proxy setting changes, a packet end user is notified about cracking risks prior to allowing
pattern analysis can help verify whether the data werehe user to employ the random proxy server. However,
transmitted to a proxy. Figlé shows an analysis of the many of the current security systems ignore the risks
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associated with data transmission through proxy servers
as indicated in the example shown in Chapter 3. By
verifying the integrity of proxy settings, displaying a

warning message on proxy use before transmitting crucial
information as suggested in this paper, and generally

Signing

101100110101

Hash

Encrypt hash

Verification

Digitally signed data

avoiding passing through a proxy server unless the proxy =y / ) N
setting is allowed according to the user’s intention,
damages by MITM attacks can be prevented. N - P
. =
Client Web server Hash Hash
< Start > < Stat >

2\

The web server is
requested to provide
the
web service

The web service is
provided for the client

T~

When personal
information is

Digitally signed data

Table 1:

If the hashes are equal, the signature is valid.

Fig. 19: Digital signature and verification

Symbols in the protocol

Description |

Security parameter.

Public key encryption algorithmPK,
a key generation function, generateg
pair composed of a private key and
public key (e d) by adding®. PE¢(m),
an encryption algorithm, useg to
output an encrypted statementfor a
non-encrypted statement. PDg4(c), a
decryption algorithm, used to output
a non-encrypted statememh for a
encrypted statemet

transmitted, proxy | Symbol
- - setting of the client is
Personal information confirmed o)
is transmitted without PKE —
passing through the
proxy server (PK,PE,PD)
Personal information
is received
< Termination >
Fig. 18: Process of detecting unauthenticated proxy
> =

(GenSignVerify)
4.2 Proxy Server Authentication

RSA (Ron Rivest-Adi Shamir-Leonard Adleman) is a
cryptosystem that authenticates the proxy server using
public key algorithm. In the event that an attacker changes$
the client's proxy server settings, this verification
algorithm confirms whether the changed proxy is
approved by the administrator; if it is not, the session is
blocked. In the network environment in which the

Signature algorithm. Gen a key
generation function, inputs® to
generate a pair composed of a signat
key and a verification key(d,e).
Sigry(m), a signature generatio
algorithm, usesd to generate 4
signature o for a non-encrypted
statemenin. Verifys(m, 0), a signature
verification algorithm, uses to output
1 if the signaturec for the non-
encrypted statement is correct, and if
not, to output 0.

IDs of ClientC and ProxyP.

administrator uses a proxy, as shown in Hi§, the proxy G, SR
digests data using a hash function and then encrypts theb « [1, p]
value with a private key. The value that was encrypted

b that is randomly selected amor
numbers ranging from 1 tp.

with the private key is sent to the client in addition to the | Certs

Public key certificate o8.

certificate; the client then extracts the public key from the| H

Hash function.

certificate in the proxy and verifies the transmitted data
against the certificate to confirm that the signature is
valid. If the proxy is valid, the client sends its important
data to the proxy.

possesses prime number as a digit, andd is the

The symbols in the protocol that our paper suggests areonstructor ofG. Proxy serverS randomly selectd in

listed in table 1.
Fig. 20 shows the proxy authentication protocol.

Step 1. Proxy serverS generatesPby = (G, p,g), a
Diffie-Hellman [16 parameterG is a cyclic group that

[1, p]; therefore, Proxy serves calculatest,, = g°modP.

Using the private key of RSAds, Proxy server S
calculates a signature valugs = Sigry (PoH.,Y,) and

then transmitgCerts, (PoH,Yy), 0s) to ClientC.

(@© 2015 NSP
Natural Sciences Publishing Cor.

ure



Appl. Math. Inf. Sci.9, No. 2L, 483-492 (2015)Wwww.naturalspublishing.com/Journals.asp NS P 491

client proxy server the shared session key, which prevents MITM attacks
syn between the client and the server.
\’ Prz=(Gpg)
Grt, (Pog¥).0,) » &5l
(et oL #= gmodp 5 Conclusion
{ c‘i:l.p: a, -SIWI‘.(PDE» %)
Y= ¢'modp i If the client's network settings are modified by a
SK=H(CP.Y, %k) \, SK=H(CP.Y, %) malicious program or script, the client can be exposed to
1 MITM attacks as the data is transmitted to an
session destroy() unintentional proxy server. In this regard, the connection
between the client and the proxy server is likely
E=SKireques0) E established after ensuring a high level of security.
\) request=SK(E) Time However, as data are transmitted to the proxy server
request without an authentication process, end users that employ
\1 an Internet banking system cannot determine whether
their confidential information is transmitted to a

previously established proxy server.
Fig. 20: Proxy authentication protocol In this paper, we analyzed the weaknesses of this
proxy setting method and suggested a security function
associated with client proxy settings, which are required
as commercial banking security solutions to prevent
proxy falsified cracking, as well as a proxy authentication
protocol using a public key algorithm in order to
fundamentally block proxy cracking.

Step 2. Client C verifiesCert. If it is verified, ClientC
extracts a public key fror@ert; and verifies Signaturés.
If Verify(PoH, 6s) = 1 is output, Clien€ confirms Proxy

servers has not bgen fal_slfled, and if the signature is Furthermore, future studies should be conducted on the
invalid, the session is terminated. authentication process of the web proxy server proposed in
Step 3. ClientC selects a random numbarin [1, p] and  this study and authenticated proxies that can be applied to
calculatesra = g*modp, which is sent to Proxy serv& proxies in various fields should be conducted.

Step 4. ClientC and Proxy serve$calculate a session key

SK=H(C,P,Ya,Yp,k) that can be used in a symmetric key

encryption system. Acknowledgements

Step 5. The values that are transmitted from Cli€hto ) . )
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