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Abstract: A Virtual Private Network is a logical network established on top of a public packet
switched network. To guarantee that quality of service requirements, specified by customers, can be
met, the network service provider needs to reserve enough resources on the network and
allocate/manage them in an optimal way. Traffic engineering algorithms can be used by the Network
Service Provider to establish multiple Virtual Private Networks in an optimal way, while meeting
customers’ Quality of Service requirements. For delay sensitive network applications, it is critical to
meet both bandwidth and delay requirements. In contrast to traditional Virtual Private Network
Quality of Service models (customer-pipe model and hose model), which focused only on bandwidth
requirements, a new model called the enhanced hose model has been proposed, which considers both
bandwidth and delay requirements. However, to the best of our knowledge, thus far, traffic
engineering problems associated with establishing multiple enhanced hose model Virtual Private
Networks have not been investigated. In this paper, we proposed a novel Virtual Private Network
traffic engineering algorithm, called the minimum bandwidth-delay cost tree algorithm to address
these problems. According to experimental simulations conducted and reported in our paper, the
minimum bandwidth-delay cost tree algorithm can indeed achieved better performance (lower
rejection ratios) compared to previous algorithms.
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1. Introduction

The main feature of a Virtual Private Network are often implemented via Service Level

(VPN) is the use of public networks to provide
services comparable to those of a private network.
Traditionally, a private network is established by
grouping dedicated leased lines, as the number of
endpoints grows, connecting them with dedicated
lines becomes increasingly expensive [1]. As a
result, VPNs have emerged as a replacement for
private networks in recent years.

Recent research issues of interest in the field of
telecommunication networks have dealt with
introducing a quality of service (QoS) guarantee to
VPN services, which is achieved by QoS
specifications and resource reservation. QoS
specifications are provided by VPN customers, and

Agreements (SLAs). The two most common QoS
models for VPNs are: (1) the customer-pipe model
[2] and (2) the hose model [3, 4].

Hose model is more flexible for customers in
terms of specifying their QoS requirements,
compared to customer-pipe model [5]. As such they
have inspired some research work around the
development of provisioning algorithms to
establish a single hose model VPN [5-9]. However,
both the customer-pipe and hose models focus only
on bandwidth requirements. For delay sensitive
applications, such as VolP [10] and voice/video
conferencing [11], meeting both bandwidth and
delay requirements are critical. To address this
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problem, a new QoS model for VPNs, called the
enhanced hose model, has been proposed, which
considers both bandwidth and delay requirements
while retaining the flexibility of the hose model
[12].

In terms of provisioning VPN service, traffic
engineering algorithms can be used by a network
service provider (NSP), like Chunghwa Telecom, to
establish multiple VPNs in an optimal way, while
simultaneously =~ meeting  customers’ QoS
requirements.  Recently, traffic  engineering
problems associated with establishing multiple
VPNs, maintaining bandwidth guarantees, have
been addressed in Ref. [13-16]. However, to the
best of our knowledge, until now, traffic
engineering problems associated with establishing
multiple VPNs, maintaining both bandwidth and
delay guarantees, have not been investigated.

In this paper, we review the QoS specifications
of the enhanced hose model, and the provisioning
of a single enhanced hose model VPN. The online
enhanced hose model VPN establishment problem
(OEHMVEP) is defined, in which the NSP
establishes multiple enhanced hose model VPNs
online, on a network backbone. A traffic
engineering algorithm, called the minimum
bandwidth-delay cost tree algorithm (MBDCTA), is
also proposed to address the OEHMVEP.
Experimental simulations are reported that compare
the performance of the MBDCTA and previous
algorithms.

2. The Enhanced Hose Model

The QoS specifications of the enhanced hose
model are divided into specifications of bandwidth
requirements and delay requirements [12]. The
bandwidth requirement specification of this model
is the same as that of the hose model (interested
readers please refer to Ref. [3, 4]). In terms of delay
requirements, VPN customers measure the
characteristics of typical applications over the VPN
and categorize them into L delay classes: 0 < d; <
d, < ... <d.. Note that each delay class, d; (1=j=L)
is characterized by its end-to-end delay
requirements. Clearly, in this setting, establishing
an enhanced hose model VPN is equivalent to
establishing a total of L sub-VPNSs, each with delay
requirement d; (1=j=L). In the following, for
clarity of presentation, we only need to exemplify
the establishment of one specific delay class, with
its given delay requirement, d.

Figure 1(a) shows a network backbone, on
which an enhanced hose model VPN is to be
established with 4 endpoints, labeled Py, P,, P, and
P,. We assume that the delay requirement of the
enhanced hose model VPN is d=55. The number
beside each endpoint represents its bandwidth
requirement. For clarity, we assume that the
bandwidth requirements for Py, P,, P;, and P, are
symmetric [5], that is, for each endpoint in the
VPN, the ingress and egress bandwidth
requirements are equal, being 8, 7, 5 and 6,
respectively. The nodes labeled N; ~ Ng are routers
(N; ~ N4 are VPN access routers) in the network
backbone. The solid lines represent the backbone
links, and the number beside each backbone link
represents the delay incurred when packets are
transmitted through it.

Figure 1. An example of establishing an enhanced hose
model VPN.
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In Figure 1(b), we show a VPN tree [5]
corresponding to an enhanced hose model VPN that
meets both the bandwidth and delay requirements.
The dotted line between endpoint p; and VPN
access router N; (1=j=4) represents the access link.
In this example, we assume that the delay incurred
when packets transmitted through each access link
is 2. The number in parenthesis beside each
backbone/access link is the bandwidth reservation
required of it. Given a VPN tree and the bandwidth
requirements on each endpoint, for the bandwidth
reservation required on links of the VPN tree,
please refer to Ref. [5]. The end-to-end delay value
on the path between each endpoint pair of the VPN
is listed in Table 1. Clearly, the maximum end-to-
end delay value on the path between any endpoint
pair in the VPN tree is 54, and can thus satisfy a
delay requirement of d=55.

Table 1. The end-to-end delay value on the path between
each endpoint pair of the VPN tree in Figure 1 (b).

destinatior? iy Py P2 Ps P4
P, 0 44 54 54
P, 44 0 54 54
P, 54 54 0 44
P, 54 54 40 0

Note that, given a VPN tree, T, there is a unique
path between any endpoint pair in T, and the end-
to-end delay value of a path is defined as the sum
of the delay values of all links along the path. In
this paper, we define the diameter of T, dia(T), as
the maximum end-to-end delay value on the path
between any endpoints pair in T. We also define T
such that it can satisfy the delay requirement, d, if
dia(T)=d.

3. The
Considered

Traffic Engineering Problem

In this section, we formulate the traffic
engineering problem, called the online enhanced
hose model VPN establishment problem
(OEHMVEP), which is considered in this paper.

3.1 Backbone Network Modeling

The network backbone is modeled by an
undirected graph, G = (N, L), where N and L are the
set of routers and the set of links, respectively. Let
n and m denote the cardinality of N and L,
respectively. Let B and D be the set of residual

bandwidths and link delay wvalues for L,
respectively. Let B(I) and D(I) denote the amount of
residual bandwidth and delay value, respectively,
on a given link | (IeL). A subset, AR = {ary, ar,, . .
., arg}, of N (AReN) is the set of VPN access
routers, where g denote the cardinality of AR. Each
endpoint, p; of a VPN, gains access to VPN service
by connecting to a specific VPN access router, ar;
in AR. In other words, for each endpoint of a VPN,
there is a corresponding VPN access router in AR
and there are at most g endpoints contained in an
enhanced hose model VPN.

3.2 VPN Setup Request Modeling

The customer demands for an enhanced hose
model VPN service are described in terms of VPN
setup requests. In this paper, we consider the case
where the bandwidth requirements on endpoints are
symmetric [5]. Let vr; denote the ith VPN setup
request, from customers, that the NSP is to
establish. Each vr; is represented by a (gq+1)-tuple
vector, vri=(d, b(pi), b(pz),..., b(py)). The first
element, d, of vr; is the delay requirement, and the
(j*+1)-th element is the bandwidth requirement,
b(p;), of endpoint p; (1=j=q). For example, the
VPN setup request of the enhanced hose model
shown in Figure 1 is vr;=(55, 8, 7, 5, 6).

3.3 Online Enhanced Hose Model
Establishment Problem

VPN

In this problem, the NSP manages an MPLS
network backbone, G, on which enhanced hose
model VPNs are established. We consider the
situation where (a) VPN setup requests arrive one-
by-one, independently, and (b) the NSP does not
have a priori knowledge about future VPN setup
requests. This knowledge includes the number of
future VPN setup requests, the delay requirement
and the number of endpoints contained in each
VPN setup request, and the bandwidth requirement
of each endpoint. In this situation, the NSP must
process each VPN setup request in an online
manner. Upon receiving a VPN setup request vr;,
the NSP triggers the VPN traffic engineering
algorithm to establish a corresponding enhanced
hose model VPN. The VPN traffic engineering
algorithm performs this task by first choosing a
data transmission path between each endpoint pair,
and then checking whether both the bandwidth and
delay requirements are satisfied. If either of the
bandwidth or delay requirements is not satisfied, vr;
will be rejected. We use the rejection ratio as the
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performance metrics to evaluate VPN traffic
engineering algorithms. The rejection ratio is
defined as:

Number of requests rejected
Total number of requests received

@

In this paper, the optimization goal of VPN
traffic engineering algorithms is to minimize the
rejection ratio, which in turn, will maximize the
number of requests successfully established on the
network backbone. Note that the authors in Ref.
[17-19] also use the rejection ratio as the main
performance metric to compare traffic engineering
algorithms.

In this problem, we assume that the NSP uses a
server-based strategy [20] for processing VPN
setup requests. In a server-based strategy, the VPN
traffic engineering algorithm is run on a single
entity called the VPN request server (VRS). The
VRS also maintains the complete link state
topology database and is responsible for computing
an explicit data transmission path between each
endpoint pair of a VPN. The paths can then be
setup using a signaling protocol, such as the
Resource Reservation Protocol (RSVP) or
Constraint-based Routing Distribution Protocol
(CR-LDP) [2]. To compute the explicit paths, the
VRS needs to know the current network topology,
residual bandwidth and delay value on links. We
assume that a link state routing protocol for
information acquisition exists.

4. The Minimum Bandwidth-Delay Cost
Tree Algorithm

In this section, we propose a novel VPN traffic
engineering algorithm called the MBDCTA, for the
OEHMVEP. The inputs to the MBDCTA are a
network graph, G, VPN access router set, AR,
residual bandwidth, B(l), and delay value, D(l), for
link I (leL), and a VPN setup request, vri. The
output of the MBDCTA is a minimum cost VPN
tree, VTMC, for vr;, on which all leaf nodes are
VPN access routers in the set AR. In Table 2, we
provide pseudo code for the MBDCTA. The main
idea of the MBDCTA is inspired by the algorithms
proposed in Ref. [5, 17].

Let T be a VPN tree consisting of k links. The
Cost subroutine of the MBDCTA for VPN tree
selection calculates the following:

Cost(T) = > RS()

2.80,)«D(,) 2

where RS(ly), B(ly) and D(ly) represent the
amount of bandwidth allocation needed, the amount
of residual bandwidth and the delay value on the
xth link, I, , respectively. Note that, given a VPN
tree, T, normally, the Cost subroutine returns the
cost value computed by Eq. (2). However, where T
is null (@) or T does not satisfy the delay
requirement, d (dia(T)>d), or there are links on T
that do not have enough bandwidth for allocation,
the Cost subroutine will return oo. Note that, given a
VPN tree, T, and a VPN setup request, vr;, the
values of dia(T) and RS(I,) can be computed easily.

Table 2. Pseudo code for MBDCTA.

Minimum Bandwidth-Delay Cost Tree Algorithm
(MBDCTA)

Input:

1. A Network graph G=(N,L).

2. A VPN access router set AR = {ary, ary, . . .,
arq}.

3. Rgsidual bandwidth B(l) and delay value D(l),
(leL).

4. A VPN setup request vri=(d, b(p.), b(p.), ...,
b(pg))-

Output:
A minimum cost VPN tree VTyc for vr;, on which
all leaf nodes are nodes in AR.

Algorithm:

VTue =0
For eachveN
—{
Ty:= BFS_Tree(G, v);
PT.:=Prune_Tree(T,, vr));
Compute_ dia_RS(PT,, vrj);
if (Cost(PT,)<Cost(VTwc) )
VTne:= PTy;
-}
if (COSt(VTMc) = 00)
—{
Reject(vry);
Return @;

For each link l,eVTyc

B(Ix):z B(Ix)'RS(Ix);
}
Accept(vry);
Return(VTwe);
-}
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When processing a request, the MBDCTA tries
to find a VPN tree that minimizes the cost
subroutine defined in Eq. (2). It is clear that the
additional cost of using a link, I, in building a VPN
tree is proportional to the value of RS(l,) and is
reciprocal to the value of B(l,) and D(l,). Therefore,
the MBDCTA tries to find a VPN tree with links
that have abundant residual bandwidth, larger delay
value and lower overall bandwidth allocation.

Given a network graph, G, consisting of n
nodes, to process a VPN setup request, vr;, the
MBDCTA iterates a total of n times, once for each
veN . In each iteration, the MBDCTA first finds a
candidate VPN tree, PT,, rooted at v for vr;, and
then computes the bandwidth allocation that is
needed for each link, I, , of PT, . Finally, the cost
value associated with PT, can be computed. After
finding all PT, (veN), if there is no PT, (veN) that
satisfies the delay requirement, d (dia(PTv)=d), or
if there is no PT, (veN) on which all links have
enough residual bandwidth for allocation, the
MBDCTA will reject vr;. When vr; is accepted, the
MBDCTA will return the VPN tree that has the
minimum cost value among all PT, (veN) for vr; ,
which is denoted by VTyc. In addition, the
MBDCTA then allocates bandwidth to each link, I,
of VTyc as follows: B(l,):= B(l,)-RS(l,).

To find a candidate VPN tree, PT, , rooted at v ,
the MBDCTA first finds a breadth first search tree
[21], T, , rooted at v , by calling subroutine
BFS Tree. T, contains all nodes in G and, in
addition, T, may contain leaf nodes that are not
VPN access routers. Therefore, the MBDCTA
prunes T, and obtains a candidate VPN tree, PT,, on
which all leaf nodes are VPN access routers, by
calling subroutine Prune_Tree. The MBDCTA
computes the diameter of PT,, dia(PT,), and the
amount of bandwidth needed, RS(ly), on each link,
l,, of PT,, by calling subroutine Compute_ dia_RS.

The time complexity of each iteration in the
MBDCTA is O(m), which is determined by the
subroutine BFS_Tree. To process a request, a total
of n iterations are required. So, it is clear that the
time complexity of the MBDCTA in processing a
request is O(mn).

5. Performance Evaluation

In this paper, we compare the performance of
MBDCTA, bandwidth-optimization VPN tree
algorithm (BOVTA) [5], and shared tree algorithm
that combined the diameter constrained heuristic

with the least-delay tree algorithm (DC-LDTA)
[12]. These were implemented in Java
programming language. Note that, all of the three
algorithms are tree based, that is, given the four
inputs as in Table 2, the output of these algorithms
is a VPN tree. We have also conducted extensive
simulations to compare the rejection ratio (defined
in Eq. (1)) of the three algorithms on the
OEHMVEP, introduced in section 3. Since much of
the literature on network traffic engineering [17-19]
adopts the KL topology as the backbone network,
G, we also adopt it in our simulations. Note that the
KL topology is a network graph comprised of 15
routers and 28 links, as shown in Figure 2. The
routers numbered 1, 2, 4, 5 9, 13 and 15 are
selected as VPN access routers (nodes in the set
AR), and are labeled as arl - ar7, respectively.

ar; 1" 4 1\
131\‘ _Q/
(&) arg 159

Figure 2. The KL topology.

In the simulations reported, we consider 3 cases.
In the first case, we assume that the delay values on
links of G are so small that delay requirements of
all enhanced hose model VVPNs are satisfied, and
the sole reason for rejecting VPN setup requests is
that there being some links on VPN tree have
insufficient bandwidth for allocation. In the second
case, we assume that the residual bandwidths on
links in G are so abundant that bandwidth
requirements of all enhanced hose model VVPNs are
satisfied, and the sole reason of rejecting VPN
setup requests is that the VPN trees output by
traffic engineering algorithms cannot satisfy the
delay requirement. In the latest case, we consider
general parameter configurations.

In each case, we conduct 10 simulation runs, the
parameter configurations are listed in Table 3. Let
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B(I) and D(I) denote the residual bandwidth and
delay value on link | of G, and let d, g and Max_br
denote the delay requirement, the maximum
number of endpoints contained in a VPN setup
request and maximum bandwidth requirement on
VPN endpoints, respectively. In each simulation
run, 100 VPN setup requests are randomly
generated, as is the number of endpoints contained
in a VPN setup request, being assigned a value
between 2 and g. The bandwidth requirement of
each endpoint is also randomly generated, between
1 and Max_br. For simulations of case 1, the delay
requirement, d, in each VPN setup request, is fixed
to 10, and for simulations of case 2 and 3, it is
generated randomly from 10 to 30 and 10 to 20,
respectively.

Table 3. The parameter configurations of simulations for
case 1 to 3.

B(I) | D(l) | Max_br | q d
Casel | 1,700 1 75 7 10
Case2 | 25,000 | 5 75 7 | 10~30
Case3 | 2,000 | 4 75 7 | 10~20

The simulation results of cases 1 to 3 are shown
in Figure 3 to Figure 5, respectively. In all
simulations of the three cases, the MBDCTA
achieved the lowest rejection ratios among the three
algorithms. In Figure 3, the rejection ratios
achieved by the MBDCTA, BOVTA and DC-
LDTA ranged from 0% to 5%, 24% to 36% and
32% to 46%, respectively. Clearly the BOVTA
performed better than the DC-LDTA in most of the
simulations, because the bottleneck resources in
case 1 are the bandwidths that are available for
allocation. The DC-LDTA tries to find a least-delay
VPN tree, vt, regardless of on the residual
bandwidth and bandwidth allocation needed on
links of vt. In Figure 4, the rejection ratios achieved
by the MBDCTA, BOVTA and DC-LDTA, ranged
from 3% to 10%, 32% to 44% and 8% to 18%,
respectively. The DC-LDTA performed better than
the BOVTA in all the simulations of case 2,
because the BOVTA tries to find a bandwidth-
optimization VPN tree, vt , regardless of the delay
value on links of vt. Hence the BOVTA tends to
fail in meeting the delay requirement. In Figure 5,
the rejection ratios achieved by the MBDCTA,
BOVTA, in case 3, ranged from 0% to 3%, 22% to
35% and 21% to 33%, respectively.

5 === NBDCTA —%— BOVTA —&—DC-LDTA

40
30

20

Rejection Ratio (%)

0 W § M - s
1 2 3 4 5 6 7 8 9 10
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Figure 3. Simulation results of case 1.

~=#==>NBDCTA —%—BOVTA —&—DC-LDTA
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Figure 4. Simulation results of case 2.
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Figure 5. Simulation results of case 3.
6. Conclusions

In this paper, we investigated a VPN traffic
engineering problem called the OEHMVEP, in
which multiple enhanced hose model VPNs are to
be established. We first reviewed the QoS
specification of the enhanced hose model, and then
proposed a new algorithm, called the minimum
bandwidth-delay cost tree algorithm (MBDCTA),
to address issues associated with OEHMVEP. The
optimization goal of VPN traffic engineering
algorithms considered in our work is to minimize
rejection ratio. According to experimental
simulations conducted in our paper, the MBDCTA
can indeed achieve lower rejection ratios compared
to previous algorithms. For the future research, it is
worthwhile to extend VPN traffic engineering
algorithms on asymmetric network backbone, and
considers another optimization goal, such as,
maximizing revenue of VPN service provisioning.
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