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Abstract: The Radio Frequency Identification (RFID) system plays an important role in 

authentication, security control, supply chain management, and inventory control. Due to market 

consideration, low-cost RFID systems have become very popular in recent years. In many 

applications, such as e-passport, RFID systems need security mechanisms to resist all possible attacks 

and security risks. However, because of extensive computation requirements and high memory space 

demand for most security mechanisms, they are not suitable for low-cost RFID tags. In this paper, we 

propose two ultralightweight authentication protocols for low-cost RFID tags. The first protocol is 

based on dynamic identity and the second one on static identity. Both protocols have the merits of 

obtaining mutual authentication, protecting the user’s privacy, and low computation cost. 

Furthermore, the proposed protocols can resist replay, impersonation, and de-synchronization attacks.  
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1  Introduction 

Radio Frequency Identification (RFID) systems 

have become very popular in recent years due to 

the well-developed technology and variety of 

potential applications. The RFID system is an 

important technology for authentication, security 

control, supply chain management, and inventory 

control. RFID systems are used for automatic 

object identification in microchip fabrication and 

automobile manufacturing among various other 

industries, and even in animals. 

A typical RFID system consists of tags, readers, 

and a server with a database. Initially, the readers 

inquire tags by broadcasting radio frequency 

signals. The responding data from the tags can be 

read automatically with wireless at a rate of several 

hundred tags per second, from a range of several 

meters.  

In many applications, such as authentication, the 

RFID systems need security mechanisms to resist 

all possible attacks and threats. However, most of 

the security mechanisms have extensive 

computation requirements or need large memory 

space, so they are not suitable for low-cost RFID 

tags. 

Although authentication is an important 

requirement for many RFID applications, many 

RFID systems used today lack secure 

authentication mechanism. Some of the previous 

lightweight authentication schemes are vulnerable 

to various attacks [9,10]. Adversaries may inquire 

unprotected RFID tags to obtain information 

illegally, spoof tags to get secret information, or 

release denial of service attack. In some situations, 

privacy is also an important requirement to protect 

tag holders. However, most RFID systems also lack 

a privacy protection mechanism; so many RFID 

systems are vulnerable to security and privacy 

risks.  

An RFID system usually consists of one server, 

many readers, and hundreds or thousands of tags. 

With regard to market share consideration, the cost 

of RFID tags plays an important role in system 

development. Based on the computational cost and 

the operations supported on the tags, the RFID 
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authentication protocols can be divided into four 

classes as follows [3]: 

(1) The full-fledged class: The protocols such as an 

application on e-passport [10,11] that need the 

support of conventional cryptographic 

functions, one-way hash functions, or even 

public key cryptographic algorithms.  

(2) The simple class: The protocols like the 

schemes [4,7,20,21] that install a pseudo 

random number generator or one-way hash 

function on tags. 

(3) The lightweight class: The protocols [2,14] that 

require a pseudo random number generator and 

simple functions like Cyclic Redundancy Code 

(CRC) checksum.  

(4) The ultralightweight class: The protocols 

[5,13,16,17] that only require simple bitwise 

operations, such as bitwise XOR, AND, and 

OR, in tags. 

The first two classes above belong to high-cost 

RFIDs, and the other two classes are considered 

low-cost RFIDs. Due to market share consideration, 

the low-cost RFID tags are the best option. 

However, the low-cost RFID tags, with no more 

than 10K logic gates in which at most 3K can be 

used for security functions [3], usually cannot adopt 

a complex security algorithm in it. Thus it is 

essential to develop a simple algorithm with 

minimum memory for ultralightweight RFID tags. 

In 2006, Peris-Lopez et al. [15-17] proposed a 

family of ultralightweight mutual authentication 

protocols. In their protocols, only simple bitwise 

operations like XOR, AND, OR, and modular 

addition were adopted in the tags. The 

computations of their schemes were very simple so 

they were suitable for low-cost tags. Unfortunately, 

their protocols suffered de-synchronization attacks, 

active attacks, and passive attacks [1,13]. 

Nevertheless, they were an interesting advance in 

the field of lightweight cryptography for low-cost 

RFID tags. In 2007, Chien [3] proposed a new 

ultralightweight protocol (SASI protocol). The 

protocol provided mutual authentication, tag 

anonymity, and forward security. It was designed to 

resist de-synchronization attacks, replay attacks, 

and man-in-the-middle attacks. However, Sun et al. 

[19] showed that Chien’s protocol could not resist 

de-synchronization attacks. 

In 2009, David et al. [6] proposed an 

ultralightweight mutual authentication protocol for 

low-cost RFID tags, but Hernandez-Castro et al. [8] 

showed that David et al.’s protocol was vulnerable 

to traceability attacks and full disclosure attacks. 

Lee et al. [12] also proposed an ultralightweight 

RFID authentication protocol in 2009; however, 

Peris-Lopez et al. [18] showed that the protocol 

was insecure.  

In this paper, we propose two ultralighweight 

authentication protocols for low-cost RFID tags. 

The first protocol is based on dynamic identity and 

the second protocol is based on static identity. Both 

of the protocols have the merits of providing 

mutual authentication, and resisting various attacks 

such as traceability, replay attacks, de-

synchronization attack, and impersonation attack. 

Most importantly, the computation cost of the 

protocols is quite low. The rest of this paper is 

organized as follows. In Section 2, we describe the 

preliminaries and notations. The two new proposed 

ultralighweight authentication protocols for low-

cost RFID tags are described in Sections 3 and 4, 

respectively. Security analysis and performance 

evaluation are described in Section 5. Finally, we 

make conclusions in Section 6. 

2  Preliminaries and Notations  

Generally, the communications between the 

reader and the backend server are through secure 

channels, but the communications between the 

reader and the tag are susceptible to all possible 

attacks due to the open nature. Hereafter, for 

simplicity, both the server and the reader will be 

named as reader.  

In the proposed protocols, the pseudo random 

number generator (PRNG) is only installed in the 

server, and the tags only perform simple bit-wise 

operations such as XOR ( ), OR ( ), AND ( ), 

and left rotation ),( BARot . The notations used 

throughout this paper are as follows:  

IDT :  tag’s static identity. 

DIDTi :  tag’s dynamic identity. 

IDR :  reader’s static identity. 

Ki :  the secret key of the tag. 

Ri :  a random integer.  

 :  bitwise XOR operation.  

 :  bitwise AND operation.  

 :  bitwise OR operation.  

MBA : : A sends M to B through a public 

channel.  

),( BARot : an w(B)-bit left rotation on A, where 

w(B) denotes the Hamming weight 

of B.  

3  An Ultralightweight RFID Protocol with 

Dynamic Identity  
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Let the tag and reader share the tag’s dynamic 

identity and secret key. The dynamic identity and 

secret key are updated after each authentication 

session to resist traceability. To resist a possible de-

synchronization attack, after the i-th authentication 

session, both the tag and the server share two pairs 

of information, (
i

DIDT ,
i

K ) and (
1i

DIDT ,
1i

K ), in 

the memory. Where (
i

DIDT ,
i

K ) is the dynamic 

identity and secret key used at the i-th 

authentication session, and (
1i

DIDT ,
1i

K ) is used 

for the potential next session. The server has a 

pseudo random number generator(PRNG). 

The protocol consists of two main phases: (1) 

authentication phase and (2) key updating phase. In 

the authentication phase, the reader first inquires 

the tag, and then the reader and the tag authenticate 

each other. In the key updating phase, the reader 

and the tag update their dynamic identifications and 

secret keys, respectively.  

For simplicity, the proposed ultralightweight 

RFID protocol with dynamic identity is named the 

DIDRFID protocol. The authentication and 

key updating procedures for the i-th session 

are described in the following sub-sections. 

3.1  Authentication Phase  

Step L-1. Tag  Reader: 
i

DIDT .  

The tag transmits its dynamic identity 

i
DIDT  to the reader after receiving an 

inquire message from the reader. 

Step L-2. Reader  Tag: ),(
ii

BA .  

After receiving
i

DIDT , the reader finds 

the tag’s corresponding secret key 
i

K  from 

the database. Then the reader generates a 

random number iR  and computes ),( ii BA  as 

follows:  

iii
RKA  ,  

),(),(
iiiii

RRRotKKRotB  .  

Then the reader sends ),( ii BA  to the tag.  

Step L-3. Tag  Reader: 
i

C . 

Upon receiving ),(
ii

BA , the tag obtains '
i

R  by  

iii
KAR ' .  

Then the tag computes '
i

B  with 
i

K  and '
i

R  by 

)','(),('
iiiii

RRRotKKRotB  .  

The reader will be authenticated if 
ii

BB ' . 

Next, the tag computes 
i

C  as follows if the reader 

is authenticated: 

),(),(
iiiii

KRRotRKRotC  .  

Finally, the tag forwards 
i

C  to the reader.  

Step L-4. Reader authenticates tag.  

Upon receiving 
i

C  from the tag, the reader 

computes '
i

C  by   

),(),('
iiiii

KRRotRKRotC  .  

The tag will be authenticated if 
ii

CC ' . If 

ii
CC ' , the reader and the tag obtain mutual 

authentication.  

3.2  Key updating phase 

After mutual authentication is obtained, the 

reader and the tag compute a new dynamic identity 

1i
DIDT  and secret key 

1i
K  for the next session by  

),(),(
1 iiiiiii

KRKRotKRRRotDIDT 


.  

),(),(
1 iiiiiii

KRKRotKRRRotK 


.  

Then both the reader and the tag store 

( iDIDT , iK ) and (
1i

DIDT ,
1i

K ) in the memory. For 

an illustration, the DIDRFID protocol is shown in 

Fig.1.  

 

 

4  An Ultralightweight RFID Protocol with 

Static Identity 

In this section, we propose an ultralightweight 

RFID protocol with static identity (SIDRFID 

protocol for short). Suppose that the tag’s and the 

reader’s secret identities are IDT and IDR, 

respectively. IDT and IDR are installed in the tag’s 

and the reader’s memories. The server has a PRNG. 

At the i-th session, the authentication procedure of 

the SIDRFID protocol is described as follows:  

Figure 1:  An ultralightweight RFID protocol with dynamic identity 
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Step S-1. Reader  Tag: 
i

S .  

The reader first generates a random integer 
i

R  

and computes 
i

S  by IDRRS
ii
 .   

The reader sends S along with a request message 

to the tag.  

Step S-2. Tag  Reader: ),(
ii

QP . 

After receiving 
i

S , the tag obtains 
i

R  

by IDRSR
ii
 .  

Then the tag sends 
i

P  and 
i

Q  to the reader, 

where  

),( IDRRRotIDTP
ii

 ,  

),(),(
iii

RRRotIDTIDTRotQ  .  

Step S-3. Reader  Tag: 
i

Z .  

Upon receiving },{
ii

QP , the reader obtains 

'IDT  by ),(' IDRRRotPIDT
ii

 .  

Then the reader computes '
i

Q  by  

),()','('
iii

RRRotIDTIDTRotQ  . 

Next, the reader authenticates the tag by 

checking whether '
ii

QQ  . After the tag is 

authenticated, the reader computes iZ  by 

),(),(
iii

RIDTIDRRotRIDRIDTRotZ  . 

Finally, the reader sends iZ  to the tag.  

Step S-4. Reader authenticates tag.  

Upon receiving iZ , the tag computes '
i

Z  by 

),(),('
iii

RIDTIDRRotRIDRIDTRotZ  .  

Figure 2: An ultralightweight RFID protocol with static 

identity 

The tag will be authenticated if 
ii

ZZ ' . 

Hereafter, the reader and the tag obtain mutual 

authentication. The proposed ultralightweight RFID 

protocol with static identity is illustrated in Fig. 2.  

5 Security Analysis and Performance 

Evaluation  

5.1  Security Analysis  

In addition to the computation cost is quite low; 

the proposed protocols have the merits of 

protecting user’s privacy, obtaining mutual 

authentication, and resisting several attacks. The 

advantages of the proposed two protocols are as 

follows:  

 (1) Protect user’s privacy. 

For some RFID system applications, the 

capability of resisting traceability is an important 

requirement. For example, in e-passport systems or 

for some VIPs, the users cannot withstand their 

whereabouts exposed. In general, the dynamic 

identity property will protect the authentication 

schemes from ID-theft attack. It is difficult for an 

adversary to trace the user if the forward message is 

really dynamic. Since the dynamic identity 
i

DIDT  

is adopted in the DIDRFID protocol, the protocol 

can resist traceability. Moreover, the current 
i

DIDT  

is irrelevant to any of the previous dynamic 

identities.  

In the SIDRFID protocol, though the identity of 

the tag is static, but the static identity has not been 

transmitted and all forward messages contain a 

pseudonym which is changed for each session. 

The request and the response messages are 

different in each session even though the tag is 

the same. The forward messages are not fixed, so 

an adversary cannot identify or trace the tag. 

Thus the proposed protocols protect user’s 

privacy and the anonymity merit of the tag is 

maintained.  

(2) Obtain mutual authentication. 

For many RFID systems, the mutual 

authentication feature is not required. However, 

in many applications, such as e-bank payments, 

mutual authentication is a basic requirement of 

RFID systems. In the DIDRFID protocol, the tag 

can authenticate the reader by verifying 
i

B  and 

the tag is authenticated if 
i

C  is verified. 

Similarly, in the SIDRFID protocol, the reader 

and the tag can authenticate each other by 

checking
i

Q and
i

Z , so our protocols obtain mutual 

authentication.  

(3) Low computation cost. 

i
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The computation costs of cryptographic 

algorithms and hash functions are very high. 

Furthermore, it needs large memory space to install 

these algorithms and functions, so the 

cryptographic algorithms and hash functions are not 

suitable for the low-cost RFID tags. In the proposed 

protocols, the computations are based on simple 

bitwise XOR, AND, OR and rotation operations, 

and the computation cost is quite low.  

(4) Forward secrecy.  

The forward secrecy feature prevents 

adversaries from obtaining previous secrets even if 

the tag is compromised. In the DIDRFID protocol, 

even if the current dynamic identity 
i

DIDT  and 

secret information 
i

K are compromised, the 

adversary still cannot find the previous identity and 

secret information because the random number is 

unknown. Thus, the protocol obtains forward 

secrecy which can greatly reduce the damages that 

result from revealing secret information.  

The proposed protocols can also resist several 

attacks. The security of the protocols is analyzed as 

follows:  

(1) Resist impersonation attack.   

In the DIDRFID protocol, if an adversary wants 

to masquerade as a legal reader to deceive the tag, 

the attack will fail because the adversary cannot 

find 
i

A  and 
i

B consistently for authentication. 

Similarly, if an adversary wants to masquerade as a 

tag to deceive the reader, the attack will also fail 

because the adversary cannot forge 
i

C  for 

verification successfully. In the SIDRFID protocol, 

an adversary cannot successfully masquerade as a 

legal entity since he/she cannot forge consistent 
i

P , 

i
Q  and 

i
Z  to pass the authentication. Because of 

this, the protocols can resist impersonation attacks.   

(2) Resist de-synchronization attack.  

In the DIDRFID protocol, both the reader and 

the tag keep two sets of information, ),(
ii

KDIDT  

and ),(
11  ii

KDIDT , in the memories after the i-th 

session of authentication. Note that the former pair 

is used for authentication on the i-th session and the 

latter pair is used for the next session. If the reader 

and the tag cannot obtain mutual authentication 

with the candidate information ),(
11  ii

KDIDT  at 

the i+1-th session, they can still use ),(
ii

KDIDT  

for a successful authentication, so, the proposed 

protocol can withstand de-synchronization attacks.  

(3) Resist replay attack.  

In the DIDRFID protocol, before the i-th 

authentication session, the information stored in 

both the tag and the reader are ),(
11  ii

KDIDT  and 

),(
ii

KDIDT . On the i-th session, the information 

transmitted between the tag and the reader is
i

A ,
i

B , 

and iC . After mutual authentication is obtained, the 

information stored in both the tag and the reader is 

),(
ii

KDIDT and ),(
11  ii

KDIDT . We explain why 

the DIDRFID protocol can resist the replay attack 

by using the following two cases: (a) On the (i+1)-

th session of authentication, suppose that an 

adversary replays the previous intercepted message 

i
A  and 

i
B  to the tag; though the tag cannot 

authenticate the reader by using candidate secrets 

),(
11  ii

KDIDT , the tag still can authenticate the 

reader by using ),(
ii

KDIDT . That is, the replay 

message will pass the verification eventually. 

However, because the reader’s pseudonym is 
1i

R , 

while the recovered pseudonym is 
i

R  in the tag, the 

tag cannot compute a consistent 
1i

C for a 

successful authentication. The adversary also 

cannot obtain a consistent 
1i

C for verification since 

he/she does not know the secret information and 

pseudonym. Thus the reader will detect the attack. 

(b) If the adversary replays the previous message 

i
C  at the i+1-th session of authentication, the attack 

will fail since the pseudonyms in the reader’s and 

the tag’s memories are different. In the SIDRFID 

protocol, if an adversary resends an old 
i

S  for a 

new authentication, this attack will not work since 

the verification of 
i

Q  will fail. Similarly, if the 

adversary sends an old 
i

Z  to the tag, the replay 

attack still will not work since it cannot pass the 

verification. Thus, our protocols can withstand 

replay attacks.  

5.2  Performance Evaluation 

In our DIDRFID and SIDRFID protocols, the 

systems only require simple bitwise XOR, AND, 

OR, and rotation operations. The computation costs 

of the proposed protocols are quite low, and thus 

they can be effectively implemented on 

ultralightweight RFID tags. Some lightweight 

RFID systems [3,16] need modular addition 

operations besides XOR, AND, OR, and rotation 

operations. However, the modular addition 

operation is not sufficiently quick to address its 

carry propagation problem.  
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The pseudo random number generator is not a 

simple or computation effective algorithm for RFID 

tags. Furthermore, hackers can easily attack a 

system if its pseudo random number generator is 

not properly designed. Due to its limitation on 

memory and computation, it is not easy for 

ultralightweight RFID tags to install a PRNG. In 

our protocols, instead of tags, only the server needs 

to implement a PRNG. Therefore, the proposed 

protocols are practical in implementation.   

In the DIDRFID protocol, each tag needs one 

static and two pairs of dynamic identity and secret 

information. Thus, if each identity or secret 

information is 16 bytes in length, only 80 bytes of 

memory is required, which is fewer than other 

schemes [3,16,17]. In the SIDRFID protocol, each 

tag only stores the tag’s and the reader’s static 

identities. A simple comparison of ultralightweight 

authentication protocols is listed in Table 1.  

6  Conclusions 

The Radio Frequency Identification (RFID) 

system plays an important role in authentication, 

security control, supply chain management, and 

inventory control. Low-cost RFID systems have 

become very popular in recent years. In many 

applications, such as e-passport, the RFID systems 

need security mechanisms to resist all possible 

attacks and threats. However, because of extensive 

computation requirements and memory limitations 

for most security mechanisms, they are not suitable 

for low-cost RFID tags.  

In this paper, we proposed two ultralightweight 

authentication protocols for low-cost RFID tags. 

Both protocols have the merits of obtaining mutual 

authentication, protecting the user’s privacy, and 

low computation costs. Furthermore, the proposed 

protocols can resist replay, impersonation, and de-

synchronization attacks. In addition, these protocols 

are very practical since they can be implemented in 

the low-cost tags easily.  
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