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Abstract: Large-scale network attacks will bring great damage to the network. édgtinohe existing detection systems are able to
detect a large number of known attacks, when facing large-scale riedttacks, log data generated by these systems usually increases
rapidly, which forms vast amount of alert information in a short pedbtime. This paper researches on picking up alert information
efficiently and timely, which is an important need. According to the chariatitss of intrusion detection log, we put forward the method

of using incremental mining algorithm of closed sequential patterns witltgagtraints - cispan algorithm to analyze the growing log
database, we also compare the performance of cispan algorithnxspeefialgorithm and clospan algorithm in analyzing intrusion
detection log, and proves that cispan algorithm has higher efficiencyalgzng alert log.

Keywords. alert analysis, sequential pattern, gap constraint, closed sequertt@inpancremental mining algorithm of closed
sequential patterns.

1 Introduction analyze the true purpose of intruder. In order to accurately
pick up the alert sequence, incremental mining algorithm
of closed sequential patterns with gap constraints - cispan
algorithm will be used in this paper to the analysis of alert
log, it find high frequency of frequent sequential patterns,

With a rapid development of network, network security is
becoming more and more important. The attack

techmques and too_ls of hackers become |ncreasmgl¥hen analyzes the contract between the alert information.
complicated and varied. Some hackers have been able Bhis paper also compares the performance of cispan
carﬁyk out BSTO”‘_f I,?/Ir_gg-scali netvf\f/ork d atltack. TTeaIgorithm, prefixspan algorithm and clospan algorithm in

well-known B1 site - Mininova has sultered a large-scale 5,y 7ing alert log, and proves that cispan algorithm has
botnet attack across three continents recently. Althougri_Iigher efficiency in analyzing the alert log

the existing detection systems are able to detect a larg, e orion 2, the related work about alert log analysis and

nutr\anelr( Ogt klr(mwln aLta;:ks, whe? dfag'n%h Iarge'S'Ct""lesequence mining are introduced, in section 3, the related
network: attacks, log data generaled by N€S€ SySleMzafinitions and content of cispan algorithm are given, in
usually increases rapidly, which forms vast amount of

lert inf " . hort iod of i H section 4, how to use cispan algorithm to analyze alert
alert information in- a short period ot uime. How log, and the performance comparison of cispan algorithm,
effectively and timely to pick up useful alert information

f the | t of alert log data i i tdclospan algorithm and prefixspan algorithm are also
rom the largé amount ot alert log data 1S a complicate presented, finally, our conclusions of this paper are
and meaningful work.

- ; . ) . summarized in section 5.
Many complicated intrusions have a fixed time sequences,

such as when a hacker attacks, at first he often scans port,

executes some specific codes to get special permissioy Related Wor k

carries out an attackl] and so on, these acts will leave

the same alert sequences in alert log. Picking up alerSome scholars at home and abroad have done some
sequences above has an important guidingsignificance teesearch work on analyzing intrusion detection log, and
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have achieved some results. Peng Ning, et al. put forwaravhich are reflected by complex invasion behaviors also
alert correlation analysis methods based on thehave limited gap in sequential patterns databases. Cludia
precondition and subsequent resuls pnd did research  Antunes, et al. proposed the prefixspan algorit@hwlith

on a series of methods to analyze the alert correlation ofjap constraints, which is based on a new method of
large sets data. But this method requires a lot of expergenerating projection database, and can be used for
knowledge, it's scalability is not strong and can’t prevent analyzing such mining of sequential patterns with gap
new attacks. The adaptive alert correlation model A3PCconstraints, reduces useless frequent sequential pattern
based on pattern mining and cluster analysis wadormation. Chun Li, et al. proposed the bide algorittgh [
proposed by Zhihong Tian in his papdj,[he introduced  with gap constraints to analyze closed sequential patterns
the idea of anomaly detection into the problem of alertwith gap constraints, it has some advantages of bide
correlation, but this model needs to build a "normal” alert algorithm, such as no need to generate candidate
model and is easy to cause erroneous judgment. Yijursequential patterns. In this paper, on the basis of cispan
Sun, et al. put forward methods based on pattern miningalgorithm and according to the characteristics of gap
sequential patterns mining and so on to analyze alert logonstraints of alert sequential patterns, we add gap
[3], but the method is too generalization, lacks pertinenceconstraints and use this method to analyze alert log and
and will generate the number of redundant even uselessduce the formation of redundant alert information.
information.

In the past ten years, a large number of experts and

scholars have done research on sequential patterns minirg) Cispan Algorithm with Gap Constraints
algorithm, and put forward many algorithm, such as GPS,

SPADE. _Prefixspan algorithm uses the patterns-groyvtt‘s_l Related Definition

method instead of the previous method of generating

candidate frequen_t patterns, it generates frequent prefiyEEINITION 1. Let] = {i1,i2,...,in} be a project set. A
patterns, gets prolectlon.dat_abase wh|ch.corresponds ©Qubset of | is called an item set. Sequeses< t1,t2, ...,

the prefix patterns by projecting, then continues to_sea_lrclfm > (tj €1,1< j < m) is an ordered item set, without
for the frequent sequential patterns in the projectionioss of generality, assuming that all items in project set
database and connects with the prefix patterns 10 ge€lre aready sorted in a certain order(for example, in

frequent  patterns, but sequential patterns miningyspanetical order). The size of sequergaefers to the
algorithm can mine full set of frequent sequential patterns, ,mber of item sets in the sequence. The length of
sets in the database of sequential patterns. Close equence is described below:

sequential patterns mining can get the same information

as sequential patterns mining, but contains less and more m

compact sequential patterns. In research of closed I(s) = Z'lti\ 1)
sequential patterns algorithm Xifeng Yang, Jianyogn i=

Wang, et al. put forward closed sequential patterns miningi refers to the number of all items in sequence.
algorithm - clospan 4], bide [6]. Clospan algorithm is  pefrINITION 2 Given two sequences

improved on the basis. of_ prefixspan algorithm, .it —< ay,a,....am > andb =< by, by, ....by >, if there is
compares size of the projection database on the basis group of integers; < i» < ... < inthat makesy = by ,

the pruning strategy, rather than directly to determine the, "_ biz, ..,am = bin, thena is contained byb, or a is a
containment relationship between the sequential pattem§ubseqt]er§ce & It ayllso can be expressedmiﬁ b(f ais
to speed up the mining speed. However, clospan,gequaltd, it can be expressed as- b. If b containsa
algorithm can only analyze the static database, when 10g,\4 their support degrees are equal, theabsorbsa).
database changes, clospan algorithm needs to analyze th&,ens  if i, —i1 < O, then a is the 5— distance

entire database again. Ding Yuan, et al. proposedy,psequence df, it can be expressed asC b. If & = 1,
incremental mining algorithm of closed sequential iyanais the continuous subsequencebofi
patterns - cispan algorithni@], which is improved onthe  pEEINITION 3. The support degree of sequeris the

basis of clospan algorithm, and only mines the new addeq,;mper of sequences which are contained by sequential
sequential patterns, then comprehensives the Or'g'n%atterns databaseD:

mining results of clospan algorithm, finally, gets frequent

sequential patterns after increment. In this paper, suppor{a) = |{s|s C Dandac s}| 2)
according to the characteristics of alert information. we

put forward the method of using incremental mining Given a minimum support degree-min — sup the
algorithm of closed sequential patterns to analyze the vasirequent sequential patterns set (FS) contains all of the
amount of alert log, and get some good results. sequences that it's support degree is not less than
Many sequential patterns database have somenin—sup

characteristics of their own, such as DNA sequentialDEFINITION 4. If sequencea is a frequent sequential
patterns usually requires mining the continuous frequenpatterns in sequential patterns databag and there is
sequential patterns. In the alert log, the alert infornratio not the sequencle, which is super-sequence of sequence
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a, which have same support degree as sequantena 1.For each frequent sequence that appeats e call

is a closed sequential pattern. incclospan algorithm to minkg

DEFINITION 5. Given a sequence =< ty,tp,...,tm > 2.Modifying L, of the original database. When a
and an item sed, sosa =< ty,ty,...,tm,{a} > is called sequence appears ) reducing the count. When the

sequence extension, we call S-extension, which means count is less than the minimum support degree,
that we can generate a new sequence by adding a new removing corresponding node of this sequence, finally

item set a to the end of original sequence we getL

soja=<ty,t,...,tm 3.Merging L, and L; recursively. During merging,
U{a} > if vk € ty,k < ais called item set extension, we recursively traversing each node in preorder. Siace
call I-extension. is the new inserted prefix case, when the structure of

According to the characteristics of the alert information,  corresponding node df; is not same as that dfj,
there is only one piece of alert message at any time, so in  modifying the corresponding node sf Step 2 and
definition 1,t;,1jmonly have one item set, and it can be step 3 detailed see the cispan algorithif] [of Ding,
simplified into item. In this paper, sequence s is an  Yuan,etal.

ordered set which contains m items. In definition 4, if ) )

< abc > is a closed sequential pattern, butab >, The details of step 1 are described below:

< bc > are not closed sequential patterns. Since the siz& 1 EP 1 Since the engineering need, we introduce the gap

of each item set is 1, we only use S-extension to makeconstraints and in the experiment use the method of
frequent sequential patterns grow. generating projection database which was proposed by

Chun Li, et al. B] Because of the allowance of memory
capacity, projection is pseudo projection, which directly

3.2 Cispan Algorithm with Gap Constraints records the positions that each item appears in the
' database into memory. GCincclospan algorithm is shown

Yan [5], et al. used a new pruning method on the basis ofin below.

prefixspan algorithm, he found two sequences ssanid

sC dandl(Ds) = | (Dy), then for any of itenC in project _ o .

setDL, suppor{scc) = suppor(s oc). According to the ~ GCincclospanMining (D', minsupg,Li)

above findings, he proposed two pruning methods - . o

backward sub-pattern pruning method and backwardnput: incremental database D', minimum support degree
super-pattern pruning method. When extending theMin-sup, parameter of gap constraidts

sequences, at first we determine whether there is a . )

sequence s that has extended, which makes c sor ~ Output: all closed sequential patterns dets |

(2)sc ¢, if so ,we can stop extending sequersc&Vhen
condition meets (1), we can directly stop extendsig
When condition meets (2), we don’t extesidinstead, we
directly transplant the offspring &fto the offspring ofs'.
When combining with gap constraints, the paf@rgut
forward a perfixspan algorithm with gap constraints,
when extending an element, the author puts forward a
method, which records all the positions that the element
appears in each of sequence in the database, rather tha
records the first positions that the elements appears in
each of sequence in the database, but each of sequence ir# Call incclospan (DL, min.sup,3 , L;)
the sequential patterns database can only increase support™ ! P s MIN-SUp,o, Li
degree count of the element at most once.

Cispan algorithm is future improved on the basis of Gcincclospan (s, min_supg, Lj)
clspan algorithm to speed up the speed of mining

incremental operation into two steps - remove and insertsypport degree misup, parameter of gap constraidts
When sequences grows for s, cispan algorithm first

removes sequencethen inserts sequense Letl be the  oytput: incremental prefix searching case

inserted sequence, I& be the removed sequence, &t

be the unchanged sequence. U& be the frequent

sequence that appearslinlet L; be the prefix case that

contains all sequences it8. Let US be the frequent 1.Check whether there is sequersti L, which makes
sequence that appearslih let L, be the sequence that (1)s csor(2)sc ¢, andl (Ds) = I (D).

contains all sequencesinS,

Cispan algorithm1Q] is divided into three steps:

1.Finds which meets conditions below
sappears in

sis frequent in databad®/

™) For each sequence that appeats in
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2.If there iss' that meets (2), then directly return. If @ -
there iss that meets (1), then make the pointer of P
offspring ofs’ in L point to offspring ofs, and return B et

——-— Elospan

3.If there isn'ts, then inertsinto L;

4.Scan D, then find frequent item a that meets i o
conditions below, and fas usea to S-extension ol

5 . R e i .
1380 1480 1580 1680
size of database

5.0nly appear in each sequence’s position beginning 1
to in Dg
Fig. 1. Performance comparison for 1681 log number

6.1f there are two sequences that contans Ds, but
they are the same sequence in the original database,
then increase the count only once information of the IP pair in log constitute the
corresponding sequence of its mapping sequengd.- s
We set minimum support degree - msap to 3, gap
7.There is sequence irthat containg constraint to 1, according to the help docume@it ¢f
MIT Lincoln Laboratory, the attacker first scans the
whole network segment to determine which host running
8.1f there isn’t sucta, then return the sadmind service, then uses the sadmind vulnerability
to carry out buffer overflow attack, and successfully
controls three machines - 172.16.112.10, 172.16.112.20,
9.For each a that meets 4 172.16.112.50. We use prefixspan algorithm, clospan
algorithm and cispan algorithm to analyze alert log, and
successfully pick up the alert sequence information from
10.Call incclospange a, Dsoa, min_up,d, L) three invaded machines.
We compare the spending time of prefixspan algorithm,
clospan algorithm and cispan algorithm, and separately
analyze the logs that their log number are 1681, 85930
and 688134. For each log we divide the log into four
paragraphs to simulate incremental process, at first use
program to analyze the first paragraph log, then use the
second paragraph log as increment, make program
o A continue to analyze the new generation of log database,
optimized from O(n”) to O(n)). The main difference 14" \se the thi?ld and the fogurth paragraphg of log as
petween GCm_cCIospan algorlthm and clospan algor'thn\ncrement in turn with program analyzing. Each
is that for G_CmcCI_os_pan the mined freque_nt Sequenceparagraph’s increment of three logs are 100, 5000 and
must appear iih and it introduces gap constraints. 20000. The results are shown in figure 1, figure 2 and
figure 3, in first processing time which three algorithms
) ) need is similar, in the later log growth, cispan algorithm
4 Experimental Results and Analysis only needs to analyze the new incremental log, which
greatly accelerates the processing speed, however,
Experimental data is the testing sample - Lincoln clospan algorithm and prefixspan algorithm have to deal
Laboratory Scenario(DDos) 1.@][which is provided by  with the whole sequential patterns database again. All in
DARPA 2000, experimental platform environment is 4 above confirm that in analyzing the intrusion detection
cores inter(R) Xeon(TM), CPU frequency is 3.2 GHZ, log, cispan algorithm based on increment is better than
memory is 4G, OS is Linux, kernel version is 2.6.9, prefixspan algorithm and cloapan algorithm in efficiency.
compiler is GCC 3.2.3, programming language is c++.
We put destination IP and source IP in each alert record a8Ve also compare the performance of three algorithms in
an IP pair. In experiment, we use two red-black tree’sinformation compression. Cispan algorithm and clospan
structures to make IP andid in sequential patterns algorithm gets 133 items of information separately when
database constitute one-to-one mapping relationshipanalyzing the log of 1681 log number, and prefixspan
according to the order of alert time relationship, alert algorithm gets 211 items of information. When analyzing

Return

In step 1, X. Yan, et al. skillfully use hash table to find
all the sequences which have equéDs), then judge
whether there is inclusive relationship, this method
greatly improves the algorithm’s efficiency (complexity is
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o analyzing large amount of log, there may be running out
el ng;nw—ff”f of memory, this problem is worth further researching and
| e improving for us in order to find a more appropriate
%1_47__#(;,_7(_7 = s | algorithm to analyze alert log.
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