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Abstract: In this paper we introduce a new projected protocol, BEBA(Bétric encoding and Biometric authentication) to overeom
all the security problems in cloud surroundings. Most of #adety problems are associated with authentication aramtion
protection with respect to cloud security alliance (CSA).BEBA protocol, biometric encryption has been provided ¢tyud
consumer’s valuable information and identity verificatias been utilized in a unique way. Identity verification hasrbcombined
with template protection in conjunction with four complgtdifferent and powerful (RC4, RSA, AES and 3DES) encryptidgorithms
for accumulated safety. Blowfish has been used in data piateand key safety management. Adopting this protocol aengnice
results when examining with existing work and all vulneeaplaces has been considered for improved security.
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1 Introduction cloud services, insufficient due diligence, shared

) . technology vulnerabilities. Among these, only five major
M-commerce using Cloud computing is the future of jssyes (such as data breaches, account (or) service
computing with plenty of advantages. It has not beenpiiacking, insecure interfaces and API, denial of service,
adopted by every industry because of its securitymgjicious insider, shared technology vulnerabilitiesjeha

concerns. Cloud reference architecture has foulheen grastically vanished by proper authentication and
deployment models (public, private, community and identity management.

hybrid) and three service models (SAAS, PAAS, IAAS) Biometri thentication i N f the best
as stated in NIST], 2]. Among these, public and hybrid ometric - auinenticatio s one o € Dbes

clouds are the major models where the cloud consumerEUthentication mechanisms as it doesn’t require customer
are afraid of storing their personal data, as all the data ar 0 possess or remember anything (eg, PIN number) yet it

stored and used in off premises without the knowledge ofdVes greater security AL . However, B'Ome”'c .
consumer. Service models like SAAS and IAAS are rnoreauthent|cat|on is not effective when the biometric
vulnerable to threats because data can be stored, used a}%npllates are not stated and u;ed secj‘urely. )
manipulated. In SAAS the user’s data is given as input for _ Different ways to protect biometric templates using
manipulation and high end processing. IAAS cloud is justdifferent types of encryption schemes has been stated in
like a remote desk top which stores all our data and@n innovative proposal for secure cloud authentication
computations. Hence it is at greater risk for threats. using encrypted biometric authentication scherBef].

It has been stated in notorious nine articles (publishednce the template is secure then there is no compromise
by cloud security alliance (CSA) in 2013) that nine major N biometric guthentlc_atlpn module and hence the security
problems affects the trust of cloud usage among whickof cloud environmentis increase@-o].
lack of authentication is the major caus®. [Nine major In this paper along with biometric authentication,
problems mentioned in the article are; data breaches, dataiometric encryption has also been used in the presence
loss, account (or) service hijacking, insecure interfacef cloud auditor. Also the data protection keys have been
and API, denial of service, malicious insider, abuse ofsafe guarded by using biometric template. Such
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innovative method will change the vision about cloud authentication framework for cloud computing. Most
environment and increase the number of consumers foof the prevailing authentications area unit supportedcstat
using cloud environment. passwords whereas the planned theme relies on dynamic
secure  multi-factor  out-of-band  secret-splitting
mechanism that is safer, economical and user
2 Related works friendly [25-27].
Specifically in public and hybrid cloud the valuable
The reasons for the lack of trust against cloud aredata has been processed in off premise. For authentication
transparent access of data with remote locations anénd authorization already we have user names and
unauthorized usage of data. In order to overcome suclpasswords RFID cards barcode readers, phone and email
problems lots and lots of literature surveys have beemmessages and one time passwords, even biometrics is also
reviewed from that many more encryption methodologiesthere for authentication without possessing anything and
have been adopted to protect data stored in cloud andemembering anything2B, 29]. But template security is
accessed in cloud.p, 11]. the major issue in biometricd?, 13]. In existing work
One of the foremost fashionable user authenticatiorcloud data have been protected by means of many types
schemes was the server stores the encrypted value of @ encryption algorithms but key safety is the major
user’s password. In this theme, password table was wontoncern since it has been passed in a un-trusted network.
to verify the legitimacy of users, however if Template protection can be carried out by adopting
this password table is compromised, stolen, or changedtrong encryption algorithms but biometric template
by an adversary, then the system may wellprivacy is lost. In order to have both security and privacy
be part or fully compromised. Some more modern smartin template protection the biometric template has to be
card primarily based password authentication schemesonverted into data and it has to be encrypted while
have additionally been projected in. Another model thatstorage and transmission but template matching has to be
relies on three half key distribution protocols. done only on plain templates. Different encryption
Smartcard is employed to store the long run secret keyalgorithms have been used to protect data in the cloud as
and it's assumed that the smartcard is rarelywell as protecting the authentication process but those
compromised. Thus essentially the theme falls in oneencryption methodologies have to be used in proper
issue schemes will be broken by compromising each thdocations and vulnerable partd4 15]. In this BEBA
factors solely. Authentication consolidate variety protocol RSA encryption has been used in the template
of positive identifications and smartcard based mostlyduring transit since it is a public key encryption so key
properties and planned to issue smartcard, passworgdrotection is very high. Blow fish encryption have been
authentication theme, that continues to be proneadopted in cloud data encryption and storage since it has
to several attacksp-19]. enormous data blowfish computing speed is very high
Cloud computing may be a variant of when comparing with other encryption methods. AES,
client server design, where, thousands of clients use &8DES is used in template encryption during storage, key
similar infrastructure at an oversized scale. Conseqyentl encryption for data key retrieval respectively. Such
it desires stronger authentication encryption algorithms are already available one but
than standard client server inter-networking system haveroper placement will give extensive security in template
planned public key and mobile out of band based mostlyprotection as well as cloud data security.
authentication for cloud computing. Some systems use a
lot of difficult authentication using the smartcard system.
wherever a user usually has an ID, a password3 Proposed work
and conjointly a time-generated master key from the
smart card that changes each sixty seco@@s72]. This The proposed work has four different modules i)
represents the case possessing one thing physicallflemplate protection by public key encryption; ii)
Biometrics authentication is safer mechanism within Template protection by private key encryption; iii) key
user should demonstrate what you're. Biometricssafety by encrypting with template data as key; iv)
credentials will take several dimensions, from finger Encrypting consumers data with protected key. Our
prints, to retinal scans to pupil pictures etc. As we areproposed methodology is suitable for both single and
able to see from higher than, authentication is that the keynulti-cloud environment since it is a door step to access
for info security R3,24). cloud and secured data storage. Cloud auditor plays a
Most of the prevailing user authentication schemesvital role in comparing the biometric template and release
have several security flaws. password authentication i®f key and accessing of key.
that the most typically used theme, however this  For the template protection using public key level,
technology is  susceptible to  eavesdropping,biometric template was encrypted by RSA algorithm and
replay, thorough and wordbook attacks etc. during thisfor the template protection by private key level the
paper we've addressed most of the safety issues of clouiometric  template was encrypted by AES
computing and have developed a secure usealgorithm [L6, 17]. When authentication succeeds at the
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Table 1: Algorithms used in BEBA protocol.

S.No. Algorithms  Uses 1. Enroliment Phase
1 RSA Template protection by public key  2- Authentication Phase
encryption 3. Data Protection Phase
2 AES Template protection by private key
encryption 4.1 Enrollment Phase
3 3DES Key safety by encrypting with
template data as key Consumer (user) sends the Product and customer details
4 Blowfish Encrypting consumers data with to the Service provider through the WAP gateway. The

overall phase steps is explained below.

Step 1: Cloud consumer has to provide the necessary
details and finger print to CAS server.
Step 2: Finger print features are extracted using minutiae
third level, the key is released for data encryption and  extraction algorithm and template is generated.
decryption. At the fourth level, the consumer’s data is Step 3: CC details and finger print template and the key
protected by a released key after authenticatiadhZQ]. (DPkey) for data protection is appended.
Table 1 gives the list of algorithms used in our Step 4: Requesting for the public key (R&}) from CAS
proposed BEBA protocol. We have also used biometric  Server.
finger print for authentication in this protocol. But BEBA Step 5: Encrypting the template using |gy) of CAS
protocol can be extended to any type of biometrics. server using RSA algorithm and forwarding it CAS
The first two modules of proposed work that is; Server
Template protection by public key encryption and Step 6: Decrypting the received template in CAS server
Template protection by private key encryption have been using private key (PRey) using RSA algorithm.
broadly classified into two levels based upon their usage Step 7: Encrypt the template using AES algorithm before
(i) Enrolment (ii) Authentication storing it in cloud authentication Database (CADB).
In theenrolment level the mobile cloud consumer was
made to give their finger print for identification. The
given fingerprint features were extracted and convertedd.2 Authentication Phase
into template data using Minutiae feature extraction
algorithm. This template data is encrypted by public key Service provider verifies the Product & consumer details
encryption (RSA) 29 with the key provided by cloud and sends to the Biometric server through the WAP
authentication server. Then encrypted key was forwarde@ateway. The overall steps are explained below:
to cloud authentication server where it was decrypted and.: Cloud consumer has to provide username password
re-encrypted by private key encryption (AES) and was along with finger print.
then stored in a cloud data base. 2: Username and password is verified against the database.
In the authentication level, same steps were carried 3: Finger print features are extracted using minutiae
out until the finger print template data reaches extraction algorithm and template is generated.
authentication server as shown in Fid. Then the 4: Requesting for the public key (Rgy) from CAS
equaling template data was retrieved from cloud data base Server.
and comparison of fingerprints was done in decrypteds: Encrypting the template using RY) of CAS server
mode with the presence of cloud auditor. The given ysing RSA algorithm and forwarding it CAS Server
fingerprint was compared with the fingerprint template, 6: Decrypting the received template in CAS server using
and when it succeeds, consumer was authenticated to private key (PRcgy) Using RSA algorithm.
access the cloud environment. The Authentication proces3: Collect the already registered AES encrypted template
using key encryption and decryption process has been form CADB and decrypt.
shown in Fig.2 and Fig.3 8: Separate the template and thex@f
The key (Kd) which is used to encrypt the cloud 9: Now do the comparison using matching algorithm by
consumers data is encrypted by his finger print template cloud auditor.
as key(Kk). After the authentication is completed the key 0: Result of the comparison is yes it release the key

(Kd) is decrypted (3DES) by finger print template as  otherwise unauthenticated user is rejected.
key(Kk). Then cloud consumers valuable data will be

encrypted by blowfish algorithm with the key K&9].

protected key

4.3 Data Protection Phase

4 Protocol design description Biometric server sends the Comparison result details to

the Service provider. Analyzing the matching score
The proposed BEBA Protocol method have been dividedservice provider decides access or denies the process of
into three phases are customer.
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Extracting template

Providing extr’;i?it:r:eand Appending the using public key of
—»{ finger print for |~ P| key with template cloud

template

enroliment B for data protection authentication
C|oud generation server (RSA)
Consumer
\
Extracting the Decrypting the
template using template using
. private key of cloud | private key of cloud
Stormg the AES authentication o authentication
Encrypted server server (RSA)
template in cloud
authentication DB
Fig. 1: Enroliment.
Encrypting
Providing extrl:a‘:::tai‘c::ean d template using Decrypting in
—»= finger print for e template = public key of cloud —m{ server end
authentication generation authentication (RSA)
Cloud Rl
Consumer
th:fnrylt::ilr;g Comparison in Unauthenticated
( AES) cloud auditor User
Cloud
Authentication DB
Kiyu;?;::gss Decrypt the key
original data - with template as
(Blow Fish) key (3DES)
Fig. 2: Authentication.
Finger Print Encrypting K, Encrypting User Eq (1) as follows
Template as Key o] with K using J] Data using Kd B
() 3DES EKu(Kq) EXKq(Data) Blow 1
ON=33R-Ru @)
i+
Fig. 3: Data Protection. where P, is the binary pixel value in the neighborhoodrf

with R = (0 or 1) andPy = P;. Based on the CN value, itis

o considered that the minutiae point may have ridge ending
1: If the result of authentication is yes then decrypt the Keyqr pifurcation.

(Kq) using 3DES algorithm.
2: This Ky is used to encrypt and decrypt the user data
using blow fish algorithm. 4.4.1 Minutiae Extraction Algorithm

The Minutiae Feature Extraction Algorithm (MEA) is
. ) . calculated by sample finger print which is shown in Fg.
4.4 Algorithms used in this protocol by ridge and bifurcation. The steps in our minutiae
feature extraction algorithm are given below.

After binarization and thinning of the image, Minutiae 1. In Client end gather multiple samples of biometric of
features is extracted from the resultant image. In this User.

algorithm, the white pixels as 1 and black pixels as 0 is2. Feature vectax; is calculated from the given sample.
considered. The algorithm useck® windows to scan the 3. Situate the central core of the finger print.

image and the bifurcation and termination in the final 4. Establish thex andy coordinates values of each feature
output image is represented by a dot. Then, the concept of vector.

Crossing Number GN) is applied for extracting the 5. The distance from each feature vector value from core
minutiae. TheCN for a pixel P is calculated by using has been computed.
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(C) Denial of Service Attack: Since biometrics have been

Bifurcation Short Braak used then client cannot engage DOS attack, and

public key encryption is used from server end then
server cannot participate DOS attack.

(D) Man in the Middle Attack: Such attack is related to
attacks in network path. By using BEBA methodology
no data has been transferred via the insecure network
without encryption.

(E) Vulnerability in Different Parts of the M-Commerce

Cloud Authentication System: BEBA protocol
overcome the risks of vulnerable parts of the cloud
- g St environment by means of four different and strong
x\\\ g encryptio'n algorithms in different locations in order tp
- ~ Sl e ridges protect l_alometrlc template and secure authentication
mechanism.

(F) Cloud Data Protection: The personal data stored in

Fig. 4: Sample image of finger print model represented ~ cloud is protected by means of biometric encryption
with features. that is encryption key used to protect the data will be

only released when the authentication has been

successfully completed.
6. (x,y) and distanc® is jointly called as minutiae. (G) Increases Cloud Confidence: Since cloud is the place
where all the valuable information are getting
processed but it is susceptible to heavy risk then
adoption of cloud is a problem in order to bring the
confidence among cloud the BEBA protocol have
been designed and implemented.

4.4.2 Cryptographic Algorithms

The trustful M-commerce transactions can be made only
in the system containing above said traits. For obtaining
such traits, the help of techniques like cryptography in M- .
commerce transactions is considered. There is two kind of Result analysis

the cryptographic techniques that are: The proposed BEBA protocol was implemented in Intel

—Symmetric key cryptographic techniques (RC4, DES, Pentium duo core processor with 4 GB RAM and 160 GB

3DES, AES) _ . hard disk was used for all the experiments done as shown
—Asymmetric key cryptographic techniques (RSA, in Fig. 5. Windows XP operating system was used in
DSA, HECC) these experiments. Visual studio 2008 and MY SQL were

eused as front end designing and for back end data storage
erespectively. Two parameter have been used for
determination of accuracy of the system which includes
FMR and FNMR. Free cloud storage with 10 days
alidity was used for cloud hosting layer shift
www.layershift.coln. ~ We  were  successful in
implementing all the parameter like user privacy, template
protection, security trust between client and server,alou
data protection, cloud authentication etc. in this
experiment. The development language Java has been
d,lsed. For RSA, AES, 3DES, and Blowfish We used open
source software codes from internet. For test data we used
Biometrics ideal test website with the URL of
(A) Brute Force Attack: Simply using usernames and http://biometrics.idealtest.org
passwords is very much vulnerable to brute force  The accuracy of the system is determined based on
attack and it is hard to remember the passwords andhe two parameters i.e. False Match Rate (FMR) and
usernames also. Instead of that biometrics have beeRalse Non Match Rate (FNMR). The false match is
used it cannot be guessed and not subject to bruteccurring when an unregistered finger is falsely matched.
force attack. For cloud hosting layer shiftwiww.layershift.com free
(B)Template Security: Biometric templates can be hackedcloud storage have been used with 15 days validity. In this
from the template database and it can be reused. Bumplementation we have succeeded with the all
in our BEBA protocol the biometric template has been parameters like template protection, user privacy, sgguri
protected by two different encryption algorithms. trust between client and server, cloud data protection,

When symmetric algorithms are compared with th
asymmetric one, the former is the simplest one than th
latter. The simplicity of symmetric algorithm is because
only one key is utlized for both encryption and
decryptions; hence it quickly processes the data a
compared to Asymmetric algorithms.

5 Security investigation of proposed protocol

This security investigation explains about the propose
protocol mitigation of possible threats.
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REGISTRATION PHASE

FINGER PRINT FINGER DECOMPOSITION
PERSON-1 SEGMENTATION
COUNTERLET

FINGER PRINT FINGER DECOMPOSITION FUSION
PERSON-2 SEGMENTATION

AUTHENTICATION PHASE

FEATURE
EXTRACTION

ENCRYPTION

VERIFICATION PHASE
MATCHING

DATABASE RECOVERY (FUZZY BASED)

AUTHORIZED/
UNAUTHORIZED

Fig. 5: Authentication using BEBA Protocol.

cloud authentication etc. The test data what we have used
is obtained fromhttp://www.csee.wvu.eduivhich has
thousand different finger prints.

The sample test data has been shown in Bigrhe )
Figs. 7 and 8 show the result analysis has two portions Fig. 6: Test data.
one is false acceptance rate which gives falsely accepting
invalid user. And another one is false rejection rate which

gives falsely rejecting valid user. THeRR and FAR, is - — EXSTING
then computed according to the following E¢®.4&nd @). 7 BEBA
) ) 24
FRR= ((X' /Y1) x 100% @) 2
18
whereX! is the Number of genuine claims, " Ca————
Y! is the Number of genuine accesses. ‘29 o <
FAR= Y (P/Q)+CZ 3) e . v :
0
whereP is the number of false positives, mRATONT 2 2 4 5 & 1 s

Qis the number of false positives and
Z is the number of true negatives. ) o
In both the results we have tested 30 different Fig. 7. FRR (False Rejection Rate).
fingerprints in eight different iterations in which we got
improved results when comparing with the existing work. . , . .
This result indicates the proposed work improves the _According to Shannon's theory, an algorithm with
security along with reduces false acceptance rate anﬁ'gheSt Secrecy valge is the most sgcured one. Hence
false rejection rate. ased on this analy3|s_BEBA Protocol is the most secured
The BEBA protocol have been tested against 100 texPN€: unlike other algorithms.
documents stored in cloud storage and validated against
the  security  parameters like  authentication, ]
confidentiality, integrity, Data protection. Since all the 7 Conclusion
parameter validations provide 100% result so it increases
the confidence about cloud environment. The proposed BEBA protocol uses four different types of
The simulated secrecy value results indicate that theencryption algorithms each has some unique features
RC4 algorithm using BEBA protocol has greatest secrecybased upon the place where it has been used. By
value as compared to other algorithms like AES, DES, andmplementing BEBA protocol the trust of cloud usage
3DES is shown in Fig9. Lowest secrecy value is shown will be increased drastically. The experimental results
by AES, although it is closely related to DES also. revealed that the RC4 algorithm using BEBA protocol is
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Fig. 9: Average secrecy values vs. file size for different
cryptographic attacks for algorithm.

faster and more effective in execution time and security
concern as compared with other algorithms. The secrecy
is analyzed and compared among DES, 3DES, AES, RC4

certain improved security solutions. Though the

authentication is very much secure enough it reduces
identity theft, un authorized access, Denial of service etc

Data breaches and data protection is maintained by
encryption with double protected key usage and also
security, privacy of data will be protected.

In future the same work can be carried out with
different biometrics, since we used finger print with
different encryption algorithms and more number of
cloud servers. The levels of key encryption can also be
increased if we need greater security. Not only it will be
used in cloud environment but it can be used in the
situations where we need greater security and increased
use of authentication. To increase the overall security and
template protection one time passwords can be used.
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