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Low autocorrelation is an important prerequisite of Boolean functions when used as
combiners in stream ciphers. In this paper, we investigate the autocorrelation of two
classes of semi-bent functions constructed by Charpin et al.. We give all the autocorre-
lation coefficients of these semi-bent functions and prove that they have not correlation
immune. Our results show that, although these semi-bent functions have good non-
linearity, they have high autocorrelations. The cipher constructed by these semi-bent
functions can be prone to differential-like cryptanalysis, and they can not resist corre-
lation attacks. These potential weakness have to be considered before we deploy them

in applications.
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1 Introduction

Boolean functions have wide applications in cryptography and coding theory. In gen-
eral, a Boolean function should have good nonlinearity, resiliency and low autocorrelation.
High nonlinearity ensures the cipher is not prone to linear approximation attack [1], while
resiliency offers protection against correlation attack [2]. Usually, the resiliency of order
1 is enough for a Boolean function. Another criteria is low additive autocorrelation [3].
This ensures that the output of the Boolean function is complemented with a probability
close to 1/2 when any number of input bits are complemented. As a result, the cipher
does not suffer from differential-like cryptanalysis [4]. This is a more practical criteria for
Boolean function than the propagation criteria of order k£ [S]. A function satisfying the
propagation criterion of order k shows the perfect avalanche characteristic with respect to

vectors of Hamming weight not larger than k. This property, however, does not rule out the
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possibility that the function can have vectors of Hamming weight larger than £ as its lin-
ear structures. Therefore the propagation criterion, though being an extension of the strict
avalanche criterion (SAC), is merely another indicator for local properties. On the other
hand, the criterion is too strict in the sense that it requires that f(z) @ f(xz + a) be 100
percent balanced. This leads to the situation where a function satisfying the propagation
criterion of the largest possible order becomes bent. Although bent functions have nice
nonlinearity, they are not balanced and hence can hardly be directly employed in practice.
Global avalanche characteristics of cryptographic functions (GAC) [5] overcome the short-
comings of the SAC or its generalizations, and be able to forecast the overall avalanche
characteristic of a cryptographic function. Additive autocorrelation is one of the two indi-
cators of GAC. In addition, autocorrelation functions in another form also have applications

in physics [6] [7].

Determining the autocorrelation coefficients A ¢ (a) for all @ € Fyn, in other words, the
addtive autocorrelation Ay, is of great interest in coding theory and cryptography [3] [8].
If all of the autocorrelation coefficients Af(a) are low, then the Boolean function f(z) can
resist the differential-like cryptanalysis in all @ € Fy». Otherwise, the Boolean function
f(x) can suffer from differential-like cryptanalysis in some elements a € Fy» which make
A (a) be high. Although autocorrelation coefficient is an important indicator for a Boolean
function, it is a difficult task to determine all the autocorrelation coefficients of the Boolean
function. This is because computing the Hamming weights of these functions f(x)&® f(x+
a) for all a € GF(2™) is not an easy thing.

In this paper, we investigate two classes of semi-bent functions constructed by Charpin
et al. [9]. We point out the weakness of the construction techniques for these semi-bent
functions in terms of autocorrelation coefficients and correlation immune. First, we prove
that the two classes of semi-bent functions are not balanced, and give the conditions of
their Hadamard transforms takeing zero or nonzero. We also correct an error statement
for the conditions of Hadamard transforms of the semi-bent functions in [9] Theorem 12 i)
takeing zero. Next, we deduce the dual functions of the two classes of semi-bent functions.
By using the former conclusions, we get all the autocorrelation coefficients of the two
classes of semi-bent functions, and obtain their absolute indicators A ¢ and sum of square
indicators o y. In Section 2, we introduce some concepts and definitions which will be used
throughout this paper. In Section 3, we deduce the dual functions of the two classes of semi-
bent functions. Simultaneously, we give their all autocorrelation coefficients. Their orders
of correlation immune are also given in Section 3. Concluding remarks and discussions

will be given in Section 4.



Autocorrelation Coefficients of Two Classes of Semi-Bent Functions 87

2 Preliminaries

Let GF(2™) be the finite field of order 2" and GF'(2™)* denote the set composed of all
nonzero elements in GF'(2™). The trace function T'r : GF'(2") — GF(2) is defined as,

Tr(x) —z+a224 422

It is a linear function on GF'(2™) and is basic to the representation of polynomial functions
f: GF(2™) — GF(2). The Hadamard transform of a polynomial function f : GF(2") —
GF(2) at an element A € GF'(2") is define by,

f()\) _ Z (71)f(:z:)€BTr()\:c)'
TzeGF(2m)
where @ denotes the addition module 2. There is a natural correspondence between the
polynomial functions f : GF(2") — GF(2) and the Boolean functions g : GF(2)" —
GF(2). Let {ag, 1, - - , ap—1} be a basis of GF(2™). This corresponding is given by

g(xo, w1, ,xp_1) = f(wog + 1001 + -+ + Tp_10p_1)

The Hadamard transform or Walsh transform of a Boolean function f : GF(2)" — GF(2)
is
flo)= X (e,
zEGF(2)"

The scalar product < w,z >: GF(2)" — GF(2), of vectors z € GF(2)" and w €
GF(2)" is defined as < w,z >= Z;:ol w;x;. We define the Walsh spectrum of g(z) as
the set {Wy(u)|u € Fon}. The weight of a vector w € GF(2)™ is the number of ones in
w and is denoted by wt(w). Correspondingly, The weight wt(f) of a Boolean function f
is the number of € GF(2)™ such that f(z) = 1. A function f is said to be balanced
if wt(f) = wt(f & 1), thatis f(0) = 0. A Boolean function f : GF(2)" — GF(2) is
kth order correlation immunity if f(w) = 0 for all 1 < wt(w) < k. Furthermore, if f is
balanced and kth order correlation immunity, we say the Boolean function f is resilient of
order k.

The nonlinearity of functions f(z) is related to the Hadamard transform f(w). It is

defined as follows,
f(w)

The Boolean function f(x) with a high nonlinearity can resist the linear approximation

_ 1
Ny =2" T imaxwecp(z)n

attack. Therefore, A high nonlinearity is necessary for a Boolean function. For even n,
the bent functions are the functions of best nonlinearity. Semi-bent functions have almost
optimal nonlinearity [15].

Definition 2.1 ( [9]). Let n be an odd number. A Boolean function f(x) with f(0) = 0is

said to be semi-bent if and only if its Walsh spectrum is
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value number it occurs
0 2n71
9(n+1)/2 on—2 + 9(n—3)/2

—9(n+1)/2 on—2 _ 9(n—3)/2

Table 2.1: The Walsh spectrum of semi-bent function f (n is odd)

For even n, the semi-bent functions can be defined as follows.

Definition 2.2 ( [9]). Let n be an even number. A Boolean function f(x) with f(0) = 01is
said to be semi-bent if and only if its Walsh spectrum is

value number it occurs
0 anl + 2n72
9(n+2)/2 on—3 + o(n—4)/2

_2(n+2)/2 on—3 _ 9(n—4)/2

Table 2.2: The Walsh spectrum of semi-bent function f (n is even)

For an element a € GF(2)"", if f(z) & f(z + a) = constant, then we call the a
as a linear structure of f(z). A nonzero linear structure is a bad character for a Boolean
function because it makes the Boolean function be prone to differential-like cryptanalysis.
If a Boolean function f(x) is a bent function, then the function f(z) @ f(x + a) must be a
balanced function. Therefore, bent functions have not nonzero linear structure.

Given a Boolean function f : GF(2)" — GF(2), the autocorrelation coefficient in an
element a € GF(2)™ is defined as follows:

Af(a) = Z (_1)f(w)€9f(7;+a)
TEGF(2)"
We say f satisfies the propagation criteria of order k, denoted PC(k), if Ay(a) = 0
for all 1 < wt(a) < k. In informal terms, f satisfies the propagation criterion of order
k if complementing & or less bits results in the output of f being complemented with a
probability of a half. If A¢(a) = £2", then a is a linear structure of f which is undesirable.

Definition 2.3 ([5]). Let f be a Boolean function on GF'(2)". The additive autocorrela-
tion or the absolute indicator for the avalanche characteristic of f is defined by
Af =maz.ecr 2y ar0lAf(a)l.

The sum-of-squares indicator for the characteristic of f is defined by

op= Y Ara?

a€GF(2)"
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The smaller Ay and o, the better the GAC of a function. Like many other nonlinearity
characteristics of a function including nonlinearity, algebraic degree et. al., the two indica-
tors for the GAC are invariant under nonsingular linear transforms on the input coordinates.
0 <Ay <2m,22" < gy <23 Moreover, Ay = 0 if and only if f is bent, and Ay = 2"
if and only if f has a nonzero linear structure [5]. Let f be a non-bent cubic function on
GF(2"), then Ay > 2(n+1)/2 (5],

3 The autocorrelation coefficients of semi-bent functions

3.1 General theory of autocorrelation of semi-bent functions

In [8], Guang Gong and Khoongming Khoo gave the concept of dual functions on the
Boolean functions f : F' — F5 to investigate the autocorrelation coefficients of 3-valued

spectrum function.

Definition 3.1. Let f(z) be a Boolean function on Fi». Its dual function oy is defined as

o) = 0 if f(w)=0
770 1 i fw) £ 0

The dual functions can be used to establish the relationship between the autocorrelation
coefficients and the Walsh spectrum of f(z) [8].

Lemma 3.1. If f(x) be a Boolean function on Fyn with 3-valued spectrum 0, 2%, then for
alla #0
Ag(a) = =22~ g (a). (3.1

Where 0 (a) denotes the Walsh spectrum of the dual function oy in an element @ € F3'.
From Lemma 3.1, if n = 2p + 1, and f(z) be a semi-bent function on F3', then we

have
Ag(a) = —0df(a). (3.2)

Similarly, if n = 2p, and f(z) be a semi-bent function on F’, then we have
Ag(a) = —20¢(a). (3.3)

Therefore, the autocorrelation coefficients of a semi-bent function f(z) depend on the
Walsh spectrum of its dual function oy. We can give the autocorrelation coefficients by
investigating the Walsh spectrum of dual function oy.

3.2 The semi-bent functions investigated in this paper

In [9], Charpin, Pasalic and Tavernier first introduced some infinite classes of quadratic

Bent and semi-bent functions with more trace form.These functions can be represented as
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follows
L=5) ,
fe(x) = @ aTr(@® ), ¢ € P (3.4)

i=1
Lemma 3.2. Let n be even, g(x) and h(x) be two semi-bent functions on GF(2™). Let
f(z,y) = g(x)y®h(x)(y®1) be the Boolean function on GF(2™) x GF(2). Then f(z,y)
is semi-bent if and only if for any w € GF(2"),
g(w) = £202/2 = h(w) = 0.
Let n be an even integer, then GF(4) is a subspace of GF'(2™). Let
GF(4)* = {u e GF©2")| Tr(w) =0, for all v € GF(4)}.

Obviously, GF(4)1 is a subspace of GF(2") under the addition operation and
#GF(4)1 = 2772, where #G F(4)* denotes the cardinality of the set GF'(4)*. A coset of
GF(4)* is any subset of GF(2") of the form of u + GF(4)*, u € GF(2").

Lemma 3.3 ( [9]). Let n = 2p. We consider the f.(x) defined by (4) which is a semi-bent
Sunction. Set I, = {i| ¢; # 0 and i even}. Consider the function g)(z) = f.(x) ® Tr(Ax).

o If#I. is even then gy (z) is balanced if and only if \ ¢ GF(4)*.
o If#I. is odd then gy (z) is balanced if and only if Tr(\) = 1 or A € GF(4)~.
Where # 1. denotes the cardinality of the set I.

This Lemma shows that the set of {\|f.(A\) = 0} can be determined by GF(4)* if
fe(z) is a semi-bent function. The following Lemma 3.4 is Theorem 12 in [9].

Lemma 3.4. Let n = 2p and fy(x), fo(x) defined by (4), be two semi-bent functions on
GF(2"). Let u € GF(2™). Let us define the Boolean function on GF(2") x GF(2)

[ y) = (folz) © Tr(uz))y © fe(x)(y @ 1).
Set I.(b) = {i| b; # 0 and i even} and I.(c) = {i| ¢; # 0 and i even}. Then we have the
following
1. Assume that p is odd, #1.(b) is odd, #I.(c) is even and u = 0, then f(x,y) is

semi-bent.

2. Assume that p is even or #1.(b) and #1.(c) are even. Then for any u ¢ GF(4)*,
the function f is semi-bent. Moreover, f(x,y) ® Tr(ux) ® vy is balanced if and
only ifu+p ¢ GF(4)*.

Moreover, f(x,y) is of degree 3 if and only if fp(x) @ f.(x) # 0.
We are here to correct an error statement in Lemma 3.4 2.. From the proof of Theorem

12 in [9], we can know that f(x,y) & Tr(uz) @ vy is balanced if and only if u + p ¢
GF(4)* and u ¢ GF(4)1, rather than u + p ¢ GF(4)*.
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3.3 On the autocorrelation coefficients of semi-bent functions

This subsection concentrates on the autocorrelation coefficients of quadratic semi-bent
functions in Lemma 3.4. The quadratic semi-bent functions have been fully studied in
the form of Boolean functions [10]. However, the autocorrelation coefficients of these
functions have not yet been involved in.

In the following theorem, we give the dual functions oy of f(z,y) in Lemma 3.4.

Theorem 3.1. 1. Let f(x,y) be the function defined in Lemma 3.4 1., then its the dual

function is

of(p,v) = { 0, if Tr(u) =1, veGF(2); s

1, if Tr(p) =0, ve GF(2).
f(z,y) is not balanced.

2. Let f(x,y) be the function defined in Lemma 3.4 2., then its the dual function is

0, ifutpdGFA)" and ¢ GF(A)L, v e GF(2)

‘(3.6
1, ifu+peGFH4)* orueGF(él)J-,z/EGF(?).( )

Of(ﬂ"l/) = {

f(z,y) is not balanced.

Proof. Now, in order to to determine oy (u, v/), we firstly find the points that the Walsh

transform of f(x,y) is zero and nonzero.

1. Let f(x,y) be the function in Lemma 3.4 1., then its Walsh transform is

fy) = 3 (mpfEnTrem e
z€GF(2")
yeGF(2)
= Z (_l)fc(x)+Tr(ux)+ Z (_l)fb(af)—&-Tr(ugc)J,-y(Sj)
z€GF(2") z€GF(2")
y=0 y=1

(a) Since #1.(b) is odd, from Lemma 3.3, f(x) + Tr(ux) is not balanced if and
only if Tr(p) = 0 and u ¢ GF(4)*. Because f,(x) is a semi-bent function,
Fo(p) is £2+2/2 By Lemma 3.2, f, (1) = £2("+2)/2 = f_(x) = 0. There-
fore, f(u,v) = £2"+2/2if Tr(u) = 0 and pu ¢ GF(4)*. Since fy(x) is a
semi-bent function on GF'(2™), where n is even, from Table 2.2, the number of
p for fi(pn) = £2(112)/2 jg 972 At 27 — 272 points f, (1) = 0. Because of
v € GF(2), the number of (u, v) for f(u,v) is 271,

(b) Since #I.(b) is even, from Lemma 3.3, f.(x) & Tr(uz) is not balanced if

and only if 4 € GF(4)*. In a same method as (a), we can have f(u,v) =
+2(+2)/2 if 1, € GF(4)%, and the number of (y, v) for f(u,v) is 271,



92 Xuelian Li, Yupu Hu and Juntao Gao

From (a) and (b), the number of (u, ) for f(u1,v) # 0, thatis f(u,v) = £2(+2)/2,
is 2. By noting that n + 1 is odd and f(z,y) is semi-bent, from Table 2.1, the
number of (1, v) for f(u,v) # 0 is exactly 2". Therefore, f(u,v) # 0 if and only
if Tr(u) = 0and p ¢ GF(4)%, or p € GF(4)*. Thatis, f(u,v) # 0 if and
only if Tr(u) = 0, or Tr(u) = 1 and u € GF(4):. However, by th definition
of GF(4)*, we can know Tr(z) = Tr(xl) = 0 for all x € GF(4)*, where “1”
is the multiplicative identity element on GF'(4)* and GF(2™)*. Therefore, the u
for Tr(p) = 1 and p € GF(4)* does not exist. Thus, f(u,v) # 0 if and only
if Tr(u) = 0. f(0,0) # 0, so f(x,y) is not balanced. From Definition 3.1, the
conclusion follows.

2. Let f(z,y) be the function in Lemma 3.4 2.. From Lemma 3.4 2, f(z,y)®Tr(uz)®
vy is balanced if and only if u 4 1 ¢ GF(4)+ and pu ¢ GF(4)*. Thatis, f(u,v) =
0 if and only if u + u ¢ GF(4)* and u ¢ GF(4)*. From Definition 3.1, the
conclusion follows. [J

In the following, we determine the walsh transforms at all points (w,e) €
GF(2™) x GF(2)" of the dual function oy.

Theorem 3.2. Let f(x,y) be the function defined in Lemma 3.4 1. or 2., then

_on+1 : _ .
Grw.) = { 2 (w,e) = (1,0) 3:58)

0, else.

where “1” is the multiplicative identity element on GF(4)*. And, of(u,v) is an affine

function.

Proof. The Walsh transform of o (y, ) in Lemma 3.4 is

OAf (wv 5) = Z (_1)Of () +Tr(wp)+ev
HEGF(2™)
veEGF(2)
D D G A A S N G D LA AR R A € O
MSSJF@") “E?F@")

GF(4)* is a subspace of GF(2") and #GF(4)+ = 2772, so we have
GF(2") = GF(4)* U{a1 + GF4)*} U{az + GF(4)* YU {as + GF(4)*}, (3.10)

where a1, ae, a3 € GF(2™)*. And a1 + aa = a3, otherwise Eq. (3.10) does not hold.

Tr(z) = 0 for all z € GF(4)*, and a linear function 7'r(z) is balanced on GF(2").
From Eq. (3.10) and Tr(0) = 0, without loss of generality, it is possible to suppose that
Tr(on) =0,Tr(az) =1, Tr(as) = 1.
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Ifp € ay + GF(4)1, let p = ay + o/, where ¢/ € GF(4)*, then Tr(p) = Tr(ay +
w)=Tr(a1)®Tr(y) =Tr(a;) =0. And, when w € GF(4), Tr(wp) = Tr(w(a; +
w)) = Tr(way)®Tr(wy') = Tr(wai); In asimilar way, we can getif y € ap+GF(4)+,
then Tr(p) = Tr(az) = 1, Tr(wp) = Tr(was) whenw € GF(4); if u € az + GF(4)*,
then Tr(p) = Tr(az) = 1, Tr(wp) = Tr(was) whenw € GF(4).

1. Let f(x,y) be the function defined in Lemma 3.4 /.. Suppose w € GF'(4), substitu-
tuing Eq. (3.5) to the right side of Eq. (3.9), we have

Z (_l)of(u,u)JrTr(w,u) _ Z (_1)1+0 + Z (_1)1+Tr(wa1)

HEGF(2™) HEGF(4)* pEar1+GF(4)*
v=0 v=0 v=0
+ Z (71)0+TT(L0042) + Z (71)0+Tr(wo¢3)
pEax+GF(4)* uEaz+GF(4)*+
v=0 v=0

Z (_1)0f(u,u)+Tr(wp,)+€ _ Z (_1)1+0+E

MG?F(Q“’) pEGF(4)*
V= v=1
+ Z (_1)1+Tr(wa1)+£ + Z (_1)O+Tr(wa2)+6
;L631+GF(4)* ;16812—&-GF(4)L
+ Z (71)0+Tr(wo¢3)+s
uegg,+c:F(4)L

Since oy +as = a3, Tr(asg) = Tr(a)®Tr(as). Let (w,e) = (1,0). Whenw = 1,
Tr(wai) = Tr(ar) = 0, Tr(waz) = Tr(az) = 1, Tr(was) = Tr(ag) = 1.

Therefore, we have

Z (_1)0f(u7u)+Tr(wu) _ _2n—2 + (_2n—2)

HEGF(2™)
v=0

+(=2"7%) + (-2"7%) = 2",

Z (_l)Of(/,L,V)+TT(wN)+E — _9n—2 + (_2n—2)
NE?F(Q")

+(=2"72) + (=272 = 2",

Substituting these into Eq. (3.9), we get d¢(1,0) = —2"*!. Thus, d(w,¢) is not
zero only if (w,e) = (1,0), else df(w,e) = 0. Otherwise, Parseval’s equation can

not been met: > Wy (1) = 22" for any Boolean function f(z) on GF(2").
HEGF(2")
From the Walsh spectrum of o (1, ), we can have of(u, v) is an affine function.
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2. Let f(x,y) be the function in Lemma 3.4 2.. u ¢ GF(4)*, so
u € {a; +GF4) YU {as + GF(4)tY U {as + GF(4)*}.
Suppose w € GF(4) = {0,1,b1,b2}.

(@) If u € {ay + GF(4)*}, substitutuing Eq. (3.6) to the right side of Eq. (3.9),

we have
T (LT gy
HEGF(2m) ueEGF(4)+
v=0 v=0
+ Z (_1)1+Tr(wa1)
pea+GF(4)*+
v=0
+ Z (_1)0+Tr(wo¢2)+ Z (_1)0+Tr(wa3) (311)
uEas+GF(4)*+ peEas+GF(4)*
v=0 v=0
Z (_1)0f(;t,u)+Tr(w,u)+€ _ Z (_1)1+0+6
HE?‘F(Q”) ,Le?F(Ax)L
+ Z (_1)1+Tr(wa1)+6
nEa1+GF(4)*
v=0
+ Z (_1)O+T7-(UJ(X2)+8 + Z (_1)0+T7'(wa3)+8 (312)
AL§842+CY'F(4)L ufgzsﬂrGF(‘l)l

Since a1 + ag = agz, Tr(was) = Tr(way) & Tr(waz).
Let (w,e) = (1,0). Ifw = 1, then Tr(way) = Tr(ai) = 0, Tr(waz) =
Tr(as) =1, Tr(was) = Tr(as) = 1. Therefore,

Z (_1)ofv(y,u)+Tr(wu) _ (_2n72) + (_2n72)

HEGF(2™)
v=0

+(_2n72) + (_21172) — _2n7

Z (_1)0f(H7V)+T7'(WM)+€ _ (_2n—2) + (_271—2)

HEGF(2™)
v=1

+(=2"72) 4 (—2772) = —2m.

Substituting these into Eq. (3.9), we get 65(1,0) = —2""1. From Parseval’s

equation, o5 (w, €) is not zero only if (w,e) = (1,0), else df(w, &) = 0.
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(b) Ifu € {as + GF(4)*}, by Eq. (3.6), we have
Z (_1)of(y,u)+Tr(w,u) _ Z (_1)1+()

HEGF(2") neGF(4)+
v=0 v=0
+ Z (71)0+T7‘(wa1)
pEa1+GF(4)*
v=0
T Z (_1)1+T7'(wa2) + Z (_1)0+T7'(wa3)
uEas+GF(4)*+ pEas+GF(4)*
v=0 v=0

Z (_1)0f(u71/)+Tr(wu)+5 _ Z (_1)1+O+€

HEGE(2") WEGF(4)*
V= v=1
+ Z (_1)O+Tr(wa1)+€
uEa1+GF(4)*
v=0
+ Z (71)1+T7’(wo¢2)+6 + Z (71)0+Tr(wa3)+5
NEOZ2+GF(4)J‘ ME(13+GF(4)J‘
v=0 v=0

Similarly, 6f(w,€) is not zero, that is —2"*1, only if (w,e) = (1,0), else
of(w,e) =0.

(¢) Ifu € {a3 + GF(4)*}, we can also have the same conclusions.

From the Walsh spectrum of oy, ), we can have oy (u, v) is an affine function. OJ

Let f : GF(2") — GF(2) be a polynomial function with 3-valued spectrum 0, +2°.
Then there exists a basis of GF'(2™) such that the Boolean representation of f(z) is 1th
order correlation immune if and only if oy is not affine [8]. Therefore, by Theorem 3.2 and
equation (3.2), we have the following theorem.

Theorem 3.3. Let f(x,y) be the function defined in Lemma 3.4 1. or 2., then

2", if (w,e) = (1,0) 0r (0,0);

3.13
0, else. ( )

Af(w, 5) = {
where “1” is the multiplicative identity element on GF(4)*. Ay = 2"+1, g = 2.22(n+1),
And, there exists a basis of GF(2™) such that the Boolean representation of f(x,y) has
not correlation immune.

Remark 3.1. Comparing o7 = 2 - 22("+1) with 22("+1) and 23("*1) we can see that the
sum-of-squares avalanche characteristic of the function is extremely good. However, from
Theorem 3.3, we known that the two classes of functions f(z,y) have the worst additive
autocorrelation 2"+, So, (1,0) is their linear structure.
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4 Conclusion

We have given all the autocorrelation coefficients of the two classes of semi-bent func-
tions constructed by Charpin et al., and obtain their absolute indicators Ay = 2! and
sum of square indicators oy = 2 - 22(n+1) - Our results show that these semi-bent func-
tions have the worst autocorrelation coefficients at nonzero point (1, 0), which make these
functions suffer from differential-like cryptanalysis. Therefore, in stream ciphers, these
functions can not be used alone. Before using these functions, we have to consider these

potential weakness to avoid the differential-like cryptanalysis..
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