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Abstract: Remote authentication for multi-server environment catp hesers register only once and access arbitrary services
conveniently in the same registry realm. However, most efgblutions are plagued by security problems. In this paperpoint

out that ‘a novel smart card and dynamic ID based remote ugéeatication scheme for multi-server environment’ isnashble

to user impersonation attack, server masquerade attackaammibt achieve forward secrecy. Therefore, by introdubiognetrics as

the third authentication factor, we devise an enhanceetfaretor based remote authentication with key agreeméwinse for multi-
server environment. In our designation, we combine thenteldigies ofClient PuzzleFuzzy Extractormessage authentication code
(MAC) andDiffie-Hellman key exchang®loreover, our proposal not only maintains the advantagéiseooriginal, but also preserves
user privacy with optional access mode. Meanwhile, it calbe reduced to two-factor based scheme with less secudpepties

for specific applications. Finally, the proposed schemedsegd to work correctly through BAN-Logic, and the secuatyalysis and
performance cost are discussed to show that our proposalris secure, robust and practical.

Keywords: authentication, biometrics, mobile device, password rsozad

1 Introduction once, can obtain their desired services from different
service servers under the help of the same registration
center.

1.1 Background and Problems
However, security is the main concern for users and
gservice providers, because it guarantees the
confidentiality, integrity and authentication of private
ommunications over public channels. Foremost, as the

With the fast development of network technologies an
communication systems, more and more information
services can be obtained anytime and anywhere usin . o .
advanced mobile devices (e.g., mobile phones an rst line of defense, authe_ntlcatlon pla_lys an important
handheld computers) through wireless networks. Varioug®'€ {0 .en?ure thet secu?tty of the mforr?aucin and
applications, such as E-government and E-commerce, afg'munication  system. can ensure legal USers
carried out and provided around the world as information©Pt@ining their authorized services and forbid the illegal
services. Multi-server architectur8, §,5,6,7,8,9,10] as users accessing the information systems. In addition, it
a new communication model appears to solve the tediou&!SC Provides the approval for accounting, authorization
and duplicate registrations in single-server environmen@nd auditing as the fundamental mechanism in access
for convenience and privacy. There are three types ofontrol. As a consequence, ideal remote authentication
participants, including registration center, service/ees §cfhemes ared urgent needed, nowadays, to secure
and users, involved in the multi-server communication'"ormation and communication systems.

systems. Registration center administrates all the servic  The motivation of this paper is to investigate remote
servers and users, who have registered in its trust domaimuser authentication schemes for multi-server architectur
Users, who have registered in the registration center onlypased on three factors (password, mobile device and
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biometrics). Traditional two-factor (i.e., password and against several attacks and not reparable. In addition,
smart card) authentication schemes cannot satisfy thélsiang et al. presented an efficient improvement over
security requirements under the assumption that thd.iao and Wang's scheme with more security. In 2011, Lee
property of tamper-resistance for smart cards can bet al. [L3] observed that Hsiang et al.’s improved scheme
breached by some approaches. In other words, thés still open to masquerade attack and server spoofing
credential used for authentication can be compromisedttack. Meanwhile, Lee et al. also proposed an
within the smart card, and such situation threats theenhancementto conquer the weaknesses in Hsiang et al.'s
security of authentication scheme in its application.scheme. Recently, Li et allf] analyzed Lee et al’s
Therefore, we introduce the third authentication factor toimprovement and pointed out that forgery attack and
improve the information assurance in distributed systemsserver spoofing attack are effective on their scheme, and
their scheme could not provide proper authentication if
mutual authentication message is partly modified. In
1.2 Related Works order to remove these weaknesses, Li et al. proposed a
novel smart card and dynamic ID based remote user
Password-based remote user authentication schemes authentication scheme for multi-server environment. They
single server environment have been investigated folalso demonstrated that their scheme could satisfy all the
decades, since Lamportl][ developed the password essential requirements for multi-server environment.
authentication with insecure communication in 1981. After that, several other proposals are presented in the
However, password is chosen from a small space anditerature B8,33,34,3237,35 for dynamic ID
vulnerable to guessing attacks. In addition, passwordauthentication. However, there still exist some minor
verification table stored in the database of remote serveweaknesses in terms of security and efficiency.
is also susceptible to compromise attack by theFurthermore, the methods of dynamic ID-based
administrators or intruders. Accordingly, smart card &s th authentication in36,39] provide advanced approaches to
second factor appeared in authentication sche2@49| achieve user-privacy-preserving.
to enhance the security of password-based authentication
schemes. It is generally assumed that smart card is a
tamper-resistant device, i.e., smart card can protect the
sensitive data stored in its memory from being tamperedl .3 Contributions
or compromised. Unfortunately, Kocher et allq],
Messerges et allp] and Leng [L7] pointed out that the
above assumption may be problematic. In fact, theln this paper, we find out Li et al’'s schemé{ is
adversary can extract the data from the smart card byulnerable to wuser impersonation attack, server
monitoring the power consumption or analyzing the masquerade attack, and cannot achieve forward security.
leaked information, and further launch smart card breachn order to overcome the weaknesses, we present a
attacks in authentication schemes. Consequently, a lot afhree-factor authentication scheme with key agreement
smart card based authentication schen®s2[1,22,24] for multi-server environment. We also prove the validity
were broken down without the assumption of of our scheme through BAN-Logic. In addition, our
tamper-resistance. Later on, the third authenticationdesignation can be reduced to two-factor (password and
factor, biometrics, was introduced for constructing secur mobile device) authentication scheme if it is necessary,
authentication schemes23,18,27,26]. Specifically, in  and it supports both anonymous and real-identity access
2011, Huang et al1[8] presented a generic framework for mode. Finally, the security and performance analysis are
three-factor authentication scheme, which preservepresented to show that our scheme is more secure, robust
security and privacy in distributed systems. and practical through comparing with related proposals.
Nevertheless, the above conventional schemes in
single server environment cannot be applied to
multi-server environment directly for the concerns of
security and practicability, due to the particular feature 1.4 Organizations
of multi-server architecture3[4,5,6,7,8,9,10]. In 2009,
Liao and Wang 11] proposed a secure dynamic ID based
remote user authentication scheme for multi-serverThis paper is organized as follows. In secti@n the
environment. It can achieve user’'s anonymity to avoidscheme in 14] is reviewed in brief and the security
being traced and identified user’s request by static ID.analysis of their scheme is presented in secBofome
They claimed that their proposal satisfied all the preliminaries of related technologies are introduced in
requirements for multi-server environment, including section4. Then, we present our enhanced scheme in
single registration, low computation, no verification bl section5 and prove its validity in sectio@. In addition,
password update freely, mutual authentication with keywe also analyze our proposal in secti@gnFinally, the
agreement and security. Later on, Hsiang et a2 [ conclusion is given in sectioB. The abbreviations and
pointed out that Liao and Wang’s scheme is defenselesaotations used in this paper are listed in Tahle
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Table 1: Notations Used in This Paper

symbols  notions

U; ith user

Sj jth service server

RC registration center

ID;j identity of Uj

PW password ofJ;

Wi biometrics information ob);

Nonce  random number used only once

SID; identity of S

CID;j dynamic identity olJ;

X master secret key of the registration center
y secret number of the registration center
SK session key shared betwddnands;

h(-) collision-resistant one way hash function
@ exclusive OR operation

[l concatenation

— public channels

= secret channels

Adv adversary

2 Review of Li et al.’s scheme

In this section, we briefly review the scheme 1], which
consists of four phases: registration, login, verificatod

password change phase. The detailed steps are descrlbgéep

as follows and illustrated in Fig.

2.1 Registration phase

RC chooses the master secret kegnd a secret numbgr
to computeh(x||y),h(SIDj||h(y)), and shares them with
S;j via a secure channel; andRC perform the following
steps to finish registration phase.

Step R1.U; freely choosedD; and PW, and computes
A = h(b@® PW), whereb is a random number generated
by Ui. ThenU; sendsID; and A; to RC for registration
through a secure channel.

Step R2. RC computes B; h(1D;[x),Ci
h(IDi[[h(y)[|A), Di = h(Bi[[h(X[ly)), Ei = Bi & h(x]]y).
Step R3. RC sends the smart card containing
{Gi,Di,Ej,h(-),h(y)} toU; via a secure channel.

Step R4.U; storesb into the smart card, and the smart
card containgCi,Dj, Ei,b,h(-),h(y)}.

2.2 Login phase

U; performs the following steps to generate the login Al = h(b @ PW),C' = h(IDi||h(y)||A),

request.
Step L1.U; inputsID; andPW after inserting the smart

Step L2. The smart card generates a nonde and
computes Bj = E @ h(h(SIDj||h(y))||Ni),CID;
A& h(Di|[SIDj|N), My h(R;[|CID;[Di] [Ny,
Mz = h(SIDj[|h(y)) & Ni.

Step L3.U; submits the login reque$®;,CID;,M,M>}
to .

2.3 Verification Phase

S; and U; execute the following steps for mutual
authentication and key agreement af8rreceivedU;’s
login request.

Step V1. S; computes
Ni = h(SIDj[h(y)) & M, E; = u@h( (SIDj|[h(y))[INi),
B = E & hX|y.Di = hB|hXY).A =
CID; @ h(Di||SIDj||Ni) with received login request
{Rj,CID;,M{,M2} and its secret keys
h(SIDj|h(y)). h(x]ly). _
Step V2. S; computes and checks the equation
h(R;||CIDi||Di||Ni) = Z M. If they are not equal$; rejects

the login request. OtherW|sé31 accepts and generates a
nonce to compute
M3 = h(D; ||A.||N,||SID,) Mz = A @N; & Nj. After that,
Sj sends the reply messagls, M4} to U
V3. computes

= A &N O Mg, (Di||A;||NJ-||SIDj) after receiving
{Mg,M4} If the equation h(Di||Ai[|N;||SIDj) = M3
holds, U; successfully authenticateS; and continues
computing the mutual authentication message
Ms = h(Dj||A||Ni||SIDj) and sending{Ms} to S;.
Otherwise,U; rejects the message and terminates the
current session.
Step V4. Sj computes and checks

h(Di||Ai[|Ni||SID;) 2 Ms after receiving{Ms}. If the
equation holds,S; successfully authenticateld; and
mutual authentication is completed. Otherwise,
session will be terminated.

Finally, Ui andS; compute and share the session key
SK=h(D;||Ai[|Ni[|N;||SID;).

the

2.4 Password Change Phase

Ui can updatePW freely anytime and anywhere by
executing the following steps off-line.

Step P1.U; inputsID; and PW after inserting the smart
card into the card reader.
Step P2. The smart card computes
and checks

whether the compute@; is equal to the stored;. If

C' =G, Uj inputs a new passwordW"" and the smart

card into the card reader. Then the smart card computesard generates a new random numiygy,. Otherwise, the

A = h(b & PW),C* = h(IDi||h(y)||A), and checks
whether the compute@; is equal to the stored;. If

G =G,
Oltherwise, the smart card terminates the procedure.

the smart card continues the next step.

smart card rejects the password change request and
terminates the procedure.
Step P3. The smart card computes

A" = h(bnew® PWY), G = h(IDi||h(y)[|A™).
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U, Registration Phase RC
RI{ID,,A =h(b® PW)}

R2.B; = h(ID; |l x)
. R3{C,,D,,E,,h(),h(y)} € SmartCard ‘ C = h(ID, 1 k()1 A)

D, = h(B, 1 h(x1l y)
E =B ®h(xll y)

R4 Writes b into smart card
{C,,D,,E,,b,h(),h(y)} € SmartCard

U, Login Phase S
Ll. A =h(b® PW,) !
C; = h(ID, 1 k() I A,)

%

C =7C
L2. N, € Nonce
By =E; @ h(h(SID; 1 [(y) I N,)
CID, = A, @ (D, I SID; I N,)
M, =h(F,ICID, I D,IIN))
M, =h(SID; I h(y)) ® N,
L3A{F,,CID,M ,M,}

Verification Phase V1. N, = h(SID, 1 h(y)) ® M,
E, =F, ®h(h(SID; Il h(y)) I N,)
B =E ®@h(xlly)
D, =h(B, lh(xIl y))
A, =CID, ® (D, I SID; I N,)
V2. k(B ICID,IID,IIN,)=7M,
N, € Nonce
M, =h(D, A LN, ISID,)

(M.I,) M,=A®N,®N,

V3. N,=A®N,OM,
h(D, | A, IIN, I SID,) =M,

M, =h(D,IA NN, IISID,
5 ( i i i j) {MS}

V4. h(D, | AN, IISID,) = ? M
SK =h(D, Il A, N, IIN, Il SID,)

Pl. ID.,PW, Password Change Phase

P2.A =h(b® PW,)
C = h(ID, I h(y) Il A))

C =7C,
P3.PW/" b

new

Aim:w — h(bmjw (_B Pw/[ﬂt'w)
C = h(ID, I h(y) Il A™")

P4.b,,.C'" >b,C,

new?

Fig. 1: Li et al.'s scheme
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Step P4.The smart card replacdsC; with bnew, C", After S; receiving the login  message
and password change phase is successfully finished. {R;.CID;,M{,M;}, Sj and Adv perform the following
steps.

_ _ Step UV1:§; computes:
3 Analysis of Li et al.’'s scheme
. : : . Ni = h(SIDj|[h(y)) & Mz,
In this section, the analysis of the scheme i][is
presented to show that their scheme is exposed to lost

smart card (smart card breach) attack under the following Ei = Rj @ h(h(SIDj|[h(y))[INi),
assumptions:
. : o Bi = E @ h(xly),
(DAdv has the full control of public communication
channels, i.e.Adv can eavesdrop, insert, intercept, D; = h(Bi||h(X||y)),
modify and delete the messages transmitted through
insecure networks arbitrarily. A = CID; & h(Dj||SID; |[N).

(ilMoreover,Advcan get the legal user’'s smart card and
extract the datgC;,Dj,Ei,b,h(-),h(y)} stored in its
memory. Although smart card is usually used in Step UV2.S; computes and checks the equation
authentication protocols as the tamper-resistant
device, which can protect the data stored in its =— T ? e
memory, several investigation4q,16,17] show that h(R;[ICIDI[[Di[[Ni) = My.
such an assumption may be problematic. The
adversary could extract the data stored in the smar
card by monitoring the power assumption or
analyzing the leaked information. In additioAdv
could getU;’s smart card by stealing, copying, losing,

fhe equation must hold, becausédv forges
M1 = h(R;||CIDj||Di||N;). ThenS; generates a nonde
and computes

corrupting and so on. Mz = h(Dil[A||Nj|[SIDj),
(iif)Note that, althoughSID; is not transmitted in the
login request, it must be known to every participant My=AoNaN;.

involved in the scheme includingdy, becausesID;

represents the destination of the login request.Finally, S; sends tdJ; the message
Generally speaking, service servers always public

their addresses or identities in the bulletin board. {M3,My4}.

Under the above reasonable assumptions, we

demonst_rate smart card breach attacks are effective on thgtep UV3.Advintercepts the messag®ls, My} from S,
scheme in14].
and computes

Nj = A/ &N @ Mg,

3.1 User Impersonation Attack and then sendgis} t0 S,

If the adversary obtains the information Step UVA4.After receiving the messadds from Ady S;
{Gi,Di,Ei,b,h(-),h(y)} from U;'s smart card, themAdv computes and checks the equation
can impersonate as legal user to login S; without

knowingID; or PW by performing the following steps. h(Di||A||Ni||SID)) 2 M.

Step ULL: Advignores the step L1 in Li et al.'s scheme

and executes the next step. - The equation must be hold, becausév forges it with
Step UL2: Advforges the login request as follows: correctD;. Then,S; successfully authenticatéglvas the

= = _ — legal user and the mutual authentication is completed.
Rj =& & h(h(SID;|Ih()) [N, After mutual authentication phaseAdv and S
CID; = A & h(Dy||SIDj|[N), compute and share the session key

1= h(R;/CIDi||Di|[Ny), SK= h(Di|[A[Ni[|Nj[|SID;).

M2 = h(SIDj|Ih(y)) &N, Finally, under the assumption of smart card breafathy

whereN; andA; are forged byAdv successfully impersonatel to cheatS; without knowing
Step UL3: Adv submits{R;,CID;,M1,M} to Sj as the  ID; or PW, becauseS; cannot distinguishA,N; from
login request message. Ai,Ni, which are generated iy or Adv
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3.2 Server Masquerade Attack 3.3 Forward Security

Adv can masquerade as the remote server to cheat theorward security of the session key means that there is
legal user U; with the extracted information nobody can recover the session key even if all the
{Ci,Di,Ei,b,h(-),h(y)} from U;’s smart card. The details participants’ credentials are compromised to the
of such attack are described as follows. adversary, who has recorded all the communication
When U; wants to loginS; and executes the step transcripts. Nevertheless, Li et al. do not consider such an
L1-L4 in Li et al’s scheme as usual, and thgnsubmits  attack in their proposal, because the adversary can
{Rj,CIDi,M1,M;} to Sj as the login request message.  reconstruct the previous session keys as well as the legal
After that, Adv intercepts the login request user whose smart card is corrupted and compromised. In
{Rj,CID;,M{,M;} transmitted fromU; to S; over the  details, if Adv getsU;’s smart card and extracts the data
insecure channels and performs the following steps to{C;,D;,E;,b,h(-),h(y)} stored in its memory, while

masquerade & to cheatJ; without knowingh(x||y). recording all the transcripts betweBnandsS;. ThenAdv
Step SV1:Advcomputes: can recover the key materials
N = hSIDhy) & MA =
N = h(SIDj[[h(y)) © M, CID; & h(Di & SID; & Ni),N; = Mg & A & N, and reveal
A = CID; & h(D;||SID|||N)). the session kegK= h(D;||Ai||Ni||N;||SID;).
Step SV2:Advgenerates a nond§ and computes 4 Preliminaries

Ms = h(DiIAIN; [IS1Dy), In this section, we introduce some concepts and

My =AaNGN;. technologies used in our proposal.
After that,Advsends tdJ; the message
(M, Mz} 4.1 Client Puzzle
Definition 1. Client Puzzle[28,29,25) consists of five
Step SV3.Upon receiving the messagéVz,M;} from  algorithms, named:
Adv U; computes and checks CP_SetupCP_GenPuzCP_FindSolnCP_VerAuthCP_VerSoln
Nj =A &N &My, ()CP-Setup : This probabilistic polynomial-time
algorithm takes as input a security paramefer
h(DiIIAiIIWIISlD')Z?M_a- generates and returns a set of public parameters
_ ) ) . PubParaand a secret ke, the former of which
The equation must hold, becauselv forges M3 with includes a puzzle difficulty parameter sp&@® pace
correct Dj, A, SIDj. Then, U; computes and sends the (i)CP_GenPuz: This probabilistic polynomial-time
mutual authentication message algorithm takes as inputs,QSpaceand a session
stringstr, and returns a client puzz@ientPuzzle
Ms = h(Di[|A [N [|S1D;) (ili) CP_FindSoln: This is a probabilistic puzzle solving

to the serveB: algorithm takes as input€lientPuzzleand t, and
Step SV4J. Adv intercepts the  message returns potential solutiosoln after running time at

_ A TN ) mostt.
Ms = h(Dil[AlIN][SID;), computes and checks the (iv)CPVerAuth: This deterministic polynomial time

equation ° puzzle authenticity verification algorithm takes as
h(Di||Ai|INi|[SIDj) = Ms. inputss, ClientPuzzleand returns true or false
If the equation holdsAdv successfully authenticates (vV)CP_VerSoln: This deterministic polynomial time

and the mutual authentication is completed. This step Puzzle solution verification algorithm takes as inputs
could be ignored, becaugelVs target is to masquerade s, str,ClientPuzzlesolnand returns true or false.
as the remote server to cheat the legal user.

After mutual authentication phasd); and Adv
compute and share the session key

In our construction, we take the mechanistient
Puzzle as a component. It generates a client puzzle
ClientPuzzleby service server in terms of its current

SK= h(Dj||A||Ni||Nj||SID;). system overhead and verifies uses@in as the reply of
the ClientPuzzle Figure?2 illustrates the main process of
Finally, under the assumption of smart card breadly  our construction. In addition, we desigdlient Puzzle
successfully masquerades as the remote s§wercheat  with the technologyCAPTCHA(Completely Automated
U; without knowingh(x||y). Public Turing Test to Tell Computers and Humans Apart)
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1.CP _GenPuz — ClientPuzzle

3.CP _ FindSoln — Soln erver

W ot/

User 5.CP _VerSoln — {0,1}

2. ClientPuzzle

Fig. 2: The Component of Client Puzzle

[30] to resist DoS attack. In details, the service server4.3 MAC

generates a client puzzle and sends it to the user as the

reply of access request in the form of picture. The Definition 3. MAC is a tuple of probabilistic polynomial
solution of the client puzzle can be found easily for a realalgorithms MAC_Gen MAC_Mac, MAC.Vrfy fulfilling
person (user), but hard for a machine. Generally speakinghe follows:

it can prevent massive login request sent by the machine,

then resist denial of service attacks caused by exhausting(lMAC_Gen: This algorithm takes as input"land

computation/communication resource.

4.2 Fuzzy Extractor

Definition 2. Fuzzy Extractof31,18] generates a nearly
random stringR from its biometrics inputv in an error

tolerant way. If the biometrics input changes but remains

outputs a uniformly distributed kek of length n
denoted bk + MAC_Gen(1").

(i)MAC_Mac: This algorithm receives for input sorke
{0,1}"andme {0,1}*, and outputs somee {0,1}*
which we call itMAGg.

(i) MACVrfy : This algorithm receives for input some
ke {0,1}"me {0,1}* andt € {0,1}*, and outputs a
bitb e {0,1}.

close, the extracte® can be recovered as the same as (jv)For everyn, everyk € {0,11" and everyn € {0,1}", it

before under the help of the auxiliary strifgy Fuzzy
Extractor consists of two procedures called
FE_GenFE_Repdescribed formally by the parameters
(M,m,1.t, &) as follows.

()FE_Gen: This is a probabilistic generation algorithm,
which on biometrics inputw € M outputs an
"extracted” stringR € {0,1}' and an auxiliary string
P<0,1". A setM is a metric space with a distance
function disM x M — R" = [0,«), which obeys
various natural properties. For any distributddhon
M of min-entropym, if <R P >+« Genw), then we
have SD(< RP >,< U,P >) < g where
SD(A,B) = 15, | Pr(A=v)— Pr(B = v)| denotes the
statistical ~distance between two probability
distribution A and B, and U, denotes the uniform
distribute onl-bit binary strings.

(i)FE_.Rep: This is a deterministic reproduction
procedure allowing to recoverR from the
corresponding auxiliary strin@® and any vectow
close tow: for all w,w € M satisfying digw,w') <t if
< R,P >+« Genw), then we havd&Regw,P) = R.

In our construction, we take advantage of algorithm
Fuzzy Extractorto generate a nearly random numlifer
and the auxiliary random numbBr The main process of
Fuzzy Extractolis shown in Figure3. Here, we utilizeR
and PW to protect authentication credentials from being
compromised, meanwhile using to protectPW from
being guessed. Thuskuzzy Extractoris a critical
mechanism, because the secret numisercan be
recovered only by the unique legal user owning
corresponding biometrics and having the auxiliary
random numbeP stored in his/her mobile device.

holds thatMAC_Vr fy,(m MAC_Mac(m)) = 1.

In our construction, we take advantage MAC to
verify the transmitted messages online. It identifies the
source of received information indeed from the intended
participant. It also plays the role of identity
authentication.

4.4 Diffie-Hellman key exchange

Definition 4. Diffie-Hellman key exchange a primitive
cryptographic protocol described as follows:

()DH_Setup The system public parameters consist of a
large prime numbeg, a multiplicative grougG, -) and
an elementg € G as the generator of group, where
the order ofg is a large prime numbeg.

(i) DH_Exchange The participantsA and B randomly
choose ephemeral secret numbeess and b,
respectively. ThenA computes A= g® and B
Computes§ = g°. After that, A andB exchange their
public key materialA and B to each other, and keep
their secret numbex andb private.

(iii) DH_Generation A computes the session k&K = B2
andB computes the session k&K = AP.

As well as known, the primitive DH key exchange
protocol is vulnerable to man-in-the-middle attack.
Therefore, in our construction, we embedded an improved
authenticated DH key exchange protocol to overcome the
aforementioned security flaw.
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=

BiometricSample: W
»FE _Gen—»{

BiometricSample: W'

FE_Rep—» R

n

Fig. 3: The Component of Fuzzy Extractor

Y

5 Proposal device. The mobile device generates the secret
random numberR; and the auxiliary string® by

In this section, we devise a three-factor authentication calling algorithm(R;,R) +— FE_Gen then computes

scheme with session key agreement for multi-server RPW = h(PW||R) and send$ID;,RPW} to RCover

environment, including registration phase, login and  a secure channel for registration.

authentication with key exchange phase, and passwordii)RC= U; : {A;,g*}

change phase. RC writes ID; into its user registration list if he/she
satisfies the registration policy and computes
Ci = h(IDj||x),A = h(ID; & RPW) & Ci. Then, RC

5.1 Registration Phase sends{A;,g*} to U;, wherex andg* are master secret
key and public key of registration center.

There are two operations in registration phase, including(iii) U stores{R, A, g*,Vi } in its mobile device, wherg =

service server registration and user registration. h(1D;||RPW) is computed by mobile device.

After that,U; registers inRC successfully and obtains
his/her credentidl;, which is protected biD;, PW, R, and

5.1.1 Service Server Registration used for remote authentication.

When the service serve; wants to provide services for

the users managed by the registration ceRterit should 5.2 Login and Authentication with Key
register inRC as a legal service server by performing the

following steps: Exchange Phase

(i)Sj — RC: SID; Figure 4 shows the architecture overview of login and
S; chooses its identifieBID; and sends it t&C over authentication with key exchange phase. The interactions
public channels. among U;,S; and RC consists of AccessRequest,

(i)RC= Sj : MK; AccessReply, Login_Request, Auth.Request,

RC generates thMAC key MK; by callingMAC_Gen  Auth_Reply, Login_Reply and Key_Confirm.
and sends it t&; through secure channels. WhenU; wants to obtain services fro, U; andS;
should authenticate each other and exchange a secure

Sj registers as a legal service server and obtains it$ession key for private communicatidRC plays the role

MAC key MK;j, which should be kept secure by itself. of the third trusted party betweéds andS; to help them

Then RC writes SID; with correspondingMK; to its  establish trust relationships. The details about this @has

server registration list. It means thAC andS; pre-share  are described as follows.

the MAC key MK;j, and they will use it to confirm the

message resource and ensure the legality of each server

without compromisindVK;. 5.2.1 AccessRequest

Ui — S;: {SID;,0°}

1.2 Registrati .
5.1.2 User Registration Ui generates the access requesitD;, g°} and sends it

When a user wants to obtain the service, he/she shoulf Si @S the initialization of this session, wheges the
register inRC by performing the following steps: generator of multiplicative groufG, -) with prime order
P, s € Zg is a nonce chosen Wy; andq is a large prime

(i)Ui = RC: {ID;,RPW} number. Note that, we denote the random ephemeral
U; inputs his/her chosen identityD; and password number as nonce in this paper. The mobile device stores
PW, and the extracted biometrieg into the mobile  and denote¢SID;j,g°} as the session identifier.
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1. Access_Request

File Server
2. Access_Reply
3. Login_Request

E-mail Serer 4 Auth, Request
S
995 O
Reglstratlon Certer
Mobile Device 6 L"gl“ Reply
FTP Server
WEB Server

Fig. 4: Architecture Overview of Our Devise

5.2.2 AccesReply After confirming its legal holder, mobile device
_ computes G = A @ h(ID; & RPW) CIDi =
Sj — U; : {ClientPuzzl¢ (g°)5® ID;, MAC; = MAC._ MaQ;I(SIDJ||gS||g |CID;) and

o ) sends theLogin_Request {SIDj,g®,¢',CID;,MAGC,} to
Upon receiving the access reque$y, replies the Sj. Meanwhile, moblle device should update its session

{ClientPuzzl¢ to U;, where client puzzle is |dent|f|era5{S|DJ7g o, CID;}.
pre-generated by calling the algoritfd®P_GenPuz Note

that, the solution of the client puzzle consists of the

contributorg' of the session key, whete= Z, is anonce. 52 4 AuthRequest

In addition, {ClientPuzzlé is sent by the technology

CAPTCHAto resist DoS attackS; stores and denotes S — RC: {SID;,¢%,¢!,CIDi, MAC;, MAG, }
{SIDj, g% d'} as the session identifier.

After confirming validity of ClientPuzzleby the
. algorithmCP_Vrfy, S; forwards theLogin_Requestwith
5.2.3 LoginRequest MAG, = MAC_Macyx, (SIDj |¢°/|dt||CIDi|[MAC; ) to RC

Ui — S : {SID;, g% ¢!,CID;, MAC; } asAuth_Request

Upon receiving AccessReply, U; first solves
ClientPuzzleto getgt by human cognition, then inputs °-2-5 AuthReply
ID{,PW and biometric datay into the mobile device.
The mobile ‘device computes RC— S;: {SIDj, g% ¢',CIDi,h(Ci||2), MACs, MAC4 }
Vi = h(ID{|[RPW) = h(ID{|[h(PW|R)), where
R = FE_RefWw,R), and then verifie¥/ ?Vl If V/ =V,
mobile device conflrms its legal hoIder and contlnues the s
next process. Otherwise, mobile device terminates the MACV T fymk, (SIDj[|g%|g'||CID;|[MAC, MAC,) = 21,
current process. (We note that, the equatiéh=V

Upon receivingS;’'s Auth_Request RCfirst verifies

means that ID! = ID;,PW = PW and If MAG is true, RC compy.tes

R = R.RPW = RPW wherew/ should be close toy ~ 'Di = CIDi @ (6%G = h(IDi[[x) ~and verifies

enough and satisfy the requirementaizzy Extractoy. MAC.Vrfyq (SIDj||g%|g']|CIDi,MAG,) = 1. If MAC; is
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true, RC confirms the legality of the remote user and 5.3 Password Change Phase
generates Auth _Reply
{SID},g°% d",CID;,h(Ci||2), MAC3,MAC,} to tell S; the  WhenU; wants to change his/her password for security
authentication result, whemds a nonce generated lRC,  concern,U; should pass the verification process of the
mobile device first (se®.2.3, and then inputs a new
MAGC; = MAC_Mac, (SID;||g°||d'||IDi||h(Ci||2)) password an Mobile  device Computes
vinew = ('D |[h(PW"*Y|Ry)), A1new =
andMAC,; = MAC_Maay (SIDj||g®/|g'||CIDi||h(Ci|2)). A S h(IDi & h(PW(|R)) & h(ID; & h(PW™"|R;)).
last, mobile device replac®t, A; with V"W AW

5.2.6 LoginReply
6 Proof of Our Scheme
S; — Ui : {SIDj, %, d",CID;, h(Ci||2), MACs, MAGs }
In this section, we demonstrate the validity of our proposed
After receivingAuth _Reply, S confirms the legality ~scheme by BAN-logic Z]. The notations used in BAN-

of Ui through verifying  logic analysis are defined as follows:

MAC.Vr fywvi, (SIDj[|g°|g'[|CIDi[|h(Cil|2), MAC,) = 1, e & |=X: The principalZ believes a statement or
then computes SK = h((g%)'|h(G[|2)),MAC; = & would be entitled to believk.

MAC Macsk(SID; |67l ||CID Ih(Gil|z)) and sends e 1(X): The formulaX is fresh.

Login_Reply {SIDj,g%¢',CIDi,h(C|[z), MACs,MACs} e & = X: The principal 2 has jurisdiction over the
to U S updates the session identifier as statemenk.

{SIDj, %, d",CID;,h(Ci||2)}. e 2 aX: The principalZ sees the statemeXt

o & |~ X: The principalZ” once said the statemext
e (X,Y): The formulaX orY is one part of the formula

5.2.7 KeyConfirm (X,Y).
¥ e (X)y: The formulaX is combined with the formula
Y.

_ . _ t _ _
Ui = §: {SID;, 8", ¢',CID;, h(Gi[[2), MACe} e {X}y: The formulaX is encrypted under the ke

K —
Upon receivingogin_Reply, U; verifies o &« 2: The principals?” and 2 use the shared
key K to communicate. Herd&§ will never be discovered
by any principal except foZ and 2.

° ,@éa@: K is shared secret known t&?, 2, and
If it is true, U; computesSK = h((g)%||h(Ci||z)) and  possibly to one trusted by them.

MAC.V rfyc, (SIDj||gf]|g'||1Di][n(Ci||2), MAGs) = 1.

verifies e SK: The session key used in the current session.
Some main logical postulates of BAN-logic are
MAC.V rfysk(SIDj||g||d"||CIDi||h(Ci]|2), MACs) 21 described as follows:

o . ) e The message-meaning ru%
If it is true, U; authenticates5; and replies the message , =4(X)
Key_Confirm {SID;, g% d!,CID;,h(Ci||z), MAGs}, where e The freshness-conjuncatenation r%
MACs = MAC Macsx(S1D; g/ g% 1D In G 12) + Thenonee-verfoaion " TS
= -Vlacsk ilnglg [ i112))- P|= P|=

) ' e The jurisdiction ruIe:‘?‘*J;;f‘;Q =X ’;;‘;g“,

Then, U; updates its session identifier by ”?’;(XW Z=2|~(XY)

Do ot ChC X ' T P=IK
{S1D;,¢°.9',CID;, h(Gil|2)}. According to the analytic procedures of BAN-logic,

Sj successfully authenticates; and confirms the o it the verification goals of the proposed scheme

session key by verifying below:
MAC.Vr fysk(SIDj||g'||g% ICIDi|[h(Ci|2), MAGs) = 1. Goal.1:U; |= (U &3)

Finally, S; and U; authenticate each other and ! ! !
establish a secure channel denoted by the session Goal.2:S; |_(U.HSJ)

identifier {SID;j,g®,¢',CID;,h(Ci||2)}. The session key Next, the proposed scheme is arranged from the
SK = h(g3t||h(Ci||z)) is used for encrypting and generic type to the idealized form in the following:
decrypting the subsequent communications. In addition, Login_Request Ui — S;:

this process will be terminated by any mistake or error(SID;,g%d',CID;, (SIDj,¢® ¢',CIDi)c)

caused by the verification procedures, and the participant AuthRequest Si — RC.
should send "Error Warning!” as the reply to the intended (SID;, g°, g CIDj,(SIDj, g% d', CID.>

participants. (SID;, g%, d', CID.,MAC1>MKJ)

(@© 2015 NSP

Natural Sciences Publishing Cor.



Appl. Math. Inf. Sci.9, No. 3, 1123-1137 (2015)www.naturalspublishing.com/Journals.asp

N SS ¥

1133

Auth.Reply RC — S
(SID;, 6% d'.CIDy, (2)¢,, (SID}, 6%, IDi, (2, (§) |~
d"))c (SID}, 6% d',CIDi, (2);, (Ui [~ ¢°))mk; )

Login_.Reply Si — Ui
(SIDj,¢%,¢",CIDy, (2)c, (SID}, 6% 0", 1Di, (2, (S] |~
gt)>C| ) <SIDJ ) gS’ gt7C|Di7 <Z>C| >SK)

Key.Confirm Ui — S
(SIDjvgsv gt7C|Di7 <Z>C| ) <gSa gtagStv(:IDia <Z>C| >SK)

According to the assumption A.7 and the jurisdiction

rule, we obtain:

S |= (SIDj, 6% ¢',CIDi, (2)c;, (Ui [~ 6°)).
According to the jurisdiction rule, we obtain:

Sj |= (Ui |~ ¢°),
S [=¢°%
Si |=(2)c-

According toSK = h(g%||h(Ci||z)) and the assumption

We make the following assumptions about the initial A.8, we obtain:

SK

state of the scheme to further analyze the proposed g |= (Ui« S)) (Goal 2)

scheme:
C.
A.1:U; |= (U =RC)
MK
A2:S |= (S = RO
A.3:RC|= (UiiRC)

MKj

A4:RC|= (S = RO

A5:U; |=4(d%)

A.6:S |=t(d")

A.7:Sj |=RC= (SIDj,q% ¢, CIDi, (2, (Ui |~ ¢°))

A8 S |=t

A.9:U; |=RC= (SIDj,¢% d,IDi, (2, (Sj |~ d"))

A10:U; |=s

Based on the above-mentioned assumptions and rul
of BAN-logic, we analyze the idealized form of the

proposed scheme and the main procedures of proof as

follows:
According to theAuth. Requestwe obtain:
RC«(SID;j, g% d",CID;, (SIDj, g% ¢',CIDi)g,,
(SID;,¢%,¢',CID;, MAC1)mk; )-
According to the jurisdiction rule, we obtain:
RC«(SIDj,g%d",CIDi)c,
RC«(SID;, g% d¢',CID, MAC: )Mk -

According to the_ogin_Reply we obtain:
Ui q

(SIDj,¢%,¢",CID;i, (2)c, (SID}, 6% ', IDi, (2, (S) |~
gt)>C| ) <SIDJagsv gt7C|Di7 <Z>C| >SK)-

According to the jurisdiction rule, we obtain:
Ui <(SID;}, g% d",1Di, (2. (Sj |~ d'))c.-

According to the assumption A.1 and the

message-meaning rule, we obtain:

Ui |= RC|~ (SIDj,a% d,1Di, (2, (Sj |~ d')).
According to the assumption A.5 and the freshness-

conjuncatenation rule, we obtain:

Ui [=£(SID;,¢% g IDi, (2, (Sj |~ @)
According to

i |= RC|~ (SID;,¢%,d,ID;, (2, (S |~ ¢!)) and the
r?once-verlﬂcatlon rule, we obtain:

Ui |E RC|E (SIDj,gs,gt, |Di, <Z>Ci s (Sj |N gt)).
According to the assumption A.9 and the jurisdiction

rule, we obtain:

Ui |= (SID},¢% 4", 1D, (2)g,, (Sj [~ d)).
According to the jurisdiction rule, we obtain:

Ui |= (S |~ d),
Ui |E gt,
Ui |E <Z>Ci-

According toSK = h(g¥||h(Ci||z)) and the assumption

According to the assumption A.3, A4 and the A 10, we obtain:

message-meaning rule, we obtain:
RC|=U; |~ (SID;,¢% ¢!, CID;),
RC|= S |~ (SID;,¢% ¢!, CIDi,MAC, ).
According to the jurisdiction rule, we obtain:

RC|=U; |~ 0%,

RCI=S;|~d.

According to theAuth.Reply we obtain:
S

(SID},¢%,¢',CID;, (2, (SID;, 6% g, IDi, (2c» (S |~
d))c;. (SID;, 6%, CID, (Z)c. (Ui |~ 6%)mik, ).

According to the jurisdiction rule, we obtain:

Sj<(SIDj,8% ¢',CID;, (2)c;, (Ui |~ 8°))mk;

According to the assumption A.2 and the
message-meaning rule, we obtain:

S, |=RC|~ (SID}. ¢ ¢ .CID, (2)g,, (Ui |~ &%)

According to the assumption A.6 and the freshness-
conjuncatenation rule, we obtain:

Sj |= 4(SID;, 0% ¢',CID;, (2)c,, (Ui |~ g°)).

According to
Sj |= RC|~ (SIDj, ¢ ¢',CID;, (2, (Ui |~ ¢°)) and the
nonce-verification rule, we obtain:

Sj |= RC|= (SIDj,¢%,¢',CIDj, (2)c, (Ui |~ ¢®)).

Ui |= (U <5 S)) (Goal 1).

7 Analysis and Discussion

In this section, we analyze our enhanced scheme in the
view of security, efficiency, robustness and practicabilit

7.1 Security Analysis

Before we analyze the security of our enhanced scheme,
we present some assumptions:

()The assumption of adversary’s capabilities have been

shown in sectior8. Specifically, mobile device is non-
tamper resistant device, i.e., the information stored in
its memory can be compromised to the adversaries.

(ilThe problems of decision Diffie-Hellman (DDH)

problem, computational Diffie-Hellman (CDH)
problem and discrete logarithm problem are hard to
be solved by probability polynomial time algorithm.
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(i) The components of cryptographic primitives are secur forward and backward security, because any
under the security definitions, such as hash functioncompromised session key cannot affect the security of the
MAC, Client PuzzleandFuzzy Extractor other session keys, even if the long term secret

. confidential C; is compromised. Moreover,MACs
Generally speaking, there are three targets for thesupports key confirmation fdd; andS;
adversary to break down authentication with key ' "

agreement schemes, e.g., authentication, session key and
user’s credential. In details, no one can impersonate the 1 3 credential
other participants, the session key must be known only to

intended participants, user’s credential as his/her pyiva Three-factor authentication scheme should consider the
cannot be compromised to any others. The followingprivacy of user's credential, i.e., user’s passwdwi, and
analysis is discussed in the view of authentication, sassio biometricsw;, secret random numbe®;. Our enhanced
key and user’s credential. scheme focuses on protecting these credentials. Most of
all, users no longer need deliver their passwords or
o biometrics to the honest but curious remote servers as the
7.1.1 Authentication verification tables, because password and biometrics as

user’'s privacy will be reused in different areas for

Firstly, the adversary cannot impersonate as the legal Use{;ihentication. Secondly, mobile device must confirm its
to access service servers. In our construction, the?egal holder by the verificaton parameter

adversary needs to obtali’'s credentialC; to generate V, = h(IDj||h(PW||R)) to validate ID;,PW and w;,P.

legal Login_Request o which includes  Then ¢ can be correctly recovered from
MAC]_ = MAC_MaCCi (SIDng ||g ||C|Di). G C'OHSIStS of A = h(|Di oy h(PW||R|)) & C. Without knowing the
RCs master secret keyand is protected biyi's PW,Wi.  ¢orrect and matching authentication factofsiv cannot

In addition,C; as the input key oMAC, is secure under 5.4 uireC;. Moreover,R andPW are protected each other
the assumption of one-wapAC algorithm. Without  om heing compromised, even if the mobile device is
knowing Cj, Adv cannot passRCs authentication. non-tamper-resistant.

Therefore, user impersonation attack cannot be effective.
Secondly, the adversary cannot masquerade as the

service server to chealk or RC. Without knowingMK;, .

which is pre-shared b and RC, Adv cannot generjate 7.2 Performance Analysis

the legal Auth_Request which consists of

MAC, = MAC.Macy; (SIDj||g%|g'||CIDi||[MAC;) to

masquerade aS;j to cheatRC. In addition, Adv cannot

masquerade as Sj 1o crleatt Ui without  5nq on the elliptic curv&p(a,b) plays the same role, but
MAGs ~ MAC.Macsk(SIDj[|g°lg ”CIDi”h(Q”Z))’. the security level and computation costs are different.
whereSK.|s the key oMAGs, becauge\dvcannot obtain ere, we regard the modular exponentiation computation
the session key. Therefore, service server masquerac{_ﬁJ F, as the point multiplicative computation @(a, b)
attack cannot be effective. for convenient to compare the computation cost. In
AL last, th(? adversary cannot spddf or S as RC addition, the symmetric operatiorngym, cost the same
Without knowingMK; or C;, Adv cannot generate the |oye| of complexity as well ag;, andTyac are symmetric

valid operations. Therefore, we compare the computation cost

_ 1S At ) ' based on the tim&, andTpy in total.
MACs = MAC.Ma, (SID;[|g7|g |I1Di[In(Ci12) The comparison in tabl@ shows that our scheme is

or MAC; = MAC_Maou; (SIDj|g%||gt||CIDi[|h(Ci||2))- efficient than the scheme i8%)], while costing more than

ThereforeRC spooﬁng attack cannot be effective. the schemes |n].[4] The total cost is similar with Guo and
Wen's scheme in3g].

Table 2 shows the detailed comparisons of computation
cost among the schemes inl4{32,35 and ours.
Specifically, the Diffie-Hellman problem in finite fiele,

7.1.2 Session Key

7.3 Discussion
Our proposal provides authenticated key exchange to
establish a secure session k&K = h(g¥||h(Ci||2)). Table 3 shows the comparisons among the schemes in
Firstly, the session key is authenticated by and S;, [14,32,35] and our enhancement in the view of security,
because® andg! are contributors for the session key and robustness, practicability and efficiency. For security;, o
message authentication code. In other words,enhancement can resist smart card lost or stolen attack if
man-in-the-middle attack can be prevented. Secondly, théhe adversary can compromise the data stored in mobile
session key is fresh, because the mategélandg! are  device. In addition, forward secrecy for session key can
generated in each session by authenticated participants. be provided in case of the leakage of credentials. For
addition, the mechanism of key exchange can achievdlexibility, in order to satisfy the specific applicationsjro
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