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Abstract: To improve the real-time efficiency of proxy re-signaturdesmes, a notion called divisible on-line/off-line proxy re
signatures is introduced in this paper. The idea of thisomois to split the re-signing algorithm into two phases: tfffeline and
on-line phases. The proxy can perform the bulk of re-sigeatwmputation in the off-line phase before seeing the ngesta be
re-signed. The results of this pre-computation are savddten used in the on-line phase after the message to berredsig given.
Divisible on-line/off-line proxy re-signatures are vergaiul in a particular scenario where the proxy must respanckty once the
message to be re-signed is presented. In a divisible ofeffd@e proxy re-signature scheme, the partial re-stgreamight be exposed
before the message to be re-signed arrives. We then propyesgesc divisible on-line/off-line proxy re-signaturensene, which can
transform any proxy re-signature scheme into a highly efficidivisible on-line/off-line proxy re-signature schen@mpared to
existing proxy re-signature schemes, our scheme demtestimgher efficiency. The security of the scheme relies emttiorgeability
of its underlying proxy re-signature scheme and the diffictd solve the discrete logarithm problem.

Keywords: divisible on-line/off-line proxy re-signature, on-liraff-line proxy re-signature, unforgeability

1 Introduction In this paper, we introduce a notion called divisible

] . on-line/off-line proxy re-signatures to improve the
Proxy re-signature, introduced by Blaze, Bleumer andperformance of proxy re-signature schemes, and we show
Strauss J], allows a semi-trusted proxy to convert a how to construct such proxy re-signatures from existing
delegatee’s signature into a delegator’s signature on thgroxy re-signature schemes. The idea of this notion is to
same message by using some additional informationjiide the re-signature generation algorithm into two
(ak.a., re-signature key). However, the proxy does nobphases. The first phase is performed off-line (without
obtain any signing key and cannot sign arbitrary messagegnowing the message to be re-signed) and the second
on behalf of the delegatee or the delegator on its own. In &hase is performed on-line (after knowing the message to
bidirectional scheme, the re-signature key allows thepg re-signed). In the off-line phase, the proxy handle the
proxy to transform a delegatee’s signature into amost costly computations. Once the message to be
delegator’'s signature as well as a delegator’s signaturge-signed is presented, the proxy utilizes the resultsef th
into a delegatee’s signature. In a unidirectional SChemepre-computation and produces a corresponding
the re-signature key allows the proxy to transform are.signature in a very short time. At that point, the

delegatee’s signature into a delegator’s signature, but nacomputation of the actual re-signature requires venelittl
vice verse. Due to the transformation function, Proxy effort When re-signing a messagei, a partial

re-signature schgmes are very u_seful qnd can be appllere-signature ofn called an off-line re-signature token is
in many applications, including simplifying key

management, forming weak group signatures, anJlrstcomputed in the off-line phase. The remaining part of

. / . .
constructing  digital rights management (DRM the re-signature oim, called the on-line re-signature

interoperable system, etc. Many constructions of proxy©ken. is generated in the on-line phase when the message

re-signature schemes appear in the literat2y® #,5,6,7 is known. The off-line re-signature token is allowed to be
8,9,10], but most of these schemes are not fast enough fofXPosed in the off-line phase. In other word, a divisible
many practical applications. Proxy re-signature scheme&n-line/off-line proxy re-signature scheme is still seidr

that are efficient and provably secure are interesting botfi® adversary is allowed to query the signing/re-signing

from a practical and a theoretical point of view.
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oracle with a message depending on this messageallows one to find arbitrary collisions. For many

off-line re-signature token. chameleon hash functions 15,16,17,1819], the
Motivations. There are two reasons to consider collision-finding procedure is very efficient, requiring
divisible on-line/off-line proxy re-signatures: only several modular multiplications.

Our contribution: We first explicitly give and
CIexemplify the notion of divisible on-line/off-line proxy
&e-signatures. We show how to combine any proxy
fe-signature scheme with a specific chameleon hash
unction based on the discrete logarithm problem, and

card applications: The off-line phase is performed hen present a generic divisible on-line/off-line proxy

e curng the card manufacunng process or as 42 SONELIE SCIeTE, WIED a1 conert oy piot
background computation whenever the card is g o

connected to power, and the on-line phase utilizes the\r,\(,ai;?og&atrléfor;ﬁhege{hfl:;nﬁg%engfaclfe Ig]rg(\j/eeln V‘T‘/ﬁ(;%re
stored results of the off-line phase to re-sign actual 9 :

messages. The on-line phase is typically very fast, and ?cr)n%zge dd ?c;giweexfémgirzrsO)iZsrse-ig;atﬁt;etizﬁhi?sis,'|t'rr11?a
hence can be executed efficiently even on a weak’roP . q omput: :
processor on-line complexity of our scheme is equivalent to two

2The divisible on-line/off-line proxy re-signature modular subtraction and two modular multiplication.
scheme can send the off-line re-signature token in the 'Organlzatlon: .O'u'r Paper 1S qrgamzed as follqws. we
off-line phase instead of in the on-line phase. This review some definitions in Section 2. The security model

reduces the on-line bandwidth of the communication.mc the divisible on-line/off-line proxy re-signature sche

channel. For example, the proxy can pre-compute is presented in Section 3. The proposed scheme is given in

series of off-line re-signature tokens and transmitsaS(aCtlon 4. Conclusion is offered in Section 5.

these tokens when the communication channel is not
busy.

1.Divisible on-line/off-line proxy re-signatures could b
suitable for a scenario where the proxy must respon
quickly once the message to be re-signed is presente
For example, divisible on-line/off-line proxy
re-signature schemes are particularly useful in smar{

i . 2 Preliminaries
Related work: The primitive of proxy re-signature

was introduced at Eurocrypt’98 by Blaze, Bleaumer and
Strauss I]. They proposed the first proxy re-signature
scheme that is bidirectional and multi-use. However, from
the re-signature key (which is public), the delegatee cal

easily get the delegator's signing key or vice versa. Inpaginition 1 (Negligi ; ; .
X ! ; gligible function). A functiony : N — R
R B ey o o oy, s e Snegligbieforalc . 1 < foral suficenty
; ’ " largek.
pesened o o re S schemes The ebalion 2 (see gt sssumpton) G
' L X ' ..~ groupG of prime orderp with a generatog and element
schemeS,y is unidirectional and single-use. The security ~x wherex is chosen at random frori, the discrete

gif all sche(rsnes argtglnali/fed [ntthetrtﬁn(tllom oraclhe mode ogarithm problem inG is to computex. We say that the
OWEVer, Lsennaret - [11] point out that some schemes €, 1) discrete logarithm assumption holds in a grdsiff
are proven secure in the random oracle model, but the

are trivially insecure under any instantiation of the oeacl 0 algorithm running in time at most can solve the
Later, Shaoet al. [12 proposed a bidirectional and discrete logarithm problem is with probability at least
multi-use proxy re-signature scher8g, without random
oracle, and Chow and Phah3 proposed a unidirectional o : :
and single-use proxy re-signature schedfePRSin the geig;aé?éﬁ Sggg%?zr?dc\?:rﬂjts of algorithmieyGen,
standard model. Libert and Vergnaul4] proposed a ' ' '
unidirectional and multi-use proxy re-signature scheme —(KeyGen, Sign, Verify) form the key generation,
LV-PRSin the standard model. To our knowledge, thereis  signing and verification algorithms of a standard
no divisible on-line/off-line proxy re-signature scheme  signature scheme.
existed in the literature yet. —kag ¢+ ReKey(ska, sks, pka, pks) is the
The basic idea of our scheme makes use of chameleon re-signature key generation algorithm. On input
hashing to construct divisible on-line/off-line proxy public parametersp, an (optional) delegatee’s private
re-signatures. A chameleon hash function is a special key ska, a delegator’s private keykg, and the
hash function endowed with a public hash key and a corresponding public key§pka, pks), this algorithm
secret trapdoor key. The function is collision-resistant  outputs a re-signature keska_,g for the proxy to
unless one knows the secret trapdoor key. Knowledge of convert delegatee’s signatures into delegator’s
the public hash key allows one to compute the hash signatures. If the inpuska is mandatory, the scheme
function, while knowledge of the secret trapdoor key is interactive.

In this section, we review some background knowledge
used in this paper, including negligible function, the
discrete logarithm assumption and the formal definition
'bf the proxy re-signature scheme.

Definition 3 (Proxy re-signature scheme).A proxy
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algorithm outputs 1 ifo is a valid signature undegik
and 0 otherwise.

Completenessfor any message in the message space,
the following two conditions must hold:

Ver(pka, m, 0a) = 1 andVer (pks, m, gg) = 1,

whereog = (05", ag").

Remark 1. In a divisible on-line/off-line proxy
re-signature scheme, a signature manifests in two types:
the original signature and the re-signature. An original

Wi tend the definiti ¢ ianat h signature can be computed only by the owner of the
€ extend the definition ot a proxy re-signatureé sc emesigning key, while a re-signature can be computed not
to define a divisible on-line/off-line proxy re-signature

h only by the owner of the signing key, but also by
scheme. L , , collaboration between his proxy and delegatee. Namely,
Definition 4  (Divisible on-line/off-line  proxy

an original signature is one which is only outputted by the
re-signature schemg A divisible on-line/off-line proxy g g youtp y

' n/off algorithmSign.
re-signature ﬁchemEOI;’RS = (KeyGen, ReKey*™",  Remark 2: ReSigr?™ and ReSigr?" can be viewed as
Sllgn, E\e&gr? » ReSigrf", Ver) consists of the following  gyp-algorithms of a complete re-signing algorithm. For
algorithms:

simplicity, we use the notation

—0g < ReSignrka_g, pka, m, ga) is the re-signing
algorithm. On input public parametergp, a
re-signature keyka_,g, a delegatee’s public kegka,
a messagem and a signaturegp, this algorithm
outputs a re-signatures if Verify (pka, m, oa)=1 and
outputsL otherwise.

3 Security model and security notions

—(sk, pk) < KeyGen(1¥) is the key generation (03'", 08" « (ReSigr?", ReSigr")

algorithm. On input a security parametee N, this

algorithm outputs signer's secret/public key pair re-signing process:(og

(SK, pK).
_RS<A~>B <~ ReKeyDn/Off(g(Aa%a pkA7 pkB) is the

re-signature key generation algorithm. On input

to denote such a complete
o &) « ReSigrf (RKa g,
and

(RSKa-B, Pka, M, OA)

Pka, pke)
og" + ReSigr’"(RKas, &, pka, M, 0a).
In the following, we define a security model for

g|0ba| parametergarams, an (optiona_|) de|ega_tee's divisible on-line/off-line proxy re-signature schemes,

private keyska, a delegator’s private keskg, and the
corresponding public key&ka, pks), this algorithm
outputs a re-signature keRSKa g for the proxy to
convert delegatee’s signatures
signatures.

—0 + Sign(sk, m) is the signing algorithm. On input

global parametergparams, a secret keysk and a
messagean, this algorithm outputs a signatuie on
the messagm.
~(05'". ) « ReSig (RKa 5. pka, pks) is the
off-line re-signing algorithm. On
parametergarams, a delegatee’s public kepka, a

delegator’s public keypkg and a re-signature key
RSKa ., this algorithm outputs a (public) off-line
and a (secret) state
information &. The state information is kept secret
and will be transmitted to the execution of the on-line

of f

re-signature token og

re-singing algorithm.

—0g" < ReSigrP"(RSKa ., S, pka, m, 0a)
on-line re-signing algorithm. On
parametersparams, a re-signature keyRKa .g, a
state informatior, a delegatee’s public kegka, a
messagem and a signaturega, this algorithm first
checks thaop is valid w.r.t. pka. It outputs an on-line
re-signature tokewg" if Ver(pka, m, a) =1 and_L
otherwise. The re-signature fom is defined as

o = (03'",08") which is verified under a
delegator’s public keypkg.

—0/1+«+ Ver(pk, m, o) is the verification algorithm. On
input global parameterparams, a public keypk, a
messagem and a purported signaturer, this

is the

input global

input global

which is an extension of the security model for proxy
re-signature schemes presented by Ateniese and
Hohenberger 3], and Shaoet al. [20]. The major

into  delegator’sdifference between two models is that the attacker in the

new model is allowed to adaptively select the query
messages depended on their off-line re-signature tokens.
In the security model of a divisible on-line/off-line proxy
re-signature scheme, the adversary has obtained the
off-line re-signature token of a message before he queries
this message. The adversary is allowed to make
queries to an off-line re-signing oractekeggnorr and an
on-line re-signing oracl@reggnon. We assume that it
makes thei-th on-line re-signature query, thew' has
already made the-th off-line re-signature query. The
security model for divisible on-line/off-line proxy
re-signature schemes contains two aspects: the external
security and the internal security. The details are as
follows.

External Security: This security notion deals with
adversaries outside the system (i.e., neither the proxy nor
the delegation parties). A divisible on-line/off-line pgo
re-signature scheme is said to be external-secure if for the
security parametek, any non-zerm, and all probabilistic
polynomial-time algorithms, the following probability
is negligible:

Pri{(pki, si) + KeyGen(1¥) bic(1, . ny,

Ver(pki«, m", 0*) = 1A (I*, m") ¢ 2]

where Oggn(-,-) is a signing oracle taking as input a
messagen and an index € {1,...,n} to return the output
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of o «Sign(ski, m); the off-line re-signing oracle
Ogesgrott (++) takes as input two distinct indices
i,j € {%4,..,n}, and returns the output of
(0)'". 5) + ReSigr?f(ReKey"°f(sk, sk;, pki, pkj),
pki, pkj); the on-line re-signing oracl@greggnon(-,-,, ")
takes as input two distinct indicesj € {1,....n}, a
messagem and a signatures;, this oracle first retrieves
the state informatio® from the memory, then returns the
output of o —
ReSigrP"(ReKey™/°f(sk;, skj, pki, pkj), &, pki, m, 6i);
and 2 is defined as the set of (index, messages) pairs
(i, m) queried the oracl&ggn(-,-) Or Oresignon(-,-, ,-)-

This security notion only makes sense if the re-signing
key is kept private by the proxy.

Internal Security: This security notion protects a user,
as much as possible, from adversaries inside the system,
such as dishonest proxy and colluding delegation partners.
It can be classified into the following three types:

1Limited Proxy Security: This security notion

guarantees that the proxy cannot sign messages on
behalf of the delegatee or produce signatures for the
delegator unless messages were first signed be the
latter’s delegatees. Limited proxy security is very

similar to external security described above except
that the adversary queries a re-signature key
generation oracl@p,,

oracle (includinggeggnort @aNdOresignon). A divisible

following probability is negligible:

% * Z n':'-g n/o '><> .
(M, 0%) a7 7500 a0 iy (ke Sicqa )

Ver(pkg, m*, 0*) =1Am" ¢ 2]
where{ # 0, Oggn(-,-) is the same as that in external
SeCUrity,Opqgcgqonori (; ) is the same as that in limited

proxy security, and? is the set of messagesqueried

3.Delegator Security: This notion guarantees that the

collusion between the delegatee and the proxy cannot
generate any original signatures on behalf of the
delegator. Namely, we consider a target delegator with
index 0. A divisible on-line/off-line proxy
re-signature scheme is said to be delegator-secure if
for the security parametds, any non-zera, and all
probabilistic polynomial-time algorithmse/, the
following probability is negligible:

Pf[{(pku §(|) — KeyGen(lk)}ie{op__m}7
Ver (pko, m", 0'*) Am* & 9]

wherec™ is an original signaturéfggn(-, ) is the same
as thatin external seCuritfq g on/ors (-, -) is the same
as that in limited proxy security, an@;, is the set of
messagem queried to0ggn(0, m).

govort nstead of the re-signing - ;.0 e delegatee and the delegator mutually delegate in
a bidirectional scheme, the properties of delegatee sgcuri

on-line/off-line proxy re-signature scheme is said t0 5n delegator security do not apply. We give the following
be limited-proxy-secure if for the security parameter secyrity notions.

k, any non-zero n, and all probabilistic pefinition 5. A bidirectional divisible on-line/off-line
polynomial-time algorithms 7, the following  proxy re-signature scheme is secure if it is external-secur
probability is negligible: and limited-proxy-secure.

Definition 6. A unidirectional divisible on-line/off-line
Pr[{(pki,ski)<—KeyGen(1k)}iE{1‘,___‘n}, proxy re-signature scheme is secure if it s

external-secure, limited-proxy-secure, delegateersecu

----- and delegator-secure.

Ver(pki=, m*, 0*) = 1A (i", m") ¢ 2]

where Oggn(-,) is the same as that in external 4 A divisible on-line/off-line proxy
security; the re-signature key generation oraclere-signature scheme

Opexepvort (i, J) takes as input two distinct indices

In this section, we present a generic divisible
on-line/off-line proxy re-signature scheme, and we show
how the existing proxy re-signature scheme can be used
in performing the computation of the off-line re-signature
token. The proposed scheme is proven secure without
random oracles. We assume that the message spége is

2Delegatee Security: This notion  protects the Note that using a collision-resistant hash function
delegatee from a collusion between the delegator angl, . {0,1}* — Zq, one can extend the message domain to
the proxy. Delegatee security guarantees that theigo 1}2_ a

collusion cannot generate any signatures on behalf o

the delegatee. Namely, the delegatee is assigned the

index 0. A divisible on-line/off-line proxy 4.1 Construction

re-signature scheme is said to be delegatee-secure if

for the security parametds; any non-zerm, and all  Let PRS=(KeyGen, ReKey, Sign, ReSign Verify) be a
probabilistic polynomial-time algorithmse?, the  proxy re-signature scheme. The resulting divisible

i,j € {1,..,n} and returns the output of
RSKi_,j « ReKey*™off (s, kj, pki, pkj); and 2 is
the set including any message corresponding to
which &7 has queriediggn(o, m) for o =i* or anyo
wherelpey o onjori (-, ©) has been queried.
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on-line/off-line proxy re-signature scheme is defined as —If o is a re-signatureo = (0y, 01, 02, 03, O4)
DOPRS = (KeyGen, ReKey’"/f Sign ReSigrff, underpk, it checks that
ReSigrP”, Ver), where Verify (pk, gm' |,]f2|,]037 Ul) ; 1 and
—KeyGen: Choose two primeg, g such thatg|p —1, Verify (g, M, 0z) 21,
where p's length depends on the security parameter If the above two equations both hold, it outputs 1;
k € N. Pick an elemeng of orderq in Z}. Let G be otherwise, it outputs 0.

the subgroup ofZ; generated byg. Run the key ) / - .
generation algorithnKeyGen of the original proxy Correctne/ss. Let g, be an original signature on a
re-signature schemePRS to generate signers Mmessagen corresponding to a delegatee’s public ke
secret/public key paifsk, pk). Letcp be the set of the and gs be a re-signature olCom = g™hjh3 under a
public parameters oPRS. The proxy chooses at delegators public keypks. Let g5 = (03", og") =
randomy, z € Zg, and computeb; = ¢¥, h, = g* and (0.0, OB.1, 0.2, OB.3, Og4) = (PKa, OB, r s/,a,’\) be a

Y =y *(mod q). The set of the public parameters is re_signature on the same message under pkg. The

params:={cp, p, g, g, hy, ho}. proposed scheme has the correctness due to the following
—ReKey°f : On input an (optional) delegatee’s equations.

private keyska, a delegator’s private keskg, and the / / / / P

corresponding public key&pka, pkg), the proxy first 9" hy>*hs®* =g™ (g¥)" (gF)° = g™ " =

runs the re-signature key generation algoritReKey o mAy(S-m)Y4zS _ m 4 (t-m)yYizs
of PRS with (ska,sks, pka, pks) to obtain a -9 -9
re-signature keyrka_,g for PRS The proxy then = gM tMETYH(S=s)zmmzs _ MYz Com
retains RKa g = (rka—s, ¥,z Y) as its own local .
re-signature key fobDOPRS Verify (pkg, g™ hi®?h®*, 0g 1)
—Sign: On input a secret signing kesk and a message — Verify (pka, Com, GB) -1

m, it runs the signing algorithriign of PRSwith sk . / , r
to obtain a signature=Sign(sk, m ). Verify (0,0, M, Og.4) = Verify (pka, m, 0p) =1
—ReSigr?™ : In order to generate an off-line re-signature Remark 3: Sign, ReSigr?, ReSigr’" and Ver are
tokenag' ", this algorithm runs as follows: performed per message. . _
1.The proxy chooses at randamr, s d ¢ 7* and Remark 4: To reduce the computation cost of the on-line
send<Com — g™hihStoa delegatée’. a9 re-signing algorithm, we move the validity of the original

2.The delegatee runs the algoriti®ign of PRSwith signatureo,; to the verification algorithnver. As a result,
Ska to compute a signatui@, on the messageom, 0,; is attached as part of the on-line re-signature token. To

and sendg to the proxy. save the on-line ban?yvidth, the transmission of the whole
3.The proxy checka/erify (pka, Com, ga) 29§ re-signaturegg = (gg ', 0g") is broken into two stages.

the equation holds, the proxy runs the re-signing-”/‘e/on'/IIne re-S|gnaturef tokesg" = (0B 2, OB 3, Op4) =

algorithmReSignof PRSwith (rka_g, Com, oa) (r,s,o,) onamessag® is transmitted to the recipient at

to obtain a re-signatures on Com. the end of the on-line phase, while the off-line re-signatur

4.The proxy computes = m+ry+ (s—s)z(mod tokenogff = (08,0, 0B.1) = (PKa, OB) is transmitted in the

q), and stores the state informatifin= 7. The off-  off-line phase.

line re-signature tokeaé’” = (pka, OB). Remgrk _5:.|f th_e underlying proxy re-signature scheme
—ReSigr?" : On input a re-signature keRKna .z, a PRSIs bidirectional, the re-signature keyAﬁB can be

delegatee’s public keypks, a messagan and a used to transform delegatee’s signatures into delegator’s

signature a,;, the proxy first retrieves the state or vice versa. If the underlying schem@RS is

informationS from the memory, and then computes unldlrectlo’nal', rkasg can be usz?d to transform
/ / . . delegatee’s signatures into delegator’s, but not viceavers
r = (3 —m)Y(mod q). The on-line re-signature

v o LA ) Moreover,(y, z, Y) are three secret trapdoor keys of the
token onm is 0g" = (1, 5,0,). The re-signature for - chameleon hash functiog™hS. Hence, the proposed
m is gven by oz = (o5, 08") = divisible on-line/off-line  proxy re-signature scheme
—Ver : Given a public keypk, a messagen and a (resp. utnl |rech|ona)s| SO 1S 1IS underlying  proxy

purported signatureg, the verification algorithm re-signature schenieR

performs as follows:

—If o is an original signature undgik, it runs the .
verification algorithmverify of PRSto check that 4.2 Security

Verify (pk, m, o) 2 1. If this equation holds, it The following theorem shows that the security of the
outputs 1; otherwise, it outputs 0. proposed divisible on-line/off-line proxy re-signature
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scheme is reduced to the security of its underlying proxychallenger ofPRS, the challenger returns the resulting
re-signature scheme together with computationalpublic key or secret/public key pair t&; % then sends it
infeasibility of the discrete logarithm assumption. In to <.

essence, two schemes hold the same security propertieQueries: 4 builds the following oracles:

For example, if an underlying bidirectional proxy
re-signature ~ scheme is  external-secure  and
limited-proxy-secure, the resulting divisible
on-line/off-line proxy re-signature scheme is also
external-secure and limited-proxy-secure.

Theorem 1Assuming that PRS=(KeyGen, ReKey, Sign,
ReSign Verify) is a secure proxy re-signature scheme
and the discrete logarithm assumption holds, our divisible
on-ling/off-line proxy re-signature scheme DOPRS =
(KeyGen, ReKey?"/°ff Sign, ReSigrf™, ReSigr", Ver)
isalso secure.

—Re-signature key generation ora(f;fgempn/off : When
</ issues a re-signature key generation query which
consists of two public keygpki, pkj), # submits the
query (pki, pkj) to the re-signature key generation
oracle of PRSto obtain a corresponding re-signature
key rki_j, and thenZ returns a re-signature key
RS<I—>] = (rk|—>] ) ya Z7 Z_l) to ’Q{

-Signature oracl&gg,: When.e7 issues a signing query
which consists of a public kepk; and a messagef,

% submits the querypki, m ) to the signing oracle of
PRSto obtain a corresponding signatureand sends
oto..

—Off-line re-signature oraclefgeggpii: ON input
(pki, pkj), # first choosesm,r;, S,S’ € Zy and
computes Comy = g™hihj. % then queries the
signing oracle oPRSto get a signaturea; on Comy
under the public keyk;. Furthermore# queries the
re-signing oracle of PRS providing
(pki, pkj, Comy, 0a;) as input and obtains a resulting

re-signature og;. Finally, # returns an off-line

re-signature tokelurjOff = (pki, o) to &7 and stores

Proof. We prove this theorem by contradiction. Assume
that there exists an adversary/ that breaks the
unforgeability of our schemBOPRS and we show how
to exploit it to break either the unforgeability of the
underlying proxy re-signature sche&Sor the discrete
logarithm assumption. In other words, we can construct
an efficient algorithm# that, using< as a black box,
succeeds in above mentioned tasks.

Without loss of generality, we assume that makes
s Signature queriesjyf ¢ off-line re-signature queries and
Oon OnN-line re-signature queries on messages

{MYici1 g}, Where Gon < Gott and gon < Gs. Let
{(010:011:11:5:04)  tie(1. o} D€ Gon full

re-signatures returned by the re-signing oracle (inclydin

the off-line and on-line re-signing oracles). Finally,
outputs a valid forgeryo* on a new messager with

the secret state informatigm, r;, s, s{).

—On-line re-signature oracledreggnen: On input

(pkj, pki, m, a;), B outputs L if
Ver(pki,m, o) = 0. Otherwise, % computes
n=ri+(m+z —m—z)y ‘(mod qg), and then

probability . If o* is an original signature, thea* is returns an on-line re-signature token
also a valid forgery of the underlying proxy re-signature oon = (r.s.d). It can be verfied that
schemePRS Hence, for simplicity, we assume that _ RN lid sianat h
o*=(ay, 0}, r*, s, 0;) is a re-signature. Notice that, any (Pki, 0B, 1, §, 0,) is a ‘valld sighature on the
valid forgery must be one of the following types: messagen; under the public keyk;.

Forgery: The simulated oracles are perfectly
indistinguishable from the real ones fof. At the end,o/
outputs a valid forgeryo*=(og, o;,r*,s*,0;) on a
messagem* satisfying the condition in Case 1. This

Case 1g™h'h # g”ﬁlhg r,@ foralli € {1, don}.
Case 2:g"h,'h$ = g™hih] for somei e {1,---,qon}

andr* # ;. o means thatm* was never queried by# to the signing
Case 3:g"hi'h§ = gr'q/ hT h§ for somei € {1, ,Gon}, oracle and the re-—signing oracle BRS Butjn Ehis case,
P — ri/ ands® # 5] % has forged a signaturg; on a messagg™ hi h$ with

respect to the underlying proxy re-signature sch&R&.
Thus, % succeeds in breaking the unforgeability of the
the underlying proxy re-signature scheme.
[CASE 2.]

If the second case holds, we build an algoritirthat
breaks the discrete logarithm assumption. To doZas

If the first case holds, we build an algorith# against
the unforgeability oPRSwith probability at least /3. %
is given the setp of the public parameters &¥RS. His
goal is to use the forgery produced by the adversdrio
contradict the existential unforgeability BRS. % works
as follows: given a coupldg, h) € G. His goal is to use the forgery
Setup: # chooses two random numbetz from Zy, and  produced by« to compute the discrete lodjgh of h in
computesh; = ¢¥, h, = g% The public key of the target baseg. 2 works as follows:
delegatee is defined gsks and the public key of the Setup:# first chooses two random elemewts € Zp, and
target delegator is defined apks. Then, 4 sends setsh; = h, hy = g% The other public parameters are same
{cp, p, 0, 9, Pka, Pks, h1, ho} to «/. When «7 issues a as those in the first case. Note tlyatiffers fromy. Then,
key generation queryZ first forward this query to the % sends{cp, p, 9, 9, pka, pks, h1, hp} to <.
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Table 1 Comparison of computational complexity among proxy

Queries: Z builds the following oracles: re-signature schemes

Schemes Subtractions  Multiplications  Exponentiations irifgs

—ﬁggn_is the same as that in the first case. S 0 0 1 P

—Re-signature key generation oraﬁ’geKe}pn/off : When Suni 0 1 3 2

. . A . 0 0 2 3

</ issues a re-signature key generation query which CPS,mERS 0 3 > >

consists of two public keygpk;, pkj), % submits the LV —PRS 0 2 6 3

1 1 0 0

query (pki, pkj) to the re-signature key generation _OurPOPRS
oracle of PRSto obtain a corresponding re-signature
key rki—j, and thenZ returns a re-signature key
RXKiLj = (rki»j, ¥, z, Z_l) to 7.
—Off-line re-signature oraclefp.gqprt: On input
(pki, pkj), £ first choosesm,ri,s € Ly, sets

i = (5 + (m—m)zYmod g), and computes o :
?Zomig"‘h&hjz%t%en)cgueriesqzhe signing orgcle of \{ei(pk.,m,q) N _01' Otherwise, % computes
PRSto get a signatureaj on Com; under the public Ti - i+ (m_ —m)y “(mod g), a/nd/ th?n returns an
key pki. FurthermoreZ queries the re-signing oracle on-line re-signature tokeo = (r;, 5, 0; ).

of PRS providing (pki, pkj, Comy, 0aj) @s inputand  porgery:  If o7 outputs a valid  forgery
obtains a resulting re-signaturep,;. Finally, % o*=(0§, 0}, 1", ', 0;) on a messagen satisfying the
returns an off-line re-signature token R . o [
o°"" = (pk, 0g;) to <7 and stores the secret state condition in Case 3, they™hi'h3' = g"h/h; and

injformation(m,ri,s,s{). st #£ S’ for somei hold. % then can easily get the discrete

-On-line re-signature oracledpeggnn: On input  10g digh = (M —m*) + (r; —r*)y)(s* —s ) 1(mod q).
(pkj, pki, m" O-i,)! B outputs n if Therefore, % succeeds in breaking the received discrete

. logarithm challenge.
Ver(pki, m, g, ) = 0. Otherwise, 2 computes; = r;, g d
and then returns an on-line re-signature token

—On-line re-signature oracledreggnon: OnN input
(pkj, pki, My, ), B outputs L if

ajO“ = (rg,q:,ai:). It can be verified that 4.3 Comparison
(pki, ogj, r;,5,0;) is a valid signature on the
messagm’ under the public keyk;. We compare our divisible on-line/off-line proxy

re-signature scheme with some known proxy re-signature
Forgery: From </’s view, the simulated oracles are schemes. We mainly analyze bit complexity of all
indistinguishable from the real ones.df outputs a valid  schemes required by a proxy in computing a re-signature
forgery o*=(og, 0f,r",s",0;) on a messagem*  when a message to be re-signed arrives, and show the
satisfying ~ the = condition in Case 2, then results in Table 1. However, schem&; and Sy
g RS = gr'q/ hihd andr ” r! for somei hold. 2 can presented by Ateniese and Hohenber@grg§chemeS
check 1o find thisi and obtain the discrete log Ero([:)(r)]sed b;:jSPhhaﬁal. [12]a Sc?lemiilp —FI?ISSSproposte((zlj
digh= (M —m')+ (S —)2)(r" —r})"}(mod q). Thus, Y Chow and Phartf3, and scheméV — PRSpresente

) ; .. by Libert and Vergnaud1/4] are not considered to be
2 can successfully solve the received discrete loga”thmon-line/off-line proxy re-signature schemes because no
instance.

re-computation is performed. To achieve the same
[CASE 3] b putation 1S p eV

. ) security level, we can set the modular parametén all
If the third case holds, we construct an algoritt¥h  g.hemes to be the same size.

that breaks the discrete logarithm assumption. To do SO,  Erom Table 1. we can see that the proxy performs one

. . 2 3 -
% is given a coupldg, h) € G°. #'s goal is to compute  qqyjar subtraction and one modular multiplication when
the discrete logllgh of hin baseg. We focus on describing computing a re-signature in our scheme. This is very

the differences with the second case. efficient and comparable to the other schemes, since
Setup: # chooses two random elememt& Zg){ andsets  modular subtraction and modular multiplication are
hy =g, hy = h. Thus, knowsy and a valugthat differs  pegligible when compared with exponentiation and
from Z _ _ pairing. Our scheme makes a tradeoff by incurring a large
Queries: # builds the following oracles: cost in the off-line phase to obtain a quick on-line phase.

—Orexeyn/ott @NdOggn are identical to those in Case 2,

by just switching the roles afandy.
—Off-line re-signature oraclefp.gqprt: ON input

(pki, Pkj), 2 choosesn, I, s €r Zj, setss =s,and  We introduce a notion called divisible on-line/off-line
computeCom; = g™ hT h;. The rest of the oracle is proxy re-signatures, in which the off-line re-signature
done exactly as in Case 2. tokens can be sent to the recipient before the messages to

5 Conclusion
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