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Abstract: In this paper, we present a security analysis of two autbatibin protocolSIDRFIDandDIDRFID, proposed for low-cost
RFID systems. These protocols are considered to emplag-ligintweight functions and are very efficient. However, degnonstrate
design flaws that result in full secret disclosure in bothtqeols. These disclosure attacks undermine the securibptbf protocols.
Further analysis highlights additional attacks includirageability and reader impersonation.
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1 Introduction authenticating the reader, the tag sends its unique secret
identity IDT. Both K and IDT are updated in each
authentication round, therefore, this protocol is called
Ultra-lightweight RFID Protocol with Dynamic ldentity
(DIDRFID). Both protocols claim to provide mutual
authentication and implement very efficient and

These are likely to replace bar-codes since RFID tags dgXremely lightweight functions. We discuss these

not require a line of sight in order to be scanned.Protocolsingreaterdepthin Sectian

However, there are many privacy and security concerns

with low-cost RFID systemsl]. The main limiting factor

in low-cost RFID tags relates to resource constraints. Avoine etal. fi] have carried out a security analysis of

Since the cost has to be kept low, these tags cannot afforloth protocols. They observe that using a single master

a state-of-the-art CPU, large memory or support largekey in SIDRFID is a single point of failure if

bandwidth. Generally, low-cost RFID tags consist of acompromised. However, they do not elaborate on any

few thousand gates, a simple Arithmetic and Logic Unit specific technique to recover the master key. We show in

(ALU) performing simple operations, and no power this paper how to recover this single master key and break

source. the entireSIDRFID system. Further, Avoine et al4]
Authentication schemes in RFID systems arehighlight an attack on the secret key usedDDRFID.

classified into four classes based on cost, available'his attack involves eavesdropping two rounds of

resources and applicationg] [ Low-cost RFID systems authentication session aid possible guesses (whete

are covered by the ultra-lightweight class. 18],[two S the length of key). We demonstrate a passive full

u|tra_||ghtwe|ght authentication protoco]s are proposed disclosure attaCk that determines the correct key after

In one of the protocols, the tag and reader do not shar&avesdropping approximatelyrii. rounds.

any secrets and use their respective identities as shared

secrets. These identities are, therefore, not transmiitted

the clear. Moreover, these identities do not update and are  Our security analysis is explained in detail in

static. This protocol is called Ultra-lightweight RFID Section3 and Sectiord respectively. We also describe

Protocol with Static Identity(SIDRFID). In the other further attacks on these protocols including one where an

protocol, the tag and reader share a secretkkefter attacker successfully traces a tag.

Radio Frequency Identification (RFID) systems are
becoming pervasive in large scale identification
applications 1]. The most widely deployed are low-cost
RFID systemsZ], where tags normally cost a few cents.
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Table 1: Notation

Notation Description

IDT Tag's static identity.

DIDT; Tag’s dynamic identity used ii¥ authentication round.

IDR Reader’s static identity.

Kj Secret key shared between the tag and readeritn
authentication round.

Ri Random number generated by readerifh authentication
round.

@ Bitwise X ORoperation.

\Y% Bitwise OR operation.

A Bitwise AND operation.

A—B:M A sends td, messagl.

X A 96-bit string asxgs---Xg, wherexg and xg5 are the least
significant and most significant bits respectively.

HW(X) Hamming weight of bit string<.

Rot(X,Y) Left rotation of argumenX by HW(Y) bits.

2 Two Ultra-lightweight Authentication —Tag computes:

Protocols R —S @ IDR

R =IDT & Rot(R;, IDR),

In this section, we summarize the two ultra-lightweight Q —Rot(IDT,IDT) & Rot(R, R).

authentication protocols suggested for use in low-cost
RFID systems proposed iB][ These protocols belong to

the ultra-lightweight class designed for low-cost RFID
tags and claim to provide mutual authentication.
Additionally, these protocols claim to resist attacks
including traceability, replay, de-synchronization and

-Tag— Reader. (R, Q)

—Step 3.
—Reader computes:

impersonation. Imp'ortanFIy, the.computati.on cost is kept IDT =R @ Rot(R;, IDR),
low by incorporating lightweight functions. In the ,
proposed protocols, the pseudo-random number generator Q; =Rot(IDT,IDT) & Rot(R;,R)).
is only installed in the reader. The low-cost tag only )
performs simple bit-wise operation¥ QRAND,OR) and —Reader authenticates tag as follows:
left rotation of bitsRot(A, B). if @ = Qi then
Tag is authenticated.
else
2.1 Protocol with Static Identity (SIDRFID) endF;frOtocm 's abandoned.
The protocol assumes that tag and reader each have —Step 4.
identities IDT and IDR, respectively, which are secret —In case of successful tag authentication, the reader
values shared by each entity (it is assumed that tag and computes:
reader have these pre-installed prior to activation of the
scheme). Thé!" round of authentication is as shown in Z; =Rot(IDT,IDR&R)
Figurel and consists of the following steps: @ Rot(IDR,IDT & R)).
—Step 1. —Reader— Tag: Z;
—Reader generatés.
—Reader computes: —Step 5.
—Tag computes:
S =R ®IDR. )
Z; =Rot(IDT,IDR®R)
—Reader— Tag: § ®ROt(IDR,IDT ®R).
—Step 2. —Tag authenticates reader as follows:
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if Z = Z then Tag is authenticated.
Reader is authenticated. else

else Protocol is abandoned.
Protocol is abandoned. end if

end if

—Key Updating Step. After successful mutual
authentication, tag and reader update their values:
—Tag and Reader compute:
2.2 Protocol with Dynamic Identity (DIDRFID)
DIDTi ;1 =Rot(R,,R VK;)
The protocol assumes that tag and reader share a secret @ Rot(Ki,R AK),
key KS (it is assumed that tag and reader have this pre- Ki.1 —ROR, R AK)
installed prior to activation of the scheme). TiHeround +1= ’ !
of authentication is as shown in FiguPeand consists of ®Rot(Ki,R VKi).

the following steps:
-Tag and Reader both keegDIDT;,K;) and

e DIDTi1,K; in their memory.
—Tag— Reader. DIDT; (DIDTi1,Kit1) y

—Step 2.
—Reader usesDIDT; as index to extract the
corresponding secret ké§ from the database.

3 Security Analysis of SIDRFID

—Reader generates a random nuniRer In this section, we carry out a security analysis of
—Reader computes: SIDRFID [3]. Avoine et al. f] have suggested that
SIDRFID is a weak protocol because it uses a single
A =K &R, master key which in many situations is considered
B =Rot(K;, Ki) & Rot(R,, R)). unqcce_ptable. However, there may be applications, such
as issuing temporary RFID tags for access control to a
—Reader— Tag: (A;,B)) team visiting an organization, where use of a single
master key may be justified. In such scenarios, we do not
—Step 3. need to generate new keys on every access attempt and
—Tag computes: thus avoid the need for secure distribution of these secret
keys to each tag. Nonetheless we show that, even in
R =A @ K, situations where a fixed master key is justified, the secret

entities can be easily recovered thus demonstrating that

Bi =Rot(K;, Ki) ® Rot(R, Ri). SIDRFIDis a very weak protocol.

—Tag authenticates reader as follows:

'f Bheféé?iesnauthemicated_ 3.1 Passive Hamming Weight Disclosure
else (PHWD) Attack
Protocol is abandoned.
end if We first present a passive attack which reveals H¥R).
We make the realistic assumption that the channel
—Step 4. between the tag and reader is wireless and insecure. The
-In case of successful reader authentication, the tagittacker simply needs to eavesdrop any two rounds of
computes: authentication. Moreover, the resources available to the
attacker are also limited so it cannot perform heavy
G =Rot(K;,R) ® Rot(R;, K;). computations (a realistic assumption in lightweight

cryptography). The attack executes as follows:

-Tag— Reader. G
g —Step 1. Attacker eavesdrops two legitimate

—Step 5. authentication rounds to obta8h, P, and$,, P,.

—Reader computes:
—Step 2.The attacker computes:

C =Rot(K;,R)) @ Rot(R;, K; ).

A=59S,
—Reader authenticates tag as follows: =(Ri®IDR) @ (R, IDR), (1)
if C/ =G then =R; ®Ry.
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Reader Tag

S=R®IDR

P = IDT & Rot(R, IDR), Q; = Rot(IDT,IDT) & Rot(R;, R)

Z =Rot(IDT,IDR®R) ® Rot(IDR,IDT ®R))

Fig. 1: Protocol with Static Identity SIDRFID.

Reader Tag

DIDT

A =K ®R, B = Rot(K;,K;) ® Rot(R,,R))

Ci = Rot(Ki,R) ® Rot(R;,Kj)

Fig. 2: Protocol with Dynamic Identity DIDRFID.

This value is much higher than—2, which is the

B=P,oP, probability of brute force attack success against dbit
=(IDT @ Rot(Ry, IDR)) value. If we assume th&DR is similar to those assigned
& (IDT & Rot(Ry, IDR)), @) as EPC values (96-bitsh]), IDR consists of only 36

random bits (which we denot®R*) and the remaining
=Rot(Ry,IDR) & Rot(Ry, IDR), 60 bits are publicly known (these determine the header,
=Rot(R; & Ry, IDR). manufacturer and type of item details). This further raises
the correctness probability of a guess to:
From (@) and @), we get:
1
_ =
B =Rot(A,IDR). 3) (HWSgR*))

SinceA andB are known from {) and @), HW(IDR)

; ) which is substantially fewer trials to conduct.
can easily be obtained frors)( y

After disclosing HW(DR), an attacker can carry out a
selective brute force attack to find the exact value, where3.2 Full Disclosure Active (FDA) Attack
each value has correctness probability (considekiras

the length of bit strindDR): We now present a Full Disclosure Activ€DA) attack

againstSIDRFID. We assume that either the attacker is in
p= possession of the tag or there is no restriction on
L . . . . .
(HW“DRQ accessing the tag. This attack involves eavesdropping one
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round of legitimate communication and 95 chosen public

—Step 6.R; is same a&; except that the least two bits

messages sent to the tag (considering the length of are flipped asr, and r;, as discussed before for

variables to be 96 as in the EPC standd@{j. [The FDA
attack is explained as follows:

—Step 1. The attacker eavesdrops a legitimate
authentication round and recor&®,P;,Q: and Z;
(described in Section2.1), where the labels of
individuals bits in each of these strings is as for string
X in Tablel.

—Step 2.The attacker impersonates a legitimate reader
and sendsS;, which is a manipulated version &

with the two least significant bits flipped asands,
(the subscript ofS represents the round number and
subscript ofs represents the bit position).

—Step 3.Tag computef; as follows:

R, =S ® IDR. (4)

SincelIDR is fixed, R, is the same aR; except that
the least significant two bits are flippedmgsandr; as
follows:

Ry =rgsloalg3---rarilo,

Ro =rgsroaros: - fzf/lfé), 5)
M =R PRy,
=00---011

Tag now computeB, andQ, where,

P, =IDT & Rot(Ry, IDR),
Q2 =Rot(IDT,IDT) & Rot(Ry, Ry).

and sends them to the attacker.

—Step 4. After receiving P, and Q,, the attacker
computes:

N=P &P,
=(IDT @ Rot(Ry,IDR))

@ (IDT @ Rot(R,, IDR)),
=Rot(Ry,IDR) & Rot(Ry, IDR),
=Rot(R; ® Ry, IDR),
=Rot(M, IDR).

SinceN andM are known in ¢), HW(IDR) can be
calculated.

(6)

—Step 5.The attacker now computes:

T=Q:8Q,
=(Rot(IDT,IDT) ® Rot(Ry,Ry))
@ (Rot(IDT,IDT) & Rot(Ry, Ry)),
=Rot(R1,R;) ® Rot(Ry, Ry).

(7)

deriving 6). The two least significant bits d?;, will
either be the same or different with probability one
half. The attacker thus analyzeg @ccording to two
conditions as follows:
1.Case 1.The two flipped bits ofR; are different,
which results in:

HW(R;) =HW(Ry).
This simplifies ) as follows:

W =Rot(R; ® Rz, Ry ),

—Rot(M,Ry). ®

Since M is a string of all 0’s except for two
consecutive 1's in the least significant positions
(as described fors)), W will also consist of all 0's
except for two 1's at two consecutive positions in
the string. The position of the first 1 starting with
the least significant bit as zero determines
HW(Ry). The attacker marks the least significant
bit of R, asx and the next bit az (in this case the
first two LSBs are inverses of each other).

2. Case 2.The two flipped bits ofR; are the same
which results in either:

HW(R;) =HW(R) + 2,

or
HW(Ry) =HW(Rp) — 2.

Since HWR;) # HW(Ry), this does not
simplify (7). In this case the strin@ will be a
random string of 0's and 1's without any pattern.
The attacker marks the least significant bitRaf
asx and the next bit a%, since both bits are either
Oorl.

—Step 7.The attacker continues sending the next chosen

plaintextS; by flipping (sp,s2). The resultant strind@
in this case will reveal whethep is the same as.

if ro =rgthen
=X
else
)= X/
end if

In general, the attacker continues sending chosen
plaintexts by flipping two bits €,s) where
k= 1---95 as shown in Figur8. For thek" round of
authentication, the string in (7) reveals two bits of
Ry, (ro, k), to be either the same or otherwise.

—Step 8.At the end of this attacky; is represented as a

string of x andx with known HWR,) from (8). The
attacker now replacess with 1's andxs with 0's, or
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vice versa according to HVRY). 4 Security Analysis of DIDRFID

—Step 9. The only non-trivial value will be when In this section, we carry out a security analysis of
HW(R;) = 48. In this casex can either be a 1 or a 0, DIDRFID [3]. Avoine et al. f] presented a key guessing
thus, R, has two possible values. In this case, theattack against DIDRFID. This attack requires
attacker uses the eavesdropped legitimate round oeavesdroppmg two authentication session and a total of
Step 1 and checks which of the two possible values ofL? possible guesses, whekeis the length of the secret

R; satisfies the values of the public messa§e®; key. Whilst this is a serious attack, we present another
andQ;. variant of full disclosure attack which uniquely

determines the key. This further demonstrates that
—Step 10.0nce we get the value d%;, we can easily DIDRFID is a very weak protocol.
determineIDR and IDT from any of the public
messages. It now becomes very easy to launch
multiple attacks on a tag including tag cloning, tag 4.1 Passive Weight Disclosure (PWD) Attack

tracking and inventoryindll.
We assume that the channel between the tag and reader

is wireless and insecure. This attack first obtains KYV(
which we will then show allows us to uniquely determine
the correct secre.

The details of this protocol are given in Sect2and
our attack, which extracts the secret keyis as follows:

3.3 Other Attacks

We have just shown a full disclosure attack which
completely disrupts the authentication process
SIDRFID. We now highlight further weaknesses in the
design of this protocol which can be exploited to launch
multiple attacks.

—Traceability Attack. We assume that a low-cost

in

RFID tag is unable to keep track of the current status
in an authentication round. It thus replies to every
query sent by a compatible reader. $hDRFID, the
public messaged® and Q are different in every
authentication round because of the different random
Rs generated by the reader. The attacker thus
eavesdrops one round of authentication and keeps on
sending the sams, thus forcing the tag to calculate
similar public messages. This will facilitate tracking
of a particular tag.

—Reader Impersonation.The order of authentication
is important in RFID authentication protocols and can
counter several active attacks. The reader should be
authenticated first so the tag may transmit its secret
information only to a legitimate reader. The wrong
order of authentication leads to a reader
impersonation attack. An attacker can eavesdrop a
legitimate authentication round. The attacker can then
impersonate a legitimate reader and replay the
eavesdropped response as legitimate and get itself
authenticated. This attack is possible because secret
values are not updated in each fresh round of
authentication.

—lIdentification of Reader. SIDRFID does not specify
how the tag determines whidiDR is to be used to
generate the public values. Therefore, a further
limitation of this protocol is that it can only be
implemented in scenarios where there is only one
particular reader (or many readers with the sapie
value).

—Step 1. Attacker scans the communication channel
until he observes that the messdgein (9) sent by
reader to tag (forward channel) is equal to the
messageC; in (10) sent by tag to reader (backward
channel).

Bi =Rot(K;,K;) ® Rot(R;,R), 9)
C =Rot(K;,R) ® Rot(R,,K;). (20)

Itis evident from 0) and (L0) thatB; = C; when:
HW(Ki) =HW(R)). (11)

—Step 2.The probabilityP of meeting the condition
in (11) for two randonL bits values is as follows:

(12)

I
M-
N

R

—Step 3.0nce the condition inl(1) is satisfied, attacker
re-writes @) and (L0) as follows:

Bi =Rot(K; & R, Ki), (13)
Ci =Rot(Ki ® R, K). (14)

—Step 4.Since messag is:
A =K &R. (15)

as described in SectioB.2, (13) and (4) can be
written as:

Bi =G = Rot(A;,Ki). (16)

Since A,B; and C; are known, HWK;) can be
computed from 16) and thus HWR)) from (11).
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S1= |Ses |Sos |So3s |Sop | Sou | Seg | Sgo

S2= | S5 |Sos |So3 | Sgp | Soy | Sgo | Sgo

3= | S5 |Sos |So3 |Sgp | Sor | Sen | Smg

'
Soq= | Sos |Ses |Ses |So2 | Sou | Seo | Sgo

f
So5= | Sos |59 |Ses | Sop | Sou | Seo | S

'
S96= | S9s |Sos | Sozs | Sz | Sox | Sog | Sao

S¢ |8 |8 |85 |s |8 |S

Se |8 |ss |ss |85 |8: |s%

B B
Se [Ss |Ss |s3 [8h |s: |Sa

Se |Ss [Ss |ss |8 |s: |sh

Se |Ss |5 |ss |85 |s |8%

Se |Ss [S: |55 |Ss |85 |®%

Fig. 3: Full Disclosure Attack.

—Step 5.Since messagh; and HW(;,R) are known,
attacker useslf) to infer the following information:

HW(A) =HW(R) +HW(Ki) -2j.  (17)

where | determines the number of 1's
overlapping withR; at the same bit positions.

in;

—Step 6.Attacker determineg$ using (L7) to infer the
following information:

HW(R VKi) =HW(A)) + j, (18)

HW(R AKi) =]. (19)

—Step 7.We nowX ORthe update equations as given in
Section2.2as follows:

DIDTi;+1® Kit1 =Rot(R @ Ki, R VK;)
@ Rot(R @ Ki,R AK),
=Rot(A, R AK;)
@ Rot(A,R VK;).

(20)

SinceDIDj,1, A are public values and we us&gj
and (19) to deduce the correé 1.

4.2 Comparison between Our Attack and
Avoine’s Attack

The complexity of revealing the secrét for both
attacks depends on the number of bits of setéfthe
number of operations in Avoine’s attack corresponds
to the number of guesses before revealing the correct
K. Avoine’s attack thus requires a total bf guesses
and eavesdropping of two rounds d@IDRFID
authentication sessions.

Our attack requires a small number of rounds to be
eavesdropped, but once this is done there is no further
"guesswork” required since the ke is then
revealed. The number of rounds are approximated as
VL.

From (12), the approximate number of eavesdropped
rounds corresponds %) in other words:

L (2L)2
PN

Puttingm=n= p =L in Vandermondes convolution
formula (also called ChuVandermonde formula) sge [
7] we see that:

(21)

(22)
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Table 2: Comparison between Our Attack and Avoine Attack.

rounds but performs no further computation in order to

Type No of Rounds| ~ No of Guesses disclose the secret key. We conclude that B®tBRFID
of to be before andDIDRFID are both extremely weak protocols.
Attack Eavesdropped Revealing Secret Key
Avoine Attack 2 L2
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