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Abstract: In this paper, a novel and efficent password based group key exchange protocol with secret sharing is proposed. Secret
sharing technology is usually used to control the privileges of the authorized users to improve the robustness of the system in past years.
The results are applied into designing the key exchange protocol directly, which clarify the proposed scheme. The security analysis
shows the proposed scheme can provide the confidentiality and authentication, while being competitively efficent in comparison with
other works in the literature.
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1. Introduction and replaced, each patrticipator can detect it and drop this
session key.
To communicate over an open channel secretly, all the par- The first practical key exchange protocol owe to Diffie
ticipants need to share a same knowledge to differ from theand Hellman [1]. They divide the traditional encryption
outsiders, such as common session key and other secretey into two kinds, public key and private key. The pub-
If the number of participants is fixed and very small, eachlic key can be transmitted openly; user only needs to keep
one can encrypt the useful messages once in a differerttis private key as a secret. To achieve this aim, Diffie and
secret and send it in an offline manner. Although the effi-Hellman introduced the discrete logarithm problem, which
ciency is low, this method is still feasible. However, when can not be solved in mathematics. For instance, if Alice
the number of the participants varies before the communiwants to exchange a message with Bob, she randomly se-
cation or the offline delivery is limited by the distance or lects a secret x, and computgs where g is a public pa-
other physical conditions, the key exchange protocols argameter. Due to an efficient algorithm to compute x from
necessary. g® does not exist, she can opefi and leave x as a se-
These protocols allow at least two participants to se-cret at the same time. Then x is her private key, and is
curely exchange their private information on open chan-her public key. This protocol is simple and efficient. The
nels. In the beginning, they only know their own secretinformation encrypted by the public key can only be de-
information. At the end of the protocol, they agree on acrypted by the private key. The eavesdropper can not get
common secret but still know nothing about others’ secretany information about the private key, because it is never
Then one can use the same secret information to communiransmitted on the network. But the private key x is a big
cate with others secretly. We say that they own a commomumber and impossible to be remembered by normal per-
session key. son. Then many efforts [2,3,4] have been made to construct
The key exchange protocol should guarantee the commore user friendly schemes, such as password-based pro-
mon session key computed by all participants is same antbcols.
no person outside these participants can get this key even The password-based key exchange protocols require
in the conditions that all messages between these partiaisers only to remember a human-memorable low-entropy
ipants are eavesdropped by the outsiders. Furthermore, gassword and hope to provide the comparative intensity
all the messages between the participants are interceptesiith the public key systems by internal cryptogrammic
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operation. To the best of our knowledge, most passwordeonsists of two algorithms: secret distribution and secret
based key exchange protocols originate from the basic DHeconstruction.

protocol and its security basis is discrete logarithm. How-

ever, the DH protocol does not provide the authentication

between the sender and receiver of the information. If thep 1 Secret distribution algorithm

transmitted messages are replaced by the malicious attack-

ers, they can send forged messages to cheat the NOrma s phrase, the trusted server selects a polynomial func-
users and both the sender and the receiver can not detegf,, ¥ k—1

> (£) =ag+aix+...,ap_12" "t ag,a1,...,aK_1
this attack. Many protocols that are based on DH protocol.,, he any integers in particular group, in which the secret

[5-9], especially in the wireless areas, easily suffer fromy pa share ing = £(0). Then the trusted server computes

this attack. . . npieces of secret; = f(i),4 = 1,...,n and distributes
To overcome this shortage, some other mathematlcallyéachsito a corresponding person.

hard problems are employed to design new group exchange
protocols, such as large number factorization [10] and qua-
dratic residue [11]. But the efficiency of these protocols i52 2 Secret r nstruction algorithm

usually lower than those based on the DH protocol. In this= <" ecret reconsftruction algo

paper, we mainly focus on another technology called se- . . .

cret sharing for group key exchange. This technology isIn this phrase, at least k persons show their secret pieces,

first proposed to solve a combinatorial mathematical prob-21d then the secret s can be reconstructed as

lem. The original problem [12] is as follows. Eleven sci- k ko
entists wish to lock up a document in a cabinet so that theiy = £(0) = Y _si(J[ — (1)
cabinet can be opened if and only if six or more of the sci- =1 g d T

entists are present. How to compute the smallest number of The two algorithms set a k variants equation and solv-
locks needed and the number of keys each scientist mu%g it. Thus, the Shamir secret sharing technology is math-
carry is the issue here. More generally, this problem can t Ithéoret'call ecure
be expressed as how to divide one data into n pieces angnatca ically secure.
at least k pieces are needed in order to recover it. There-
fore, the privilege that used to belongs to one person is )
now distributed to multiple persons. For a long time, the 3- Proposed protocol with trusted server
secret sharing technology has been mainly applied in con-
trolling the privileges of some pivotal notes to enhance theWe assume the trusted server is well known to all users
robustness of the system. In this paper, we apply it to keyand no one can pretend it. The trusted server selects two
exchange in combination with the traditional password-large primes andq and compute their produet = pq.
based key exchange schemes. The performance analysiéhen user registers, the trusted server shares a password
shows the efficiency can be greatly improved with the helpwith him and sends the numberto him. Suppose each
of secret sharing technology. user,U;, shares a passworgv; with the server. In this

The rest of this paper is organized as follows. The serotocol,U; andpw; are number strings angtv; can be
cret sharing technology is introduced in Section 2. The ef-regarded as two partgw;, andpw;,. For example, one’s
ficient password-based group key exchange protocol wittpw is 12345678. We can regapa;,, as 1234 anghw;, as
trusted server is proposed in Section 3. The performanc®678.h1 andh, are two unidirectional hash functions. We
and security analysis of the proposed protocol are detailedefine all computations are on the grofip. Fig.1 shows

in Section 4. Section 5 gives the conclusion remarks andhe procedure clearly and the protocol runs as follows:
the future works. 1. The initial user[/;, selects a random numbky €

Zn, computesy = pwy,+k1, My = hy (U, ..., U k1),
sendd/y, {Us,...,U:}, K1, M; to the trusted server.
. . 2. After receiving the messadé , {Uy, ..., U}, K1,
2. Preliminaries M, the trusted se?ver decryptgawiih the pasiword it
‘?
In this part, we introduce the secret sharing technology. Seghares wittU; and verifies whether the equatidfy _ 5, (
cret sharing technology [13] is to divide a secret data intol, ..., Uy, k1) holds or not. If the verification succeeds, it
n pieces in such a way that any k or more pieces makesalls each usef(Us, ..., U, }, respectively.
the secret data easily computable. However, any 1 3. After receiving the notification from the trusted server,
or fewer pieces leaves the secret data completely unde?;,2 < i < t, selects a random numbgyr € Z,,, com-
termined. This technology is also call¢h, n) threshold  putesk; = pw;, + k;, andM; = hqy(Us, ..., U, k;) asin
technology. the first step, and finally send$;, {Uy,...,U;}, K;, M;
This technology is based on the Lagrange interpolat-to the trusted server.
ing polynomial and does not rely on any assumption. Gen- 4. After receiving all messages from each user, the
erally, a trusted server is necessaryinn) threshold. It  trusted server find corresponding passwptd of U; to
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i Trusted server |

"i Other users |

1. Initial request: U {U,,...,U,}, K, M,

2. Notification

3.0 U, . U} K, M,

4. P,.. PV 4. P,...PV,

5. Compute f(0) 5. Compute f(0)

Figure 1 The process of the proposed group key exchange protocol

get each random numbgy, and verifies whether the equa- with the trusted server. When other participator attends an-

tion Mizhl(Uh .., Uy, k;) holds. Then the trusted server other particular group, these a_dversaries can recover the
= group key of that group as outside adversaries.

selects two random numbet, andy;,, which have the For outside adversaries, they success to break the pri-

same length withpw;,, andpw;,, and generates an inter- vacy if they can gain any information about the group key

polated polynomialf(z) with degreet to pass through by the messages they eavesdrop or impersonate a normal

(t+ 1) points,(pwiz, pwiy + k1), . . ., (PWia, PWry + ki), participator and are not detected by other participants. For

and (x4, y1a ). At last, the trusted server computeaddi-  inside adversaries, they success to break the privacy if they
tional pointsPy, P», ..., P, on f(z), t additional verifica-  can gain other participator's password in the processes of
tion message®, = ho(Uy,...,Us, P1,..., P, k1),...,V;  the protocol executes.

= ho(Un,...,Us, Py, ..., Py ki) andsend$ Py, ..., B, V;} To prevent above adversaries, our protocol should at
to U;. least achieve the following security goals: key freshness,

5. After receiving the message from the trusted serverkey confidentiality, and key authentication. Key freshness
is to ensure that a group key has never been used before.

. Lo 7
each usel; verifies whether the equation _ 1o (Us, .., With this property, a participator in previous group can not

Uy, Py, ..., P, k;) holds with the kept user ligt/;, ..., U;}, gain any useful information in other groups, even the par-
the received additional pointsPy, ..., P,} and the ran- ticipants are the same. Key confidentiality is to protect the
dom numberk;, recoversf(z) with the (¢ + 1) points  group key against the outside adversaries. Key authentica-
Py, ..., P, and (pw;s, pwiy, + k;), and finally computes  tion is to provide assurance to authorize the messages from
the group keyf(0). the participants by the trusted server and to authorize the

messages from the trusted server by participants, which is
to prevent the possible man-in-the-middle attacks.

4. Security and efficiency analysis of the
proposed protocol 4.2. Security analysis

In this part, we summarize the security properties with the-
orem 1 and then point out the inside attack is useless in this
protocol.

In this protocol, we suppose that anyone in outside not Theoreml. The proposed protocol can achieve the
only can eavesdrop on any intermediate messages betweaetttributes of key freshness, key confidentiality, and key au-
normal participator but also can intercept them and im-thentication.

personate a normal participator to send forged messages. Proof. In this protocol, the group keyis determined
That is to say, the adversary has the entire control of thédy x;,, ¥, and the t numberk,, ..., k;. x;, andy,, are
communications channel, and tries to break the privacy ofandom, and each is selected by a participator randomly.
the group key. Note it is the strongest assumption in seThus, any group key has not been used in other established
cure communication areas. The potential adversaries cagroup. It is obviously that the key is freshness in this pro-
be sorted into two types: outside adversaries and insidé¢ocol.

adversaries. The outside adversaries are out of a particular The key confidentiality in this protocol is ensured by
group. The aim of their attack is to recover the group keythe security feature of Lagrange interpolated polynomial.
of a particular group. Meanwhile the inside adversaries carThe trusted server generates a t degree polynoffifia)

be normal participants of a particular group. The aim ofwith (¢ + 1) points,(pwi, pwiy + k1), . .., (PWiz, Pwey +

their attack is to get other participants’ password shared:;), and(z:, y:.), and broadcastsadditional points, ... .,

4.1. Security definition
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P, to each user. Each group usE¥, can reconstruct () pw,. However, the password only be used by the trusted
with the(¢+1) points,P;, . . ., P, and his secrepw;,,, pw;,+ Server and can not be got directly. Sinkg is open, the

k), then recoverg(0). However, for the outsiders of that adversary can computes,. if he gets the random num-
group, onlyt pointsP;, ..., P, on f(z) are known, guess- berk,. Then he can guegsu,, by the polynomialf (z) and

ing another point is impossible in mathematics. This prop-pw, . Thus, the problem to guess the password equals to
erty is information theoretically secure since we do not useguess the random numbky. As we know, the adversary
any computational assumption. knows his random number, and the group K&9). But

The key authentication is bidirectional. The trusted serép. andpw, are also unknown for the adversary and have
can authenticate participants’ message by the Shared pasl%ever been transm|tted dll’eCﬂy. ThUS, he St|” can nOt get
word. Since only the trusted server knows the right passnormal use(’s password and the collusive attack still can
word, except the corresponding participator, others can nofot crack this protocol.
computek; with K;. Any modification onK; may lead a

o
failure, when the trusted server verifies the equafifin’ .

= 4.3. Performance analysis
h1(Uy, ..., U k;), except that the adversary can break the

unidirectional hash function to find the appropriat&.
Thus, the trusted server can authenticate the messages frd
each participator. Each participator can authorize the trust
server’'s message by the random numhbeActually, this
procedure references the one-time signature mechanis
[14,15] Fork; inV;, = hQ(Ul, LU, Py By k?,) is
never transmitted alone, the participator can detect it if
some pointP, is modified or forged. Thus, this protocol

pnthis protocol, each participator needs to select a random
mber, computes two hash functions in the message ex-
changing stage. Corresponding with the participants, trusted
Server needs to select two random numbers, computes 2
hash functions. Thug;+2 random numbers and 4ash
operations are needed to exchange the transmitted mes-
sages between the server amghrticipants in total. When
all participants gain the exchanged messages, they should

has the attribute of key authentication . :
. ) . compute the group with the formula (1) themselves. In this
Theorem 2.Any participator can not gain other partic- gaqe each participator should rst multiplications ¢-1

ipator's password and any t-1 participants can not gain theyjyisions, and t addition. Duo to that the addition opera-

group key. tion is very fast, we don’t count this operation. Tht(s;1)

Proof. The key confidentiality of this protocol has showrmultiplications andt(¢-1) divisions are need in this stage.
that directly attack on this protocol is invalid. However, Correspondingly, the trusted server needs13(multipli-
due to the special status, the inside adversaries may initications and 2¢1) divisions to construct the interpolated
ate the key exchanges to the trusted server for many timegolynomial f (x). The total computation cost in this stage
Thus he can select relevant random numbers in differents: ¢2+¢-3 multiplications andt?+¢-3 divisions. The total
key exchanges to compute the password of the target patiata are list in table 1.

ticipator. For example, he initiates two processes of key  To show the efficiency clearly, we list another three
exchange, and each one contains the target participatofypical group key exchange and their computation cost are
He can send the same random numbgthen the trusted |isted in the Table 1. Note, due to the management man-
server will return two different polynomialf (z) = a;2’+  ners are different, we do not count the notification mes-
..o+ a1 4+ agmodn and fo(x) = byx® + ... + bz +  sages to all protocol. The messages can be preprocessed
bomodn. We know thapw;, +k; = f1(pwi,) = f2(pwiz).  are also ignored. To treat all protocol fairly, the standard
The adversary can computg(pwis) = fa(pwiz)—f1(pwiz) of calculating the computation cost is same, which causes
= ¢x' 4+ ... + c1x 4 o and solve this equation to get the computation cost seemed like higher than the other pa-
pw;z. However, to solve this equation, he has to solve twoper claimed to all these protocols. For example, the sender
equationsfs(z) = Omodp and f3(z) = Omodg at first.  computes a hash value of a message and passes it to the re-
That is, he should have the ability to overcome the factor-cejver. The receiver computes this value again to verify it.
ing assumption. This assumption is the basis of some wellThen we regard it as twice computations. However, some
known modern cryptosystems, such as RSA algorithm [11]papers regard it as once computation, and some papers re-
and Rabin algorithm [12]. Itis commonly believed that no gard it as twice. | hope this would not cause confusion to
efficient polynomial can overcome this assumption. ThUS,readerS, because the Comparing standard is uniform.
aninside adversary can not crack this protocol by initiating  The protocol in reference [16] is based on the well-
key exchange process for many times. known Burmester and Desmedt group key exchange [17],
As the insider attacks may exists, all the other partici-the protocol in reference [18] is based on Horng’s multi-
pants may be regarded as the inside adversaries except tharty key establishment [19], they can both be regarded
user himself. If they combine to guess the password of theas the extensions of the basic DH two-party key exchange
target participator, we call it collusive attack. To discuss protocol. The security basis of them is the discrete loga-
this attack, we suppose that only two users participate inithm problem. From Table 1, we can easily find that the
the group. One is normal user, the other is the adversary. Imultiplications operations of the three protocols are in the
this protocol, the password of the user consistsaf and  same level. The divisions operations in our protocol are
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Table 1 Performance comparison with some other schemes

Contributions Proposed protoco| Zheng et al. [18]| Abdalla et al. [16]| Jiang et al. [20]
Transmission messages 2t 4t 3t 2t
Power 0 4t-2 3t 2t
Division t2+t-3 t t 0
Encryption 0 t t 2t
Computation costy  Decryption 0 2t 2t 2t
Hash 4t 4t 6t 2t
Random number t+2 2t 2t 2t
Multiplication t2+t-3 %116 t? ot

higher than the others but no powers operations in our prouser’s privacy, the anonymity is needed in some special sit-

tocol. A fact should be attention: to comp®&°, which uations. Thus, we will try to construct new schemes with

the exponent is only 3, we need to at least tug,;, 100  the mentioned properties above in our future work.

multiplications operations but we only need to run 2 mul-

tiplications operations to get2. In addition, the bits of

exponent usually are no less than 512. It means that thReferences

overhead of our protocol is lower than the other two. It
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