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Abstract: In recent years, several dynamic identity-based two-factor udbemtication using password and smartcard have been
proposed to provide mutual authentication between the user and semreumreliable networks. However, the design of secure
cryptographic schemes is still notoriously hard, and there have beerat@nstances of detected flaws in published schemes. For
example in 2010, Hao and Yu demonstrated that Wang et al.’s usenéio#imn scheme is insecure against off-line password guessing
and server masquerade attacks, and proposed an improved séhdsequently in 2012, Chao pointed out that the improved scheme
of Hao and Yu is, unfortunately, susceptible to off-line password gugsmnd server masquerade attacks, and prone to password
backward security problem; and proposed an enhanced schetthés praper, we demonstrated that Chao’s enhanced scheme is not
secure against user masquerade attack, server masqueraddrattdek attack and off-line password guessing attack in violation of its
security claim as well as it fails to achieve users’ anonymity.
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1 Introduction authentication 2-21] using password is commonly used
in Internet-based applications such as remote user/server

As the Internet evolves from an academic and researclbgin, online banking, Pay-TV, electronic voting, secret
network into a commercial network, more and more gnline order placement.

organizations and individuals are connecting their irdérn

networks and computers to the Internet. Investment in  In recent years, several smartcard based password
network expansion by telecommunications companiesauthentication schemes have been published. For example
will see a further expansion in capacity that will result in in 2002, Chien et al.g] proposed one such scheme, but
an increase in bandwidth availability and greater adoptionwas subsequently found to be vulnerable to reflection and
of wireless and mobile technologies. As businessesnsider attacksJ]. To remove these drawbacks, Ku and
continue to engage in electronic commerce, they will Chen B] designed another improved scheme, but Wang et
become increasingly globalised and interconnectedal. [4] demonstrated that the scheme is insecure against
These, and other developments, create not only benefitsff-line password guessing attack, forgery attack and
for the community, but also risks of cybercrimd].] denial of service (DoS) attack, and proposed another
Cybercriminals, for example, aim to disrupt one or more improved scheme. However, Chung et &].fevealed that
combinations of the following security notions: data Wang et al’s scheme 2] is still susceptible to
confidentiality, data integrity and data availability. The impersonation attack and off-line password guessing
ability to provide security guarantees is of paramountattack. In addition, Wang et al.'s scheme is not easily
importance and several initiatives have been proposed teepairable and is unable to provide perfect forward
address this concern. Due to the low computation cost andecrecy of the generated session key. Other instances of
portability of smartcard and easy memorization of uservulnerabilities in published smartcard-based password
chosen password, two-factor smartcard authentication schemes include off-line password
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guessing attack6[-8, 22], impersonation attack911], 2.1 Registration phase

forgery attack 4,12-14], DoS attack §,7,18,23], parallel

session attack4] 9, 10, 18], replay attack 23], stolen/lost ~ This phase is executed between uSgrand the remote
smartcard attack 9 22, 24], observing power serverS and consists of the following steps:
tc:Cnhsr:Ji;nupélsoznG 2712_25] and reverse  engineering Step 1.U; chooses an identity-password p&iD;, PW)

In this paper, we examine the protocol of Ch and ther) ;ends it Bthrough a secure cha_nnel.
whose his'ﬁ)rg is as follows. In 2020, Hao and gj%][[ Step 2.0n receiving(IDj, PW), Schecks the identityD;
pointed out that Wang et al’s schem@ s not secure of Uj, selects a random numberand computes
against off-line password guessing attack and server Ki = h(x|| ri) ®h(PW) andL; = h(ID; || h(x | ri)).
masquerade attack, and proposed an enhanced sche ep 3.S issues a _sma_rtcard and writes the parameters
Unfortunately, Chaol6] demonstrated that Hao and Yu's (Ki, Li,h(-)) into it. ThenS sent the smartcard to
scheme 17] is still insecure against off-line password Ui through a secure channel.
guessing attack and server masquerade attack, and prone
to password backward security problem i.e., the scheme )
must be replaced if the scheme was attacked for one time2-2 LOgin phase
in violation of its security claims. ) _ )

They then designed an improved ID-based schemeln order to login to the remote serv& U; inserts his
The latter scheme is examined in this paper where wesmartcard into a card reader and inpkits andPW, then
pointed out that this scheme is not secure from insidethe smartcard performs the followings:

attack, server masquerade attack and user masquera N
attack and user’s anonymity problem. Furthermore, the%%ap 1.The smartcard computégx | ri) = Ki & h(PW)

scheme is susceptible to off-line password guessing andL; = h(ID; [ h(x || ri) ), and comparek; with
attacks in which an attacker exhaustively enumerates all Li and continues to the next step if they are equal,
possible passwords in an offline manner to find out the otherwise rejects the login request.

correct password on lost/stolen smartcard. Off-line Step 2.The smartcard then computes
password guessing attacks have been used by both M; = ID; & h(x| ;) & T andCID; = h(ID; || Ty),
criminals and law enforcement and digital forensics and sends the login messa@@lD;,M;,Ti) to S
practitioners to enable access to password-protected data through an open channel, whefeis the current
(e.g. on smart phones and portable devices based on RIM timestamp otJ;.

Black Berry and Apple iOS platforms).
The rest of the paper is structured as follows. Section
2 briefly describes the Chao’s smartcard-based useR.3 Verification phase
authentication schemel§], and Section3 outlines our
attacks. The last section concludes the paper. Assume thaSreceived the messag€lD;, M;, T;) at time

T, and therSdoes the followings:

2 Review of Chao’s smartcard-based user Step 1.S checks whethef; —T; < AT; holds, if not,S
authentication scheme rejectsU;’s login request. Otherwises proceeds
to the next step.

The Chao’s scheme consists of four phases: registratiorpteP 2.Scompute\; = h(x [ ri), ID; = Mi &N, & T and
phase, login phase, verification phase and password CID; =h(ID; || Ti). Schecks whetheC|D; = CID;
change phase, and the notations used are listed in Table holds and terminates the login request if they are
not equal. Otherwises computesa = h(Ts || ID; ||

N;) and sends the messageTs) to U;, whereTs

is the current timestamp &

Table 1: Notations used in Chao’s authentication scheme . . /
Step 3.Suppose tha; receives(a, Ts) at time Tg. Now

Notations | Descriptions ) A
Ui Alegitimate user Ui computesa = h(Ts || ID; || h(x || ri)) and
ID; Identity of the usel; authenticates S if both of the conditions
PW Password of the usét Tg - Ts < ATslan.da =ahold. Y; terminates the
S Remote server login request if either of the above fails.
X Long-term secret of the remote sergr
h(-) Secure one-way hash function (i.e., SHA-1)
| Concatenation operation 2.4 Password change phase
@ Bit-wise XOR operation
Ti Current timestamp of the entity This phase allows); to change his old passwoRW to a
AT Acceptable time interval new password®W* with the following operations:

@© 2014 NSP

Natural Sciences Publishing Cor.



Inf. Sci. Lett. 3, No. 1, 35-40 (2014) www.naturalspublishing.com/Journals.asp NS 2 37

Step 1.U; inserts his smartcard into the card reader and(d) </ repeats the steps (b) and (c) until it finds the exact
inputsID; andPW, then the smartcard computes identity ID; of U;.

h(x I n) = K@ h(PW) ~ and  The adversary can easily guess the identitip; of U
Li = h(ID;i || h(x || ri) ), and comparek; with Li by checking all possible identities from the search space
for valid password change operation. If they are Zip|, where| - | indicates the cardinality of/jp. The
not equal, the smartcard rejects the passwordrunning time of the aforementioned procedure is
change request and adlisfor exactPW andIDi.  O(|Zip|) x (Tc + Th), where T, and T, represents the
Otherwise, the smartcard proceeds to the nexlexecution time of concatenation and hash operations,
step. respectively. It can be noted that for easy memorization,
Step 2.Smartcard computes* = h(PW*) © h(PW) ©Ki  user generally chooses his identity with low intensity
and replace; with K. The secure password value from the sep having small number of elements.
change phase is finished. Since Zp is not large enough in practice, for example,
|Zip| < 1076 [30-33] and the time complexitie®. and T
are also negligible, thus# can complete the above
3 Cryptanalysis of Chao’s smartcard-based procedure in polynomial time.

user authentication scheme

This section demonstrated that Chao’s authenticatiorB.2 User masquerade attack

scheme 16] is vulnerable to insider attack, user

masquerade attack, server masquerade attack and off-lin&e now demonstrate that Chao’s scheti} [s not secure
password guessing attack, as well as it fails to achieveagainst user masquerade attack.

users’ anonymity. Before introducing the proposed (a) ..y monitor the communication channel and intercepts
attacks, we describe the following widely used a login messagéCID;, M;, T;) in a session.

assumptions about the power of an adversary(p) o finds the exact identityD; of U; by executing steps

<7 [10,11,15,18,22,28,29]. discussed in sectioB. 1
(Al) &/ can sniff the communication media through (c) ¢ selects a valid timestaniy* (>T;), computesv;” =
which U; and S communicate with each other i.e can Mo T @T =IDi@h(x || ri)®T*, CID;' = h(ID; ||
intercept, block, inject, remove, or modify, any messages T.*) and then sends the forged mességED;, M*, T.*)
transmitted in the media. to Sfor login operation.

(A2) </ may either (a) steal user's smartcard and extractd) On receiving(CID;, M, T;*), S will confirm that the
the stored secrets by monitoring the timing information,  ~ timestamp validity conditionT,” — T* < AT* is

power consumption and reverse engineering techniques as correct, and  computes N' = h(x || r),
mentioned in 25-27) and guess the users password in  |p; = M* @ N, @ T*, CIDf = h(ID; || T*) after
off-line manner using the secrets extracted from the  confirming thatCID;” = CID}. With these successful
smartcard; or (b) obtain a users password directly by  verifications,S accepts the forged login request and
some means. However, the adversary is not allowed to do  allows <7 to login to S Thus, «/ impersonates the
both (a) and (b) as having the smartcard and knowing the  valid usery;.

password would be trivial to impersonate the legitimate

user.

3.3 Server masquerade attack

3.1 Users’ anonymity problem This section demonstrated that Chao's user schédjeg

vulnerable to server masquerade attack.

n(a)g% interceptsU;’s login message(CID;,M;,T;) of
previous session.

fb) & finds the exact identityD; of U; by executing steps
discussed in sectioB. 1

(c) « computesh(x || ri) = Mj @ ID; @ T;, selects a
timestampTg (>Ts), computes a fabricated message
(a,TZ) and sends it to Ui, where

In recent years, many dynamic identity-based remote logi
schemes@, 16-21] have been proposed to provide mutual
authentication between the user and the remote server. |
any dynamic identity-based remote login scheme, users
anonymity B, 7,22] is an important security requirement.
Now, we show that Chao’s schent] fails to achieve the
same as follows:

(@) « intercepts a login messad€l1D;, M;, T;) of U; of a* =h(Tg || 1Dj || h(x|| ri)).
a previous session, wheM; = ID; & h(x || ;) @ T;,  (d) Upon receiving the messada’,T¢), U; found that
CID; = h(ID; || T;) andT; is the current timestamp. both the condition§g’ — T < ATg anda™ = a are
(b) &/ guesses an identityID; and computes satisfied, wherea” = h(Tg || ID; || h(x || ri)) is
CID; = h(ID} || Ty). cor_n_puted byJ;. Theref_ore,,Q{ get _able to trick the
(c) o verifies the correctness tD; by checking whether legitimate uselJ; to believe thate is legal serveiS
the compute®1D;" and the interceptedID; are equal. not an adversary.
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