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Abstract: Information security incidents frequency has been increasing draatigtibe aim of this study is to analyze the state-space
reachability problems through the transition of vulnerable status after tbarafive system vulnerability exposure. In this research
we took into consideration the time factor to analyze the arrival time to rééektates problem discussed in stochastic Petri nets. The
mean arrival time and variance of the process between starting franitiahstate and arriving at reachable states. We will therefore
elaborate a novel model based on the semi-Markov stochastic Petrnoded for analyzing the period between the exposure of the
vulnerability and the completion of its patch. We use the semi-Markov psdoesnalyze the state-space reachability problems of the
stochastic Petri nets, resulting in a novel model for software vulnerapgityh management. Moreover, we include also the concept
of discounted multi-objective semi-Markov decision process to obtain thedbthe efficient extreme point set.

Keywords: Software vulnerability, patch management, arrival time, stochasticriRetj semi-Markov decision process.

1 Introduction and tele-worker, and that the information assets include
more than 30,000 devices. Usually there is not enough

Along with the growing importance of information time to deploy and update the patch of vulnerability, the
systems all over the globe, a new technology was bortyitack may occur before.

and pushed human life style toward the cyber-society of
knowledge-based economy. The usage of information " recent years, the frequency of zero-day attack
technology changed people’s life, environment and everNcréased a lot, the vulnerabilities amount of the

their value. A new era therefore started. However, even if2PPlication already surpassed the vulnerabilities amount

we enjoy today a more and more convenient life, we taceOf the operating system itsel2@]. In the studies related

at the same time the new threats of information security.© the field of optimal patching policies]$| proposed a
mathematical model for trade-off between the

Due to the significant importance of internet and system \ . S S
software, the frequency of network attacks increased alsgconfidentiality and availability when considering the
The countless categories or sources of these dangers halfg@e@se of the vulnerability patch. Through this model,
a very negative impact on information security, even f[hey calculate_d the optimal frequencies of regular and
affecting the economyl[12]. These attacks will not only ~'frégular patching.
result in information security incidents but also damage In our study, we use the semi-Markov process to
the informative system itself or at the extreme edgeanalyze the state-space reachability problems of the
paralyze the entire network. In general, most of thestochastic Petri nets, modeling a software vulnerability
internet assaults are using the vulnerabilities caused bpatch management system. In the concept of Petri nets, it
misconfiguration or non-patch of the informative systemis assumed that all transitions occur instantaneously. On
[2,3,5,7,17]. our side we enlarge the concept to stochastic Petri nets to
In the actual word, assuming that a multinational neutralize the limitation of this assumption in the real
enterprise has more than 30,000 employees all over thevorld. At the same time, we analyze the state-space
globe, the users of its system including office personnelreachability problems of the stochastic Petri nets, and
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explain individually the reachable states of the Petri:netscomponents. Through application on a system with
serial, parallel, self-loop. Plus also the general case ircooperative control problems, Petri nets could elaborate a
which the three states combine together. Moreover, wemodel describing its internal structure and let us realize
also take into consideration the discountedwhich nodes were the key of the system its@8][ The
multi-objective semi-Markov decision process, applying importance of the time factor was usually significant on
the policy iteration to solve the equation to obtain the system research therefore in this study we included the
total set of the efficient extreme poirit{, 11, 14,16]. time factor when analyzing the arrival time problem of
The structure of this paper is briefly explained asthe reachable states of the Petri nets. From the mean
below: Section 1 is the introduction. Section 2 is the arrival time and variance between the initial state and the
related works presentation, including the semi-Markovarrival at a reachable state. This move provides us with a
process and stochastic Petri nets. Section 3 analyzes theetter analytic tool when building the dynamical system
application of the semi-Markov process on Petri nets.from Petri nets.
Section 4 is the study of discounted multi-objective In the concept of Petri nets, the transition is
semi-Markov decision process. Finally, the research willaccomplished instantaneously, meaning that the
be concluded in Section 5. symbolized event or action is finished immediately with a
zero need of time and implying that two events or actions
cannot happen at the same time. But in a real system, all
2 Related works kinds of transition need time, the difference being the
duration P,22]. Therefore, in this study we assume that
the time needed for each transition is a random variable
and provide it with probability distribution function, and
- .., that the probability that two events or actions occur at the
The Markov decision process has already been widelysyme time is zero, the result being the stochastic Petri

used in the field of management sciendS|[ As an et Through the process mentioned above, we are then
example the solved problems include: queueing theorygpie to solve the limitation on Petri nets.

inventory theory, maintenance of equipment and dynamic
programming etc... all of them are applicable for the 1,
Markov decision process model, through which we can
obtain an optimal policy to manage all the_se complexti)’ in the semi-Markov process they anaj( 7i;). pi and
problems. However, the common continuous-time o' poi represent the probability of transition, whiland
Markov process assumes that its continuous time does NGty represents the time needed for this transition. Of
violate the exponential distribution. Therefore, there ar . se b, pij > 0, and starting from a random statey; =
some limitations on usage in the real world. In otherzp“ —1 e '
words, the common continuous-time Markov process is ”As a .summary in this study we classify the reachable
only one special case of the semi-Markov procés2(Q, :

o states of stochastic Petri nets as serial, parallel, seff:|
21,24,25,27,28]. The application range of the After this, we convert them into GERT and semi-Markov

semi-Markov process on decision making is much bigger, ocess flowchart, analyzing and solving them by their
than the continuous-time Markov process. respective manner.

Usually the semi-Markov process is for achieving a
single objective, while in reality the decision maker needs
a multi-objective system which can optimize the decision . .
process tg)ward s)e/veral targets. BUE contradiction ma)?’ Ar! approach to semi-Markov stochastic
occur between the various objectives, as an exampleP€etri nets
pursue profit maximization and cost minimization, or the
objectives don’t have a uniform conversion unit, all theseThis study focuses on the arrival states problem of the
leading to the problem of multi-objective programming. stochastic Petri nets, in other word in it we analyze the
[18] already mentioned this concept in his studies,mean arrival time and variance during the process
however it was 19] whom proposed it via a mathematical between the starting point of a state toward another state
model listing the problems of vector maximization and we arrive after several transitions. We discuss briefly and
solved efficiently the maximum constraint. After this separately about the four different situations: serial,
point, studies started to flourish in this field of researchparallel, self-loop and general case.
[4,8].

2.1 Semi-Markov process

In this study,t symbolizes timeT means transition.
ere are two parameters for each transiflgnn GERT
(Graphical Evaluation and Review Technique) they are (

3.1 Serial
2.2 Sochastic Petri nets

The state on Petri net is serial, as shown in Eidrig. 1 (a)
The primary design and application of Petri nets was foris the reachability tree. After spreading Fig. 1 (b) we afbtai
systems modeling, especially on mutually independenthe token machine as shown in Fig. 1 (). represents the
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Fig. 1 Serial. .
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» ~ » ~
> ypih¥(2) > ypihi’(s)

probability of transition from stateto the next statg. 1 Pt =1
represents the time needed to transit from the stat¢he
next statej. hjj(-) represents the probability distribution
function of 7j;. We therefore develop Theorem 1 as below:

Theorem 1. The status of Petri nets is serial and
assuming that the time needed for each transition ar&i9-2 Parallel.
mutually independent, and that when transiting from one
of the stata to another stat¢, the state transition departs
from statei and arrives at stat¢ Thus, the mean arrival

time:t = Er'n;l. tmmy1, the variancef = 512 1.

(c) discrete time semi-

(d) continuous time semi-
Markov process

Markov process

frequency from the initial state 1 to the final state 2:

k=1/(1— p11), the variancek = p11/ (1— p11)*.

Theorem 3. If one of the Petri nets shows self-loop status,
whatever the time needed for transitiop, its probability
distribution function hjj(-) is disparate or continuous.

The state on the Petri nets is parallel, as shown in Fig. orhen from the initial state 1 to the final state 2, the mean

(a)(b) and converted into the semi-Markov process flow2val time: t = T1/(1—pu), the second moment:
chart as shown in Fig. 2 (c)(d), making state 1 and 2t?> = rf+2p11ﬁtj /(1— p11), then variancet = t2 — {2,
respectively representing state (1,0) and (0,1).

3.2 Parallel

3.4 General Case
3.3 Sf-loop

h f . . I h N For the general case of Petri nets, the token machine of
The status of Petri nets is self-loop, as shown in Fig. 3,4 reachable states can finally be simplified into the three
(@)(b), the status 1 and 2 respectively represent the statygneq mentioned above, the theorem is the same as the
0f (1,0) and (0,1). The conversion process to semi-Markov, implified logic of the signal flow graph. As the example
is as described in Fig. 3 (c)(d). Based on this we developeds peatri nets in Fig. 4 (a), the token machine of its
the Theorem 2 and 3. reachable states is as in Fig. 4 (b).

Theorem 2. If one of the Petri nets status shows self-loop,  From Theorem 4 and 5 we calculatek,t andf, we
whatever the time needed for transitiap, its probability  can convert Fig. 4 (b) into the flowchart of semi-Markov
distribution function hjj(-) is disparate or continuous. process, as shown in Fig. 4 (c). Through even more
Then from the initial state 1 to the final state 2, the meansjmplification we solve the equation. The process only
arrival ime:t = 71/ (1—p11) = k-, the variancet = includes the disparate state bfj(-) while the state in
[(1—pu)fa + puTi(2t — T)]/(1— p11)® = kits +  which hyj(-) is continuous can accept the same logic and

k-T1- (2711 — T1). On the other hand, the mean transition deduction process.
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P (.5)=
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(d) continuous time semi-
Markov process

that from initial state 1 to final state 2 exish
simultaneous paths. If we want to arrive at final state 2 by
starting from state 1 and passing at the same time by these
n paths and their reachable state 2. The process of
semi-Markov is a below in Fig. 5.

If we wish to obtain the mean arrival time and
variancef from state 1 to state 2, we must first take
p0%(y,2) or p)%(y,s), i = 1,2,...,n and do separate
anti-geometric conversion or anti-exponential conversio
so that we can deduce the probability functfpof each
separate path time variable and its probability density
function. After this we takel = max(,f,...,;) and
calculatet and t from the probability function or
probability density function of. Thanks to the above
analysis we can summarize Theorem 6.

Theorem 6. If the existence of a reachable state of Petri
nets occurs along with parallel phenomenon (as shown in
Fig. 5), then the mean arrival tinteand variancd from

initial state 1 to final state 2 are as below:

Fig. 3 Self-loop.

’ P @) If § are mutually independent and share the same
cumulative distribution functiori-(t) and probability
density functionf(t), plus the fact thaff (t) is with
positive value and continuous on<Qt < c and zero
in other places, thed = {(,, the probability density
function oft is:

Theorem 4. If one of the Petri nets show parallel

phenomenon status, for each of the time needed for

transitiont;j, its probability distribution functior(-) is

disparate, then from the initial %tate 1 to the final state 2,
i imef — dn%

the mean arrival time:t = £pi3(1,2)[1, second {n[p(t)]“lf(t) 0<t< o

9(t) = 0 otherwis€e’

moment:t2 = %pgg(l, 2)|,=1 +1, the variancef = t2

—t2. On the other hand, the mean transition frequency
from the initial state 1 to the final state R,= %p‘{%

(¥,1)]y~1, the second momenk? = ggpgg(l,z)\zzﬁi,

the variancek = k2 — k2.

Theorem 5. If one of the Petri nets shows parallel
phenomenon status, and for each transition the time
needed istj and its probability functionhj(:) is . . ]
continuous, then from initial state 1 to final state 2, the (i) If ti are mutually independent and do not share the
mean arrival timet = — £ pf5 (1,5) |s—0, second moment: same fractional function, lettingfi(t) and F(t)
2 %pﬁ’g(L S)|s0+1, variance: — 2 — 2. And the respectively represent the probability density function

v o ; and cumulative distribution function @t plus the fact
mean transition frequency from initial state 1 to final state {4t fi(t) = 0,t < 0. Thenf — f(n) and the probability
2 ask = §pf5(y.0)ly=1, second momentk? — %pﬁ;

+00
i / t-g(t)dt,
0
_ +00
t2 /O t2g(t)dt,
t=12-{2

density function of is:
(¥,0)|y—1 + k, variancek = k2 — k2.

n n
RS |8 t>o0
oo L RO [EG] 0
3.5 Parallel phenomenon 0 t<0
t=/ t-gt)dt
Due to the fact that Petri nets can be used in systems /o gy,
modeling of cooperative processing problems, before Z_ °°t2 Ot
analyzing the problems of nets with the time factor, we _/o g(t)dt,
view every place as an individual state and therefore {2

parallel phenomenon can happen. Regarding the fact that
the previous theory is not adequate anymore, we assume
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P, z(ﬂ)gg(y’ 2)

(a) discrete time semi-
Markov process

P (y.5)
(b) continuous time semi-
Markov process

Fig. 5 Parallel phenomenon.

Fig. 6 Modeling software vulnerability patch management.

3.6 Case study of software vulnerability patch
management

from receiving a vulnerability notice until its update, the
process is modeled by Petri nets as in FigR @re theist
places.T; are thejst transitionsP; represents the arrival
to vulnerability and awaiting for updatB, represents that
the vulnerability is being updated® means that the
update is finished and needs verificati®. means that

Regarding information systems products and services@ VP 1hEAE) VP ko (2) Y Pahs A(z2)

(1/10,z31)

A
01000 T,

T3 |(9/10,734)

00011

Fig. 7 Token machine of Petri nets for software vulnerability
patch management.

YP31h31%(2)

RO,
U YP3sh3(2)

YP3hs(2)

YP31h31%(2)

SR S—)
YP12h12%(2) yP2shas(2) N YP3sh3(2)
v

VP11 (2) YPa3hos®(2) yPashsd(2)

v

VP15 (@) YPashs®(2) yPaahad(2)
1-yP 12712 (2) YP2shos®(2) yP31h31(2)

O

P (2=

the system is without loadind» means that the update

process is completd; means the update starfs. means

the update is finished and the verification already startedfig- 8 Semi-Markov process for software vulnerability patch
Ts means that the update is complete and receivednanagement.

certification.T4 means that the update failed.

Assuming that the qualified rate of the update is 0.9,

the probability distribution function of the transitiomte

needed fofy, T, Ts, T4 is hjj(m) and respectively are 1/4

(3/4y"1, 1/5 (4/51, 1/2 (1/2%, 13 (2131,
m=1,2,3,... helping us to calculate the mean time and

Z9(z), and:

variance of a vulnerability from its appearance until the
update is complete. The token machine of this Petri nets

is as shown in Fig. 7. Making the states 1, 2, 3, 4 j
respectively representing the states (1,0,0,1,0), (®©,00
(0,0,1,0,0), and (0,0,0,1,1). This is converted into the has
semi-Markov process as the flow chart in Fig. 8 shows it. p,
Using f(n) = c-a" and converting it intof9(z) =
¢/(1—a) and f(n— k) through geometric, the result is

12(m) = 1/4(3/4)™ *  h,(2) = ((1/4)2) /(1 - 3/42)
(m) = 1/5(4/5)™ - h,(2) = ((1/5)2)/(1 - 4/52)
a(m) = 1/2(1/2)™ 2 h,(2) = ((1/2)2)/(1-1/22)
haa(m) = 1/3(2/3)™ 1 - hy(2) = ((1/3)2)/(1 - 2/32)
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16

1 1 9
a2 52 _10? ; K © 09t gk (1) i ;
1722 17%12 17%2 Assuming thatgjj(0.9) = [y e >2dQj(t), i€ S je S
Pf}i’ Y,2) = —3 1 1 k € K; is already known, we set:
- &2 ’ s [ 06 012
3 4 2 ) )
traz sz dosr a09.1)=1 0208 03 ]
S PR(LD = fogf‘@gl 241 0 06
1— 82+ 1207 — 5007 + 12002 a0.9.fs)=| 5602 0 }
_ 272 — 1871 , (043 021
1200 3260z + 329022 — 14628 + 2417 a0.9.f) =1 g51 01

Therefore, we calculate the expected mean time need

X o S . e‘1’*he respective vectors of return are:
from the arrival of vulnerability until its update is

completed. - 252 - 42 | 16

f= —P% (1,2 - 2017 - 107] - 18.4
dz 14 z=1 5 o p(za 1) = l: 18 :| 7p(2a2) = |:125:| ap(273) = |:20.2} :
d 2777 -1

~ dz1200— 3260+ 32902 — 146253 + 2417 |,_,

~9(108002—29160:+ 29430 —13160°+22012°)
(1200-3260r-+ 32902 — 146273+ 24174)?

I. Assuming thatA = (0.4,0.6), and using the policy
iteration concept to calculate, taking randomly a
policy f4 = {2,1}:

z=1
~123 n _ [Va(L,fa)
S = Wos (L, fa) = | Va(1, fa)
2 __ ~ -
= dz P14 (L,2) zfl+t =208 | 424+0vp (1, f4) +0.6\/1(1, f4)
B — 28+ 0V2 (1, fa) +0.6V2(1, fa)
The variancet = t2 —t? = 56.7 - [20.14-0.208V1 (1, f4) +0.3V4(1, f4)
W0.9 (2, f4) - ’ ’ .
| 18+0.208/2(1, f4) +0.3V2(1, f4)
4 Study of discounted multi-objective So, we obtain the two sets of simultaneous equations:
semi-Mar kov decision process Vi (1, f4) — 0.6Vy (2, f4) = 42
_ . —0.208V1 (1, f4) +0.7V1 (2, f4) = 20.1
In the field of software vulnerability patch management,
two targets need to be achieved: confidentiality and {VZ (1, f4) —0.6V2(2, f4) =28
availability. The decision makers wish to reach an optimal —0.208/2(1, f4) +0.7V2(2, f4) = 18
status for both of them, even if they are contradictory. We V1 (1, f4) = 7208, V4 (2, f4) = 50.13

calculate the result through discounted multi-objective _ _
semi-Markov decision process and apply the policy Va (L, f4)752'857V2(2’ fa) = 4142
iteration concept, obtaining the total set of efficient X\K/Oig(hn"):)\vé\/o'g(i’ﬂ*)
extreme point. 77 = {f3)

Assuming that in a problem of discounted '
multi-objective semi-Markov decision process, there are  Making E = {7*}, at this timeB is an empty set.
two statesS= {1,2}, respectively being “normally” and Using the efficiently testing criteria, we test all the
“to be patChed”. For each state we have three pOSSible po”cies adjacent tdg, its neighboring po||cy being
options,K; = {1,2,3},Vi € S, being: no action, apply the f1(1,1), £2(1,2), fs(2,3), f9(3,3).
update, using alternative devices. We have here two goals
to achieve: confidentiality and availability. We set the (i)
discount factora = 0.9,0 < a < 1. Letting F being the R
function set of from state spa&o policy space&. F is a Woo (1, 1) = {
finite set. F represents the decision vector under each
state.

252+ 0.6V1 (1, fl) +0.121 (2, fl)
28+ 0.6V, (l, fl) +0.12/, (2, fl)

.  [20.140.208/ (1, f1) +0.3V4 (2, f1)
Woo(2, 1) = { 184 0.208/5 (1, f1) + 0.3V, (2, f1)
F={f,f2fs... fo}

fi={1j},j=123 So, we obtain two sets of simultaneous equations:
f3:;=1{2,j},] =123 Vi(1,f1)=77.12 V1 (2, 1) =47
forj=1{3,i},] =123 Vo (1, f1) = 83.69,V, (2, f1) = 50.09
© 2013 NSP
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Becausee; (2, f1) < 0.

Ill. Because, E = B, the sets of efficient stationary

Therefore, f; does not support the efficiently testing strategiesEs(a) = {f, f3} and its respective total

criteria.
(if)
-~ _125240.6V; (l, fz) +0.12v; (2, fz)
Wos (1, f2) = [ 28+ 0.6V, (L, f2) +0.12V5 (2, )

. 1074 0.692V4 (1, f) + OV (2, )
Woo (2, f2) = [ 1251 0.692V; (1, f2) + OV (2, f2)

So, we obtain two sets of simultaneous equations:

Vi (1, f2) = 82.76, V4 (2, f,) = 67.87
Vo (1, f2) = 9219, V5 (2, f) = 76.18

Becauseey (i, f,) > 0,Vk € K,i € S.

mean target vector are:

Wos (1, f2) = g%zg
Woo (2, f2) = %%
Wos(1.12) = | §3.03)
Wos (2, f3) = ?Zg; :

5 Conclusion

Therefore, f, does support the efficiently testing In this study, we analyze the mean arrival time and

criteria.

(iii)
. _ [ 42+06v1(2 fo)
Woo (1, fs) = [30.4+0.6V2 (2, fe)

- ~1184+0.51v4 (1, fg) +0.1V1 (2, f5)
Woo(2, Te) = [20.2+0.51v2 (L, fe) + 0.1V5 (2, fo)

So, we obtain two sets of simultaneous equations.

Vi (1, fg) = 82.78,V4 (2, fg) = 67.49
Va (1, f) = 66.92,V; (2, fg) = 60.52

Becausee; (1, fg) < 0.

variance of stochastic Petri nets with the semi-Markov
process. This approach rely on the flow chart theory, each
part on the flow chart has two parameteR, i), Pa
represents the probability of this path, whilerepresents
the time variable. Regarding the reachable states of Petri
nets, we take the three basic internet types: serial, parall
and self-loop as basis and assume that the time variables
of each path are mutually independent. Finally, we take
into account the software vulnerability patch management
concept of the discounted multi-objective semi-Markov
decision process to obtain the total set of efficient extreme
points.
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