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Abstract: A new set of cryptographic algorithms is being proposed for inclusiondri4®” mobile standard called LTE (Long Term
Evolution), and the algorithms are open for public evaluation. The newfsainfidentiality and integrity algorithms EEA3/EIA3 is
based on the new stream cipher ZUC. In the present paper, we aestatein making the verification and the implementation as well
as performing the analytical analysis of the two algorithms, as we hawe, doprevious works, with the first two sets of the LTE
cryptographic algorithms EEA1/EIA1 and EEA2/EIA2. The verificatiorttaf confidentiality algorithm results on a correction of the
proposed 3GPP algorithm code to meet the specifications requirements.
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1 Introduction first set, 128-EEA1 and 128-EIA1, is based on the stream
cipher SNOW 3G, and was inherited from the UMTS
Security is an important feature of thé93and 4" network. The second set, 128-EEA2 and 128-EIA2, is
generation of the 3GPP family and its evolution is anbased on the block cipher AES (Advanced Encryption
important issue. EPS (Evolved Packet System) (orStandard).
LTE-SAE, Long Term Evolution - Service Architecture
Evolution) provides security features in a similar way as
its predecessors UMTS (Universal Mobile
Telecommunication System) and GSM (Global System

Mobile). In- addition to the mutual authentication resulting algorithm set is based on a core stream cipher

functlpnahty c_;f the networ!< and the user, two othe_r algorithm named ZUC, after Zu Chongzhi, the famous
security functions are provided to ensure data security,

A o o Chinese scientist from history.
during its transmission over the air interface and through
the LTE-SAE system: ciphering of both user and 128-EEA3 is the LTE encryption algorithm defined
signaling data (in the RRC (Radio Resource Control)straightforwardly using ZUC while 128-EIA3 is the LTE
layer) in order to ensure their confidentiality, and integrity algorithm, designed as a Universal Hash
signaling data integrity protection. For the NAS Function using ZUC as its core.
(Non-Access Stratum) signaling data, both ciphering an
integrity are providedq, 7].
In this context, for the LTE network, two standardized
algorithms are required for the radio interface, namely:

3GPP SAS3 agreed in May 2009 on a requirement for a
third encryption and integrity algorithm set, 128-EEA3
and 128-EIA3, designed in China, so that the Chinese
authorities would permit its use in that country. The

dThe main aim of the present paper is to make the
analytical evaluation, the verification and the
implementation of this new set of cryptographic
algorithms. This study will help us to made a clear idea of
—EEA: EPS Encryption Algorithm this set of algorithms in comparison of_ those already in
_EIA: EPS Integrity Algorithm use in the UMTS network. So, we will carry out the
analytical evaluation of both algorithms EEA3 and EIA3,
Two confidentiality and integrity algorithm sets had and then perform the verification and the implementation
already been developed and standardized for LTE. Thef the algorithms codes given by the 3GPP documents.
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2 Analytical Evaluation & Verification of the Key[0] || Key[1]|| Key[2] || ... || Key[15], where Key[i](0
Confidentiality Algorithm EEA3 < i< 15) are bytes.

Let COUNT=COUNT[O] || COUNT[1] || COUNT[2] ||
COUNTI3] be the 32-bit counter, where COUNTIi]&0i

The confidentiality algorithm 128-EEA3 is a stream g
cipher that is used to encrypt/decrypt blocks of data undetlS ?i)l‘\"‘/r[g]bﬁtﬁ/s['l\]/vﬁ I?/e[tz]thne 12|E‘3]{:)/|[tllg]|tlallzat|on vector as

gfcgaqurig;ag'éybke%geﬁ Ig?]dm gglonagrgitlngrt]g.ofa block ZUC is, then, run to generate key words z[1], z[2],,
In the following subsections, we study first the EEA3 E[E]’ VIYEeI\IETHISZ

algorithm operation. Then, we perform an analytical =1 I

study of the algorithm by calculating its time and space
complexity. Finally, after making the verification of the
3GPP algorithm code version, some corrections are don
to meet the 3GPP requirements. The result of the
implementation of EEA3 algorithm is then presented.

Figure 2 below presents the three steps of EEA3
glgorithms.

EEA3 Initializa tion :
For0 =i=15:
i iali i Key[i] = CKIi]:
2.1 Confidentiality algorithm EEA3 structure IV[0]= COUNTIOL.
IV[1]= COUNT[1]:
Figurel below illustrates EEA3 operation to encrypt and Iv[2]= COUNT[2]:
decrypt messages. IV[3] = COUNT[3]:
IV[4] = BEARER|DIRECTION]|00;
IV[5]=IV[6] =IV[7] =0.
IV[8] = IV[0]:
IV[9] =IV[1]:
IV[10] =IV[2];
IV[11] =IV[3]:
IV[12] =IV[4]:
IV[13] =IV[5];
] =
] =

FHIINNOD
KOLLOANIA

LERRE

IV[14] =TV[6]:
IV[15] =IV[7]:

g

Kevstream Generation:

: 128 )
e We set L = LENGTH/32 |
Initialization_ZUC{Kev, IV}

/* Allocate memory space for the generated Kevstream KS */
—— KS = (u32*) malloc(4*L);

b 4
o Y -
™ P

IBS

. o ) . GenerateKevstream ZUC(L, *KS);
Fig. 1: Principles of the 128-EEA3 encryption operation
Encrvption/Decrvption:
ForD =i =LENGTH-1:
ciphertext[i] = plantext[i] & KS[i];

Like the other cryptographic algorithms used to ensure

data confidentiality in the LTE network (EEAl1 and Fig. 2: EEA3 algorithm

EEA2) [4], the algorithm EEAS is initialized with the

input parameters COUNT-C, BEARER, DIRECTION

and the confidentiality key CK. EEA3 uses the stream

cipher ZUC as a kernel.

We can distinguish three principal steps during the EEA3

operation: initialization of the keystream generator, 2.2 EEA3 analytical evaluation

keystream generation and finally data

encryption/decryption]. Now, we will focus on the study of the confidentiality
algorithm EEA3 time and space complexity. We will start

Before generating the keystream, the keystream generatdyy a brief analytical study of the kernel algorithm.

ZUC is initialized with the input parameters. ZUC, the word-oriented stream cipher, is the basic

Let CK=CK]|0] || CK[1] || CK[2] ||, --..,|| CK[15] be the  building block for both 128-EEA3 and 128-EIA3. It is

128-bit confidentiality key, where CK[i](& i < 15) are  composed of three components with an internal state of

bytes. We set the 128-bit initial key Key to ZUC as Key = 560 bits initialized by a 128-bit cipher key K and a
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128-bit initialization vector 1V, and outputs a keystream ciphertext generated by the algorithm EEAS3 in its 3GPP
of 32-bit words. This keystream can be used to encryptcode version was uncorrectl]] The control of the
the plaintext. Furthermore, ZUC has two operation ciphertext length according the LENGTH parameter
modes: Initialization Mode and Keystream Mode (or value was omitted.

working mode).

During the working mode, the number of words to We have, then, added the following instructions to control
produce as output depends on the input parameter n. Thide length of the ciphertext produced in accordance with
input parameter presents the length of the plaintext tahe LENGTH parameter value. This issue is very
cipher (or the ciphertext to decrypt). When given as inputimportant since the ciphertext and the plaintext must have
parameter to ZUC, the algorithm produces exactly nthe same number of bits, but it was omitted in 3GPP code
32-bit output words which will be added by an version. You find below the instruction block added:
exclusive-OR operation to the n 32-bit words of the

plaintext (or ciphertext) to obtain the ciphertext (or the j = (LENGTH/32);

plaintext). So based on this description and on the ZUCj = LENGTH— j % 32;

specifications ], we can see that ZUC has a linear time j = 32— j;

complexity and constant space complexity. if (lengtt632! = 0)

On the other hand, according to the EEA3 algorithm{ ClL—1=ClL—1]>> |;
operation description illustrated in FiguPeabove, EEA3 CL-1=C[L—1] << j:
is based on ZUC algorithm which has a linear time} '
complexity. Besides this, in the last step which concern

theler!crygtg” (e"e;‘.t“a"y dectr.ypti%”)’ thg mlj.r;beéuoéwhere L =[ LENGTH/32], and C[L-1] is the last block
exclusive- operation execution depends, 1iKe where the length control has to be performed.

Keystream generation, on the length of the text to encryplit is important to mention that the correction brought to

ErEggCt:ymp;'cggesl’gxﬁN?s |gs(g)es lead to the fact that thethe EEAS3 algorithm has no impact on its security and its
pilexity ' robustness since it doesnt modify any thing in the

Propriety LEEA3 algorithm has a linear time algorithm internal processing. You find below one Testset
complexity. example for the implementation of EEA3 algorithm.

On the other hand, during its operation, EEA3 needs tonput Data:

allocate a memory space whose size is 4*L (L iSKey = (hex) 17 3d 14 ba 50 03 73 1d 7a 60 04 94 70 f0 Oa
depending on the parameter LENGTH) for the generatedg

keystream. In addition, ZUC used by EEA3 has acount = (hex) 66035492 Bearer = (hex) f

constant space complexity. So, the EEA3 spacepjrection =0 Length = 193 bits

complexity is then O(n). Plaintext:

Propriety 2EEA3 algorithm has a linear space (hex) 6¢f65340 735552ab 0c9752fa 6f9025fe Obd675d9
complexity. 005875b2 00000000

After carrying out the necessary corrections to 3GPP
2.3 EEAS verification & implementation algorithm code, as presented above to make it able to
discard the unnecessary bits from the last 64-bit
After the close study of the EEA3 algorithm, we will keystream block, we find then the expected result shown
expose now the result of the verification of the EEA3 in Figure3 below.
algorithm code version given by the 3GPP standards. We
note that the algorithm is coded in C language.
Furthermore, we will present the main rectification made e ; ;
to EEA3 algorithm code version to meet the SGPPsvenflcatlon &Analytlcal Evaluation of the
requirements. The result of the implementation of thelNtegrity Algorithm EIA3
rectified version of the algorithm will be exposed.
During our verification task, we have used the TestSetsThe new integrity algorithm 128-EIA3 is a Message
given by the 3GPP Implementation documesit [These  Authentication Code (MAC) function that is used to
TestSets are given by the 3GPP for the algorithmscompute the MAC of an input message under the control
implementors to test the correctness of theirof an integrity key.
implementations in respect to 3GPP requirements. In the following subsections, we will study EEA3
operation, make its analytical evaluation and finally
We have found that for a given input data and for a givenperform the verification and then the implementation of
key and plaintext (Data taken from the TestSets), thethe proposed 3GPP algorithm code.
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EEA3 ALGORITHM ENCRYPTION We note also K[0], k[1], .., k[31], k[32], ..., K[N-1] the
key bit stream corresponding to the previous key words
M[il ®OR z[il = CILil KS. . .
Furthermore, for each & i < N-32, we put k = K[i] ||
CIB] = 6cfR534@ XOR 98e57966 = f4132a26 K[i+1] || ... || k[i+31]. So, each kis a 32-bit word.
C[1]1 = 735552ah XOR 96c22h8e = e5977925
C[2] = Bc9752fa KOR Scdc?44f = 58db26h5
C[3] = 6£9825fe KOR 5h53%eed = 34ci?hid
C[4]1 = Bbd675d9 KOR cch34ch? = c?65398e o
CI[5] = BB5875h2 XOR 1hh28711 = 1heaf2a3 EIA3 Initialization:
Cl6] = BPBAEEEE XOR 96149648 = 80PBAOGA For0=1=15:
EKey[i] = IK[i];
IV[0]= COUNT[0];
Fig. 3: EEA3 implementation result with the rectified code IV[1]= COUNT[1]:
version IV[2]= COUNT[2];
IV[3]= COUNT[3]:
IV[4]=BEARER|{000;;
TV[5]= 00000000, ;
TV[6]= 00000000, ;
i ) TV[7]= 00000000, ;
3.1 Integrity algorithm EIA3 structure IV[8]=IV[0] ® (DIRECTION <= 7) ;
V[s]=1V[1]:
The integrity algorithm 128-EIA3 computes a 32-bit MAC R,[w] =IVi2].
" . : /[11]=IV[3]:
(Message Authentication Codef a given input message V[12] =IV[4] :
using an integrity key IK. Like EEA3 algorithm, the EIA3 IV[13] =IV[5] :
algorithm uses the stream cipher ZUC as a kernel. Figure RH?% :RE% & (DIRECTION << 7);

4 illustrates the 128-EEA3 structure.

Kevstream Generation:
We set: N=LENGTH +64:
L=N32]

Initialization ZUC{Key, IV);

ARAVAL
OTLOMITA

/®* Allocate memory space for the generated Keystream KS */

= (u32%) malloc(4*L);
GenerateKeystream_ZUC(L, *KS):

MAC Calculation:
T=0;/Tisa32-bitword *

Zuc For0 =i =LENGTH- 1:
if (M[i] =1), then

D-UIINNOD

1

h\(

l T=T=k;
T=T% kievoem:
‘ Z0%1 """ ZLENGTHI63
l I\'f[Ac:Tka_\'__:::;
Message | — Padding a 1 Accumulator T Fig. 5: EIA3 algorithm

Al

MAC

fal

3.2 EIA3 analytical evaluation
Fig. 4: EIA3 algorithm structure

Figure5 gives a general overview of the EEA3 operation.

During the second step of the EIA3 operation, the
Prior to processing the message, the ZUC generator igeneration of the keystream is performed by ZUC
initialized with the integrity key IK and the initializatio ~ algorithm who has a linear time complexity. Furthermore,
vector 1V, and a keystream with length 64 bits more thanduring the MAC-I calculation step, the T accumulation
the message length is generated. Then, the MAC iprocedure (see Figuis) depends on the whole concerned
calculated. Figures below presents the different steps message. So, we can conclude that the time complexity of
followed to produce the MAC. EIA3 algorithm is O(n).

We note N =LENGTH + 64 and L £ N/327. So, ZUC is Propriety 3EIA3 algorithm has a linear time
running to generate L key words KS[1], KS[2],, KS[L]. complexity.
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On the other hand, we can notice that, in the EIA3found that the two algorithms have a linear time
algorithm, the keystream generated by ZUC algorithm,complexity. Furthermore, both security algorithms EEA3
whose length depends on the concerned message lengtind EIA3 has linear space complexity.

has to be stored for later processing during the MAC-IOn the other hand, we have been interested in the
calculation. So, the amount of temporary storage usederification of EEA3 and EIA3 algorithms, which leads to
during the EIA3 operation depends on the messagehe rectification of the 3GPP code version of the
length. And since ZUC algorithm has a constant spaceconfidentiality algorithm EEA3 to meet the 3GPP
complexity, we can conclude that EIA3 has a linear spaceequirements.

complexity. At the end of this work we were interested in establishing
a comparison, presented in Figureelow, of the result of
the analytical evaluation of all the cryptographic
algorithms used to ensure security features in the Access
Network in both UMTS and LTE networks, based on the
present paper and our previous workp [

Propriety 4EIA3 algorithm has a linear space
complexity.

3.3 EIAS verification & implementation

As far as the EIA3 algorithm is concerned, the result of

our verification shows that the algorithm is coded in Table 1: Comparison of the analytical evaluation results of LTE
respect of all 3GPP requirements, and the result of theryptographic algorithms.

implementation tests were as expected by the 3GPP

implementation documents. Below, is presented an| Algerithm Usedin Security Time Space
example of one of the testsets implemented, illustrated ir goal complexity | complexity
Figure®6. UEAZEEA] | UMTS/LTE | Corfdentulty | firear linear
Input Data: EEAZ LTE Carfidertalty | finear constart
Key =c9 e6 ce ¢4 60 7c 72 db 00 Oa ef a8 83 85 ab Oa Tors - -

EEAS LTE orfidertilty | i ity
Count = a94059da Bearer = a Direction = 1 TR T e ]jnw i
Length = 577 bits ategity i constant
Message: ElAZ LTE Integn'ty linear linear
983b41d4 7d780c9e ladlld7e b70391bl deOb35d| El43 LTE Integrity linear linear

2dc62f83 e7b78d63 06caleal 7e941b7b e91348fy
fcb170e2 217fecd9 7fo9f68ad bl6e5d7d 21e569d2
80ed775c ebde3f40 93¢53881 00000000

Thus, it is clear that all the LTE cryptographic algorithms
used to ensure either confidentiality or integrity present
the advantage of having linear time complexity, which
guarantee efficiency and rapidity during the encryption

EIA3 ALGORITHM ENCRYFTION
Bazed on ZUC Algorithm

Message: and the decryption process and during the MAC
283b4id4 7d780c%e dadiid?e h78391h1 i i itv is @i
IoAbIEda 2deE2883 sOM78063 Bbcaend ;;alculanon. FLJ:rthter_Ir_rr\]ore, th(lew space co(rjnplexﬁy is enh::‘h
76941b7h e91348£9 fchi7@e? 217fecd? inear or constant. These, also, are good results since the
749f68ad hibeSd?d 21e569d2 88ed?75c maximum length that a message can have is already fixed
ehde3f48 9?3chl881 BABARRAA by 3GPP specifications (20 000 bits) and the Mobile
MAC=I = fae8ff@h Equipments can easily handle this amount of memory.

Fig. 6: EIA3 MAC-I calculation
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