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Abstract: This paper presents a low-overhead secure network coding schémeandomness of chaotic sequence is extremely
sensitive to initial conditions characteristic of the program, the combinafitimeachaotic sequence with the original source message
vector to construct a new cryptosystem to achieve the perfect seafrfey encoding scheme. The program only in the original random
network coding system based on the source changes, the intermediateramain unchanged; added only an interference signal at
the source to guarantee the security of the encoding scheme. Theiginedydts show that the scheme can guarantee perfect secrecy,
and send signals with minimal overhead.
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1 Introduction system, it need to select therandom vectors from the
same number of field coding with thé& source
information vector to be encoded. In this way, the
transmission must be allocated a portion of the bandwidth
to transmit interference information (that means there are
% random vectors), So, occurred a considerable amount of
oding overhead. Secure network coding disguised data
uring execution, and effectively carried the data, but at

2000s, Ahlwede 1] based on the concept of network
information flow, first proposed the idea of network
coding. l.e., in a network, each intermediate node has th
coding capacity to the data packet it received and the
transfer out the processed information. Network coding is
divided into two main categories:Linear network coding y,o "same time it increases the coding overhead and
and non—hnear network cod.|ng. Linear network cpdmg complexity of the network nodes.

structure is simple and practical advantages, so this paper
focus on research and discuss linear network coding. The In order to improve the robustness of the network
initial purpose of network coding to achieve maximum coding, while reducing the overheady].[ focus on
network flow and improve network throughput. However, analysis for the characteristics of the mobile random
after deeper research found a good way of networknetwork and unreliable network and the noise network,
coding is also a secure network transmissi@r2] In proposed a secure network coding that using the training
2002, Cai B] first given a communication model that on sequence embedded in the source data and combined with
network eavesdropping, put forward a necessary andhe channel encoder. A low-complexity secure network
sufficient condition for building the linear safety network coding that proposed by X@8] using of the nature of the
coding and constructed a secure coding of networksparse matrix to reduce the complexity of the node,
information theory. J.Feldmam 5] discussed in detail however the program still added a considerable amount of
and described the link between security network codingconfidential redundant and coding overhead is not
alphabet, multicast rate and coding overhead. Zh&hg [ reduced. Adeli §] put forward a small overhead secure
mixed the original source information and the vector of network coding based on Hash function, Although in his
the same length with randomly assigned, and transmittedext, the security of the scheme and the security
the mixed random vector in order to ensure the safety ofconditions has been discussed, but the program is still
the source message. In above-described program the mosxkist important security vulnerabilities. A security
secure network coding scheme are assumed that théheorem proposed by K. JaitQ], they proved messages
attacker can eavesdrop on a separate channel. Thereforme not malicious attacker to obtain using a
in order to establish a secure network transmissionpseudo-random function. In summary, the paper first
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discusses and select the appropriate chaotic map angumber of edges in the network, thdtom 1 toN = ||E|]|
combining cryptography and then added to the initial, then
information into the initial information of the source.

Through theoretical analysis and a security proof of Vi = (Vi, Viz, ...Vin)" 1)
the theorem, the coding scheme using a unique random ) )
number and a chaotic sequence with the source, and thehhese encoding vectors are selected from a same coding
encoded by a Suitab|e network reaches perfect Secrecy, ﬁomaln. The |nf0rmat|0n that transm|tted on Channel IS
can be ensured secure communications. represented as , X is a linear combination of all the

information, then

vl —
2 Knowledge and definition X=vmi=12..N )

This paper mainly focuses on a class of acyclic,

delay-free  single-source  multi-sink  multicast 3 The original secure network coding scheme
communication network, in order to simplify the analysis
of the problem. For an acyclic Multicast Network
G = (V,E) V Is a collection of pointsE is a collection of
channel, for constructing the network code, assum
GF(q) is ag rank finite field (q is a large prime number).

Assume the attacker can eavesdrop kupndependent
£dges (The independent edges mean the encoding vector
of each edge is linear independent), In order to prevent an

attacker to obtain meaningful information, Seleat

Definition 1. ( Network coding: Assum& = (V.E)is @  random number from the encoding domain add to the
directed network, th@-dimensional linear network code information source, expressed as:

on theG will assign a vectou(e) to each edge € E of

G, and make it has the following properties. (callge) M= (Mg, M, ... Mh—q, 21,22, ..., Za) (3)
"Global encoding nuclear” of channel).

(1) Allocation n-dimensional vector space Review paper3] to [6] have been proposed to achieve
T(X) = GFq(q) to the information sourck; the perfect secrecy secure network coding scheme. Their

(2) The vector of edge € E is a linear combination  pasic approach is to ensure that the attacker will make
of end nodeail (e) which reached edge; If information  redundant information adding to information is not

sourceX is a end node ok, then the vectors o8 will jnvalid. In order to achieve this purpose, they assume:
select fromr (X) ;

(3) There must be has a specific decoding function
operation that can be able to recover the sourc
information at every nodes of information source.

Assume the vector space of no8es 1(S) , for any

%/Iﬁ: [V17V2,...Vk]Tm: (X17X27"’7XK)T (4)

non-source nod&1(S) is the collection of all the linear ~ Among Expression (4),vi is correspondingn
combination of the vectors which arrived each edg&of  -dimensional coding vectors of edge V is a matrix of
So fore € E there isu(e) € (tail (e)). these encoding vector combination.

If x is divided into two sub-matrix, thedy, in_q)
gorresponds to the original information source .
corresponds to the redundant information, so,

Definition 2. Network coding: Information source&
generating the non-compressed data information marke
asm. All of mconsisted of the vectar that expressed as
m = (mg,mp,...,my)" . Then the information will be —
encoded make use of the coding algorithm and these dath¥x(n-a)[Broca]M= (1, %2, -, X0)
information will be sent to the information sink through

the network. (Encoding algorithm mentioned above will : ! ;
. ; : by eavesdropping, so requirements all the columns in the
be described in Section 4). ) . ;

o . ) ) ] sub-matrix are linearly independent, then> k . So, the
Definition 3.Network coding: For information sink: number of redundant information m should be not less
There aret sinks in the network. The purpose of the thank.
network coding is the secure transmission the messages Tpe existing scheme is added a random number into

sent by the source to the sink node. the encoding vector and then make it linear combination
Definition 4.Network coding: Attacke€ : AttackerC has  with information. This approach makes network secure
a limited eavesdropping capability, it can be able tocoding exist a lot of coding overhead. Moreover, for the
eavesdrop ok channel.Q = (a1,0z,...,ax) indicate the  information added redundant, the attacker can undermine
collection of tapped channels. its security by take more information of independent side.
According to the above definitions and knowledge, weIn this paper The basic method of low overhead, secure
can construct a linear network coding. Each edge of thisnetwork coding is: chaotic sequence and network coding
network has a coding vectar , Where,i represents a combination structure "one-time pad” encryption system.

T (5)

To make the attacker can not get useful information
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4 chaotic sequence RV 'M ' r‘

\
Chaotic sequence is a pseudo-random sequence, in formal JI IV} \/ ]/
simply performance to a disordered state. However, the T O S | L
chaotic sequence is a kind of ordered structure of a rich 50 B 0% 0% 0 EA
internal level, just did not show obvious periodicity and
symmetry.

Figure. 1 Improved Logistic mapping chaotic sequence.
Chaotic sequence has the following characteristics
mainly [11]: In Figure 1, the abscissa represents the sequence
(1) The chaotic sequence is generated by determinin(ﬁngth’ tgel ve_r?_calﬂ::oz:dm?tes represer:t tt::e Te?t‘_' Vli!;lle 0
the differential form or discrete form of equation, it can fl?rzoveh otg_us Ic, Ine blue 'gelgzaretshen Sd I'e iniia i
generate and receive control by the user. of the chaotic sequence IS ©. » (€ red Iines represen
the initial value is 0.1235 chaotic sequence, sequence
(2) Chaos in nonlinear mapping or nonlinear systemslength is 1024.
in order to produce, and Chaos mapping status is formed After digitized, the change rate of improved Logistic
under the repeated separation and folding, so the chaotimap sequence 0/1 is BB%. This indicates that the
mapping relationship is not reversible certainly. improved Logistic mapping chaotic sequences will
, . . .. generate strong initial sensitivity and difficult to deagiph
(3) Chaotic systems are extremely sensitive to initial g jt js suitable for secure communications. Chaos
values. That replace, and modify the chaotic sequence caganping is irreversible, That can be seen as a one-way
increase the system’s capacity of resistance to decipher. cryptography, and is very suitable for the one-time pad

Fully understand the characteristics of chaotic CrYPtosystem.
sequence more than several, it can be applied to the field
of secure communication as a method of encryption.
Shannon 12] and some domestic scholars has been5 Low-cost secure network coding
applied chaos theory to cryptography, but how to select

the chaotic mapping that meet the requirements Ofthe purpose of the security network coding scheme of
cryptographic properties is a key issues need to solved. s paper is ensure security and minimize overhead of the

There are three main chaotic map: Logistic map’code transmission signal at the same time. This program

improved Logistic map and Chebyshev map. TheirYS€S the chaotic sequence and by the nature of the chaotic
expression is shown in Table 1. sequence shows that the chaotic sequence can be

generated by the user control, l.e. can generate a sequence

Table 1. Several main  chaotic  map. of fixed length. If chaotic mapping and initial value are
given the chaotic sequence can be calculated; Moreover,
chaotic sequence is pseudo-random, there can be no
x”e(O,l) duplicate values occur within a certain length.

Furthermorethe one of the main reasons using chaotic
sequence is that it can produce different random signals
just uses one redundangy . Its security equivalent to
n— 1 information of m will be encrypted usingh— 1
Chebyshev map X, =cos(g-arccosx ), -1<x <1 independent vectors .

5.1 Coding scheme

In the single-source multi-sink multicast network
G = (V,E) , assume the information source will send
n—1 charactexy, %y, ..., Xn—1 € Fy .SetY(.) represents a
chaotic sequence Y1,¥2,---,¥n and
yn=1-Y¥2 ;,(—1<yn<1).The chaotic sequend.)

The main purpose of this paper is to construct athat generated by the improved Logistic mapping and the
low-overhead secure network coding scheme, to avoidandom number3 can generate a message vector, as
increasing the network transmission parameters, so shown in formula (6):
chose the modified logistic map to generate chaotic_
sequence.. The simulation for improved logistic mapping™ = (Xt =Y (B), X2 +Y (x1, ), %3 +Y (X1,%2, B)...,
to the initial value sensitivity is given in figure 1. X1+ Y (X1, %, ... %02, 8)),B)T  (6)

chaotic map expression

Logistic map v, =k (l X ),

improved Logistic map 1=l -l 1<l

(I i

Among them A is a fractal parameter in the Logistic
map, whem € (3.56994] , the system is in a chaotic state;
g is a mapping order of Chebyshev map, wiigen 2 , the
system is in a chaotic state.
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Comma separator between the variables to various willas a result

combination each parts and then use it as a input initial =3
value of the chaotic map. For simplicity, referredtoas:  d = Zvi (10)
ue
= T .. .
M= (e1,€,....en-2,) (") and because the select key is independent of the plaintext,

And, e,e,...en.o» are well-distributed and SO

g > max{t,|Q|} . Take note of the initial value of chaotic P (und) = (11)
sequencé(.) in formula (1) are not the same (similarto " oo

the one-time pad encryption). So, even if the attacker haget 4 final result

been gotten the firsh — 1 data ofm, as long as the

R

random number is secure, then the attacker can not obtaiB (uld) = R(und) % (12)
any information about they, X2, ..., X1 in the time of the r o rq 1/on

olynomialm. So this program only use a random signal : y
Fo %omplete the pur?)osge of higing information. %’he s_o,formula(8) es;abllshed,the perfect secrecy of the-"one
remaining coding process is: linearly assentléLinear time pad_ gr_lcryptlon system has bee_n proved. )
network coding and then transmission to the respectiveéd-2 Feasibility and the general security of the encoding
information sink through the network). algorithm
5.2 Decoding scheme Theorem 2 In the single source multi-sink multicast

Improved Logistic map in this program is open to any Network G = (V,E) , if q >t , the appropriate linear
party (including the attacker). The degree of difficulty or Network coding can be constructed in polynomial time
easy to information sinkl recoverym depends on the [13], 0 that the source can send a message to go to more
complexity of the basic linear network coding. than one information sink in the network.

As the sink is the recipient of the information, the sink Proof: Seth is a maximum number of data packets that
T know the mapping of improved Logistic. So, we just can be transferred between the information source and
need restoren first and then utilize redundaii that has  sink, that is network capacity. When we construct the
the ability of generating a random signal, all the random linear network coding, we need to use time
information can be restored. Thereby the sink O(|E|) to find a path from source to sink. And we need to
successfully decode and get the original source messagése the timeO(|T|) to allocated encoding vector for each
vector. edge, and the spend time @h- |T|) that for each sink

test the linear independence of the assigned coding vector.
So, for all sink test the linear independence of assigned

6 Safety and feasibility analysis encoding vector can be completed within in the time

O(|T|-h?) .
_ _ _ Therefore, if in the coding region to select the
6.1 The security of one-time pad encryption system appropriate encoding vector to form a network coding
Theorem 1 "one-time pad” cryptosystem has perfect global coding nucleus, thereby conformation the linear
secrecy. network coding can be completed within in the time
. O(|E|-[T]-h?).

Proof: . o .

Assume: Theorem 3 In the single source multi-sink multicast

u : Plaintext sequence emitted by the information NetworkG = (V,E) , the @ = {ay, ..., aw} is a collection
sourceu = (Uy, Uy, ..., Up); that consist by possible eavesdropped chanbdl [The

d: The ciphertext sequence received by the informationencoding scheme as described in section 4y if..,e,_;
sinkd = (dy, dy, ..., dn) ; obey well-distributed andy > max{t,|Q|} , then the

R The probability that information source issue secure communication can be achieved in the multicast

expressly sequence network | |
rq: The probability that information sink received Proof: We can see from the tex8], the information that

ciphertext sequenag; the attacker gained from eavesdropping channel
a«. The probability of cryptographic key that constituted a linearly independent vectors team when
information source encrypt the plaintext. e, ...,en—1 obey well-distributed. Thus eavesdropper can
To prove perfect secrecy, is to prove: not get any information aboyf the eavesdropper can not
know the chaotic sequence, the encryption system is a
R(uld) =R, (8)  “one-time pad”. By theorem 1 we know the secure

Owing to there is only one cryptographic key and the network coding scheme is perfect secrecy. From theorem

key is made up of two independent random variables, s¢ Whend >t , the linear network coding that meet the
conditions can be constructed, the low cost secure

there is: : > _
network coding present by this paper can achieve the

k() =1/2" (9)  secure communication.
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7 Conclusion [11] Liu, N. Guo, D. and Parr, G. "Complexity of chaotic

binary sequence and precision of its numerical simulation”.
In this paper, a low-overhead secure network coding Nonlinear dynamics7, (2012).
scheme that based on chaotic sequence has bedh?] C. E. Shannon, "CommunicationTheoryofSecrecySystems”.
presented. The paper take advantage of chaotic sequence BellSystem Technology Journa@8, 656-715 (1949). _
and the characteristics of a "one-time pad” encryption[13] Y. Shang, Efficient strategies for attack via partial
system, combined with the linear random network coding ~ information in scale-free networks, Information Sciences
and finally changed the original source message vector, Letters.1, 1-5(2012). _ _ o
The secure network coding scheme does not need tb14] Emina soljanin, "Network Multicast with Network Coding”,

: IEEE signal processing magazine, 109-112, (2008)

know the network topology, and does not require any new . n ; .
features in the internal nodes, and applies to both wireo[15] K. Sivaselvan, C. V”E’.‘yalakShm". Enactment O.f Stochasic
and wireless networks. Through the characteristics Model S_tream Mechanism on M_ultl class Queueing Network,
analvsis in theorv and the proof on the security theorem International Journal of Computing and Network Technology,
analy Y proc Y ' 1,153-161 (2013).
improved secure network coding scheme can be able to
achieve the information security requirements and
effectively reduces the overhead.
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