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Abstract: We introduced the provision of secured and trustworthy data transmission in network-coded communication
systems is an important file in the dynamic network environment and adversarial attacks. The paper introduces a secure
network coding scheme that is built on top of combinatorial designs that have been combined with key scheduling, which is
fuelled by reinforcement learning. Balanced combinatorial designs ensure structure in coefficient generation to maximise
algebraic security through the uniform distribution of source symbols across coded packets to minimise information leakage
upon partial interception. Key scheduling is then designed as a reinforcement learning problem to enhance security further;
the ability to select the key depending on the network state measurements and the historical key usage. The performance
measures applied to the proposed framework comprise decoding accuracy, leakage rate of information and secrecy capacity.
The successful outcome of the experiment confirms the effectiveness of the suggested strategy of secure transmission as it
reports accuracy improvement, high decrease of the leakage of information, and increase of the secrecy capacity in
comparison to the traditional random network coding and fixed key-based solutions.

Keywords: Secure Network Coding, Combinatorial Design, Reinforcement Learning, Key Scheduling, Information-
Theoretic Security.

1. Introduction

The fast advancement in quantum computing poses a major risk to the conventional public key cryptosystems, and as such
post-quantum cryptographic (PQC) schemes have been researched to ensure security in the face of rather advanced
adversaries (both classical and quantum). However, ensuring the resilience of such new cryptosystems creates new problems,
which can expose their covert and hitherto unseen weaknesses due to their complex mathematical constructions and specifics
of the implementation. Graph-theoretic vulnerability modelling has, in this respect, become a solid theoretical basis to
describe cryptographic components, operations and attack surfaces as graphical structures, with nodes representing
cryptographic primitives, cryptographic parameters or cryptographic system states and edges representing functional
dependencies, data flow, or even possible attacker exploits. The representation of post-quantum cryptosystems (including
multivariate, code-based, lattice-based, and hash-based) as graphs has been used to analyse the structure of vulnerabilities to
cryptosystems, cascading failure points, and adversarial paths that cannot be easily identified by a straightforward analysis
by algebraic or complexity-theoretic tools. Deep learning builds upon this modeling system, allowing automated feature
extraction and pattern recognition in large, high-dimensional graph spaces, which allows neural networks to be trained on
simulated attacks, side-channel traces, and implementation-level data to identify complex vulnerability signatures. The
combination of deep learning with graph-theoretic models improves predictive vulnerability evaluation, anomaly detection,
and adaptive risk evaluation, an adjunct to formal security proofs and human cryptanalysis that uses data. The
interdisciplinary approach can provide an intelligent and scalable framework of predicting and responding to a security
vulnerability in post-quantum cryptosystems and help develop an effective cryptographic infrastructure that can mitigate the
dynamic threat environment of the quantum age.

Post-quantum cryptography is a field that aims at developing cryptography systems that can resist such quantum threats. The
development of quantum algorithms, including the factoring algorithm and discrete logarithms algorithm by Shor, and the
unstructured search algorithm by Grover [1,2,3], poses a significant threat to a number of classic cryptography systems [4].
As a reaction, scientists proposed new models based on assumptions that were considered quantum-resistant, such as
multivariate polynomial [5,6], code-based [7,8], lattice-based [9,10], and hash-based cryptography [11,12]. Nevertheless, one
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of the main similarities between most post-quantum problems is that they ultimately aim at protecting a unique hidden
solution. This is a structural assumption, though it may appear innocuous, but can eventually be adopted by future
methodologies based on quantum. Profitability In a code-based setting, the existence of a single solution can improve the
distinguishability or target inversion on quantum models, despite the computational complexity of the decoding problem
[13,14,15]. Therefore, post-quantum security can be compromised not by the current algorithms, but by the flaws in the
formulations of the underlying issues [16,17].

Graph theory provides fundamental tools of quantum network and system modeling. A graph G (V, E) is composed of an
edge set E € V x V and a vertex set V. In quantum cryptography, a graph vertex (node) usually represents a qubit or a user
of the network, and an edge represents a communication channel or a direct quantum interaction (e.g. an entangling
interaction) [18,19]. An important concept in quantum information that is associated with graphs is the graph state: an
entangled state of multi-qubits described by the adjacency of a graph. The graph state |G) of a given graph G is obtained by
initialising all the vertices qubits of G in the state | + | ((|0] + 1)/ sq) and by using controlled-Z gates on each of the edges in
E. Graph states are versatile resources: they cluster states and generalise GHZ and give the basis of measurement-based
quantum computing [20,21]. The entanglement structure of graph connexion is more importantly represented by graph states.
An all-vertices graph forms a state, which is locally compared with the N-qubit GHZ state, but a star graph forms a locally
equivalent state with fewer edges than GHZ.

The graph theory processes frequently exhibit quantum transformations. The local complementation changes the presence of
edges among the neighboring of a vertex so that it has a locally similar graph state. The strategies give transitions between a
variety of graph structures (and therefore between different entangled states) without entanglement measurements being
altered. The local complementation orbit of a given graph consists of the graphs that can be achieved through local
complementations [22]. An example of this is that some protocols might be able to transform one graph-state resource to a
different one with the help of single-qubit interaction, like complementation (an involution, 12 = I), which has significant
graph-theoretical implications. In the perspective of graph theory, local complementations and extended graph
transformations give flexibility to the protocol designs without compromising on the security aspects. Quantum networking
also has metrics and algorithms that can be found in graph theory. The shortest path and connectedness of the graph are
concepts that help in the distribution of entanglement in a network of quantum repeaters. One tool that scholars employ to
explore entanglement routing is graph models a quantum network is depicted as a graph where an edge represents a common
Bell pair or channel and routing algorithms attempt to generate multi-qubit entangled states through communication channels
[23].

The study presents a smart and methodical system of weaknesses detection, evaluation, and prediction in post-quantum
cryptosystems through the combination of graph-based and deep learning approaches. This work demonstrates to determine
the subtle structural vulnerabilities, dependency-related risks, and new attack behaviours by modelling cryptographic
components, cryptographic operations and potential attack vectors as graph structures and applying advanced learning
algorithms to these structures, which can be hidden under standard cryptanalysis techniques. The research aims at enhancing
the security analysis of the post-quantum cryptographic techniques using a scalable, data intensive approach that enables to
evaluate vulnerabilities proactively and to make informed decisions on how to build more resistant quantum-resistant
systems.

2. Review of literature

Sharma et al., (2025) [25] assessed the means of improving resiliency to the Internet of Things (IoT) to traditional and
quantum attacks with deep learning methods and post-quantum cryptography (PQC). In order to protect critical exchange,
encryption and authentication of consumer devices in the IoT, it may continue to adopt quantum-resistant cryptography,
including lattice-based cryptography, hash-based cryptography, and code-based cryptography. The results show that the key
generation time is 12.5 ms, the encryption/decryption time is 25.3 ms, the latency is 18.7 ms, the throughput is 5000
operations per second and the energy consumed of 2.4 mJ.

Scientificet al., (2025) [26] stated that it will be a hybrid Al-enabled system with reinforcement learning (RL) to optimise
the performance of post-quantum cryptographic algorithm implementations, generative adversarial networks (GANs) to
determine the resilience of the system, and federated learning (FL) to improve the scalability of quantum key distribution.
The result of this Al-led strategic roadmap is the holistic view, which presents a clear roadmap on which the necessary steps
toward the post-quantum security are taken and using quantum cryptography in many other important applications, such as
cryptographic financial systems, secure communication, and the protection of country infrastructure.

Saeedet al., (2025) [27] acquired an integrated Al-based cyber-architecture capable of detecting abnormalities, authenticate
data integrity, automation of incident collection and sustainable cryptographic immune. The results support its relevance to
real-life scenarios such as healthcare systems, smart cities and critical infrastructure, and future research is aimed at
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improving real-time adaptation and checking the performance in complex, heterogeneous environments.

Li et al., (2024) [28] analysed the impact of three post-quantum cryptography algorithms, based on the NIST standard to
digital signatures within the federated learning system, with a wide range of models, tasks, and different federated learning
systems. The results show that the best post-quantum cryptography technique to use when signing digital signatures in
federated learning is Dilithium.

Ogilaet al., (2023) [29] showed an original approach to improving Key Management Systems (KMS) in case of a growing
popularity of cyber threats through the incorporation of advanced machine learning, cryptographic technologies, deep
learning, and Internet of Things (IoT). The effectiveness of this unprecedented combination of technologies is confirmed by
the experimental results which provide the strong empirical evidence that such synthesis can be successfully used to make
KMS resistant to potential attacks.

Irshadet al., (2023) [30] stipulated the Scalable and Secure Cloud Architecture (SSCA) with the integration of IoT and
cryptographic techniques, the aim of which is to develop scalable and reliable cloud environments, therefore, enabling multi-
user platforms, and enabling group access to cloud resources by numerous users. The results prove the effectiveness of the
proposed SSCA and show that the reaction time of 250 and 1000 devices reduced significantly by 1.67 and 0.97 seconds,
respectively, compared to the MHE-IS-CPMT.

Hengeet al., (2023) [31] looked at a paradigm of user-storage-transit-server authentication by using safe key data distribution
and mathematical methods of post-quantum cryptography. A quantum computing-based method of distributing security keys
using a post quantum cryptography. The experimental environment investigates the plain text sizes ranging between 24-8248
to compare the variation in safe key data distribution, key generation, encryption and decryption time.

The use of convolution neural networks (CNN) with quantum cryptography to secure communication in smart cities was
proposed to be unique as suggested by Mohammedet al., (2023) [32]. To ensure the exchange of keys between the
communicating parties is safe, the proposed technique utilises quantum key distribution (QKD). Consequently, the presented
BLSTMECNN algorithm makes predictions of congestion, and it is superior to the competition in terms of economy and
performance of computing.

3. Material and Methods

(a) Network Model

Suppose we have a directed communication network modelled as a graph, where the antagonistic entities are the nodes and
the directed edges denote one way information flow between them. This description reflects incomplete communication
patterns commonly observed in real world networks, e.g. client-server or control systems. It enables the methodical analysis
of reachability and routing dynamics and dissemination of information. These models play an important role in determining
the efficiency, resilience and security of a network.

G=V,E) 1)

V represents the nodes and E represents communication links. A node source S sends data to a destination node set {T 1,T 2,
e,T m }via a network of intermediary nodes via linear network coding. The capacity of each edge is one unit and is used as
a packet transmitting over a finite field Fq:

X = (x1,Xp, ..., X)) € F )
(a) Linear Network Coding Formulation

In which a(e,i) Fq coefficients used to encode. When the global encoding matrix is full rank: A global encoding of any kind
is successfully decoded by legitimate receivers.

“rank”(A)=k “)

Choice based on Combinatorial Design: However, rather than selecting coefficients randomly, they are selected using a
Balanced Incomplete Block Design (BIBD) that can be defined as:

D=(X,B) (5)
Where:

Where X denotes the set of symbols, B denotes a set of blocks, B 2 contains precisely k elements, B 2 contains precisely r
elements, B 2 contains precisely 2 elements. The coding coefficients are defined in terms of the incidence matrix M of the
design:
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A (e, ))=M_(j,1) (6)

This systematic selection guarantee that the symbols are equally represented and minimise the leakage of information in case
of half observation.

Key Generation and Mapping

The cryptographic keys K j were mapped to each block B j obtained as a result of the combinatorial mapping. The process
of encoding takes the form:

Ye = ZiEBjI(j ' xi (7)

where,Kjcontrols  coefficient ~ selection and packet mixing. Key entropy is evaluated as:H(K) =
- Z}. P(Kj)log P(K;)ensuring sufficient randomness and resistance to key compromise.

(b) Adversary Model and Security Constraint

An adversary intercepts packets on a subset E, C E. Information-theoretic security is ensured by satisfying:I(X;Y,) =
Owhere Y, represents intercepted packets and I(+;-)denotes mutual information.

(c¢) Reinforcement Learning—Based Key Scheduling
The main scheduling is considered a Markov Decision Process (MDP):M=(S,A,P,R).

State (s t): Network history and usage history. Action (a t): Choice of key K j Reward (r t): Security performance trade-off.
The Q-value update rule is:

Q(s0:a) = Q(s0, @) + [, +ymax Q(se41,0) = Qlse,a,)] ®)
where ais the learning rate and y is the discount factor.
(d) Integrated Secure Transmission

At every transmission period t, the RL agent chooses a key: Kt= xt(s t),

Which is implemented on the network coding process. This dynamic choice brings in temporal variety, reducing the usage
of key reuse and raising adversarial uncertainty.

(e) Performance Evaluation Metrics
The system is evaluated using:
e Secrecy Capacity: C; = C,, — C, )

o Information Leakage Rate: L = 1(1)1(2—:(?) (10)

e Computational Complexity: Polynomial in | V |and | E |

The secure network coding scheme is designed on a directed communication network that is represented as a graph G ( V,E ),
and the source node S sends a message vector X (x 1,x 2,...,x k )F q k to a plurality of destination nodes via intermediate
relays, which is coded linearly over a finite field F q. The packets sent on an edge eE are produced as a linear combination
of source symbols and decoding is reliable at authorised receivers when the global encoding matrix is full rank. To increase
security, instead of randomly choosing coding coefficients, a Balanced Incomplete Block Design (BIBD) is used, the
incidence matrix of which avoids the use of only a few symbols, controlled interaction between coded packets, and evenly
distributed the symbol participation thereof to mitigate information leakage in the case of partial interception. The maps the
cryptographic keys corresponding to each combinatorial block govern the mixing of packets and the entropy of the usage of
the keys is measured by analysing the entropy to verify the resistance to the key compromise. The opponent is believed to be
able to eavesdrop on packets on a restricted set of network edges, and information-theoretic security is realised by imposing
the zero mutual information between packets intercepted and the original message. In order to selectively control the key
selection, key scheduling is formulated as a Markov Decision Process, where a reinforcement learning agent is observing
network conditions and history of key use, making key choices, and revising its policy with a balance between security and
performance by following a Q-learning rule. The chosen key is dynamically used with each transmission period, adding the
temporal diversity and reducing the key reuse which augments adversarial uncertainty. The framework effectiveness is also
assessed based on secrecy capacity, rate of information leakage, and computation complexity measures and it is shown that
the combined combinatorial design and reinforcement learning system can provide secure and adaptive and computationally
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efficient network communication.

4. Result Layout

The given data clarifies a new approach that is going to increase the accuracy and safety of data transmission within a network.
The method is a systematic way of organising data synthesis and continuously changing the application of protection keys,
which in this way will make sure that only the authorised users are able to receive the communications correctly and that
unauthorised users find it extremely difficult to understand it. The strategy provides high levels of message recovery, low
risk of information leakage and limits repetition of the same protection pattern as before as used in the old systems. The focus
of the study is mainly on the safe and effective transfer of information particularly in variable network conditions and danger
of unauthorised access.

Accuracy Comparison of Secure Network Coding Methods
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Fig. 1: Accuracy comparison of secure network coding methods.

The presented Combinatorial Design with Reinforcement Learning (CD+RL) architecture attains the greatest level of
accuracy of 96.2 which is greater than random network coding and fixed key-based methods. The enhancement is mainly
achieved through the structured selection of coefficients based on the combinatorial designs that minimise the decoding
ambiguity and adaptive key scheduling based on the reinforcement learning that minimises the reuse of keys and packets
collisions. Increased accuracy implies valid decoding in legitimate receivers in dynamic network scenarios as well as in
partial adversarial observation.

Information Leakage Comparison of Secure Network Coding Methods
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Fig. 2: Information leakage comparison of secure network coding.

The layout of comparison indicates that the information leakage of the proposed framework is reduced considerably.
Although random network coding has high leakage because of coefficient predictability, key reuse is a weakness to which
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the key leakage is partially reduced with the help of a static key scheme. The suggested CD+RL protocol has the minimal
leakage rate (0.04), which proves the structured combinatorial encoding with adaptive key rotation obtains a significant
augmentation of adversarial uncertainty and bolsters the information-theoretic safety.

Secrecy Capacity Comparison of Secure Network Coding Methods
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Fig. 3: Secrecy capacity comparison of secure network coding.

Secrecy capacity is calculated as:

where:
e  (,is the main channel capacity,
e (,is the eavesdropper channel capacity.

The secrecy rate of the suggested framework is 5.9 bits/sec/Hz which is substantially greater than the basic approaches. This
benefit is attained by decreasing the effective channel capacity of the eavesdropper by dynamic scheduling of key and
dispersing combinatorial coefficients. The reinforcement learning agent will constantly choose the best keys in reference to
the changes in network states to ensure that C_eremains minimal but C_m is high. This confirms the efficiency of the
mathematical solution proposed to secure and efficient communication.

5. Conclusion

This paper presented a secure network coding framework that was based on combinatorial design and supplemented with
reinforcement learning-based key scheduling to counter security weaknesses of multicast communication networks.
Structured combinatorial design is used to choose coefficients, which has deterministic security benefits by minimising
predictability and the adversarial information acquisition. The key scheduling mechanism, which is based on reinforcement
learning, dynamically adjusts to network conditions and reduces key reuse as well as enhances resistance to eavesdropping
attacks. Evaluation of performance has verified that the proposed method has better decoding accuracy, reduced information
leakage and other secrecy capacity than traditional network coding schemes. The findings underscore the benefits of
integrating mathematical design components and adaptive learning methods and hence the proposed framework has a
potential solution to efficient and secure network communications.
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