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Abstract: In this work, we introduced the graph-theoretic vulnerability modelling framework of post-quantum cryptosystems
with the deep-learning-based performance evaluation is introduced. The suggested solution combines structural graph
modelling of cryptographic elements with regression, and classification-based predictive analytics to determine quantitatively
how resilient a system will be in terms of its attack surface in the quantum era. The regression metrics MSE, RMSE, MAE
and R 2 metrics quantify the prediction fidelity of structural risk estimation and classification metrics accuracy, precision,
recall, F1-score and ROC-AUC metrics finally allow accurate detection of vulnerable states of cryptographic settings in a
variety of different cryptographic configurations. This methodology shows that the deep learning models are applicable to
predicting the probability of vulnerabilities with graph-based cryptographic features, and it provides a scalable analysis
pipeline with the use of emerging post-quantum technologies. Findings validate the hypothesis that the graph-theoretic and
machine-learning framework is highly beneficial in enhancing the robustness analysis of lattice-, hash-, and code-based
encryption, which in turn can be used to assist more secure and resilient cryptographic constructions.
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1. Introduction

The degree of commutativity of finite group chains is an important topic at the interface between both existing branches of
algebra and cryptographic security, especially when cryptanalysis based on machine learning is changing the threat landscape.
The degree of commutativity of a group, which is the probability that two randomly chosen elements of a group commute
with each other, is a major clue towards the nearness of a finite group to being abelian. Studies of this measure in chain of
subgroups provide deeper results on the complex structural dynamics of non-abelian groups that are commonly used in
modern cryptographic constructions. Most contemporary cryptographic schemes are based on the computational infeasibility
of algebraic problems defined over non-commutative groups, where therefore understanding the flow of commutative
phenomena along subgroup chains can reveal complex structural properties or weaknesses. With this fast development of
machine learning, attackers may take advantage of pattern-recognition models, neural architectures, and statistical learning
techniques to take advantage of algebraic regularities that might be overlooked by conventional cryptanalysis. Therefore, the
degree of commutativity in finite group chains is research worthy of deepening the theoretical understanding of groups and
is also crucial in assessing cryptographic resistance to Al-based attacks. The proposed research direction aims to clarify how
the algebraic fingerprints presented by the commutativity metrics can be inadvertently used by the machine-learning
algorithms to predict the behavior of a group by them, how hidden subgroups can be resolved by these metrics, and how
exploitable symmetries can be identified through these metrics, thereby offering the critical information to create new group-
based cryptosystems that remain resistant to increasingly sophisticated adversarial models.

1.1 Advanced Perspectives on Modern Machine Learning-Based Cryptanalysis

Modern symmetric-key cryptography designs largely rely on security by construction, with a solid security rationale (as
resistant to basic differential and linear attacks, and study of algebraic properties); however, cryptanalysis forms a key part
of a validation procedure of a cypher. It is only a primitive that has undergone considerable and thorough scrutiny under the
eyes of independent cryptanalysts, that can be considered worthy enough of being given the green light by the community.
However, in recent years, there has been a proliferation of new cypher proposals, especially with the recent explosion of
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lightweight cryptography and cryptanalysis work has lagged behind, making any form of cryptanalysis an uphill and an
insignificant task. To counter the shortage of cryptanalyst staff, there has arisen a new trend to solve various kinds of tasks
traditionally carried-out by attackers as Mixed Linear Integer Programming (MILP)[1,2], Satisfiability Modulo Theories[3,4]
(SAT/SMT) or Constraint Programming (CP)[5,6] problems, which in turn can be solved with the help of an appropriate
solver. The work of the cryptanalyst is thus restricted to the provision of a good model of the problem at hand. Considering
impressive results compared to the simplicity of the process, substantial advancements have been attained over the last ten
years in this active research area, which has also contributed greatly to the design of cyphers (the choice of better
cryptographic elements and their integration has been much easier through the new automated tools).

Machine learning, particularly deep learning, has recently attracted a lot of attention due to the spectacular developments
made in some of the most important areas of research including the fields of computer vision and voice recognition. A number
of possible correlations between cryptography and machine learning have been identified[7,8], and some applications of
machine learning to side-channel analysis[9,10]. Despite a general lack of study into machine learning applications in black-
box cryptanalysis, they were mainly studied after Gohr published at CRYPTO’19[11,12]. Gohr used a deep neural network
to train on labelled data, ciphertext pairings, one half of which were obtained by encrypting plaintext pairs with a fixed input
difference to the cypher being considered, and the other half of which were obtained by random values. He then establishes
whether the trained neural network has the ability to discriminate successfully between randomly selected ciphertext and real
data. However, amazingly enough, when applied to the block cypher SPECK-32/64 (the 32-bit block cypher with a 64-bit
key variant of SPECK), he was able to attain good accuracy with a long number of rounds. It was able to execute one of the
major recovery steps using his neural distinguisher, and it has ended up at the most successful key recovery attack observed
to date in the number of rounds, and lights up other initiatives on SPECK-32/64)[13,14,15]. Had this distinguisher/key
recovery attack not been made to go beyond the state of the art, the prospect of a generalised tool to pre-scan the vulnerabilities
of a cryptographic primitive (with accuracy comparable to that of the current cryptanalysis) would still have been very
attractive.

The rest of this essay will use @, A, and will to mean the exclusive-OR operation, the bitwise AND operation and modular
addition respectively. A bit rotation to the right will be denoted with the symbol > and to the left with the symbol «
respectively and ajhuman| will mean the concatenation of two-bit strings a and b respectively.

» Description of SPECK

In 2013, the lightweight ARX block cypher family SPECK was proposed by the US National Security Agency (NSA), and
is mostly focused on micro-controller performance[16,17]. There are many variants of the cypher, which have been proposed
in the category, but this particular paper (along with the work of Gohr) can focus on SPECK-32/64, or SPECK 32-bit block
64-bit key variant, which is 22 rounds (refined, SPECK-32/64 will hereafter be referred to as SPECK)[18,19]. The 32-bit
internal state is split into a 16-bit left segment and a 16-bit right segment which is commonly denoted as 1i and ri at round I
respectively, and is initialized by the plaintext (10/[r0) «— P. The round function of the cypher is a simple Feistel design which
combines a bitwise XOR with a 16-bit modular addition. In this case, ki is the subkey in position I (that is, rounded to 16
bits), with 7 as the value of 0 and 2 as the value of 1. The resulting ciphertext C is obtained as C 122r 22r. A key schedule
that is somewhat similar to the round function is used to generate the subkeys.

Differential Cryptanalysis

Differential cryptanalysis examines the transmission of a difference inside a cipher. Let a function f:F5 — F5and x, x’have

two distinct inputs for f with a difference Ax = x @ x'. Let Let y = f(x)and y’ = f(x) and a difference Ay = y @ y'. We
o - f

are concerned in the transition probability from Ax to Ay (Ax - Ay):

f =
P (Ax EN Ay) — #{x|f(x)ea;;(bx@Ax) Ay} "

The basic tool of differential cryptanalysis is the Difference Distribution Table (DDT) that lists the difference transition
probabilities of all possible pairs of input/output differences ( Ax, Ay ). The more common use of the analysed function f is
to model a Sbox or a small part of a cypher, as the DDT of an entire 64-bit or 128-bit encryption would be extremely large
to store.

Deep Neural Networks (DNN)

Deep Neural Networks (DNN) constitute a sub-class of non-linear machine learning classifiers, which have become
prominent because of their usefulness in addressing a wide range of data-driven issues, including computer vision and voice
recognition. The main problem that DNN resolves is to estimate the optimal parameters 6 * of the DNNO model, given a
dataset D={(x0,y0 )...(xn,y n ) with x I O representing samples and y I [0,...,]] representing labels, and parameters 0
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satisfying:
©" = arg ming %7, L(y;, DNNg(xy)) 2

Where L is the loss function. The non-existence of an explicit formula of 6* implies that the derived solution should be based
on the chosen optimisation procedure, e.g. stochastic gradient descent. Moreover, hyper-parameters of the problem according
to which the learning process is organised should be tuned because they have a considerable effect on the final quality of the
solution[20,21].

2. Review of literature

Kim et al., (2025)[22] stipulated that the integration of information of the machine learning field to offer empirical evaluation
of cryptosystems. In particular, it carries out machine learning-based distribution estimation with the help of information-
theoretic measures. Two novel applications of machine learning techniques are provided in study that can be deployed to an
unknown plaintext situation to perform cryptanalysis on any cryptosystem. The mutual information neural approximates the
mutual information leakage of a cryptosystem and classifies by binary cross-entropy estimation to simulate in
distinguishability of a cryptosystem with a chosen plaintext attack (CPA). To evaluate the performance of our methods, we
base our evaluation on the empirical analysis of several encryption algorithms. Our classification scheme is very precise in
identifying those encryption techniques that are not secure under the IND-CPA model such as DES, RSA and the AES ECB,
among others.

As Tolba et al.,(2024)[23] prove, the encryption incorporates effective technologies that are capable of effectively addressing
these requirements by protecting the flow of information among the public. The researchers employed a wide range of encryption
algorithms to address the wide range of needs of this field, but it also focused on the complex mathematical problems to raise
the complexity of the encrypted communication system to a substantial extent. To the best possible extent, protect personal data
at the same time minimising the risk of attacks. The most effective way to analyse an encryption algorithm is to find a realistic
and effective methodology to break the algorithm or finding ways of identifying and addressing its weaknesses, referred to as
cryptanalysis. Cryptanalysts have discovered numerous methods of breaking the cypher by finding a serious flaw with the
mathematical equations so as to reveal the secret key or derive the plaintext using the cypher text.

The study of potential methods of protecting wireless networks with the help of computational models was achieved by
Awotunde et al., (2024)[24]. It also presents a new light cryptography approach that provides better security to wireless
networks and storage and management of vast data. The comparison takes into consideration cryptographic period and
interruptions, energy, network durability, power costs and network durability. Comparing the obtained results to AES and
TEA cyphers, it can be concluded that the suggested approach can theoretically increase the network life by 90 and 95 percent,
respectively.

Banachet al., (2024)[25] proved that the advent of quantum computing poses a threat to the existence of traditional encryption
methods. The paper examines quantum key distribution (QKD) in order to establish indefeasible channels of communication.
The methods of QKD are analysed comparatively, which indicates the efficiency and scalability of the methods in securing
large scale data transfer.

Thakareet al., (2021)[26] evidenced that the study attempts to come up with lightweight authentication mechanisms to reduce
these challenges. Nevertheless, the solutions that have been discussed in the literature lack the definition of a lightweight (i.e.
minimal computing, communication and storage costs) and secure architecture. The existing approaches to the IoT devices
lead to significant electricity and computation power consumption even despite the natural weaknesses of their power and
processing potential. The results show that the proposed approach is viable in combating active and passive security risks
and follows the rules of secure design. Moreover, we determine the cost of operation of the proposed system by running it
on a well known standard pairing-based cryptography (PBC) library on embedded devices.

The article by FALCETTAet al., (2019)[27] analyses an architecture with privacy-by-design characteristics to run machine
learning algorithms on the information provided by users. This research can support the purposes of an ordinary Machine
Learning as a Service framework and protect the information against misuse by the service provider, which is achieved
through Homomorphic Encryption (HE). The obtained results of the experiments are based on Convolutional Neural
Networks (CNNs) that explain the effectiveness of proposed design. The results show that the services provided by machine
learning can be offered to the customers without infringing on their privacy.

3. Materials and Methods

We represent a post-quantum cryptosystem ecosystem as an ecosystem G (V, E ) in which the nodes indicate components of
cryptographic primitives, cryptographic algorithmic components, or cryptographic implementation artifacts (e.g., parameter
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sets, software libraries, hardware modules), and the edges indicate cryptographic relationships, cryptographic dependency
relationships, or cryptographic attack-channels among components. The aim is to learn a function f 0:G-R (or [0,1]) to be
used to rank graphs (or node/edge subgraph) according to vulnerability under post-quantum adversaries. We combine graph
metrics with node/edge features, and train graph neural networks (GNNs) to classify vulnerability. The pipeline is:

Graph Garens are built based on cryptosystem descriptions.
Calculate structural and spectral.

Train a GNN (e.g., GCN/GAT/GraphSAGE) to predict vulnerability.
Measure by regression and classification measures.

4. Datasets

4.1 Synthetic dataset (primary for reproducibility)

Construct N synthetic cryptosystem N graphs {G I } (i=1) N |o with controlled properties: Vary node counts |V I
|=[10,200].Edge probability p selected to reproduce but sparsely emulate dependency graphs of topological tendency. Add
“vulnerability seeds”: nodes with high-risk features. To be reproducible, random seeds and public graph generation models
(Erdos-Renyi, Barabasi-Albert, Stochastic Block Model) were used to generate a variety of top

Graph construction

Given a description of the cryptosystem, we draw a graph G(V, E) with: Node attributes xvRd and edge attributes euvR( d
e).
Example node features:

The graph can be mathematically modelled as an adjacency matrix A€[0,1]"(nxn)and feature matrices XER"(nxd) and
E€R”(Jhuman[>In the graph, the lattice, code-based, multivariate, and hash-based algorithm class correspond to the lattice,
feature, and adjacency matrices respectively: XER™(nxd) and EER”. The lattice, code-based, multivariate, and hash-based
class of algorithm corresponds to the lattice

Unreliable vulnerability ground-truth and graph-theoretic features
Our structural and spectral features ¢p(G)to input to models, and labelling synthesis are (a set of) computations:
Node / Graph metrics

Degree of node v: deg ov= 1 maxuAuv, Between centrality CB (v), Closeness centrality C C (v), Eigenvector centrality
vr(principal eigenvector of A), Algebraic connectivity (Fiedler value): second smallest eigenvalue o 2 (L) of Laplacian L=D-
A, Spectral radius 50(A): max I o(A) i.

Synthetic ground-truth: Vulnerability label.

Assign a vulnerability score v(or the whole graph) of a node v to a weighted sum of graph metrics and known risk factors:

Yo = 0(ay Cp(v) + - dg(v) + a5 -5, + @y ) 3

A, (L)is algebraic connectivity (low values indicate loosely connected components -> potentially fragile). a(+)is the logistic
function mapping to (0’ 1). a;are weights for synthesizing labels. For graph-level vulnerability y,, aggregate node scores
(mean, max, or weighted sum):

Yo =i ), YOG = max y, @)

WLy
When preparing a classification task, threshold yto get labels § = 1,,...

4.2 Model architecture

We use a GNN that ingests graph structure and node/edge features and outputs node-level or graph-level vulnerability
predictions. The general forward pass for a message-passing GNN:

Forlayer £ =1, ..., L:
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h® = UPDATE® {ih{ D, AGGREGATE® ((th ™) euyucro) 5)

with initial h,(,o) = X,,.Concretely, we use GraphSAGE (mean aggregator) or a GAT layer for attention: GraphSAGE mean
update:

®_ _1 (£-1)
mv - |]\f(1/)| Zue]\[(v)hu ) (6)
h® = ReLuw® - W1 1 m®7 4 p®) ™
Graph attention (GAT):
a({’) — exp (LeakyReLU(aT[WhuIIWhv])) (8)
uv > keN (v) ©XP (LeakyReLU(aT [WhylIWhy])
W =o(Y. | afw’ ") ©)
UEN (v)
After Llayers, obtain node embeddings h,(,L). For graph-level prediction appliesthereadout:
hg = READOUT({hy },ey) (10)
9¢ = MLP(h;) (11)

Readout can be global mean, sum, or a set2set mechanism.
4.3 Loss functions and optimization

For regression (continuous vulnerability score):

Lieg(®) == 21, (99 — y©)2(MSE) (12)
or Mean Absolute Error (MAE):
Lyag(0) =~ XM, 19D -y O (13)
For classification (binary vulnerable / not):

Leg(8) = == Yo (yPlog p© + (1 - y©)log (1 - p@)) (14)

Regularization and auxiliary losses: Node-level auxiliary loss to predict centrality values Cgz(v)to encourage structural
awareness, Weight decaysA || 6 [13.0ptimization with Adam:0 « Adam (Vo L, 7, By, B2)-

4.4 Research protocol

Data splits: Each dataset: train/validation/test split of graphs 70%/10%/20% (by graphs): In node-level prediction, split nodes
within graphs to make model generalize across nodes and graphs. Hyperparameters (example defaults):L=3NN layers,
Hidden size h=128, Batch size (in graphs per batch) = 16 (or accumulate gradients), Learning rate n=1e -3, Weight decay=1le
-5, Dropout=0.3, Epochs=200 with early stopping

Measurements of evaluation: Calibration: Brier score on the predicted probabilities. Statistical tests: paired t-test to compare
the models of different seeds. Paired t-test statistic:
d
t=—= (15)

where d;are differences in metric per seed, dis sample mean, s sample standard deviation, knumber of runs.
4.5 Result Layout

The paper describes the use of regression and classification measures in order to understand a model behaviour fully in the
process of assessing cryptographic systems. In the case of regression tasks, it identifies the various measures of error-focused
measures that are used to evaluate consistency and reliability of predictions with comparing them to actual outcomes and
indicates the extent to which the model reflects underlying patterns. In the case of binary classification, it explains the
presence or absence of performance indicators on the capability of the model to differentiate secure and vulnerable
components with a strong focus on the ability to positively identify risks without false alarms. It also describes the ways that
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these metrics will show the sensitivity of the model to latent flaws in it as well as in its ability to isolate safe and unsafe
factors when faced with a high threat of cryptography. The average squared error of the predicted and true values is analysed
in Figure 1.

Regression Performance Metrics
1.0 1 0.9674

0.8

0.6 1

Values

0.4 4

0.2

0.0407 0.0380

0.0017

MSE RMSE MAE
Metrics

0.0 -

Fig. 1: evaluates the average squared difference between predicted and true values.

The four-fundamental error-based measures of MSE, RMSE, MAE and R 2 are graphically illustrated in the regression
performance graph. MSE measures the average squared error between the predicted and the true values and thus is sensitive
to bigger errors. RMSE is the square root of MSE which regains the scale consistency with original data and emphasises the
magnitude of deviation. MAE is a more robust measure of relative deviation that measures absolute deviation directly. The
coefficient of determination (R 2 ) is used to determine the amount of variance in the dependent variable that the model can
explain. The visualisation of these values as a bar graph allows comparatively analysing the severity of errors and the
goodness of fit in a model in a short time, and it provides a complete analytical view of the regression performance.

Classification Performance Metrics

0.8000 0.8000 0.8000

Accuracy Precision Recall Fl-score ROC-AUC
Metrics

Fig. 2: represents the performance metrics quantify the ability of the model.

The performance metrics, in the binary classification setting, are used to measure the capacity of the model to recognise the
vulnerable and non-vulnerable cryptographic components correctly. Accuracy is a measure of the percentage of correct
classifications, which is prone to be misleading in unbalanced data. Precision tells the number of predicted vulnerable nodes
that are actually vulnerable and this is very important in the cryptographic analysis of security where false alarms are costly
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to remediate. Recall measures the number of actual vulnerable nodes the model is able to identify and is a measure of the
sensitivity of the model to latent structural defects. F1-score which is the harmonic mean of precision and recall reflects the
trade-off between the two, and is especially informative when the distribution of the classes is skewed, or when both the false
positives and the false negatives are expensive. ROC-AUC score measures the potential of the model to divide the two classes
at each possible decision threshold and the global discriminative ability of the learned graph embeddings. ROC-AUC near 1
is a sign of great vulnerability distance due to graph structure, spectral connectivity, implementation risk characteristics. All
of these metrics combined confirm that the deep learning model is reliable in detecting cryptography vulnerabilities in post-
quantum threat conditions.

5. Conclusion

The research findings indicate that a hybrid approach of using the graph-theoretic model and deep learning can be a powerful
and measurable tool to evaluate the vulnerabilities of post-quantum cryptosystems. By using the metrics of regression and
classification performance, the system has proven to have a high degree of predictive ability of the structural weaknesses and
the threat patterns of the PQC schemes. The regression scores indicates that there is a high degree of stability in predicting
errors and classification shows that it is able to detect and distinguish the vulnerability classes with a high degree of reliability.
Such a two-metric system permits more realistic and interpretable security analysis over the conventional rule-based or fixed-
point analysis. On balance, the study forms a solid analytical basis of the cryptographic security evaluation in the next
generation and indicates the possibilities of Al-based graph model to inform the design of more resistant quantum-resistant
cryptosystems.
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