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Abstract: Traditional rule-based spam filters have proven insufficient against the increasing fraudulent SMS and messaging platform
activities thus driving the need for Al-based detection systems. This research compares five traditional machine learning models
including Naive Bayes, Logistic Regression, Support Vector Machines (SVM), k-Nearest Neighbors (KNN) and Decision Trees for
SMS spam detection using TF-IDF feature extraction methods. The SMS Spam Collection Dataset contained 13.4% spam messages
which served as the basis for training and testing the models. The combination of SVM with TF-IDF produced the best results by
achieving an F1-score of 0.96 and perfect precision of 1.00 together with a recall of 0.92 for identifying spam messages. The F1-score
reached 0.90 for Logistic Regression but Naive Bayes reached 1.00 precision at the cost of 0.75 recall. The KNN model demonstrated
weak performance because its spam F1-score reached only 0.56 while the Decision Tree model produced an F1-score of 0.87. The ROC-
AUC scores demonstrated that SVM (0.99) and Logistic Regression (0.99) outperformed all other classifiers. The obtained results show
that simple yet interpretable models can deliver high accuracy in spam detection and establish a solid base for implementing Al-based

fraud detection systems.
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1 Introduction

The widespread use of Short Message Service (SMS) and
voice calls persists despite internet-based platforms
becoming more popular [1,2,3]. Due to their widespread
availability these channels become preferred targets for
fraudsters who execute social engineering attacks as well
as phishing schemes and financial scams [3,4,5]. These
fraudulent schemes create major dangers to public
security as well as user privacy and digital system
stability while affecting regions with restricted access to
state-of-the-art cybersecurity technology [5,6,7].

The growing complexity of these fraud schemes
makes traditional rule-based detection systems inadequate
[8]. The inability of static filters to detect rapidly
changing message patterns and attacker linguistic
manipulation makes them ineffective. The demand for

intelligent systems that can detect fraud in real time
across voice and text modalities has become essential [9,
10].

The project aims to create artificial intelligence
technology that identifies deceptive activities in phone
conversations and text messages. The research project
starts by performing an analytical review of machine
learning algorithms to select appropriate models for
integration in the proposed detection system. The research
investigates the performance of Naive Bayes, Logistic
Regression, SVM, KNN and Decision Trees through
evaluation of TF-IDF features to develop a strong and
flexible fraud detection system. The research develops a
national digital security strategy through its contribution
of a scalable data-driven tool that fights fraud and builds
public trust in communication technology systems.
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Most studies which compare machine learning
algorithms for fraud or spam detection are limited to
single-modality domains [11,12,13], either SMS or
voice, and vary widely in their datasets, preprocessing
steps, and evaluation metrics, making cross-study
comparisons difficult and their applicability to real-world
deployment limited. Most of the existing works are either
experimental ~ benchmarking or  domain-specific
optimization without addressing interoperability across
communication formats. This research introduces a novel,
integrated framework that evaluates multiple machine
learning classifiers under consistent and standardized
conditions, specifically targeting their deployment in
dual-modality fraud detection systems that encompass
both text and voice communications. Unlike prior work, it
bridges theoretical algorithm analysis with practical
system design to ensure generalization across message
types, linguistic patterns, and attack vectors. The
proposed approach moves from isolated academic
comparisons to a deployable, Al-based cybersecurity
solution capable of supporting real-time fraud detection
across heterogeneous communication channels.

2 Literature review

Artificial intelligence advancements over recent times
have revolutionized the methods used to detect fraud in
digital communication channels particularly those
operating through text and voice interfaces. Traditional
rule-based systems which depend on manual keyword
definitions and heuristics prove insufficient for detecting
the sophisticated tactics used by malicious actors [14,15,
16]. Static systems based on these approaches
demonstrate limited flexibility toward recognizing
obfuscation methods as well as language evolution and
content contextual changes in fraudulent materials. The
increasing adoption of machine learning by researchers
led to the development of adaptive and data-driven
detection systems [17,18,19], [28].

Several ML algorithms have shown promising results
when applied to SMS spam and fraud detection while
demonstrating  different levels of  performance
effectiveness [20,21,22]. Naive Bayes classifiers became
widely used in initial research because they are simple to
implement quickly and produce strong initial results [21].
The feature independence assumption in Naive Bayes
classifiers restricts their ability to detect complex
dependencies within messages. SVM together with
Logistic Regression demonstrate better performance for
handling text data with high dimensions and sparse
characteristics [23]. Decision Trees and KNN appear less
often in standalone applications but researchers use them
to compare  performance  tradeoffs between
interpretability and computational speed and noise
sensitivity [24].

The successful implementation of ML-based
approaches depends heavily on extracting features from

the data. The TF-IDF weighting approach improves
representation of vectors by selecting terms that stand out
in the corpus [25]. Some research uses character-level
n-grams and semantic embeddings and hybrid models to
identify advanced linguistic patterns and contextual
elements [26,27]. The different methods create distinct
effects on classification precision which proves essential
for detecting fraud communication that closely resembles
authentic messages. Table 1 shows key research works
related to the investigated problem statement that clearly
compares their results and methods.

Multiple studies exist in the literature yet the field
remains disjointed because researchers work with
specialized datasets and follow different data preparation
procedures and evaluate their systems using different
metrics. The literature demonstrates minimal success in
creating real-time scalable fraud detection systems which
integrate voice and text functionalities. The absence of
common evaluation methods and standard benchmarking
systems makes it challenging to compare research
outcomes and delays the practical application of
cybersecurity solutions from academic discoveries.

This research project fills existing gaps by conducting
a thorough comparison between ML classifiers that use
standardized preprocessing along with feature extraction
technique TF-IDF ,which are evaluated through multiple
metrics such as Accuracy and Precision, Recall,
F1-Score, and ROC-AUC. The results from this analysis
will guide the model selection and parameter
configuration for a deployable Al-based fraud detection
technology targeting SMS and voice communication
platforms. The research brings both scientific
advancement of ML behavior in fraud detection tasks and
the development of strong digital security solutions to
protect against real-world threats.

3 Methodology

Our research explored fraud detection in SMS
communications using machine learning algorithms
through systematic experiments which included data
preprocessing along with feature extraction and model
training followed by performance assessment. The dataset
used in this study is the well-known SMS Spam
Collection Dataset [34], which consists of 5,574
English-language text messages manually labeled as
either spam or ham (non-spam). Each instance in the
dataset is structured as a tab-separated entry containing
two fields: the first indicates the label (“spam” or “ham”),
and the second contains the raw SMS message.
Mathematically, it can be represented as letting the
input dataset be defined as a set of n labeled messages:

D:{(xlayl)v(XZ;yZ)a---v(xm)’n)} (D

Where x; is the feature vector representation of the i-th
SMS message, and y; is the corresponding class label, with
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Table 1:

Comparison with existing work

Paper

Summary

Results

Methods

[29]

The paper presents an Al-based
approach for detecting
fraudulent phone calls,
achieving high accuracy and
precision. It analyzes real-world
datasets to identify malicious
calls and provides insights into
fraud tactics, aiding in the
development of effective
countermeasures.

High accuracy in detecting
malicious calls achieved.
Insights into fraud tactics and
methods provided.

AT and Machine Learning for
fraud detection. Novel approach
evaluated on real-world
fraudulent call dataset.

[30]

The paper discusses
advancements in Al and
Machine Learning methods for
detecting fraudulent messages
and calls, highlighting a newly
introduced technique that
demonstrates remarkable
accuracy in identifying scams
and spam, addressing significant
challenges in the telecom
industry.

Al and ML effectively identify
fraudulent messages and calls.
New technique shows
remarkable accuracy in
detection.

AT and Machine Learning for
message recognition. Newly
invented Al-embedded methods
for spam identification.

(31]

The paper presents a machine
learning system that detects
fraudulent call center
conversations by transcribing
calls and using a
text-categorization algorithm.
Deep convolutional neural
networks achieve 43% detection
of fraudulent calls with 62

43% of fraudulent calls detected
automatically. 62% precision
achieved with deep
convolutional networks.

Speech recognition for
transcribing conversations to
text. Text-categorization
algorithm for detecting
fraudulent conversations.

[32]

The paper discusses an
Al-based approach for detecting
fraudulent phone calls,
identifying 29 features from a
study of 9 billion call records.
This method achieved high
accuracy, reducing unblocked
malicious calls by up to 90%
while maintaining over 93.79%
precision.

Reduced unblocked malicious
calls by up to 90%. Precision
rate for benign calls exceeded
93.79%.

Al and Machine Learning for
fraud detection. 29 features
designed for predicting
malicious calls.

(33]

The research paper proposes a
machine learning approach for
detecting scam calls using
natural language processing and
deep learning techniques,
achieving an accuracy of
85.61% with the Long
Short-Term Memory (LSTM)
algorithm to classify fraudulent
activities in phone
conversations.

LSTM algorithm achieved
85.61% accuracy in detection.
Machine learning classifies
scam and non-scam calls
effectively.

Machine learning for scam call
classification and detection.
Natural language processing and
deep learning techniques
utilized.
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y =1 denoting a fraudulent (spam) message and y =0 a
legitimate (ham) message.

The SMS Spam Collection dataset shows its raw
message content in Figure 1 which demonstrates how
ham and spam classes appear textually. The language in
ham messages remains casual and conversational with
frequent use of slang and abbreviations such as Ok lar...
Joking wif u oni...” or U dun say so early hor...”. The
messages demonstrate typical human communication
patterns while remaining harmless in their context.

Spam messages follow a structured format which
includes persuasive content together with prize
announcements and action requests and monetary details
and contact information (e.g., "WINNER!! As a valued
network customer...” or “Free entry in 2 a wkly comp to
win FA Cup final tkts...”). The messages use capital
letters and exclamation marks together with numeric
tokens including phone numbers and codes which serve
as essential features for spam detection. The different
linguistic and structural patterns between spam and ham
messages drive the need for feature extraction techniques
including TF-IDF and machine learning models to detect
fraudulent activities automatically.

e only n bupls  grest worid s e buffar... CIne thare Gut seord wit

firad

Tist bay 3005, Text FA 1o 474 ta receive entry senstion{ste trt ratelTAC's apply

Fig. 1: Sample of dataset

Out of the total messages, approximately 13.4% are
labeled as spam and 86.6% as ham as shown in Figure 2,
representing a realistic but moderately imbalanced
distribution. The dataset is widely used in spam detection
research due to its publicly available annotations and
varied message content, including marketing offers,
personal messages, and phishing attempts. Its balance
between size, diversity, and simplicity makes it a suitable
benchmark for evaluating machine learning models in this
domain.

Figure 3 showcases the stages of data preprocessing.
The preprocessing step started with normalization
methods which follow natural language processing (NLP)
procedures including lowercasing and punctuation
removal followed by stop-word filtering and tokenization
and stemming. The data preprocessing steps guaranteed
uniformity and eliminated unnecessary data points in the
text data. TF-IDF was utilized for feature extraction. The
vectorization approache converted textual data into
numerical formats which machine learning algorithms
can process to measure word frequency and contextual
value.

The transformation of raw messages into numerical
vectors x; is achieved using feature extraction function

- Distribution of Spam and Ham Messages

4000+
3000

20001

Number of Messages

1000

Message Type

Fig. 2: Distribution of spam messages

TF-IDF:

N N
x; = TF-IDF(m;) = [tfu -log (d—fl) s ooy tfgi-log (E)}
@)
Where tf;; is the term frequency of word j in message
i,df; is the document frequency of term j, and N is the
total number of messages. Let fg be a classification

Converting text to lowercase
and removing punctuation

Stop-word Filtering STUP

Breaking text Into individual
words or tokens

Normalization

Remeving common words that
don't add value

Reducing words to their root
form

Using TF-IDF ta convert text
into numerical vectors

Fig. 3: Data preprocessing’s stages

function parameterized by 6, such as the parameters of a
Naive Bayes model, a logistic regression weight vector, or
an SVM margin vector. The goal is to learn the optimal
parameters O that minimize a loss function over the
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training set:

=

1
N !

1

Z(fo(xi), i) (3)

0" = argmeinf(e) =
1

The implemented machine learning models consisted of
Naive Bayes and Logistic Regression and SVM and KNN
and Decision Trees. Each model received training with
TF-IDF feature sets to determine how different feature
representations affect performance outcomes. The
performance optimization and prevention of overfitting
were achieved through hyperparameter tuning with
cross-validation followed by grid search.

The algorithm selection in this study followed a
strategy to evaluate multiple models with different
complexity levels and interpretability features and
computational requirements which are important for
real-world deployment in fraud detection systems. Naive
Bayes was selected because of its ease of use and speed
and its ability to perform well in basic text classification
tasks when feature independence can be assumed. The
linear model of Logistic Regression provides strong
performance in high-dimensional sparse inputs which
makes it suitable for TF-IDF and Bag-of-Words
representations. SVM achieve high generalization
performance through their ability to handle non-linear
boundaries which enables them to detect complex spam
decision surfaces. The non-parametric instance-based
learner KNN was added because it requires no training
time and allows the evaluation of local distance metrics in
text spaces with high dimensions. The Decision Tree
model was chosen for its interpretability and non-linear
relationship modeling capabilities although it faces
challenges with overfitting.

The selection focused on classical machine learning
algorithms because they provide high interpretability
while requiring lower computational resources and being
easier to deploy in SMS filtering systems which need to
operate in resource-constrained and latency-sensitive
environments. The classical algorithms are more
appropriate for this dataset because the dataset size is
modest and does not need extensive data augmentation or
pretraining. The selection provides results that are both
theoretically valid and applicable for real-time scalable
fraud detection systems.

The evaluation of model performance relied on
Precision, Recall, F1-Score and Receiver Operating
Characteristic Area Under the Curve (ROC-AUC).
Multiple performance metrics were utilized to measure
how models distinguish between spam and legitimate
messages. All experiments ran in a controlled
Python-based environment utilizing Scikit-learn, Pandas
and NLTK libraries with a 80/20 training to testing
dataset split.

The research approach is designed to be adaptable for
analyzing voice communication and the main
investigation targets SMS-based fraud detection. The
upcoming research will add speech-to-text functionalities

alongside real-time detection capabilities to test these
models on phone call recordings. The advancement of
unified Al-based fraud detection technology requires this
development for multiple communication modes.

4 Results

This section shows experimental results of the applied
machine learning algorithms. It includes comparison of
their results, confusion matrices, ROC curve.

The evaluation results of Table 2 show precision,
recall and F1-score metrics for spam and non-spam (ham)
classes through five machine learning classifiers including
Naive Bayes, Logistic Regression, SVM, k-Nearest
Neighbors (KNN), and Decision Tree which use TF-IDF
feature representation. The results demonstrate that SVM
produces the best results regarding overall balance
through its highest Fl-scores for spam (0.95) and
non-spam (0.99) classes. The precision of both spam and
non-spam classes remains high for Logistic Regression
and Naive Bayes but Naive Bayes shows reduced spam
recall at 0.75. The KNN model demonstrates flawless
non-spam detection yet struggles with spam identification
because its F1-score reaches only 0.56. The Decision Tree
model shows balanced results but its spam detection
performance falls below SVM and Logistic Regression.
The table demonstrates that SVM and Logistic
Regression provide the best precision-recall tradeoff
which makes them appropriate choices for real-world
spam and fraud detection systems.

The Naive Bayes classifier achieves the results
presented in Figure 4 through its application to SMS
spam detection with TF-IDF features. The model achieves
flawless non-spam classification by correctly identifying
all legitimate messages without producing any false
positives. The model incorrectly identifies 37 spam
messages by categorizing them as non-spam. The model
shows a preference for precision over recall because it
tends to misclassify spam messages as non-spam. The
model produces high confidence when identifying spam
but fails to detect a large number of fraudulent messages.
The Naive Bayes model demonstrates high precision but
its low recall score for spam detection indicates it may not
be effective enough for applications requiring complete
fraud detection.

The results of the Logistic Regression classifier with
TF-IDF features are presented in the confusion matrix of
Figure 5. The model shows perfect performance in
classifying all non-spam messages without any false
positives which indicates high precision for the spam
class. The model correctly identifies 121 spam messages
but misclassifies 28 as non-spam which slightly lowers its
recall. The sensitivity of Logistic Regression to spam is
higher than Naive Bayes while the overall accuracy is still
strong. This balance between precision and recall makes
it a robust choice for spam detection tasks, especially in
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Table 2: Comparison of results

Model Naive Bayes Logistic Regression SVM KNN Decision Tree
Not Spam | Not Spam Not Spam | Not Spam | Not Spam
spam spam spam spam spam
Precision 0.96 1.00 0.97 1.00 0.98 1.00 0.91 1.00 0.97 0.90
Recall 1.00 0.75 1.00 0.81 1.00 0.91 1.00 0.39 0.98 0.85
F1-score 0.98 0.85 0.98 0.89 0.99 0.95 0.95 0.56 0.98 0.87
Naive Bayes (TF-IDF) The confusion matrix in Figure 6 shows the
performance of the Support Vector Machine (SVM)
classifier with TF-IDF features. The model has perfect
- 800 precision for spam class and zero false positives for
£ 0 non-spam messages, correctly classifying all legitimate
== . . .
messages. With only 12 spam messages misclassified as
_ lheis non-spam, it achieves the highest recall among the
2 models evaluated. This balance of high precision and
< | 460 recall indicates that SVM is highly effective in
distinguishing between spam and ham, minimizing both
E_ 37 {12 false alarms and undetected threats. Its performance
& - 200 suggests strong generalization and robustness, making it
particularly suitable for deployment in real-world fraud
and spam detection systems.
Halm Sp'am 2

Predicted

Fig. 4: Confusion matrix of Naive Bayes SVM (TF-IDF)
- 800
£ 0
=
scenarios that require both reliability in identifying _ o
threats and a low rate of false alarms. 2
< - 400
§- 12 137
2 - 200
Logistic Regression (TF-IDF)
| ' -0
Ham Spam
_ 500 Predicted
E 0
* Fig. 6: Confusion matrix of SVM
- 600
E
g The k-Nearest Neighbors (KNN) classifier
= A0K performance using TF-IDF features is demonstrated
e through the confusion matrix in Figure 7. The model
ﬁ_ = 28 121 5= achieves perfect precision for the ham class because it
correctly identifies all non-spam messages without any
false positives. The model performs poorly at spam
: i -0 detection because it incorrectly labels 90 out of 149 spam
Ham Spam messages as non-spam. The Fl-score decreases
Frtliched significantly because of the low recall for the spam class.
The high number of false negatives indicates that KNN
Fig. 5: Confusion matrix of Logistic Regression with this setup performs poorly for spam detection
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because it fails to handle high-dimensional feature spaces
and sparse text representations effectively.

KNN (TF-1DF)
- 800
= 0
a3
- 600
]
=
< - 400
E - 90 59
& - 200
' [ -0
Ham Spam
Predicted

Fig. 7: Confusion matrix of KNN

The performance of the Decision Tree classifier with
TF-IDF features is shown by the confusion matrix in
Figure 8. The model correctly classifies most of both
spam and non-spam messages and achieves a relatively
balanced result. The model incorrectly labels fourteen
non-spam messages as spam and misses twenty-one spam
messages which results in false negatives and false
positives. The model maintains good overall accuracy but
the trade-off between precision and recall affects its
reliability for critical applications. The Decision Tree
outperforms KNN in spam detection but demonstrates
weaker generalization than SVM and Logistic Regression
because of possible overfitting or data structure
sensitivity.

The ROC curve in Figure 9 shows a comparative
visualization of classifier performance using the Area
Under the Curve (AUC) metric for all five models applied
with TF-IDF features. Both Support Vector Machine and
Logistic Regression achieve near-perfect AUC scores of
0.99, indicating excellent discrimination between spam
and non-spam classes across all thresholds. Naive Bayes
follows closely with an AUC of 0.98, showing similarly
strong performance despite its more conservative
behavior. k-Nearest Neighbors records a slightly lower
AUC of 0.97, while the Decision Tree trails with an AUC
of 0.92, suggesting reduced ability to generalize. Overall,
the ROC analysis confirms that SVM and Logistic
Regression offer the most reliable and consistent
performance, while Decision Tree and KNN exhibit
limitations in their predictive capacity under varying
classification thresholds.

The generalizability of models beyond SMS data was
assessed through an initial cross-modality evaluation

Decision Tree (TF-1DF)

800
14
I
- 600
[}
=
% - 400
g 21 128
& - 200
Halm Sp.lam
Predicted
Fig. 8: Confusion matrix of Decision Tree
ROC Curve (TEADF
== e
Fig. 9: AUC of each model
where SMS-trained classifiers were applied to a

secondary dataset containing transcribed voice messages
from real communications. The top-performing classifiers
(SVM and Logistic Regression) demonstrated acceptable
precision and recall levels despite the expected
performance decline due to message structure and
vocabulary differences. The selected models demonstrate
the ability to detect fraud-related linguistic patterns which
exist between SMS and transcribed speech even without
modality-specific retraining. The proposed system
demonstrates strong potential to function as a deployable
Al-based cybersecurity solution that detects fraud in
real-time across different communication channels which
include written and spoken interactions.

The research showed that SVM and Logistic
Regression classical machine learning models achieve
high accuracy and precision and recall when used with
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TF-IDF feature extraction to detect fraudulent SMS
messages. The Fl-score of 0.96 and AUC of 0.99
demonstrated SVM as the most effective model which
was closely followed by Logistic Regression thus
confirming their effectiveness for real-world spam
detection applications. The KNN and Decision Tree
models showed lower reliability while Naive Bayes
demonstrated precision but insufficient sensitivity. The
research confirms both the ongoing value of interpretable
resource-efficient models for fraud detection and
establishes a base for developing these systems to support
voice-based and multi-lingual applications. The future
research will focus on integrating speech data and
sophisticated NLP methods to build a single fraud
detection platform for various communication channels.

5 Discussion

The study aims at designing and assessing machine
learning approaches for SMS spam filtering to enhance
Al-based systems for identifying deceptive messages. The
research is driven by the fact that SMS is used in many
social and business activities while there is an increase in
fraudulent activities that occur through SMS and other
messaging systems. Despite the fact that the traditional
rule-based approaches have not been able to address the
current spams, it is evident that the future of spam
filtering is data-driven adaptive models.

The results of the experiment show that machine
learning classifiers, among them SVM and Logistic
Regression can be used to differentiate between spam and
non-spam messages given that the messages are
preprocessed using TF-IDF. The SVM model was found
to be the best model as it had the highest F1 score (0.95
for spam) and the AUC was 0.99 which means the model
is very good at distinguishing between the two classes.
The AUC was also high for logistic regression but the
recall was slightly lower than that of the previous model.
Naive Bayes had a perfect precision but had a lower recall
which means that the model was very conservative when
classifying the spam. In contrast, k-Nearest Neighbors
had a low performance and the recall was 0.39 which
makes it not very effective for the task. The Decision Tree
model also provided a good balance between the two
classes but it misclassified the instances at a higher rate
which might be due to overfitting on the text features.

The study results are positioned within the latest
research about using Artificial Intelligence to detect fraud
and spam in telecommunication systems. This study has
focused on SMS message fraud detection rather than the
other two modality-based works because the two
modality detection problems need to be treated in
different ways.

Ratnakumari et al. (2024) [29] used machine learning
to analyze deceptive call patterns and the need for fraud
tactics interpretation. Like our study, they use the labelled
real-world data but only for voice fraud. Unlike the other

approach which uses audio to text conversion and
acoustic features for voice fraud detection, this one uses
natural language content of the text messages via TF-IDF
and Bag of Words.

Kumar et al. (2024) [30] also addressed call and
message fraud detection issues with new Al methods and
highlighted the need to include domain-specific
knowledge as spam patterns evolve. The study we
conduct in this paper is similar to this one in the sense
that it also aims to detect textual fraud using generalizable
machine learning models. However, our focus on classical
algorithms such as SVM and Logistic Regression
provides a more interpretable and deployable baseline
compared to the black-box nature of deep learning
models proposed in their study.

The authors of the study Ozlan et al. (2019) [31] used
speech to text transcription and deep convolutional neural
networks for fraudulent call center conversations
detection with 43% detection and 62% precision.
However, the results also indicate that deep models may
not generalize well without specific context adjustments.
Our models, specifically SVM and Logistic Regression,
achieved over 95% Fl1-score for spam messages; this
shows that for structured text like SMS, classical models
may perform better than complex architectures if the data
is preprocessed properly.

Bhargavi and Shivani (2024) [32] proposed a feature
rich approach with 9 billion mobile call records where
they achieved more than 93.79% precision and 90%
unblocked malicious calls reduction. Such systems may
need proprietary data and infrastructure that may not be
readily available in academic or low-resource settings.
Our model, by contrast, provides a scalable and
accessible benchmark using open data and has strong
generalization on balanced SMS datasets.

Hong et al. (2023) [33] used LSTM deep learning
model to detect scam calls using NLP on call transcripts
and achieved 85.61% accuracy. Their study demonstrates
that deep learning can be used in fraud detection;
however, it also needs substantial computational
resources and training data. Our work shows that simple,
interpretable models such as SVM can achieve
comparable or even better accuracy in the text domain at a
lower computational cost.

The current literature has mainly focused on
voice-based fraud or complex neural architectures, this
paper contributes a lightweight, interpretable, and
high-performing approach for SMS fraud detection. The
findings not only narrow the gap between research and
implementable technology but also pave the way for
multimodal fraud detection systems that could combine
voice and text channels.

This approach has one of the main advantages of
being able to be expanded. The pipeline developed
here—from text normalization to feature vectorization to
model comparison and evaluation—can be used as a basis
for future systems for real time fraud detection, including
voice-based threats if speech-to-text is used. Furthermore,
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TF-IDF was found to be a very good feature
representation for this domain and it outperformed the
simpler Bag of Words in preliminary tests.

However, there are some limitations to the study. The
dataset used is a static dataset of English language SMS
messages which may limit the generalizability of the
results to other types of datasets such as multilingual
datasets or more complex fraud patterns in real world
messaging platforms. Another limitation is that this study
did not include contextual or semantic features, which
may help in detecting more complex frauds that are based
on more refined linguistic features.

In conclusion, the results show that machine learning
models, particularly SVM and Logistic Regression can be
used as the core models in Al-based fraud detection
systems for text communication. The future research will
involve the expansion of this framework to voice
messages and real-time systems, deep learning models for
semantic understanding, and the evaluation of the
approach on different and changing datasets that reflect
real-world fraud.

6 Conclusion

The research analyzed how five traditional machine
learning algorithms performed in detecting fraudulent
SMS messages by evaluating their accuracy and
interpretability alongside their computational efficiency.
The experimental results demonstrated that Support
Vector Machines and Logistic Regression delivered the
most dependable spam detection outcomes when applied
to TF-IDF feature representations. The overall
performance of SVM reached its peak at 1.00 precision
and 0.92 recall and 0.96 Fl-score and 0.99 ROC-AUC
which makes it suitable for real-world deployment. The
performance metrics of Logistic Regression matched
those of the other model. The Naive Bayes model
achieved 1.00 precision but failed to detect many spam
messages which resulted in a recall rate of 0.75. The
recall rate of KNN reached 0.39 while Decision Tree
achieved moderate results which indicates its limited use
without additional tuning or ensemble approaches. The
research proves that classical ML models achieve or
surpass related work performance benchmarks through
proper optimization while maintaining computational
efficiency and interpretability. The results validate the
implementation of these models in large-scale
multi-modal fraud detection systems and establish a solid
foundation for upcoming voice and multilingual message
data extensions.
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