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Security of the image information has become more and more important. At present,

researchers have paid much attention to DNA cryptography-based image encryption.

In this paper, an efficient encryption approach is proposed, in which, we do not use

DNA biological operation to implement image encryption, but DNA sequences are

used as the secret keys. The permutation process is implemented by using Hao’s frac-

tal sequence representation and the diffusion process is used to alter the gray values.

According to the simulation experiment and performance analysis, this approach is

feasible and effective.
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1 Introduction

owing to the widespread transmission over various communication networks, security

of the image information has become more and more important [1- 3]. It has been noticed

that the traditional text encryption approaches fail to protect the image information effec-

tively due to some special properties of the image and some specific requirements of the

image processing, such as enormous size, strong redundancy of uncompressed data and the

high correlation coefficient [4, 5]. Therefore, the research of the image encryption approach

has become a important research field since the early 1990s so that the digital images are

protected from illegal acquisition, copy and modification.

At present, DNA cryptography-based image encryption has become a hot research field.

DNA cryptography [6, 7] is a new born cryptography, in which DNA is used as information

carrier and the modern biological technology is used as implementation tool, and the vast

parallelism, exceptional energy efficiency and extraordinary information density inherent
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in DNA molecules are explored for cryptographic purposes such as encryption, authenti-

cation, signature, and so on. The main security basis depends on the restriction of biotech-

nology, which has nothing to do with computing power. For example, Clelland et al. [8]

proposed an approach based on micro-dots. In this approach, the researchers produced ar-

tificial DNA strands, which contained secret messages. A triplet encodes one character or

number. It is a simple substitution cipher which encodes characters into DNA sequences.

Leier et al. [9] encoded binary information into DNA sequences. A short DNA sequence

represents the binary 1, another one represents 0. They bind directly to the corresponding

binary information. Wong et al. [10] presented a new approach, which is able to store data

in living organisms. The data are translated into a DNA sequence which is inserted into a

vector.

An image encryption approach based on DNA fractal is presented in this paper. This

approach is not the one based on the real DNA cryptography, but uses the natural DNA

sequences as the secret keys. The main security basis depends on the variety of DNA

sequence, since the natural DNA sequence is the natural one-time pad. The permutation

process is implemented by using Hao’s fractal sequence representation [11] in particular.

This approach is feasible and effective according to the simulation experiment and the

performance analysis.

2 The Introduction of the Permutation Approach

2.1 Hao’s Fractal Sequence Representation

Hao et al.[11] proposed a DNA fractal sequence representation approach, in which,

given a complete genome of lengthN , i.e., a linear or circular DNA sequence made ofN

letters from the alphabet
∑

= {A,C, G, T}. He defines a mapping that maps the four

lettersG, C, A andT to the base 4 number system:

α : {G, C,A, T} → {0, 1, 2, 3}. (2.1)

The coordinates for the counter of the firstK−string are

x =
K∑

i=1

2k−i[α(si) À 1]. (2.2)

y =
K∑

i=1

2k−i[α(si)&E]. (2.3)

whereÀ 1 means the bitwise operation ”right-shift by one bit”,& is the bitwise operator

”logical and” and E is the binary number 1.
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2.2 Generation of the modified secret key

Here, we introduce the modified secret key. The purpose of this modified secret key

is to modify the key of the above permutation approach so that the permutation approach

becomes more secure. The gray imageAm×n is m× n in size.aij is the gray value of the

image pixel, wherei = 1, 2, ...,m, j = 1, 2, ..., n. Firstly, we use Eq.(2.4)and Eq.(2.5) to

calculatek1, k2.

k1 =
bm

2 c∑

i=1

n∑

j=1

aij . (2.4)

k2 =
m∑

i=bm
2 c+1

n∑

j=1

aij . (2.5)

As is well known, the range of a pixel gray value is 0-255, so the range ofk1 is 0− (bm
2 c×

n) × 255 and the range ofk2 is 0 − ((m − bm
2 c) × n) × 255. Secondly, we convertk1

andk2 into two binary sequencesBk1 andBk2. The length ofBk1 is l1, and the length of

Bk2 is l2. The permutation key sequence is converted into the binary sequenceBk. The

length ofBk is lk. Bk1 andBk2 are enlarged tol1 = lk andl2 = lk. We putBk1 andBk2

into reverse order andB1
k1 andB1

k2 are gained. The purpose is that the permutation key

is sensitive to the slight change of the gray value. At last,Bk andB1
k1, B1

k2 are XORed

bit-by-bit in turn respectively, andBm is gained. Then we convertBm into DNA sequence

Dm.

2.3 A Simple Example

Through a simple example, the permutation approach is introduced in detail. For the

original gray image (Fig.2.1 (a)) that is3× 3 in size, we list the gray value matrix (Fig.2.1

(b)). Then, we calculatek1 andk2, andk1 = 510 andk2 = 523. we convertk1 andk2

into two binary sequencesBk1 = {111111110} andBk2 = {1000001011}. The length

of Bk1 is l1 = 9, and the length ofBk2 is l2 = 10. We Input the secret key sequence

{ACACGGCCTGGGGCGACTCGCACCTTGACGTTGCCCACCAGGTAGTGAGATAG

TACATAAGGAATGCGCACC} (Fig.2.1 (c)), and its length is3 × 3 × k (k = 8). The

permutation key sequence is converted into the binary sequenceBk. The length ofBk is

lk = 3 × 3 × k × 2. Bk1 andBk2 are enlarged tol1 = lk andl2 = lk. We putBk1 and

Bk2 into reverse order andB1
k1 andB1

k2 are gained. At last,Bk andB1
k1, B1

k2 are XORed

bit-by-bit in turn respectively, andBm is gained. Then we convertBm into DNA sequence

Dm. So the secret key sequence becomes{ATGCGTCATCACCTCCGACTAACGTACAA

CGGAACTAAGTCACATAGCGACTCACATACACGCCTCGCATAC}(Fig.2.1 (d)). Ac-

cording to 2.1, we gain the DNA fractal image (Fig.2.1 (e)) and the permutation matrix
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Figure 2.1: A Simple Example

is gained (Fig.2.1 (f)). Then, the original gray matrix is rearranged in the light of the

above matrix, and the new gray value matrix (Fig.2.1 (g)) is gained. At last, we gain the

permutation image (Fig.2.1 (h)) on the basis of the new gray value matrix.

3 The Introduction of the Diffusion Approach

3.1 Addition and Subtraction Algebraic Operation for DNA sequence

Based on the DNA sequence a lot of biology operations and algebraic operations have

been presented by researchers [12], such as the addition operation, the subtraction opera-

tion, XOR and so on. The addition and subtraction operations are performed in the light of

the operation is introduced in Ref. [13]. The details of the addition and subtraction rules

are shown in Table 3.1 and 3.2. In this paper, we will use these wonderful addition rules to

diffuse the pixel values of the original image.
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Table 3.1: Addition operation

+ T A C G

T C G T A

A G C A T

C T A C G

G A T G C

Table 3.2: Subtraction operation

− T A C G

T C G T A

A A C G T

C T A C G

G G T A C

3.2 The New Definition of Multiplication Operation

In this paper, we define a new rule of DNA matrix multiplication operation. Two DNA

sequencesd1 andd2 are given, whose lengths areld1 andld2. Reconstructd1 andd2 as two

matricesD1(ld1, 1) andD2(1, ld2). Performing the multiplication operation forD1(ld1, 1)
andD2(1, ld2), we obtain the matrixD whose size isld1 × ld2. The formulas is as follow:

D1 ×D2 =




d11d21 d11d22 ... d11d2ld2

d12d21 d12d22 ... d12d2ld2

... ... ... ...

d1ld1
d21 d1ld1

d22 ... d1ld1
d2ld2


 (3.1)

And the rule ofd1 × d2 is shown in Table 3.3.

Table 3.3: The rule ofd1 × d2

× T A C G

T T A C G

A G T A C

C C G T A

G A C G T

For example, we setD1 = (ATCG)−1 andD1 = (GATC).

D1 ×D2 =




AG AA AT AC

TG TA TT TC

CG CA CT CC

GG GA GT GC


 =




C T G A

G A T C

A G C T

T C A G


 (3.2)
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4 The Flow of the Encryption Algorithm

In this paper, the original image is confused in the light of the permutation sequence

that is generated by using the natural DNA sequence modified and Hao’s fractal sequence

representation. Fig.4.2 is the flow chart of this algorithm. The encryption approach is as

follow:

Step1: Input the original imageA0 is m × n in size, wherem andn are rows and

columns of the image respectively.

Step2: Convert the image into a binary matrix, then carry out DNA encoding for the

binary matrix, to obtain a DNA matrixD0, the size ofD0 is m× (n× 4).

Step3: DivideD0 into some equal blocksD0{i, j}, i = 1, 2, ..., m, j = 1, 2, ..., n,

where the size of blocks is1 × 4. According to section 2.2, the modified secret keys are

generated. The natural DNA sequence is modified by the modified secret keys is regarded

as the secret key sequenceks. Generate two permutation sequencesX = {x1, x2, ..., xm},
Y = {y1, y2, ..., yn} by Hao’s fractal and the secret key sequenceks. Let the location

value of sequencesX, Y be row coordinates and column coordinates ofD0{i, j}. The

scrambling DNA matrixD1 is gained.

Step4: Two DNA sequencesk1 andk2 are input, whose lengths arem and n × 4.

Reconstructk1 andk2 as two matricesK1(m, 1) andK2(1, n× 4). Performing the multi-

plication operation forK1(m, 1) andK2(1, n× 4), we obtain the matrixDtemplate whose

size ism× (n× 4) in the light of the rules of section 3.2.

Step5: AddD1 andDtemplate according to the rules in section 3.1, obtaining the result

asD2.

Step6: A chaotic sequencez1 is produced by Logistic Map, whose length ism×n×4.

We convertz1 into one matrixZ whose size ism × (n × 4). Then we use the following

threshold functionf(x) to get a matrixZ1:

f(x) =

{
0 0 < z(i, j) ≤ 0.5
1 0.5 < z(i, j) ≤ 1

(4.1)

Step7: IfZ1{i, j} = 1, D2 is complemented, otherwise it is unchanged. After the

complementing operation, we get a new coding matrixD3.

Step8: Carry out the inverse process of the step 2, for the DNA matrixD3, then we gain

the gray value matrixI(m,n). We gain the encrypted imageA1.

The processes of the decryption algorithm is the inverse processes of the encryption

one. Receivers obtain the encrypted imageA1 through the insecure channel and the secret

keys through the secure channel from the senders. Receivers use the keys to decrypt the

encrypted image in the light of the reverse operation of the encryption algorithm.
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Figure 4.2: The Flow Chart

5 Experimental Results

In this paper, simulation results are given to demonstrate the validity and the effective-

ness of the presented approach. For the original gray image that is256 × 256 in size, we

use Matlab7.1 to simulate the algorithm on the condition that we set the keys that are (8,

human -Globin, SRY HMG-BOX, 256, 0.6).

Fig.5.3 is the experimental results show the encrypted image and decrypted image.

Fig.5.3 (a) shows the original image, and Fig.5.3 (b) is the permutation image. And Fig.5.3

(c) is the encrypted image. When the true keys are obtained, the encrypted image is exe-

cuted in the light of the decryption algorithm, and we can gain the decrypted image shown

in Fig.5.3 (d). From the experimental results, the encryption approach is feasible and satis-

factory.

6 Algorithm Performance Analysis

As is well known, a good algorithm should be robust against all kinds of attacks. In this

section, the presented algorithm is analyzed by different security measures. They include

key space analysis, key sensitivity analysis, correlation analysis, the gray histogram analy-

sis, differential attack, information entropy, and so on. The security analysis demonstrates

that this algorithm is feasible and effective.
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Figure 5.3: Experimental Results

6.1 Key Space Analysis

We must be assumed that an attacker knows all things except for the secret key in

the light of the hypothesis that is proposed by Kerckhoff. Therefore, the key space must

be large enough so as to repel the brute force attack. In the nature, DNA sequence is

various, and the length also has the considerable difference. In case of the same DNA

sequence, since the difference of the length and the initial position, a segment is quite

different from others. So the set of the natural DNA sequences is the natural one-time

pad. With the fast development of genetic engineering, the scale of gene bank becomes

larger and larger. In this encryption approach, we use the natural DNA sequences as the

secret keys. So the key space of our approach is large enough to resist brute-force attacks.

Moreover, there’s no need for us to worry about key management. We only need transmit

the name, location and number of DNA sequences. Receiver can gain DNA sequences

by http://www.ncbi.nlm.nih.gov/(The National Center for Biotechnology Information ad-

vances science and health by providing access to biomedical and genomic information).
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6.2 Key Sensitivity Analysis

In order to further analyze key sensitivity, We test the algorithm under the worry de-

cryption keys. For example, the decryption keys are (8, SRY HMG-BOX, human -Globin,

256, 0.6). Fig.6.4 (a) shows the original image, and Fig.6.4 (b) is the encrypted image.

And Fig.6.4 (c) is the decrypted image under the wrong key. Fig.6.4 (d) is the decrypted

image. The decrypted image under the wrong key is different from the original image, and

we barely distinguish any information of the original image.

Figure 6.4: The Experimental Results of the Wrong Key

6.3 Permutation Extent Analysis

We use Fig.6.5 (a) that is256 × 256 in size and the color is pure write besides the

solid black block in the middle to simulate the permutation process in order to analyze

permutation extent. Fig.6.5 (b) shows the experimental result.

From Fig.6.5 (b), we can see that the solid black block in the middle is evenly spread

to the whole image, and it is proved that the new image permutation method has better

permutation effect.
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Figure 6.5: Permutation Extent Analysis

6.4 Correlation Coefficient Analysis

In this section, a statistical test on the correlation between two adjacent pixels of the

encryption image has been carried out. From the horizontal, vertical and diagonal direction,

3000 pairs of adjacent pixels are randomly selected. The correlation coefficients of the pixel

pairs are calculated by using the following formulas.

E(x) =
1
N

N∑

i=1

xi. (6.1)

D(x) =
1
N

N∑

i=1

(xi − E(x))2. (6.2)

cov(x, y) =
1
N

N∑

i=1

(xi − E(x))(yi − E(y)). (6.3)

γ(x, y) =
cov(x, y)√

D(x)×
√

D(y)
. (6.4)

The results are listed in Table 6.4. The correlation coefficients of two horizontally

adjacent pixels of the images before and after encryption are illustrated in Fig. 6.6(a) and

(b), respectively. From the table and the figures, we can see that the correlation coefficient

of the adjacent pixels in the original image is very high, and the one of the encryption image

is far lower than the one of the original image.
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Figure 6.6: Correlation of Two Horizontal Adjacent Pixels

Table 6.4: Correlation coefficients of two adjacent pixels

Direction The original image The encrypted image

Horizontal 0.9460 0.0099

V ertical 0.9218 -0.0264

Diagonal 0.8776 0.0019

6.5 The Gray Histogram Analysis

Considering the statistical analysis, Fig.6.7(a) and (b) show the gray histograms of the

image before and after the encryption, respectively. Comparing two histograms, we find

that the pixel gray values of the original image are concentrated on some values, but the

histogram of the encrypted image is very uniform.

Figure 6.7: The Gray Histograms of the images before and after encryption
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6.6 Differential Attack

It is called differential attack that attackers often make a slight change to the original

image, and use the proposed algorithm to encrypt for the original image before and after

changing, through comparing two encrypted image to find out the relationship between the

original image and the encrypted image. Here, the encrypted image is called ”test1”, and

the encrypted image after changing the first pixel gray value from ”test1” is called ”test2”.

Researchers usually useNPCR(number of pixels change rate) andUACI (unified average

changing intensity) as two criterions to examine the performance of resisting differential

attack. Here, we use Eq.6.5-6.7 to calculateNPCRandUACI between ”test1” and ”test2”.

C(i, j) =

{
0, if T1(i, j) = T2(i, j)
1, if T1(i, j) 6= T2(i, j)

(6.5)

NPCR =

M∑
i=1

N∑
j=1

C(i, j)

M ×N
× 100%. (6.6)

UACI =

M∑
i=1

N∑
j=1

|T1(i, j)− T2(i, j)|

255×M ×N
× 100%. (6.7)

whereM andN are the height and width of the image,T1(i, j) andT2(i, j) denote the pixel

value of ”test1” and ”test2” on the location(i, j). We obtain the result,NPCR=99.62% and

UACI=33.36%, from the simulation. This result demonstrates that our algorithm has a

strong ability to resist differential attack.

6.7 Information Entropy

The information entropy is defined as expressing the degree of uncertainty [14]. We

can also use it to express uncertainty of the image information. The information entropy

can measure the distribution of gray values in the image, and the value of the information

entropy is 8. An effective encryption algorithm should make the information entropy tend

to 8. We obtained an information entropyH = 7.9936, that is very close to 8. It is can be

seen that the proposed algorithm is very effective.

6.8 Comparison with Chaos-based Algorithms

A large number of chaos-based image encryption schemes have been proposed. Un-

fortunately, many of these schemes have been found insecure, especially against known

and/or chosen-plaintext attacks. At present, a lot of research on cryptanalysis of chaos-

based image encryption scheme is been proposed [15, 16]. However, it is invalid to break
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our algorithm by the above cryptanalysis. Moreover, the researchers [6, 17] have found

that the traditional image encryption schemes except for the one-time pad own only com-

putational security. The main keys of our algorithm are the natural DNA sequences. Since

the set of the natural DNA sequences is the natural one-time pad. What’s more, with the

fast development of genetic engineering, the scale of gene bank becomes larger and larger.

Thus, our algorithm is more secure. To make a comparison, the performance of our algo-

rithm is as better as the one of chaos-based algorithms [18]. So, our algorithm is feasible

and satisfactory.

7 Conclusion

A new approach that is to use Hao’s Fractal sequence representation to finish the per-

mutation process for image encryption is proposed in this paper. Our approach uses the

natural DNA sequence is modified by the modified keys as the secret key of the permuta-

tion process. The diffusion process is used to alter the gray values. Experimental result

shows that this approach is simple and feasible. From performance analysis, our approach

meets the corresponding security level and can effectively resist exhaustive attacks.
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