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Abstract: ID-based message recovery signature is a kind of lightweight signature. In such a signature scheme, a complicated certifi-
cation system is discarded and the total length of the message and the appended signature is also shortened. Proxy signature allows an
original signer to delegate a proxy signer to sign messages on its behalf, which has found numerous practical applications such as grid
computing and mobile agent systems. Recently, Singh and Verma proposed the first ID-based proxy signature scheme with message
recovery. They proved that their scheme is secure in the random oracle model and believed that it can be used widely. Unfortunately,
by giving two concrete attacks, we demonstrate that their ID-based message recovery proxy signature scheme is not secure. The result
implies that the security for ID-based message recovery proxy signature schemes needs to be carefully examined.
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1. Introduction

Digital signature scheme with message recovery is a kind
of useful signature scheme, in which the message itself is
not required to be transmitted together with a signature. In
fact, the message is embed in the signature and can be re-
covered by anyone according to the verification/message-
recovery process. In this way, the total length of the mes-
sage and the appended signature can be shortened. Such
signature schemes are usually used when small messages
should be signed. For instance, to sign a postcard, one can
employ the signature scheme to minimize the total length
of the message and the appended signature.

In 2005, Zhanget al. [1] proposed the first ID-based
message recovery signature scheme. In this scheme, a user’s
public key can be derived from his identity (e.g., his name
or email address) and his secret key is generated by a trusted
third party called the Private Key Generator (PKG). There-
fore, ID-based message recovery signatures are more com-
pelling since they avoid to employ a complicated certifi-
cation system which is mandatory in traditional message
recovery signature schemes.

The concept of proxy signature was introduced by Mambo
et al.[2] in 1996. Proxy signatures allow an original signer
to delegate a proxy signer to sign messages on its behalf.

Proxy signature schemes have found numerous applica-
tions such as grid computing [3] and mobile agent systems
[4,5]. Recently, combining the advantages of ID-based mes-
sage recovery signatures and proxy signatures, Singh and
Verma [6] proposed an ID-based proxy signature scheme
with message recovery. They proved its security in the ran-
dom oracle model and believed that it can be used in wire-
less e-commerce, mobile agent systems and mobile com-
munication. Unfortunately, by giving two concrete attacks,
we will show that their ID-based message recovery proxy
signature scheme is not secure.

The rest of this paper is organized as follows. In Sec-
tion 2, we present some preliminaries used throughout the
paper. We review Singh-Verma ID-based proxy signature
scheme with message recovery in Section 3. Two concrete
attacks on their scheme are provided in Section 4. Finally,
we conclude this paper in Section 5.

2. Preliminaries

2.1. Bilinear pairing

Let G1 andG2 be two cyclic groups of the same prime
orderq. We will viewG1 as an additive group andG2 as a
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multiplicative group. A bilinear pairing is a mape : G1 ×
G1 → G2 with the following three properties.
Bilinearity: For alla, b ∈ Z andP,Q ∈ G1, the mape :
G1 ×G1 → G2 satisfiese(aP, bQ) = e(P, Q)ab.
Non-degeneracy: There areP, Q ∈ G1 such thate(P, Q) 6=
1.
Computability: There exists an efficient algorithm to com-
putee(P, Q) for all P, Q ∈ G1.

2.2. Scheme Model

An ID-based proxy signature scheme with message recov-
ery consists of the following eight probabilistic polynomial-
time algorithms:
Setup.On input a security parameterλ, the PKG generates
a master secret keyMSK and the public parametersPP .
HerePP contains the PKG’s public keyPpub.
Extract. On input the master secret keyMSK and user
identity IDi, the PKG generates a secret keydi for the
user.
Delegate.On input the original signerIDA’s secret key
dA and a delegation warrantmw which records the dele-
gation police and the identities of the original signer and
the proxy singer. The original signer generates a delegation
WA→B for the proxy signerIDB .
DVerify. Given the public parametersPP , the original signer’s
identity IDA and the delegationWA→B , the proxy signer
IDB accepts the delegationWA→B if it’s valid; otherwise,
he requests a valid one fromIDA or terminates the proto-
col.
PKGen. On input the public parametersPP , the delega-
tion WA→B and the proxy signerIDB ’s secret keydB ,
this algorithm outputsIDB ’s proxy signing keydp.
PSign.On input a messagem, the delegationWA→B and
the proxy signing keydp, this algorithm outputs a proxy
signatureδ onm.
Verify. On input a signatureδ, two identitiesIDA and
IDB , a verifier accepts the signature ifδ is a valid one,
and rejects it otherwise.
ID. On input a valid proxy signatureδ, this algorithm out-
puts the identityIDB of the proxy signer.

2.3. Notations

The following notations will be used throughout this paper.
a||b: a concatenation of two stringsa andb.
⊕: X-OR computation in the binary system.
[x]10: the decimal representation ofx ∈ {0, 1}∗.
[y]2: the binary representation ofy ∈ Z.
l1 |β|: the firstl1 bits ofβ from the left side.
|β|l2 : the firstl2 bits ofβ from the right side.
G1,G2: two cyclic groups of the same orderq, where|q| =
l1 + l2.
H0 : {0, 1}∗ → G∗1: a cryptographic hash function.
H1 : {0, 1}∗ ×G2 → Zq: a cryptographic hash function.

H2 : G2 → Z∗q : a cryptographic hash function.

F1 : {0, 1}l2 → {0, 1}l1 : a cryptographic hash function.
F2 : {0, 1}l1 → {0, 1}l2 : a cryptographic hash function.

3. Review of Singh-Verma ID-based proxy
signature scheme with message recovery

In this section, we briefly review Singh-Verma ID-based
proxy signature scheme with message recovery [6], which
is built on [1] and [7].
Setup. Given a security parameterλ, the PKG chooses
a random generatorP of G1 and the master secret key
s ∈ Z∗q . Afterwards, the PKG setsPpub = sP as his
public key and publishes the public parametersPP =
(G1,G2, e, P, Ppub,H0,H1, H2, F1, F2, l1, l2).
Extract. On input the master secret keys and a user’s
identity IDi ∈ {0, 1}∗, the PKG computes the user’s pri-
vate keydi = sH0(IDi) and sets its public key asqi =
H0(IDi).
Delegate.The original signerIDA takes as input his pri-
vate keydA and a delegation warrantmw, he then picks
a random valuekA ∈ Z∗q and computesrA = e(P, P )kA ,
hA = H1(mw, rA) andS = hA ·dA +kAP . It outputs the
delegationWA→B = (mw, rA, S).
DVerify. Upon receivingWA→B = (mw, rA, S), the proxy
signerIDB computesqA = H0(IDA), hA = H1(mw, rA)
and checks if

e(S, P ) = rA · e(qA, Ppub)hA .

If so, IDB accepts the delegation; otherwise, he requests
a valid one fromIDA or terminates the protocol.
PKGen. After acceptingWA→B , IDB setsdp = S +hA ·
dB as his proxy signing key.
PSign. Given a messagem ∈ {0, 1}∗ which conforms
to the warrantmw, the proxy signerIDB with the proxy
signing keydp does the following steps:

Select a random valuekB ∈ Z∗q and setrB = e(P, P )kB .

Setβ = F1(m)||(F2(F1(m))⊕m) andα = [β]10.
Computev = rA · rB andVB = H2(v) + α.
ComputeU = kBP + dp.
Output the proxy signatureδ = (mw, rA, VB , U).
Verify. On input a proxy signatureδ = (mw, rA, VB , U),
a verifier does:
SethA = H1(mw, rA) andα = VB −H2(e(U,P )e(qA +
qB , Ppub)−hA).
Computeβ = [α]2 andm = F2(l1 |β|)⊕ |β|l2 .
Accept the proxy signatureδ if m conforms tomw and
l1 |β| = F1(m).
ID. On input a valid proxy signatureδ, the proxy signer’s
identity IDB can be revealed bymw.
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The correctness of the scheme is justified as follows:

e(U,P )e(qA + qB , Ppub)−hA

= e(kBP + dp, P )e(qA + qB , Ppub)−hA

= e(kBP + hA · dB + S, P )e(qA + qB , Ppub)−hA

= e(kBP + hA · dB + hA · dA + kAP, P )

e(qA + qB , Ppub)−hA

= e((kB + kA)P, P )e(hA · (dB + dA), P )

e(qA + qB , Ppub)−hA

= e((kA + kB)P, P )
= rA · rB = v

Hence, we have

VB−H2(e(U,P )e(qA+qB , Ppub)−hA) = VB−H2(v) = α.

Sinceβ = F1(m)||(F2(F1(m)) ⊕ m) = [α]2, therefore
we know

m = F2(l1 |β|)⊕ |β|l2 .
Finally, the integrity ofm is justified byl1 |β| = F1(m).

4. Cryptanalysis of Singh-Verma signature
scheme

Singh and Verma proved that their scheme is secure in an
ordinary ID-based proxy signature security model. How-
ever, the ordinary ID-based proxy signature security model
cannot address all the security requirements of an ID-based
message recovery proxy signature scheme. In this section,
by giving two concrete forgery attacks, we will demon-
strate that Singh and Verma’s ID-based message recovery
proxy signature scheme is insecure.

4.1. Forgery attack 1

Assume that an adversaryA has obtained a valid proxy
signatureδ = (mw, rA, VB , U) on messagem. To produce
a valid proxy signatureδ′ on a new messagem′,A does:
Pick a random valuet ∈ Z∗q , and computeU ′ = U + tP

andv′ = e(U,P )e(qA + qB , Ppub)−hA · e(P, P )t = v ·
e(P, P )t.
Setβ′ = F1(m′)||(F2(F1(m′))⊕m′) andα′ = [β′]10.
ComputeV ′

B = H2(v′) + α′.
Output the proxy signatureδ′ = (mw, rA, V ′

B , U ′).
Now, we show thatδ′ = (mw, rA, V ′

B , U ′) is a valid
proxy signature on the messagem′.

e(U ′, P )e(qA + qB , Ppub)−hA

= e(U + tP, P )e(qA + qB , Ppub)−hA

= e(tP, P )e(U,P )e(qA + qB , Ppub)−hA

= e(tP, P ) · v
= v′

So, we know

V ′
B−H2(e(U ′, P )e(qA+qB , Ppub)−hA) = V ′

B−H2(v′) = α′.

Sinceβ′ = F1(m′)||(F2(F1(m′)) ⊕ m′) = [α′]2, hence
we have

m′ = F2(l1 |β′|)⊕ |β′|l2 .
Finally, we also have thatl1 |β′| = F1(m′).

Consequently, the adversaryA does forge a valid proxy
signatureδ′ = (mw, rA, V ′

B , U ′) on messagem′. That is
Singh and Verma’s ID-based proxy signature scheme with
message recovery is not secure.

Notice that, in the above attack,A can forge a valid
proxy signatureδ′ on messagem′ only if A has obtained
a valid proxy signatureδ = (mw, rA, VB , U) andm′ is in
line with the warrantmw. In the next subsection, we will
present a new attack, which is more powerful than this one.

4.2. Forgery attack 2

Assume thatA is an adversary who aims to forge a proxy
signatureδ onanymessagem, but he has not yet obtained
a valid proxy signature. ThenA does:
Produce a delegation warrantmw such thatm conforms to
it.
Select two random valuesrA, U ∈ G1, and sethA =
H1(mw, rA) andv = e(U,P )e(qA + qB , Ppub)−hA .
Computeβ = F1(m)||(F2(F1(m))⊕m) andα = [β]10.
ComputeVB = H2(v) + α.
Output the proxy signatureδ = (mw, rA, VB , U).

We now show thatδ = (mw, rA, VB , U) is a valid
proxy signature on the messagem.

Since

v = e(U,P )e(qA + qB , Ppub)−hA ,

So, we know

VB−H2(e(U,P )e(qA+qB , Ppub)−hA) = VB−H2(v) = α.

As β = F1(m)||(F2(F1(m))⊕m) = [α]2, hence we have

m = F2(l1 |β|)⊕ |β|l2 .
Finally, we also have thatl1 |β| = F1(m).

Consequently,δ = (mw, rA, VB , U) is indeed a valid
proxy signature onm. Observe thatA can forge a valid
proxy signature onany message by using the attack pro-
cess. In other words, Singh and Verma’s ID-based message
recovery proxy signature scheme is broken.

5. Conclusion

Recently, Singh and Verma [6] presented the first ID-based
proxy signature scheme with message recovery and claimed
that it is provably secure in the random oracle model. How-
ever, by giving two concrete attacks, we have demonstrated
that their scheme is insecure. The paper shows that more
effort must be made to construct a secure ID-based mes-
sage recovery proxy signature scheme.
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