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Abstract: ID-based message recovery signature is a kind of lightweight signature. In such a signature scheme, a complicated certifi-
cation system is discarded and the total length of the message and the appended signature is also shortened. Proxy signature allows an
original signer to delegate a proxy signer to sign messages on its behalf, which has found numerous practical applications such as grid
computing and mobile agent systems. Recently, Singh and Verma proposed the first ID-based proxy signature scheme with message
recovery. They proved that their scheme is secure in the random oracle model and believed that it can be used widely. Unfortunately,
by giving two concrete attacks, we demonstrate that their ID-based message recovery proxy signature scheme is not secure. The result
implies that the security for ID-based message recovery proxy signature schemes needs to be carefully examined.
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1. Introduction Proxy signature schemes have found numerous applica-
tions such as grid computing [3] and mobile agent systems

Digital signature scheme with message recovery is a kind4.5]. Recently, combining the advantages of ID-based mes-
of useful signature scheme, in which the message itself i$age recovery signatures and proxy signatures, Singh and
not required to be transmitted together with a signature. Inverma [6] proposed an ID-based proxy signature scheme
fact, the message is embed in the signature and can be riith message recovery. They proved its security in the ran-
covered by anyone according to the Verification/messagedom oracle model and believed that it can be used in wire-
recovery process. In this way, the total length of the mesless e-commerce, mobile agent systems and mobile com-
sage and the appended signature can be shortened. Sughinication. Unfortunately, by giving two concrete attacks,
signature schemes are usually used when small messag@¢ Will show that their ID-based message recovery proxy
should be signed. For instance, to sign a postcard, one ca#ignature scheme is not secure.
employ the signature scheme to minimize the total length ~ The rest of this paper is organized as follows. In Sec-
of the message and the appended signature. tion 2, we present some preliminaries used throughout the

In 2005, Zhanget al. [1] proposed the first ID-based Paper. We review Singh-Verma ID-based proxy signature
message recovery signature scheme. In this scheme, a usée§eme with message recovery in Section 3. Two concrete
public key can be derived from his identity (e.g., his nameattacks on their scheme are provided in Section 4. Finally,
or email address) and his secret key is generated by a trust#@ conclude this paper in Section 5.
third party called the Private Key Generator (PKG). There-
fore, ID-based message recovery signatures are more com-
pelling since they avoid to employ a complicated certifi- 2. Preliminaries
cation system which is mandatory in traditional message
recovery signature schemes. 2.1. Bilinear pairing

The concept of proxy signature was introduced by Mambo
etal.[2] in 1996. Proxy signatures allow an original signer Let G; and G, be two cyclic groups of the same prime
to delegate a proxy signer to sign messages on its behalbrderg. We will view G, as an additive group arfd; as a
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multiplicative group. A bilinear pairing is a map: G, x

G1 — G4 with the following three properties.

Bilinearity: For alla,b € Z andP,Q € Gy, the mape :

Gy x Gy — G, satisfies(aP, bQ) = e(P, Q).
Non-degeneracy: There aRe( € G, suchthat(P, Q) #

1.

Computability: There exists an efficient algorithm to com-
putee(P, Q) forall P,Q € G;.

2.2. Scheme Model

Hj : Gy — Z3: a cryptographic hash function.
Fy : {0,1}'2 — {0, 1}":: a cryptographic hash function.
Fy : {0,1} — {0, 1}%2: a cryptographic hash function.

3. Review of Singh-Verma ID-based proxy
signature scheme with message recovery

In this section, we briefly review Singh-Verma ID-based
proxy signature scheme with message recovery [6], which

An ID-based proxy signature scheme with message recovis pyilt on [1] and [7].

ery consists of the following eight probabilistic polynomial-

time algorithms:

Setup.On input a security paramet&ythe PKG generates
a master secret key/ S K and the public parametef3P.
Here PP contains the PKG's public kek,,s.

Extract. On input the master secret k&y SK and user
identity ID;, the PKG generates a secret kéyfor the
user.

Delegate.On input the original signefD 4's secret key
d4 and a delegation warrant,, which records the dele-

Setup. Given a security parametey, the PKG chooses
a random generatoP of G; and the master secret key
s € Z;. Afterwards, the PKG set$,,, = sP as his
public key and publishes the public paramet&s =
(GlaG27eaP7Ppub7H07H1;H27F17F27117l2)-

Extract. On input the master secret kayand a user’s
identity ID; € {0,1}*, the PKG computes the user’s pri-
vate keyd; = sHy(ID;) and sets its public key ag =
Hy(ID,).

gation police and the identities of the original signer andD€legate.The original signed D 4 takes as input his pri-

the proxy singer. The original signer generates a delegatio

W 4_, for the proxy signef D .

yate keyd, and a delegation warramt,,, he then picks
arandom valué 4 € Z; and computes, = e(P, P)ka,

DVerify. Given the public paramete2P, the original signer'd?a = Hi(mw,74) andS = ha -da +kaP. It outputs the

identity I.D 4 and the delegatiol/ 4, 5, the proxy signer
I1Dp accepts the delegatidii 4 . g if it's valid; otherwise,
he requests a valid one frofD 4 or terminates the proto-
col.

PKGen. On input the public parametef3P, the delega-
tion W,4_. g and the proxy signefDpg’s secret keyd g,
this algorithm outputd Dg’s proxy signing keyd,,.
PSign.On input a message, the delegatio4_, 5 and
the proxy signing keyl,, this algorithm outputs a proxy
signature) onm.

Verify. On input a signaturé, two identities/D,4 and
IDg, a verifier accepts the signaturedifis a valid one,
and rejects it otherwise.

ID. On input a valid proxy signatur& this algorithm out-
puts the identityl D of the proxy signer.

2.3. Notations

The following notations will be used throughout this paper.
a||b: a concatenation of two stringsandb.

@: X-OR computation in the binary system.

[z]10: the decimal representation ofc {0,1}*.

[y]2: the binary representation gfe Z.

1,|8|: the firstl; bits of 8 from the left side.

|8]1,: the firstls bits of 5 from the right side.

G, Go: two cyclic groups of the same ordgwhere|q| =
l1 + 1.

Hy : {0,1}* — G7: a cryptographic hash function.

Hy : {0,1}* x Gy — Z,: a cryptographic hash function.

delegatioVa_.p = (M, 74, 5).

DVerify. UponreceivingVa_.g = (m, 4, S), the proxy
signerl D computeg s = Ho(IDa),ha = Hy(my,74)
and checks if

E(S, P) =TA" e(qA,Ppub)hA.

If so, IDg accepts the delegation; otherwise, he requests
a valid one from/ D 4 or terminates the protocol.
PKGen. After acceptingV 4.5, IDp setsd, = S+ hy -
dp as his proxy signing key.

PSign. Given a message: € {0,1}* which conforms
to the warrantn,,, the proxy signef D with the proxy
signing keyd,, does the following steps:

Select a random values € Z; and set'p = e(P, P)*5,
Set,@ = Fl(m)||(F2(F1(m)) &) m) anda = [ﬁ]l()-
Computev = r4 - rg andVp = Hy(v) + .

ComputeU = kpP + dp.

Output the proxy signatur@= (m.,,r4, Vg, U).

Verify. On input a proxy signaturé = (m.,,r4, Vs, U),
a verifier does:

Setha = Hi(my,ra) anda = Vg — Ha(e(U, P)e(ga +
4B, Ppub)_hA)-

Computes = [a] andm = Fy(;, |5]) @ |81,

Accept the proxy signaturé if m conforms tom,, and
nlBl = Fi(m).

ID. On input a valid proxy signaturg the proxy signer’s
identity I Dg can be revealed by, .
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The correctness of the scheme is justified as follows: So, we know
P)e(qa + qp, Ppup) " Vi—Hy(e(U', P)e(qa+qs, Ppus) "*) = V—Hy(v') = o'
= e(kpP + dp, P)e(ga + qB, Ppup) ™" Since’ = Fy(m/)||(Fa(Fi(m')) @ m') = [@]s, hence
_ we have

kP +hs-dg+ S, P) (QA+QBaPp1Lb)7hA
kpP+ha-dg+ha-da+kaP, P)

—ha

e(qa + 9B, pub)
e (kB +kA)P P) (hA . (dB -l-dA),P)

ha

e(U,
(
e(
e(
(g
(
(

e(qa +4qB, pub)
e((ka + k)P, P)

=TA"TB=7

Hence, we have
VB_HZ(e(U7 P)e(qA+qBa Ppub)_hA) -

Since = Fi(m)||(Fa(F1(m)) & m) = [a]a, therefore
we know

VB_H2('U) = Q.

m = Fy(;, |6]) @ |81,

Finally, the integrity ofm is justified by, | 5] = Fi(m).

4. Cryptanalysis of Singh-Verma signature
scheme

Singh and Verma proved that their scheme is secure in a
ordinary ID-based proxy signature security model. How-

ever, the ordinary ID-based proxy signature security mode
cannot address all the security requirements of an ID-bas
message recovery proxy signature scheme. In this sectio
by giving two concrete forgery attacks, we will demon-

strate that Singh and Verma’s ID-based message recovery

proxy signature scheme is insecure.

4.1. Forgery attack 1

Assume that an adversary has obtained a valid proxy
signature = (m.,, 4, Ve, U) on messager. To produce
a valid proxy signaturé’ on a new message’, A does:

Pick a random value € Z7, and computd/’ = U + tP

andv’ = e(U, P)e(qa + qB, Ppup) "4 - e(P, P)t =
e(P, P)".

Set3’ = Fi(m )H(Fz(Fl( ") &m’) anda’ = [§]10.

ComputeV} = Ha(v') + .

Output the proxy signatut& = (my,, 74, Vg, U’).

Now, we show that’ = (m,,r4,V},U’) is a valid
proxy signature on the messageé.

e(U', P)e(qa + a5, Ppus) ™
e(U +tP, P)e(qa + 4B, Poub) ™
(tP, P)e(U, P)e(qa +qB, P
(
/

ha

ha

—ha

ub)

€ P
e(tP,P)-v
v

e

f

m' = FQ(l1|ﬁ/|) D |Bl|12'
Finally, we also have that|5’| = Fi(m/).

Consequently, the adversafydoes forge a valid proxy
signatured’ = (my,, 4, V5, U’) on messagen/. That is
Singh and Verma’s ID-based proxy signature scheme with
message recovery is not secure.

Notice that, in the above attacld can forge a valid
proxy signatured’ on messager’ only if A has obtained
a valid proxy signaturé = (my,,r4, Vg, U) andm’ is in
line with the warrantn,,. In the next subsection, we will
present a new attack, which is more powerful than this one.

4.2. Forgery attack 2

Assume that4 is an adversary who aims to forge a proxy
signatured onanymessagen, but he has not yet obtained
a valid proxy signature. Thed does:
Produce a delegation warrant, such thatn conforms to
it.
Select two random values,, U € Gy, and sethy
Hy(my,7r4) andv = e(U, P)e(qa + qB,Ppub)*h .
Computed = Fy (m)||(F2(F1(m)) & m) anda = [F]o.
%omputeVB = Ho(v) + .
putput the proxy signatur@= (m., 4, Ve, U).

We now show that = (m,,,ra,Vp,U) is a valid
roxy signature on the message

Since
v = e(U, P)e(qa + qB, Ppup) "4,
So, we know
V—Hs(e(U, P)e(qa+qp, Pyus) ") = Ve—Ha(v) = a.

As B = Fi(m)||(F2(Fi(m)) @m) = a2, hence we have

m = Fy(i,16]) @ |51,

Finally, we also have that|3| = Fi(m).

Consequentlyy = (my,, 74, Vg, U) is indeed a valid
proxy signature onn. Observe thatd can forge a valid
proxy signature ormny message by using the attack pro-
cess. In other words, Singh and Verma’s ID-based message
recovery proxy signature scheme is broken.

5. Conclusion

Recently, Singh and Verma [6] presented the first ID-based
proxy signature scheme with message recovery and claimed
thatitis provably secure in the random oracle model. How-
ever, by giving two concrete attacks, we have demonstrated
that their scheme is insecure. The paper shows that more
effort must be made to construct a secure ID-based mes-
sage recovery proxy signature scheme.
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