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Abstract: In a recent paper (AMIS, 6(2S), 2012), Lee proposed a dynamic ID-based user authentication scheme based on smart card
which is believed to have many abilities to resist a range of network attacks. In this paper, we analyze the security of Lee’s scheme and
show that the scheme is in fact insecure against insider-assisted attack,even if the adversary doesn’t know the secret information stored
in the smart card. In addition, the adversary can perform off-line guessing attack and impersonation attack if the secret information
stored in the smart card is compromised.
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1 Introduction

With the rapid development of Internet technology,
people can easily access resources via distributed and
complicated networks with kinds of portable equipments
(e.g., mobile phones, PDAs and notebook computers). On
the other hand, due to the open nature of the Internet, it
also brings kinds of network security problems. To
authenticate remote users, we need a more secure remote
password authentication scheme to resist kinds of attacks.

In 1981, Lamport [1] proposed a password
authentication scheme. However, it is based on static
login ID. The static ID may lead to the compromise of the
partial information in the login message. In 2004, Das et
al. [2] proposed a remote user authentication scheme
based dynamic ID using smart cards. The dynamic ID
schemes can eliminate the risk of partial information
leakage and avoid the ID-theft attack. Their scheme also
allowed users to choose and change their passwords
freely, and the server did not need to maintain a verifier
table. They claimed that their scheme can resist ID-theft
attack, forgery attack, replay attack, guessing attack, and
insider attack. Unfortunately, after that, many researches
have shown that Das et al.’s scheme is completely
insecure and vulnerable to various of attacks. In 2004,

Awasthi [3] analyzed several weaknesses of Das et al.’s
scheme and showed that their scheme is completely
insecure. Chien and Chen [4] pointed out that Das et al.’s
scheme fails to protect the anonymity of users and
proposed an improved remote authentication scheme in
2005. In the same year, Ku and Chang [5] also showed
that the adversary can easily impersonate legal users to
login the server using Das et al.’s scheme. Furthermore,
Ku and Chang pointed out that Das et al.’s scheme is
vulnerable to insider attack. In the same year, Liao et al.
[6] demonstrated that Das et al.’s scheme is susceptible to
guessing attack and proposed an improved scheme to
remedy this security flaw. In 2009, Wang et al. [7]
proposed an improved scheme based dynamic ID with
mutual authentication, and proved that their scheme is
more secure. However, many researches [8,9,10]
demonstrated that Wang et al.’s proposal is vulnerable to
various attacks such as randomly chosen password attack
and impersonation attack, and the corresponding
enhanced measures are proposed respectively. In 2012,
Lee [11] identified that Das et al.’s scheme is insecure for
guessing attack and impersonation attack, and proposed
an improved scheme. His proposal not only remedied
these weaknesses of Das et al.’s scheme but also kept the
merits of the original scheme. Under the assumption that
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Table 1: Notations
Notation Meaning

Ui Theith user
S The remote server

IDi The identity of the userUi
Pi The password of the userUi
x The master secret key ofS

DIDi The dynamic identity ofUi
T The time stamp

H(·) A one-way hash function
⊕ Exclusive-OR operation

smart cards were tamperproof, he/she proved that his/her
scheme can resist impersonation attack, guessing attack
and smart-card-theft attack. However, Kocher and
Messages [12,13] have mentioned that the information
stored in smart cards can be extracted by the adversary
using monitoring the power consumption.

Our Contributions. In this paper, we mainly show there
exist several serious security flaws in Lee’s dynamic ID-
based user authentication scheme, which are described as
follows: 1) It is vulnerable to insider-assisted attack, even
if the adversary doesn’t know the secret information stored
in the smart card. 2) It cannot resist impersonation attack
and off-line guessing attack if the secret information stored
in the smart card is compromised.

Organization of the Paper. The rest of this paper is
organized as follows. In section 2, a brief review of Lee’s
scheme is given. Then, we analyze the weaknesses of
Lee’s scheme in section 3. Section 4 concludes the paper.

2 Review of Lee’s scheme

In this section, we only review the Registration phase and
Authentication phase of Lee’s scheme. Readers may refer
to [11] for the password update phase. The notations used
in Lee’s scheme are summarized in Table 1.

2.1 Registration phase

The steps of the registration phase are as follows:
Step 1:Ui sends his/her passwordPi to S via a secure

communication channel.
Step 2: After receivingPi, S computes

Ni = H(Pi)⊕H(x),

and stores
{Ni,H(·), H(x)}

in Ui’s smart card. Then,S issues it toUi over a secure
channel.

2.2 Authentication phase

The authentication phase contains login phase and
verification phase.

2.2.1 Login phase

Step 1: The userUi inserts his/her smart card into the
device and enters his/her passwordPi.

Step 2: The smart card generates a random numberR
and computes the dynamic identity

DIDi = H(Pi)⊕H(Ni ⊕H(x)⊕R),

Bi = H(Ni ⊕H(Ni ⊕H(x)⊕R)),

Ci = H(Bi ⊕H(x)⊕T ).

Step 3:Ui sends the login request message

{DIDi, Ci, T}

to the server.

2.2.2 Verification phase

Step 1: On receiving the login message

{DIDi, Ci, T},

S checks the validity of timestampT by checkingT ′−T ≤
△T , whereT ′ is time whenS receives the login message.
If T ′−T ≤ △T holds,S accepts the login request ofUi.
Otherwise,S rejects the login request.

Step 2:S computes

Bi = H(DIDi ⊕H(x))

= H(H(Pi)⊕H(Ni ⊕H(x)⊕R)⊕H(x))

= H(Ni ⊕H(Ni ⊕H(x)⊕R)).

Step 3:S computes

C∗
i = H(Bi ⊕H(x)⊕T )

and verifies whether it is equal to the receivedCi. If yes,
the legitimacy ofUi can be sure. Otherwise,S rejects the
login request and terminates the operation.

3 Cryptanalysis of Lee’s scheme

We assume that an attackerA has the ability to control
over the communication channels between users and the
remote serverS, which means that he/she can insert,
delete, or modify any messages in the channel. Firstly, we
show that the attacker can perform an insider-assisted
attack without knowing the secret information stored in
the smart card. Secondly, we demonstrate that Lee’s
scheme is susceptible to impersonation attack and off-line
password guessing attacks if the adversaryA has the
additional ability to reveal the secret information storedin
smart cards.
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3.1 Insider-assisted attack

If an adversaryA is a legal user ofS, he/she can imitate
as another legal userUi to login S without knowingUi’s
passwords and secret information stored in the smart card.
The concrete steps are as follows:

Step 1. A eavesdropsU ′
i s login request message

{DIDi, Ci, T} and gets the information{H(·), H(x)}
from his/her own smart card.

Step 2. A computes
Bi = H(DIDi ⊕H(x)), C′

i = H(Bi ⊕H(x)⊕T ′), whereT ′

is the current timestamp. ThenA sends the forged login
request message

{DIDi, C′
i , T ′}

to the remote serverS.
Step 3. After receiving the login request message from

A, S successfully verifies the validity of timestampT ′, and
computes

Bi = H(DIDi ⊕H(x)),

C′∗
i = H(Bi ⊕H(x)⊕T ′).

It is easy to see that

C′∗
i =C′

i .

So the malicious userA can perform an impersonation
attack.

3.2 Impersonation attack

In this section, we show that Lee’s scheme is vulnerable
to impersonation attacks ifUi’s smart card is stolen and
an attacker A has extracted all the information
{H(·), Ni, H(x)} stored in the smart card.

Step 1.A computesH(Pi) = Ni ⊕H(x),
Step 2.A generates a random numberR′ and compute

DID′
i = H(Pi)⊕H(Ni ⊕H(x)⊕R′),

B′
i = H(Ni ⊕H(Ni ⊕H(x)⊕R′)),

C′
i = H(B′

i ⊕H(x)⊕T ′),

whereT ′ is the current timestamp.
Step 3.A sends the forged login request message

{DID′
i, C′

i , T ′}

to the remote serverS.
Step 4. Upon receiving{DID′

i, C′
i , T ′}, S verifies the

validity of T ′ and then computes

B′
i = H(DID′

i ⊕H(x))

= H(H(Pi)⊕H(Ni ⊕H(x)⊕R′)⊕H(x))

= H(Ni ⊕H(Ni ⊕H(x)⊕R′)),

C′∗
i = H(B′

i ⊕H(x)⊕T ′),

It is easy to see thatC′∗
i = C′

i . Then the adversary can
be authenticated byS.

3.3 Off-line password guessing attack

If the user’s smart card is stolen and the secret
information{H(·), Ni, H(x)} stored in the smart card is
extracted. Then the adversary can compute
H(Pi) = Ni ⊕ H(x). So he/she can perform the off-line
password guessing attack.

4 Conclusion

In this paper, we review Lee’s a new dynamic ID-based
user authentication scheme to resist smart-card-theft
attack. We show that his/her scheme does not satisfy
some of their security claims. This protocol is vulnerable
to insider-assisted attack, off-line guessing attack and
impersonation attack.
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