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Abstract: Wireless environments such as GSM, 3G, and 4G are more and mouapdponsequently, communications in such
networks need to be guarded. It is necessary to have a secure rwitivahtication scheme to defend transactions between user and
service provider against illegitimate adversaries. Especially, useth@se vulnerable to attacks and there are many authentication
schemes with smart-card proposed to protect them. Recently, YuegegChee has suggested a dynamic identity based user
authentication scheme to resist smart-card-theft attack. Nevertheteassumed that smart-card is tamperproof. In our opinion, this
is not appropriate because Kocher and Messerges pointed thatcardistconfidential information could be extracted by physically
monitoring its power consumption. Therefore, design of Yung-Chargdannot withstand this kind of attack. In addition, anyone who
is a legal member can masquerade server or other legal users ilhémeadvioreover, legitimacy verification only starting from server
side truly makes Lee’s scheme be impractical. In this paper, we prasémprovement to his scheme to isolate such problems.

Keywords: Authentication, Password, Dynamic ID, Smart card, ImpersonatiessiSn key

1 Introduction stolen smart-card. So, when attackers have smart-card,
they completely have capability to impersonate users.

In 2004, Das et al proposed a dynamic ID-based
In network environments, remote authentication schemesemote user authentication scheme using smart cais |
play an important role in communicating between Their scheme has three main advantages. Firstly, it allows
partners because it keeps faith and security. Schemes ngkers to change password freely. Moreover, it does not
only must prevent legal users and servers from attacks ofaintain a verification table which is used to check login
illegitimate adversaries, but they also defend legalmessage. Finally, the scheme’s security is based on secure
partners against impersonating to cheat each other. one-way hash function.

There are many methods of satisfying above  Recently, Yung-Cheng Lee proposed a new dynamic
requirements. And one of the approaches many schemd®-based user authentication scheme to resist
have used is password authentication which has mangmart-card-theft attacklB] and pointed out that scheme
advantages such as simplicity, efficiency, andof Das et al is vulnerable to guessing and impersonation
convenience. Nonetheless, many schem&,3,4,5] attacks. He claimed that his scheme enhanced the security
based on password apply static identity, which is easy tdecause of using dynamic identity feature. Furthermore,
leaking information to attackers. One solution to identity he also stated that his scheme can completely resist
theft is making it change for each login. Later, a numbersmart-card-theft attack. In this paper, we prove that his
of paper p,7,20,8,16] have put forward many ideas to scheme cannot suffer from smart-card-theft attack.
protect user anonymity by using random value orFurthermore, it also cannot withstand masquerading
time-stamp to vary user identity for each session.attack. Finally, we see that his scheme does not provide
However, these schemes issue a smart-card for each usewtual authentication and session-key exchange phase.
and assume that the contents of smart-card cannot bEventually, we propose an improved version of Lee’
revealed. This is not practical because users can lost or becheme in order to recover all problem mentioned.
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The remainder of this paper is organized as follows: p,_p E
section 2 quickly reviews Yung-Cheng Lee’s scheme and (: )

discusses its weaknesses. Then, our proposed scheme Freé'lychoose pessward PU =
presented in section 3, while section 4 discusses the '

security and efficiency of the proposed scheme. Our v }

conclusions are presented in section 5.

& {h(.), N, h(x)} N;= h(PW;) © hix)

&), N, hix)}

2 Review and Cryptanalysis of Yung-Cheng
Lee’'s Scheme

Fig. 1: Yung-Cheng Lee’s registration phase

In this section, we review Lee’s new dynamic ID-based

user authentication scheme to resist smart-card-theft

attack P] and show that his scheme is vulnerable to 2.1.2 Login Phase

impersonation attack, smart-card-theft attack.

Furthermore, it does not provide mutual authentication. After receiving secret information fror§ U can useSC
when he or she wants to login &

—U; inserts SC into card-reader of another terminal.

2.1 Review of Yung-Cheng Lee’s Scheme Then he or she keyBW;.

—SCgenerates a random val&®and compute®ID; =
In this subsection, we review Yung-Cheng Lee’s scheme.  N(PWi) @ h(Ni @ h(x) © R), Bi =h(Ni & h(N; © h(x)
Their scheme includes three phases: registration, © R)andGCi=h(Bi @ h(x)©T). _
authentication and password update phases. Some —Yi = S DID;, G, T. TheU; sends the login message
important notations in this scheme are listed as follow: to Sthrough common channel.

In login phase, we see that user generates a random
valueR to make login message be renewed for each login.
However, this is also the drawback becal&eloes not
participate to challeng®. In the next phase, we see tt&t
does not need to know whgXis, yetS still authenticates
Ui. So, we will fix this weak point of his phase.

—Uj: a qualified user.

—PW: Unique password df;.

—S The remote server that users log in.

—X: The secret key of the remote server.

-h(.): A cryptographic one-way hash function.
—T: The timestamp.

—DID;: user’s dynamic identity.

—SC the smart card. 2.1.3 Verification Phase

—@: The exclusive-or operation.

—A = B: M: AsendaM to B via a secure channel. After receiving the login request sent frddq, Sperforms
—A — B: M: AsendsM to B via a public channel. the following tasks to authenticate the user's login

request. Figure2 illustrates the steps of login and
verification phase.

2.1.1 Registration Phase -On receiving the login reque$DID;, C;, T} from U,
SchecksT to determine its validity. IfT is within an

WhenU; wants to access resource §fhe or she has to expected time intervalS accepts the login request;

submit his or hePW; to server through a secure channel. otherwise, it terminates the request.

Then, S performs the following steps. Figuteillustrates —-Scomputess; = h(DID; @ h(x)).1

the steps of the registration phase. -S computei:; = h(B; @ h(x) ® T) and checks if the
—ScomputesN; = h(PW) & h(X). receivedC; is equal toC;. If this condition holds,S
—Sinstalls {h(.), Ni, h(x)} into SCand issues it tdJ; accepts the login request; otherwise, it terminates the

through a secure channel. session.

In verification phase, we see tha&does not generate
y random value to re-challengk. FurthermoreSalso
does not prove its validity tdJ;. So, S and U; cannot
know whether server and user communicating are legal or
not. At this point we use user three-way
Saéhallenge-response handshake technique to recover. With
fhat technique$ can know user’s legitimation.

In registration phase, we see that user freely choosean
PW.. However, his scheme does not apply identity to
participate into registration process. Furthermore,isbar
a commonh(x) for every member makes this phase be
weak because they can exploit to impersonate to che
each other. To overcome these weak points, we u
identity, supply a random value to make different for
each time of registering and do not share the secret key 1 B; = h(DID; & h(x)) = h(h(PW;) & h(N; & h(x) & R) & h(x))
h(x) for all users. =h(N; & h(N; @ h(x) ® R))
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™R
o
Insert & PW,

Generate a random number R
DID;= h(PW,) ® h(N, © h(x) ®R)
B, = h(N, D h(N, © h(x) D R))
C=h(BOh(x)DT)

{DID;, C, T}

—el

Check timestamp T
B; = h(DID; © h(x))
Ci=h(BOhx)©T
Check G ?=G

Fig. 2: Yung-Cheng Lee’s login and verification phase

2.1.4 Password Update Phase to impersonation and smart-card-theft attacks. Besides,

) ) _ his scheme needs to be supplied mutual authentication
In this phasel; can change his or her password anytime 5nq session-key exchange phases.
when he or she wants. FiguBdllustrates the steps of the
password change phase.

—U;j insertsSCinto card-reader and inpuB3\;. 2.2.1 Impersonation Attack

—U; chooses a new passwdPiViney.

—The SCcomputeNinew = Ni & h(PW;) & h(PWinew)- In Yung-Cheng Lee’s scheme, we see that anyone being a
2 valid member can know(x). Hence, withh(x), valid users

—SCreplacesN; with Nipew. SO, user can log into the can impersonate other users even the server.

system by usin®W; . .
y y usingWinew —Firstly, another legal useA can perform following

steps to be a valid server.
—After receiving{DIDj, C;, T} from another usei

computesB; = h(DID; & h(x))

CQ —A continues to comput@; =h(Bieh(X) & T)
€ —Finally, A can checkC; andC;. Certainly,A does
Insert @,Pwi& PW, not have to do this. Clearlyd has ability to be a

= valid server.
& Computes: —Secondly, another legal usArcan perform following
N; o= N, ® h(PW) @ h(PW, ,..) steps to be another valid user.
- - —A can capture any login messa¢BID;, C;, T}.
Replace N; = Ni_new Then, A computesh(x) @ DID; to obtain B; of

another user.
—Next, A computesC = h(B; ¢ h(x) & T*), where
T* is the current timestamp.
—Finally, A sends{DID;, Cf, T*} to serverS
In password update phase, we see that only legal users Clearly, this is a completely valid login message.
can change password because this proceduce fa&(ds
of users. In our scheme, we also inherit this idea basically.
2.2.2 Smart-card-theft Attack

Fig. 3: Yung-Cheng Lee’s password update phase

2.2 Cryptanalysis of Yung-Cheng Lee’s Schemein yung-Cheng Lee’s scheme, we see that losing smart-
card is very dangerous because it contgims), Ni, h(x)}.
anyone being a valid member picks smart-card, attacker
easily extract®i(PW;) by performingN; @ h(x). Next, A

2 Ninew = h(PWinew) ® h(x) can perform some steps to impersonate victim.

In this subsection, we present our results on Yung-Chen
Lee’s scheme. We will show that his scheme is vuInerabIeA

© 2014 NSP
Natural Sciences Publishing Cor.


www.naturalspublishing.com/Journals.asp

970

T. T. Truong et. al. : Modified Dynamic ID-based User AuthenticationeBaé. ..

—A generates a random vall®& and computes the
dynamicDID; by: DID; = h(PW;) & h(N; @ h(x) ®
R), wherePW; andN; belongs to victim.

—A computesB; = h(N; @ h(N; & h(x) & RY)).

—Next, A computesC; = h(Bi @ h(x) & T*), whereT* is
the current timestamp.

—Finally, A sends{DIDj, C;, T*} to servelS Obviously,
this is the valid login message.

2.2.3 Mutual Authentication & Session Key Agreement
Phases

—SC the smart card.

—@®: The exclusive-or operation.

—||: The concatenation operation.

—A = B: M: AsendaM to B via a secure channel.
—A — B: M: A sendsM to B via a public channel.

3.1 Registration Phase

Before we present this phase, we enumerate three
requirements for a registration phase: secrecy for

information transmitted between user and server, the true
password of user must not be leaked to anyone even the

In Yung-Cheng Lee’s scheme, we see that only server cai€"Ver and difference between secret keys provided for

verify user’s validity. This is not fair because user can

communicate with another illegal server. So, we need

server proves its validity to user. Furthermore, after

each time of registration by server. Easily, we see that
Yung-Cheng Lee’s scheme achieved the first requirement
but not the last. So, we cover these points to have a good

successfully authenticating, transmitting data betweer €9istration phase.
server and user is necessary. Therefore, we need to supply

a sub-step of sharing a common session-key.

e W
3 Proposed Scheme {10, h(PW, || N} L::_)
> Generate random e
In this section, we propose an improved version of A whlG, || P, || M) © e | | #)
A, L, e, . = h{ID. 2
Yung-Cheng Lee’'s scheme. Our scheme removes the A s L) Li=hUD: | h(Pw: 11 N) |} i [T €)
security problems depicted in the previous sections. Oul |InputN inte&>
scheme not only inherits the advantages of his scheme, | |[&>{A. L. e, N, h(.)}

also enhances the security.

Before coming to each phase, we will present general
ideas in our scheme more detailed. In registration phase,
our main goal is obtainingn(ID; ® h(x || €). Random
value e assists to withstand re-registration of attackers, When U; wants to register t&5, he or she has to
with the same identity but various authentication keys atsubmit his or heiD;, h(PW; || N). After receiving{ID;,
different time. In login and authentication phases, we usen(PW, || N)} from user via a secure chann&lperforms
two random valuedRy and Rs for user and server for following steps. Figure4 illustrates the steps of the
challenging each other. Besides, we employ three-wayegistration phase.
challenge-response handshake technique to resist rEplayl.Generating a random valee
or impersonation attacks instead of using timestamp. And 2.Computingd; = h(ID; || h(PW; || N)) & h(x || ).
it is very important to ha_ve the same session-key for user 3.Computind.; = h(ID; || h(PW; || N) || h(x || &)).
and server after verification step.. 4.S sendsSC containing {A;, L, e h(.)} to U; via a

Our scheme is also divided into the four phases of  gacure channel.
registration, login, mutual authentication and password 5.U; receivesSCand inputsN into SC
change phases. Some important notations in our scheme
are listed as follow:

Fig. 4: Proposed registration phase

—U;: a qualified user. 3.2 Login Phase
—IDj: Unique identity ofU;.

—PWi: Unique password df;.

—N: The nonce chosen by user in registration phase.
—S The remote server that users log in.

—X: The secret key of the remote server.

U; insertsSCinto card-reader anidD; andPW, to login to
S and then th&Cperforms the following steps:

1.Computingh(x || € = Ai @ h(ID; || h(PW; || N)) and

cheking ifL; is equal toh(ID; || h(PW; || N) || h(x ||

—e: The nonce chosen by server in registration phase.
-h(.): A cryptographic one-way hash function.

—Ry: The nonce chosen by user.

—Rs: The nonce chosen by server.

—CID;j: user’s dynamic identity.

—SK: session-key of user and server.

€)). If this condition holds,SC continues to go next
step; otherwise, it terminates the session.
2.Generatind?y and computindCID; = ID; & Ry .
3.ComputingB; = h(x || €) & Ry andC; =h(ID; || Ry ||
h(x || &)).
4.Finally, U; sends{CID;, B;, Cj, e} to S
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on =
- 21
Insert & 1D, & PW, -~

hix || e)=A;© h{ID; || h(PW; || N))

Check L; ?= h{iD; | | h(PW; | N) || hix || e})
Generate random value R,

CID; = ID; ® R,

Bi=h{x|| e)®Ry

G=hiD; [| Ry [| hix || e))

{ClDil Bil Cil e} *
ﬁR u=B@hix|]|e)

ID,= CID, ® R",

Check validity of D,

Check G ?=h{ID; || R'y || hix || €))

Generate random value Rg

K=h{iD, || R",) ®Rs

a7 v=h(Rs |1 hix 11 )

R's=K®@h{iD; || Ry)
Check V?=h(R"s | | hix || e))

M=h(Ry || R {M}
ﬁcheck M?=h(R*, || Rs)

hiRy |1 hix |1 e) |1 R's) =, =h(R"y || hix|] €) || Rs)

&

Fig. 5: Proposed login, mutual authentication and session key agreement phas

3.3 Mutual Authentication And Session Key 7.U;i checks whethe¥ is equal toh(R% || h(x || €)). If
Agreement Phase this condition holdsU; authenticatess successfully.
Otherwise U; terminates the session.
8.U; computesM = h(Ry || Rg) and sendd to Svia a

Likewise, we also list three requirements helping common channel. )
authentication be more security: User must employ a 9-S checks whetheM is equal toh(Rj; | Rg). If this
random value to challenge server. Server must use a condition is true,S authenticatesU; successfully.
random value to re-challenge user. User and server share Otherwise Sterminates the session.

user use a random value to make login-message be SK=h(Ry [h(x]|€)|| Rs)andU; computes share8K
dynamic but not to challenge server and server also do not = N(Ru || h(x || &) [| Ry).

re-challenge user. Besides, no session-key is generated

after authenticating successfully. Our phase will fix these

weak points.

In this section,S receives the login request message 3.4 Password Update Phase
(CIDy, B;, Gj, €) from U; in the login phase and performs
some following steps. Figurg illustrates the steps th&

henti i
authenticatet; When U; wants to chang®W,. He or she can perform

1.Computing R =B; & h(x || €). following steps:

2.ExtractinglD; = CID; @ Rj. Then, S checksID;’s

validity. If this is a valid identity,S continues going to —InsertSCinto card-reader, inpul®;, PW; and choose
next step. Otherwis&rejects the login message. a new passworéWinew.
3.Schecks whethe€; is equal toh(ID; || R} || h(x || €)). —SCcomputes(x || €) = h(ID; || h(PW; || N)) & A and
If this condition is true Sgoes to next step. Otherwise, i =h(IDi [ h(PW; || N) [| h(x || €)).
Sterminates the session. —SCchecks whethek; is equal toL;". If this condition
4.GeneratindRs and computink = h(ID; || R)) ¢ Res, is false,SCterminates this phase. Otherwise, it goes to
V =h(Rs || h(x | €)). next step.
5.Sending{K, V} to U; via a common channel. —SC computesAinew = h(X || €) @ h(ID; || h(PWinew ||
6.After receiving{K, V} from S U; computes R=K @ N)) andLinew = h(ID; || h(PWinew || N) || h(x | €)).
h(ID; || Ru). —Finally, SCreplaced.; with Linew, Aj With Ainew-
@© 2014 NSP
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S8

Insert@ into card-reader
Input /D, PW, and PW,, ..,
& computes

hix || €)= h{ID; || H{PW; || N)) ® A,
Li=h(D; |1 h(PW, [ N) | hix || €))

& Checks
No Yes
Terminates Ainew=h(x || € © h{(ID; || h(PWpey, || N))

Linew=h{ID; || h{(PWiney, || N) || hix ] €))
L=1L

A
@ {Ainews Linews € N, h(.)}

inew

Ainew

Fig. 6: Proposed password update phase

4 Security and Efficiency Analysis

In this section, we review our scheme and analyze it on
two aspects: security and efficiency. Our scheme includes

four phases, registration, login, authentication andisass

key agreement, and password change phases. Firstly, we

summarize all phases of our scheme.

—Registration phasel; sends{ID;, h(PW; || N)}. S
returns SC containing {A;, Li, e, h(.)}, where A =
h(IDi || h(PW; | N)) & h(x || €), Li = h(ID; || h(PW ||
N) || h(x || €)) ande is chosen byS U; receivesSC
and inputsN into it.

—Login phaseU; insertsSC ID; and PW;. Then,SC
extractsh(x || €) by performingA; @ h(ID; || h(PW, ||
N)). SCverifies whethet,; is equal toh(ID; || h(PW
|| N) || h(x || &). If this condition holds,SC goes to

and Linew. Finally, SC replacesAjnew With Aj, Linew
with L.

4.1 Security Analysis

In this section, we apply BAN logic, the tool for formally
analyzing authentication schemes. BAN-logic uses three
objects: principals, encryption keys, and formulas (also
called statements for identifying message with statement)
Similarly to Burrow PR1], we let symbolsP and Q be
principals, X and Y range over statements, anid
represent the cryptographic key. We only use some
notations used in BAN-logic for our demonstration.

—P |= X: P believesX (central construct).

—P < X: P received a message includiXg

—P |~ X: P once saidX.

—P = X: P has jurisdiction oveK. (Used when principal
has delegated authority over some statement).

—#(X): X is fresh, that is, no principal serX in a
message before the current run of the protocol.

P, &L Q: P and Q communicate using sharel.
Moreover,K will never be discovered by any principal
exceptP andQ, or a principal trusted by eithé or Q.

—Xk: This stands foX encrypted under thi.

—<X>v: This stands foX combined withY.

—SK: This session key used in the current round.

Besides, we present some main logical BAN-logics
postulates for proving our scheme.

K

—Message meaning rul FE’IZ%\P: Xk

B finati PI=#X) PI=(Q~X)
Nonce verification rule-—g5=5=x

—Jurisdiction rule:P=&=XP=Q=X

next step. Otherwise, it terminates the session. Next, _Freshness rum)\)\:z#a:ﬁg(x\)()

SC generatesR; and computesCID;, B; and C;.
Finally, Ui sends{CID;, B;, Ci, e} to S

—Authentication and session-key agreement phase:

After receiving{CID;, B;, C;, e} from U;. Scomputes
to obtainR;. Afterward,S extractsID; and checks its
validity. Next, S computed(ID; || R || h(x || €)) and
compares it withC; received. If this condition is true,
S goes to next step. Otherwis& terminates the
session. NextS generatefRs and compute& andV.
Finally, Ssends{K, V} back toU;. WhenU; receives
this packagel; re-computedis and checks whether
V equals toh(Rg || h(x || €)). If this condition holds,
U; acceptsS Otherwise,U; rejects S Finally, U;
senddM = h(Ry || R§) to S SreceivesdM and checks if
M is equal toh(Rj) || Rs). If this condition holds,S
accepts Uj. Otherwise, S rejects U;. After
authenticating successfully; and S shares common
SK=h(Ry [ h(x | &) || Re).

_Rali PI=QI=(X.Y) P|=XP|=Y
Believe rule:=s=q= =ik

All authentication schemes need achieving main eight
goals. We usdJ and S represent for user and server in
scheme.

G:U|=U8s
-G U |=S|=U 8s
—G3:S|=ULs
G4 S|=U|=U8s
—Gs:U|=U s
—Gg:U |=S|=su
—Gr:sl=su

—Gg:S|=U|=U s

Now we use the BAN-logic to show proposed scheme

—Password change phase: At the beginning of thiscan obtain mutually authentication with dynamic identity.
phase,U; performs steps similar to login phase’s Furthermore, our scheme can exchange a common session

steps. After logining successfullgC computesAinew

key SK

© 2014 NSP
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1.We idealize our scheme.
—CIDj=<UR SR>

B =<U"PsRr,>

G =<R,,URBsU" s
K =<Rg Ry,URB s>
V=<Rs Ry, U s

—M = <Ry, Rg>

2.We write the assumptions about the initial state.
A:U|=UBS

»U=Uu"s

AzU|=s=UEs

-AsS|=U=U8Ss

As:S|I=U=UXs

—As:s|=s"u

~A7: U |=#(Re)

—Ag: S|= #(Ry)

3.We analyze our schemes idealized form based on the

BANIlogic rules and the assumptions.

—Becausel registersiD with S we have the first
goalU |=U Bs

—Using Ag and the messag€;, we apply the
message-meaning rule to deri8e= U |~ <Ry,
uBsu"ss ()

—Using Ag, we apply freshness rule to inf& |=
#<R,,UB sU" W s (0

—Using (1) and (2), we apply nonce - verification
rule to deriveS|= U |= <Ry, U Bsu "l S>
3)

—-Using (3), we apply believe rule to deri&|= U
I=U 8 s(Gy)

—Using G4 and A4, we apply jurisdiction rule to
infer S|= U 8 S(Gy)

—Using A, andK, we apply the message-meaning
rule to deriveU |= S|~ <Rs, Ry, U L 4)

—Using (4) andA7, we apply freshness rule to derive
U |= #<Rs, Ry, U 8 S> (5)

—Using (4) and (5), we apply nonce - verification
rule to deriveU |= S|= <Rs, Ry, U 12 S> (6)

—Using (6), we apply believe rule to derii¢ |= S
=U 8 s(Gy)

4.With goal 1, 2, 3 and 4, we achieve that b&bandU
believe the other believes the identity. ThatiisandS

—Using (7) and (8), we apply nonce - verification

rule to deriveU |= S|= <Rs, U "8 s (9)

—Using (9), we apply believe rule to deriv¢ |= S
=s2 U (Gg)

-Using Az and Gg, we apply jurisdiction rule to
obtainU |= U 25 S(Gg)

—Using M andAg, we apply the message-meaning
rule to deriveS|= U |~ <Ry, Rs> (10)

—UsingM andAg, we apply freshness rule to derive
S|=#<Ry, Rs> (11)

—Using (10) and (11), we apply the nonce -
verification rule to deriveS |= U |= <Ry, Rs>
(12)

—Using (12) andAg, we apply believe rule to infe®
I=U = U 2's(Gg)

—-Using (12) andAs, we apply message-meaning
rule to inferS|= <Ry, Rs> (13)

—Using (13), we apply believe rule to derig&= S

SK
U (Gy)
5.With goal 5, 6, 7 and 8, we achieve boghand U
believe the other believe3K is shared between them.

4.2 Other Discussions

In this subsection, we present security analyses of our
scheme and show that proposed scheme can withstand
many kinds of attacks. Assuming that wireless
communication is insecure and that there exists an
attacker. He or she has capability to intercept all messages
transmitted between server and user. Besides, we assume
that the attacker can obtain or steal information of legal
user’s smart-card.

4.2.1 Replay Attack

The replay attack is replaying the same message of the
receiver or the sender again. We use nonce and three-way
challenge-response handshake technique instead of
timestamp to withstand replay attacks. For example, an
attackerA re-uses{CID;j, B;, Cj, e} to re-send t& When
Ssends{K, V} back toA, Ais not capable of computing

M becauseé has no information abolR; andRs. So,A
cannot replay with{CID;, B;, C;, e}. Now, if A re-uses

{K, V} of serverS, user will recognize this is a replay
message because verificationvbtloes not hold. It is said
that our scheme can resist replay attack.

mutually authenticate with dynamic identity. Now we
proveU andScan exchang&K
—Using V andA,, we apply the message-meaning
rule to deriveU |= S|~ <Rs, U "8 s> (7)
—Using A7 andV, we apply freshness rule to derive

U |= #<Rs, U "9 55 (8)

4.2.2 Impersonation Attack

In our scheme, we use use nonce and three-way
challenge-response handshake technique. Therefore, it is
difficult for attackers to impersonate user or server. For
example, if attackeA wants to fake legal useA has to
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computeM to re-send tdS So, it is impossible foA to
perform that task becaugehas no idea abolRy andRs.
Now, if A wants to fake legab, A must have information
aboutx of server and random valuR, of user. Clearly,

mutual authentication but also provides session-key to
partners.

Our scheme is a revised version of Yung-Cheng Lee’s
scheme, so it can also resist password guessing attack and

this is impossible mission. It is said that our scheme carprovide user anonymity.

withstand impersonation completely.

4.2.3 Stolen Verifier Attack

BecauseS does not store any password verification table,

the proposed scheme can withstand stolen-verifie
attacks. In our schem& generates a random valedor
each user. Consequently, when authenticating jtb;
only needs to sendto SandSusesx to re-construch(x ||

) of that user. SoS does not need to kedyp;’s password

in the storage space when a new user is participated int

our system.

4.2.4 Stolen Informaton from Smart-card Attack

In our schemeSCcontains{A;, Li, e, N, h(.)}. If anybody

4.3 Efficiency Analysis

To compare efficiency between our scheme and the
Yung-Cheng Lee’s, we reuse approach used in his scheme

jo analyze computational complexity. That is, we

calculate the number of one-way hash function execution.
Let Ty be the time to compute one-way hash function. In
addition, similarly to Lee’s scheme, we also ignore
exclusive-or) and concatenation operatiofispecause
gwey requires very few computations.

Intablel, there are our scheme and Yung-Cheng Lee’s.
Lee’s scheme needsx Ty, in registration phase, andx
Thin login and verification phases. Our scheme neesds 4
Ty in registration phase and 22 Ty, in login and mutual
authentication phases.

picks or steals this information, he or she cannot derive

further information becauds is a hash value. Moreover,
if ID; and PW,; of victim who lostsSC are not leaked,
attacker cannot computgXx || €) of victim. Clearly, our
scheme can counteract this kind of attack.

4.2.5 Known-key Attack

The known-key security means that compromise of a pas
u

session-key cannot derive any further session-key. In o
schemeSK is associated with two random valuBs, Rs

andh(x || e), which are unknown to the adversary. Even
though the pasBKis disclosed, the attacker cannot derive
Ru, Rsandh(x || €) based on the security of one-way hash

function and random values. Thus, the attacker can no

obtain any further session-key.

4.2.6 Mutual Authentication

In our scheme, both user and server generate rando
values to challenge each oth8mnly acceptdJ; whenC;
is equal toh(ID; || R || h(x || €)) andM is equal toh(RY ||
Rs). U; only acceptsSwhenV is equal th(Rg || h(x || €)).

Table 1: Comparison of computation cost

Phases . . ]

Schemes Registration| Login & Auth
Lee's 1x Ty 7% Th
Ours 4xTh 12 x Th

Clearly, proposed scheme needs more computational
mount than Yung-Cheng Lee’s scheme. However, those
0Sts are necessary to protect user's anonymity and

brovide session-key for partners. In short, Additional
computational cost is essential to enhance security.

Due to the fact that our scheme and Lee’s are based
on smart-card, we compare the storage capacity of
mart-card. To do that, we assume that output hash
unction is 160 bit long, for example SHA-I. Furthermore,
we also would like to consider communication cost
between user and server in term of authentication in two
schemes. In table2, we see that smart-card of our
schemes contains 160 bits longer than one in Lee’s
scheme. Besides, in authentication phase, our scheme also

Meeds more twice bits than Lee’s scheme. However, these

costs increase security for scheme.

In other words, user and server must computes random

values to prove their validity. Clearly, our scheme
provides mutual authentication.
4.2.7 Session-key Agreement

In our scheme, after finishing mutual authentication
successfully, both user and server share com®Krto

Table 2: Comparison of communication cost & storage capacity

Schemes
Lee | Our
Capacity & Communication co
Bits in smart-card 320 | 480
Bits in authentication 480 | 1120

In table 3, we list the comparisons between our

encrypt messages later. So, our scheme not only satisfigmproved scheme and Yung-Cheng Lee's scheme for
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