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Abstract: The radio frequency identification (RFID) protocols are vulnerable tmua attacks from an active or passive adversary.
We shed light upon some existing security flaws in these delegation pratticislsiseful to mitigate many security weaknesses in
such delegation protocols to promote the acceptance of RFID tags. Weserthat a scalable RFID delegation protocol will be against
traceability attacks with a stateful variant so that it provides the claimedisesequirements. Compared with the previous schemes,
we emphasize three critical distinctions in our protocol. First, the readkthentag decrease one bitwise XOR of the message and
reduce the computational complexity. Second, a solution to reducing tkienoma search complexity can be that add two different
flags to the tags responses in order to distinguish delegation requestiéegation update. Third, the number of exchanged flows
during different cases of our revision is same. Finally, the proposkense achieves scalability and untraceability property without
leading to a security collision.
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1 Introduction Song et al. present an efficient RFID delegation
protocol [7] (the WO scheme) that takes constant time to
Radio frequency identification (RFID) is a wireless contactidentify a tag. The Habibi’'s protoco8] (the W1 scheme)
that enables the reader to identify objects automatically i has scalability weakness and suffers from the backward
a wide variety of environments. traceability attack. Another security and private analysi
RFID system mainly consists of four components: on the WO protocol is made by Ergule®][(the W2
tags, a set of online readers, a set of off-line readers, and8cheme).  They  present tag  impersonation,
backend database. Consumer products identificationdesynchronization, and traceability attacks on the WO
inventory control and contact less credit-card are theProtocol. Afterwards, we show new security flaws in the
applications where RFID devices are deployeid2 =~ W2 protocol and prove that the update protocol is
However, the widespread application of RFID systems tovulnerable to backward traceability attack.
supply-chain management may expose challenging After analyzing various protocols, we conclude that
security issues either to corporations or to individu&ls [ the best protocol should be designed in terms of
4]. Some lightweight authentication protocols,¢] can  scalability and untraceability securitg(]. Furthermore,
provide privacy conditions, but suffer from the scalakilit we propose a scalable RFID delegation protocol (SRDP)
issue in the large-scale RFID deployments. Howeverwhich is partly based on the W2 protocol. The proposed
other protocols have serious security and privacy flawsmethods do not abandon primitive structure, nor do they
that contradict with the security requirements. 1B],[ incur more computation complexity. Instead, our protocol
Erguler et al. introduce the various attacks on the privacyutilizes methods that have already been available in
of RFID systems based on unbalanced state. protocol to improve protocol scalability. Except its
More precisely, a backend database requiring a lineapbvious advantage in identification efficiency, our
computational complexity brings up the scalability protocol also has advantages in security.
problem. Adding the delegation mechanism may be a The remaining of the article is organized as follows.
solution to achieving the scalability property of the Section 2 discusses preliminary and related work and
proposed protocol. points out the vulnerabilities in Erguler’s scheme. Settio
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3 proposes the revision. Section 4 shows security analysis Table 1: A list of parameters and notations
and performance comparisons. At last, conclusions and Notation Description
further work are given in Section 5. T Tag
IDR" Online reader identifiers
IDR™ Off-line reader identifiers
. DB The backend database
2 Preliminary and related work A Adversary
h() One-way hash function
Many researches have been conducted to provide a e(),f(),00).d() Keyed one-way hash
scheme for scalable RFID delegation. The goal in those Regl(Reg2)  delegation request 1 (update2)
researches is to achieve the following requirements. We z a key shared bB and tag
aim to review Erguler's scheme and show its weaknesses o a stamp is computed HyB
in the remaining part of this section. Ki = h(sj), computed byDB
Secure communication schemes for constructing the I Concatenation operation
formal privacy models in the proof should provide some n The number of tags
c,mm The value of a couter

security requirements 1[l], which are described as
follows:
(a) Resistance to impersonation attack
Impersonation attacks in stateful protocols can make a
tag (or reader) leak secrets to an adversary. An adversar
may eavesdrop communications and impersonate a tag (
reader) using the compromised tag (or reader).

(b) Resistance to DoS attack It is useful to introduce a counter in the delegated

The protocol is vulnerable to DoS attack regardless Ofreaders. Such a delegated mechanism will be effective in
the weakness of protocol in detail. DoS attack can be

achieved by malicious querv. The brotocol re uiresensuring controlled delegation and scalability propeity.

: Y > query. P q the opposite of this mechanism, the propod# has the
updating-and-synchronizing states between the server angdvantage of supporting controlled delegation without
the tag to prevent desynchronization attack.

(c) Resistance to tracking attack needing a counter on the tag’s side. Fernndez-Mir et al.

M : dels h b 4 whi pPropose the RFID protocol that not only achieves
rany privacy mode's nhave Deen proposed, WhIChqq,nyq)ieq delegation but also improves the system
require  indistinguishability 12] and forward scalabilit
o y [L7].

untraceability 13].

The concept of untraceability is that an adversary can
not distinguish two different tags according to the given )
messages of these tags. The concept of forwarct-1 Review of the W2 protocol
untraceability is as follows: even if an adversary gets the
secret of a tag, he is not able to trace history messages dfhe following notations and a list of parameters are used
that tag. In other words, a protocol achieves untracegbilit throughout the article in the TABLE I.
if an adversary could not trace a tag by deducing fromthe A recapitulative overview of the W2 scheme is
link among different rounds. This kind of tracking attack provided in Figure 1 for convenience.
must be taken into account in the analysis of RFID Initial Phase: Each tag storks< and a countec = m.

In [14], Sharaf pointed out these flaws and later
odified the WO scheme by applying the TCP/IP
ree-way handshake protocdq in the secret update
and session termination.

protocols. DB storess k and the identifiers<o, x1,--- ,xm as the
RFID protocol desires the following performance corresponding entry, wherg and k represent the most

requirements as followsT: recent previous values sfandk, respectively.
(a) Computation Authentication Phase: The procedure of the
Regarding the complexity of tag computations, a betterauthentication phase is depicted as follows.

scheme takes less hash operations. Case 1 (Tag Authentication)
(b) Communication 1. DB can transmit random stringz andIDR™ to the
The number of communication messages between &ag.

tag and a reader should be reduced. 2. Upon reception ofg and IDR™, the tag checks
(c) Scalability whetherc equals to zero. If not, then the following steps

The server performs a tedious sea@mn) over the  are performed:
list of all tag entries inDB. Such an exhaustive search (a) The tag calculated = d,(IDR™||K),
procedure brings up the scalability conflict. In general, My = f(rg||x||d) and updatex to e(x||z) andc to
the verification of a tag takes ony (1) to find the match  ¢c— 1, wherekandd are the key belonging to the identified
in the look-up tables. RFID protocol needs such look-uptag. Then it transmitérg, M, x) to the offline reader.
tables which comply with the large-scale RFID (b) Upon reception of Mt,x,rr), DB performs the
applications while addressing scalability issues. following steps.
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DB Tag i.If c=0,T checkq(s||K'||m) = Ms®g(rg||Mr) using
/Reader k, rr andMr. If h(k) =k, T authenticate®B successfully
05,5 By e, ] he.x] and updates its secrets frafi, c} to {k',m'}.

ii. If ¢ 0, suspends the protocol.
Case 3 (Secret Update II)

ook 2. Upon reception ofg andIDR™ , the tag produces a
[ Generate 1] Plif =0 random noncer and checks whetharequals to zero. If
131 _ . " :‘i:(f’ﬁf” ”Y’ﬁ)é) yes, a step by step description is also given below:
gz;ik‘;e":“fh (fjfr"‘*':x“i:)DB 5 (a) The tag calculates the messagdes d,(IDR"||k),
Reduce (5,5t} 10 (1ot peetyl] e M1 = fi(rr[lr7[/d) and Mz = rr @ x. Then it transmits
(rr, M1, My, SecReq) to DB.
lclz;illf x = x,,, update secrets for T H (b) Upon receptlon OfR’ Ml' MZ and $CReq’ DB
ve 201 =, Updale secrel Var M, |10 implements the following steps.
M =g (| M) ®(s | '] m') — (5[ )= M, @, | M) is hes f lug — — ¥ f hich
E k5 s,k k' s 5',x) < x, If h(s)=k,k <k'and c «—m' I. Searches 1or a valug = Xm o_r X = Xp Tor whic
cism e xdgi<me M1 = f(rr||[M2 & x||d). Then DB finds the match and
. ) x( ) .
authenticates the tag.
2., IDR" i, If X = Xm,
—>12f-1 . A. Then the secrets are renewddk— k', k' «+ h(s),
c= . .
Generate » m <« h(k), X5 < % X (1 <i<m) <+ x(1<i<n')where
23 . g I — el (X
Case 3: Search forx=x,, (x=x,) O:d;(leR %) XI q<(xlleZ) , m
Forwhich M, =, [, @x(18) | 227, My, ¢, M1 = A1) B. ComputesMs; = g, (K||rr|[rr[|M1) & (s[[K'[[m) and
=M, ®x < My =1 Ox MSZ = dZ(kHMS].)
I r=z,, C. Updates the secret of the identified tag from
e {k,8k,5,%0,Xm} t0 {k, 5K, 8, %, X}
Frn, iii. If x=Xo, DB calculates
11, =k, 1, 1 4) G [ [ m) Ms1 = gz(K||rrl|rr{|M2) @ (§][k|[m) and
M, =d, (k]| M,)) 2L Mg = dz(k|[Ms1), then transmitgrg, Mg, M) to the
update secrets for T 2 (2.5 tag
kkis sty x, sk = My, @ g (k1 |15 |1 M) V. DB und h f the identified taq f
(s iamnd sz IF hs) = kk < k'and e <’ iv. DB up ates t esecre;to t/ ell entified tag from
{kv Sa kv Sv)(Ova} to {ka Sa k aslvxlvxm}n

k = g(Mq|rr|rrlkllx), ™ = h(k) where
X = e(X_1[l2).

(c) Upon reception ofrr,Mg,Ms), the tag checks
whether(s||K'|m) = gz(k||rr]|rT]|M1) & Mg. If h(s) =k,
T authenticate®B successfully and updates its secrets
from {k,c} to {K',m}.

Fig. 1: The W2 scheme.

i. DB uses the receivexto quickly search foi; and

identifies the tag in constant time. 2.2 Vulnerabilitiesin W2 scheme
ii. Checks thaMy = fi(rr || Xi—1 || 9). If the equation
is verified, DB authenticates the tag. Next, it reduces the!n this section, we show the security drawback of the W2
corresponding tags’ identifiers frofixo, X1, - ,Xm} to scheme and demonstrate that the Erguler's protocol is
(%, %11, » Xm}- vulneral_ale to tag tracking attack. .
ii. If X xm, then the protocol terminates successfully. e find that the WO protocol suffers from tag tracking
Case 2 (Secret Update I) attack under an assumption of a conjpro.mlsed delegated
) reader scenario inlB]. The assumption is reasonable.
V. If X = Xm, The delegated readers can be mobile devices such as
A. The tag’s secrets are renewét:— k, mobile phones, mobile computers, and a portable card
k < gz(Mr|[rr|[K||X), M < h(k), x5 < %, x(L<i< reader and so on. These readers have an acc&d3 and
m) +X(1<i<m)whereX =€ (X ;|2 forl<i<m, work in offline model. Hence, it is not difficult for an
wherexg = X. adversary to steal all the information by the lost or
B. Computes Ms = g,(rr||Mr) @ (s|K||m) and dishonest reader. This possjble security flaw apparently
transmits(rr, Ms) to the tag. makes the W2 protocol insecure. So an adversary

. o obtaining the secrets from a compromised reader can
C. Updates the secrets of the identified tag from easily verify a fake tag as valid. Indeed, due to these

{k,$k,5,%0,Xm} t0 {K, 5K, S, %), Xn}- potential risks, the protocols usually use temporarily
(c) Upon reception ofrg, Ms), the tag checks whether delegation model so that the delegated reader can identify
c equals to zero. the tags with a limited number of times.
© 2014 NSP
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In addition to this, the W1 protocol does not provide a - Challenge phaseA sends arO™ query on the set
limited delegation mechanism: a delegated reader can nofTo, T1}. A selects a random bl € {0,1}, A is given a
know the specific number of the tags. Therefore, antag T, from the set{Tp, T1}. A continues calling any
adversary can make rogue queries on a tag more than th@=*ette and 0= queries.A makes queries ofy, andR
legal numben that lead to DoS attack. by calling OF**"¢(T,) in the next round. Finally, it

There are privacy attacks that an adversary can tracebtains a transcripp .
tags from the number of protocol message flows. The - Guess phaself ¢ = (o, Aguessed =0 and decides
tracing attack violates the tag’s location privacy of the T; = To, otherwise guesség = T;.
protocol. Intuitively, a protocol satisfies untracealilit

property if an adversary is not able to distinguish two Priv/py _ R

different tag’s outputs. The concept of untraceability is AdVR™ () = |Pr (T = To) 2

used formally in security models, such as by Avoit6]]

According to fL1], as a formal definition, forward 0 < AdWPrv <}

untraceability can be defined in terms of privacy - A =2

experiments. The protocol is untraceable if the adversary's

Definition 1 (Forward untraceability) . In a complete  advantage is said to be negligible and converges to zero
protocol, an adversary can not obtain the tag’s secret fromysing the security parametier

its responses without a valid reader.

2.4 The traceability attack for the W2 scheme

2.3 Privacy experiment
We point out the disadvantage in location privacy of the

Our scheme uses formal privacy model to evaluate theV2 scheme, namely traceability attack. The traceability
privacy level of the W2 protocol. The adversatyhas attack exists when the update procedu_re begins in the
access to running the following oracles.[ Case 1 of the W2 scheme. Th€ase 1 mv_olves two

- OFUMeR T mi): The adversaryA passively Message flows: the flowg, IDR™) of sending by the

eavesdrops on the communication channel and monitorSErver and the flow of replyingg, Mr, x) by the tag. But

exchanged messages between tag and reader in sessiof€n the protocol tums into the update procedGeee 2
of a truthful protocol execution. or Case 3, it takes a third flow sended by the server for the

- O%="(R T, m,i): This oracle models the adversary’s update. Therefore, an adversary can make precise area
ability to bloék7or7modify the messaga that is sent from location easier by analyzing this case. The formal analysis
R to T (respectivelyT to R) in sessioni of a truthful is modeled in the following three phases.

protocol execution. It outputs the respomgeom T (R). - Learning phase For a selected tag with .pseuge%lym
_ OReve(K): This oracle models the adversary's N+ Sends some random noncdo T by calling O

ability to expose the tag’s permanent information. There(r’ T"t)'.Th;r;é repdeats thd‘:‘.' previous sttep gn‘ttilrespons{e d
is no point calling the reveal oracle on the same tag morg ONtanssecreq, deman Tg a Secret update request an
than one time. drives Ty into Case 3 (c = 0) in Case 1. A continues

H Execute H H H
- O™(R,T,i) : This oracle models the untraceability calling O queries onTo and T in the roundi.

test. When this query is invoked for sessipa random bit ?E?aI:%RIE) o?rtalrlc/'ls %}trgrnscrls\tlﬁlﬁ tmtehe ;Ygs\,sfy():vs
b € {0, 1} is generated, and thekis givenT, € {To, T1}. IDFT’JF) i’ M )R7(r TI<A M )wl R
Finally, Awins if it can correctly guess the Hit ('R My), (rrMs1, M) }

: ) - Challenge phaseA sends at©™®(T;) query on the
We define the adversary’s advantage of successfullyset{.l.o’.l.l}_ A selects a random bit € {0.1} and gives a
tracing the tag a¥ Priv.

tag T, from the setTp, T1 in sessioni+1 of the protocol.
The game played between an adversaryand all : : Execute /T Reveal /T
. L . . Then A continues callingO (T;) and O (Ty)
instances is divided into the following three phases.

Forward untraceability is presented by the following queries orilp andRin the round + 1. Finally, it obtains a

game between the challenger (all instances in the RFIIZ}ran_SgLIJztSL’Us:' hasalf ¢ = o, Aguesses = 0 and decides
system) and a polynomial time adversad. The T =T othgrwise gues_séro,fgl'
adversary is able to distinguish between two different tags ® , .”’ 3=

using above four oracles. The attack experiment consists As aresult,
of three steps: The learning phase, the challenge phase
and the guess phase. ; ) 1 1] 1
- Learning phase A chooses two fresh tagd, T1), AdVR™™(K) = [pr (Ty = To) - 2’ = ‘1_ 2‘ =3
andR. A makes queries ofip, T1, andR using the &9,
oFxecite and e oracles for many times of its choice. Proof: It is obvious that the executed round between
A continues callingD®®"¢ queries onTy and T, in the DB and T, has a transcript with three flows. Also, an
roundi. Finally, it obtains a transcrippy and (1. adversary has the ability to put a tdg into Case 2 or

© 2014 NSP
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Case 3. From the Learning phasa,puts the state of; in
the beginning ofCase 1, because it's related transcript
involves two information flows at this time. Therefore,

DB
/Reader

Tag

AdVRPV(k)=1.

3 The proposed scheme

The different delegated readers receiving the same
messages in the W0 scheme may result in some potential
problems: if one of the delegated readers is compromised,
it is difficult for the authority to find which reader is
untrustworthy.

Each of the offline reader must have a unidD&R
different secrets and pseudonyms. Moreover, ihe

hskszm ' IDR. (%), } ] [k.z.¢,x]
Case 1 T
1.7, IDR

5=d.(IDR" || k)

13 2r Moy [Mr= LX)
21, My,

Search for x, = x in DB < x, e (x| 2)
Cheek My = £, | x., 1) Reql — lecerl
Reduce {x,%;,...5%,, } 10 {X,%; 15000, }
M =g (k||| M)
If x=x,, update secrets for T
k' k,m' < h(k), x, < x, 1.4 1, M k1.5
kg (M, | |Ik]|x), 'C‘;fzo .
x(1<i<m)<x(1<i<m") eck My =g. (k| | M)

¢« h(k),
kg My |lr [ K[%)

calculation formulas contain delegated read2R~ used
in the tag’s response. For a delegation protocol, it is
important to distinguish whether its corresponding entity
is a legitimate tag or another delegated reader. The
revised protocol differentiate between two entities by
embedding a unique secrét which is shared by the
server and the tag but not by the reader.

The procedure of the authentication phase is depicted
in Fig. 2.

The proposed scheme involves two different phases.
The first phase is set up pha&B randomly selects a key
k and valuesm and xg and computes identifiers; as
X = e&(x-1) for 1 < i < mfor each tagDB generates a
random stringr, IDR™ andd = d,(IDR™||k). Then,DB
sendsg, IDR™ andd to the offline readeR .

The second phase is authentication phase. This phase

Case 2

23

Search forx=x, (x=x,)

il
For which M, = f,(r, | M, ® x| )

n=M,®x

My =g (k| n | M)

If x = x,,, update secrets for T
k'« k,m' < h(k),x, < x,
kg (M, |l ry || 1y || K[| x),
x(I<i<m)<x(1<i<m")
If x = x,, update secrets for T
m'(—h(k),f0 <« X,

kg (M, || |l || %] ),

x(1<i<m)«x(1<i<m")

2.7, IDR’

—  pflfe=0

221, M, M,
<

2.1

Generate 7,

Req2

2.4 1y, My

§=d_(IDR" || k)
M, = f (|75 || 0)
M,=r®x

2.5

v

Check M =g (k|| r |7 || M)
¢« h(k),
k< g (M, ||y || 1 |l k]| %)

is divined in two different casedDB performs the tag
identification in constant for a normahse 1 usingReql
and accomplishes a linear search in an abnowasd 2
usingReg2.

The procedure of the authentication phase is depicted
as follows.

Case 1 (Delegation Request)

1. Upon reception ofr and IDR™, the tag checks
whetherc equals to zero. If not, then the following steps
are performed:

(a) Then it allows the tag to use hash functionality and
calculate®d = d,(IDR™||k), Mt = fk(rgr||x||d) and updates
x to e(x||z) andc to c— 1. Then it transmitgrg, M, X) to
the offline reader.

(b) Upon reception ofMr,x,rgr,Reql), DB performs
the following steps.

i. Upon reception oRegl, DB uses the receiverto
quickly search fox; and identify the tag in constant time.

ii. Checks thatfy(rgr||x-1/|/6) equals to the received
Mr, wherek and d are the key belonging to the identified
tag. If the equation is verified)B authenticated the tag.
Next, it reduces the corresponding tags’ identifiers.

iii. CalculatesMs = g;(k||rgr||MT) and transmitsrg,

Ms) to the tag.
iv. If X = xm, the tag’s secrets are renewed:«— K,

k + gz(M7 [[rr|lK]|X), m « h(k), X5 < X,

—~

Fig. 2: The proposed scheme.

%(1<i<m) x(1<i<m)wherex =g(x 42
(c) Upon reception ofrgr, Ms), the tag checks whether

c equals to zero.

i.If c=0,T checksMs = g;(K||rr||Mt) usingk, rr and

Mr. If T authenticate®B successfully, then its secrets are
renewedk < g;(Mr||rr|k|[x),c < h(K).

ii. If ¢ 0, suspends the protocol.
Case 2 (Delegation Update)
2. Upon reception ofg andIDR™, the tag produces a

random noncet and checks whetharequals to zero. If
yes, a step by step description is also given below:

(a) The tag calculates the messages d,(IDR"||k),

(b) Upon

M1 = fi(rg||rr||0) andMz = rr @ x. Then it transmits
rr, M1, M2, Reg2) to DB.
reception of M;,M, and Req2, DB
implements the following steps.

i. Searches for a valug = xy, or X = Xg for which

M1 = fi(rr|[M2 @ x||d). ThenDB finds the match and
authenticates the tag.

ii. CalculatesMs = g;(K||rr|IrT||M1) and transmits

(rr,Ms) to the tag.

© 2014 NSP
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iii. If X=Xy, then the secrets are renewkle— k, k <

Table 2: security properties comparisons

gz(M1||rT||rR||k||x),m’ — h(k)7x6 — XX(1<i<m) <« Atta;'jt)/pes . W1l W2 Ours
' . / ' ror Traceability attac N N Y
(1<i< = g . . ;i
A (1|v_ Ilf; T ) Wir':: rseé(é:retgkgg%!?ewed' Tag impersonation attack N v v
) =Xo, ’ Desynchronization attack N Y Y

K gMafrr[ralKlx), m« h(k).x, + X x
(1<i<m« x (1< i< m)wherex =g/(%_1[2).

(c) Upon reception ofrgr, Ms), the tag checks whether
Ms = gz(K||rr||r7|IM1) equals to the receivels, then its
secrets are renewed:

ke Ge(MyllrrrelKx),c + h(k).

problem has been resolved in the revised protocol. To
repel the cited attack, there are three information flows in
both cases of the revised scheme.

(a) Resistance to impersonation attack

If we analyse the revised scheme, it can be seen that
an authority can distinguish compromised entity from all
readers by using the previously described reader idestifier
Before giving security analysis of our revised protocol, IDR™ andd. The reason is that only the registered tag can
we want to stress three critical distinctions between ourcomputeM; which directly depends on freshly generated
protocol and other schemes. rr ando values.

(@) Notice that compared with the original WO Therefore, a unique secret can be used to
protocol, our proposed protocol needs one less executiodifferentiate between tags and other delegated readers in
of the message computation from the reader, while theorder to protect against tag impersonation attack.
computational complexity of messalyk becomes simple  Moreover, the reader identifier should be taken as an input
for the delegated reader. in computing the tag’s response message in order to find

On the other side, our revision uses the same secreaquickly which reader is untrustworthy for the authority.
update procedure as that in the W2 scheme except that (b) Resistance to DoS attack
Mg is replaced byMs, and instead of sending messages  The number of tag is scalable when the reader verify
Mg andMg in the last step, messad; is transmitted. the tag. The revised scheme has the advantage of
The reader do not perform a bitwise XOR operation of controlled delegation with embedded couter both on the
the data Mg, thus the computational complexity is tag and the reader, whereas we prefer tomsm reader’s
reduced. Consequently, on the tag sifleeed not verify  side to protect against DoS attack.
the integrity of the messadés. (c) Resistance to tracking attack

(b) A solution to reducing the maximum complexity Although the W1 and W2 protocols might hide the
of the search can be that add two different flags to the tagsags’ identifiers from adversaries,it is not difficult for an
response in order to distinguish delegation request fromattacker to decide the state of case using eavesdropped
delegation update. The tag then sengldviT, andx back ~ communications.
to DB with a requesReql for an normal update state in The proposed protocol protects against the tag
casel. tracking attack because of the use of security parandeter

On the other hand, two flags of the requests are slightlyappropriately. Hence, an adversary can not convince the
different if the tag is in a rare abnormal state as isase  reader to believe that the fake tags are legitimate, even if
2 whenDB receives the requeBeg2. he knows the secrets.

In the WO and W2 protocol, such a fl&gcReq gives a Hence, when an adversary tries to drop the target tag
hint to an adversary to distinguish the tag’s state from thein the casec = 0 by querying it more tham times in the
different cases. Execute phase, it has no way to trace the past rounds of

In [3], the Erguler's theorem demonstrates an the target tag. Therefore, the revision provides forward
impossibility in achieving any form of untraceability as untraceability.
long as the attacker decides its unbalanced states by Furthermore, the backward traceability attack is
checking whether the tag response includesReq impossible with respect to the existence of the look-up
message or not. table which keeps corresponding hash values of the

In the W1 protocol, the messagéss,Mr,x} of case  recordsx.

1 and {rg,M1,Mz} of case 2 are similar,DB can not In addition, the message structures in the revised
distinguish and do not know how to perform the scheme are similar to the original W2 scheme that make
following proceedings. the proposed protocol resistant to other attacks according

(c) The number of exchanged flows during different to the presented proofs.
cases of our revision is same. It is impossible for the Table 2 summarizes the security properties
attacker to identify and trace the state of the targettag. comparisons, wher& denotes that the protocol resists

A. Security analysis such an attack andl denotes that the protocol does not

Although the W2 scheme is vulnerable to traceability protect against such an attack.
attack due to different numbers of message flows, this B. Per formance analysis

4 Security analysis and performance analysis
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(a) Computational aspect [2]1C. F. Lee, H.Y. Chien, C.S. Laih. Server-less RFID

Regarding the computation on server's side, Song’s  authentication and searching protocol with enhanced
scheme takes four hash operations, and Habibi’s scheme security. International Journal of Communication Systems,
takes six while our scheme takes five. 25, 376-385 (2012). .

The complexity of this search can also be globally [3] I Erguler, E. Anarim, G. Saldamll._ Unbalanced states
reduced because the look-up table keeps the violates RFID privacy. Journal of Intelligent Manufacturing,

i Qi i 1-9 (2012).
correspondlng -haSh value of each tag's identtier [4] S. Piramuthu. Vulnerabilities of RFID protocols proposed in
(b) Scalability ¢ : .
The revised protocol take3(1) work to authenticate ISF. Information Systems Frontierss, 647-651 (2012).
[5] M. Burrows, M. Abadi and R. M. Needham, A Logic of

a tag incase 1 and implement©(n) work to update the Authentication, Proc. R. Soai26, 233-271 (1989).

secrets of the tag icase 2. With this mechanism, it is (6] Hung-Min Sun; Wei-Chih Ting; King-Hang Wang; On the

possible to achieve minimum complexity 6{1) for tag Security of Chien’s Ultralightweight RFID Authentication

identification. Protocol, Dependable and Secure Computing, |IEEE
(c) Communication Transactions org, 315-317 (2011).

Furthermore, our scheme verifies the message integrity[7] B. Song, C. J. Mitchell. Scalable RFID security protocols
Ms and mitigates the computational load of the server by ~ supporting tag ownership transfer. Journal of Computer
reducing the number of exchanged messaggép 2 of Communications34, 556-566 (2011). . .
case 2, while there are three messages in the W2 protocol [8] M. H. Habibi, M. R. Aref. Security and Privacy Analysis
under identical conditions. of SongCMitchell RFID Authentication Protocol. Journal of

The above performance comparisons show that our . ireless Personal CommunicatioBs, 1583-1596 (2013).
scheme has a reasonable execution efficiency, which s/l - Erguler, E. Anarim. Security flaws in a recent RFID

. delegation protocol. Journal of Personal and Ubiquitous
superior to the W0, W1 and W2 protocol. However, the C 1inq16. 337-349 (2012
tation of low-cost tags can not afford more hash ompLing..o, 349 (2012).
compu g [10] M. Safkhani, N. Bagheri, P. Peris-Lopez, et al. On the
operations. traceability of tags in SUAP RFID authentication protocols.

proceedings of the RFID-Technologies and Applications
i (RFID-TA), 2012 IEEE International Conference on, IEEE,

5 Conclusions and further work (2012).

i . i [11] 1. Erguler, E. Anarim. Scalability and security conflict
This article has demonstrated the security weaknesses of " {or RFID authentication protocols [J]. Wireless Personal

previous schemes. Additionally, we propose SRDP  communications59, 43-56 (2011).

scheme to enhance the security and protect against tgg2] K. Osaka, T. Takagi, K. Yamazaki, et al. An efficient and
tracing attacks by adding only one more hash function.  secure RFID security method with ownership transfer [M].
The delegation of the reader is controlled depending on  RFID Security. Springer, 147-176 (2009).

the counter value andm  respectively stored in the tag [13]R. C-W Phan,J. Wu , K. Ouafi, et al. Privacy analysis
and reader. As a consequence, an adversary can not of forward and backward untraceable RFID authentication
impersonate a tag. Our protocol can distinguish malicious ?gglef)‘es [J]. Wireless Personal Communicati6isg9-81

:ggg::z ;g)vz] ;}_If e?tehnirri;a;gzrrsiﬁgf cause different Olcﬂlr":“'[14] M. Shairaf. RFID Mutual Authentication and Secret Update

Therefore, we conclude that the security requirements Protocol for Low-Cost Tags. proceedings of the Trust,
’ yreq Security and Privacy in Computing and Communications

can b.e met by adding two different flags to d's“”g.“'Sh (TrustCom), 2012 IEEE 11th International Conference on,
two different cases. Furthermore, our future work is to IEEE (2012).

improve the schemes without any more hash functionsyisjw. Stevens, TCP /IP lllustrated, Volume 1: The
because the computation of low cost tags can not affor Protocols,Addison-Wesley, ISBN 0-201-63346-9, (1994).
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