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Abstract: At present, the behavior trustworthiness of the composite Web servigemaimportant. The soundness of the composite
Web service model was the core of the behavior trustworthiness of thieeseomposition, which includes two steps, one was to
determine whether or not the composite model satisfied the behaviovitgldti order to analyze the function predictability; the
other was to compare the behavior conformance for analyzing thericBuef external factors . But the proposed judging algorithm
of behavior relativity was feasible only in the case that T-invariant ofi Retrmodel exists, and the behavior conformance was also
difficult to handle. In the paper, firstly, in order to analyze the behaelativity between the Web services, an algorithm for determining
the behavior weak soundness of the composite service was presaseti dn the theory of the service tree. Then, we present an
effective analysis method of behavior conformance based on ggan@ing. Finally, we develop plug-ins and test our methods in
large benchmarks, and compare our methods with genetic procesgmisthods. The theoretical analysis and experimental results
indicate that this method can realize the predictable behavior of softwélrene satisfy the behavior trustworthiness requirements of
software.

Keywords: Behavior Trustworthiness; Process Mining; Open Petri Net; Web semiehavior Relativity.

1 Introduction For interacting Web service components, especially those
that run over the Internet, behavior trustworthiness péays
With the tremendous growth of information and crucial role. T_he operating and development enviro_r)ment
communication technologies, it is advantageous to desig®f Web service components turn from the traditional
and implement the complex inter-enterprise Web servicetlosed —static environment and extend to an open,
processes. One of the major innovations is the concept offynamic, ever-changing network environméit(in the
service-oriented architectures (SOA) which considersh€twork computing environment, the behavior of the
software systems as being made up with autonomousENtity is uncontrollable and uncertain, Wh_lch posed a
dynamic, loosely coupled and service-based component$€vere challenge for behavior trustworthiness of the
As a new computational resource configuration in thefunning processeg]. Therefore, the guarantee of the
Internet, Web services played a more and more importanpehavior trustworthiness of the composite Web service
role in the field of the electronic commerce, enterpriseUnder the network environment has become the industry’s
application integration and so on. Many researcherg€s€arch focus. Hence, it is key to ensure the behavior
pointed out that services do not only contain static syntaxrustworthiness after compositions except ensuring the
and semantics, but also contain some dynamic behavigforrect function of every service.
attributes, e.g. internal control flow, data flow and Analysts often see lack of trustworthy methods as a
interact- ion protocol. Now the service composition major impediment to the adoption of web services in
approach becomes mature, so a large number obuilding agile business process. The behavior of Web
large-granularity process web service compositions willservice is a running operation series, which can describe
occur. These services implied business process a logisome feature when one Web service component
and the operations offered have some temporal relationinteracting with others. By analyzing the definition of
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trustworthiness, that the behavior can be predictable is gatterns, Yinf] proposed the verification on consistency
key property. So, achieving behavior trustworthy goalsand compatibility of Web services behavior. Fa8jg[
often relies on an appropriate use of Web servicestudied the soundness property form the language
behavior. However, the notion of behavior trustworthinessviewpoint of the workflow net system. Net language
is often neglected in composite Web services, whichdepiction for soundness was presented to reveal the
usually concentrates on modeling the process in a waypehavior characteristic of this basic property.
that functional correctness and security can be shownFurthermore, synchronous composition and combined
either manually or using formal proof tools like model composition of the workflow net system was studied.
checking and some static validation methods. In contrasNecessary and sufficient conditions were given for
to features that are crucial for functional correctness andsoundness preservation whether the two composition
security features, and so on, behavior trustworthiness isystem. This study provided a novel approach to the
typically integrated in an application, which mainly modeling and analysis for composition in complex
assures the execution behavior and computing result ofWF-net systems. However, it was difficult to determine
the Web service to be consistent with the expected effectshe soundness property and it was a high demand for
The integration of trustworthy features into a compositedetermining the correctness of Web service composition.
Web service is not well understood. Especially, theln the paper, though discovering the limitation of the
trustworthy features are difficult to describe, and to method based on behavior relativity to judge the
analyze quantitativel\d]. So, the problem need further soundness, a decision method of behavior weak
investigation, and seek new methods to deal with thesoundness is proposed to determine the correctness of
behavior trustworthiness. composite Web service.

The composite Web service may run into two kinds of  For the external factors, we use the Web service
problems, one problem is the interactive influenceprocess mining methods to build the actual behavior
between the Web service components in the compositiomodel based on the running logs. At present, some
process; one Web service component may influence therocess mining methody, 10,11] have been proposed,
others, which leads to the function of composite Webone is the abstraction-based mining algorithms, the
service to be unpredictable. The other problem is that thealgorithms construct a net based on an abstraction of the
composite Web service process may be influenced by théog and most of them are derived from the a-algoritBm|[
external factors. Aimed to the internal interactive 9], because the mining procedures of these algorithms are
influence, the interaction behavior relativity of the very similar, called asi-series algorithms. But, a-series
composite Web service need be studied. At present, thalgorithms only can mine the WF-net, which is a safe net,
correctness of Web service composition was mainlyand there is still not a single abstraction-based algorithm
determined by the soundness and the behavior soundnefizat can handle all the special constructs in a sound
attracts many researchers attentions. Most of thes&WF-net. The theory of regions can be used to transform
researches were based on Petri Net, finite state machire state-based model or a set of words into a Petri net that
or automata theory. Based on the concept of service viewexactly mimics the behavior given as input. Recently
Fang et al proposed a formal definition of behavior several papers appeared on the application of the theory
relativity between services, and then presented a Petri naif regions for process discovery. Two types of region
method to qualitatively determine and quantitatively theory can be distinguished, namely state-based region
compute behavior compatibility. Fosté}[translated the theory and language-based region thebfj)[ The
service composition into the finite state machine (FSM),region-based process mining algorithms can mine the
and used labeled transition system analyzer to analyzeo-safe net, the algorithms obtain the places based on the
FSM model, then analyzed behavior compatibility amongminimal regions, then construct the Petri net model by
services by verifying its safety, live and deadlock analyzing the transitions. But the constructing process
property. Fup] modeled service composition Business only considers the direct causal dependency, some
Process Execution Language (BPEL) description byindirect causal dependency relationships are not taken
Guarded automata, used temporal logic to describe th&to account. The genetic process mining algorithig|
goal attribute which is required to meet the interactioncan deal with noise and can be used to express the main
process. Then, translated the model into the Promeldehavior (i.e., not all the details and exceptions)
specification and used Simple Promela Interpreter (SPINYegistered in an event log. It supports the mining of all
model checker to verify whether the model meets goalcommon constructs in process models (i.e., sequence,
attribute property and it is a high demand for determiningchoice, parallelism, loops, invisible tasks and some kinds
the correctness of Web service composition. Mar@ns[ of non-free-choice), except for duplicate tasks. But the
applied the workflow net to model Web services andmining result is main behavior model, so some low occur
analyze the service behavior compatibility in the frequency behavior may be not mined. But the existing
composition by verifying safety, live and deadlock methods are deficient to solve the problem. In the paper,
property in the Workflow Net. Based on extended theour contributions are given out the analyzing methods of
Martin-Lf’'s type theory (MTT) which supports a the behavior trustworthiness about composite Web service
type-theoretic formulation of services behavior struetlr based on the induction information; the methods can deal
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with k-bounded Web service process, and take the(3)O= (Oalg)U(Ogla)

indirect dependent relationships into account. (DT =TaUTg
(B)F =FaUFs
(6)i=iaUig

2 The analysis method about behavior weak — (7)f=faUfs

soundness of web services based on Petri Net In the paper, we use other methods to solve the

AWeb . ists of int | struct that i és)roblem that the T-invariant does not exist. Based on the
eb service consists of internal structures that realize &\ ice tree and its properties, the paper proposes a

local sub process and an interface to communicate with it%ecision algorithm for weak soundness of Web service
environment. SO r_nodellng SEIVIces with t_he help of Opencomposition .First we introduce some basic concepts of
Petri Net (OPN), i.e. a Petri Net with an interface. Then'service tree

giving out the definition of OPN.

Definition 1[13](Petri Net) A 3-tuple N= (P,T;F) is  Definition 6(Pairwise Composable) Let ;A..,A, be

called Petri Net, where pairwise composable OPNSs. Let
c:{2,...,n} = {1,...,n—1} be such that:

(LHPUT #0

%EQCT(ZE@ T)U(T xP)) Vie{2,...,n}:c(i) <i,
x T)U(T x S5 .
(4)dom(F)UcodF) =PUT vVi<i<j<nii=c(j)=

dom(F) = {xe PUT|3ye PUT : (x,y) € F} In, O 7 8V Op Nla; # 6,
codF) = {xe PUT|3ye PUT : (x,y) € F} Vi<i<ij<niizc(j)=
Definition 2[ 13](Open Petri Net) An Open Petri Net is a I NOp; =60V OxNIa =6.

7-tuple N= (RP,1,0,T,F,i, f),where o N
) . Definition 7[14] (Condition) Let A and B be two
(1)(PUIUO,T,F) is a Petri net; N composable OPNs. Conditid®a g holds if and only if
(2)P is a set of internal places; T is a set of transitions; F ’
is a set of flow relations; KA o
(3)lis a set of input places, artd = 0; O is a set of output VmeRADB),0 € (Ta)" - (A: m“?A — )
places, andO = 0; = (36 € (TaUTR)" : (A@B:m-Z fo+ fg)
(4)i is the initial marking;

- ) . . G| Ta =
(5)f is the final marking, and f is a deadlock. NO|Ta=0
We call the set UO the interface places of the OPN. Here, T* is represented as the closureTaf P I f
Note that the initial and final markings cannot mark is represented as the reach tof though the transition
interface places. sequences.

Definition 3(Weak Sound )An OPN N is called weak Theorem 1LetA_|_,A2, . 7An be a service tree with root/A
sound, if and only if: and tree function c. Further, lety&e weak sound and for

(1)For any markingvm € R(N,iy), holds $N) : m — goguri]dg N, Maaci holds .Then A ... ® An is weak

fn, I.e. the final marking \f is reachable.
(2)For any markingvm € R(N,in), such that m> fy Based on the theory, we give the weak soundness

holds m= fy. decision algorithm.

Two OPNs can by be composed fusing interface places

with the same name. Next, we give the condition of two
OPNs composed and their composition.

Algorithm 1 Weak soundness
Require:  Ay,...,A, are service components.

L Ensure: Decision Result.
Definition 4[14] (Composable) Two OPNs A and B are 1: First, the components are modeled by OPNs. TheAyf.., A, are pairwise

composable if and only if they do not share any internal  composable, go into (2);else algorithm terminates;

places, input places and output places, i.e. 2: If A, satisfies weak soundness, then continue step (3);else algorithm terminates;
(PAU PAUOAUTA) N (PBU I:)BUOBUTB) = (lAﬂOB) U 3. Determine whethetd,...,A, can form service tree, i.ec: {2,...,n} —
(Oanlg) hold. {1,...,n—1}, whether satisfies the three conditiong: < {2,...,n} : c(i) <i,

Vi§i<j§n:i:c(j):>lAimOAjfevOAimlAjyéeandVigi<j§n:
Definition 5[14] (Composition) Let A and B be two i#c(]) = Ia NOn; = BV Oy Nla; = 6.

OPNs their composition is an OPN 4: Based on Theorerhdetermine whether wheni < n, A +A(i) > Ag(j) holds.
' . . . If so, then continue step (5);else algorithm terminates;
A®B= (P7 | ) OaY7 Fa I f) defined by- 5! AL ®... @A, are weakly sound and algorithm terminates.

(1)P= PAUPBU(|AQOB)U(|BQOA)
(2)1 = (1a Og) U(lg Oa)
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3 The behavior conformance of composite
web service under the open environment

3.1 Analyzing the dependent relationships of the
composite web service

In view of the behavior dependent relationshifs[L6,
17,1819 between transitions, the behavior dependent
relationships include two kinds: direct behavior
dependent relationship and indirect behavior dependent
relationship. To the direct behavior dependentFig. 1 The basic structure qf process model with indirect
relationship, the analysis is very simple,the correspugdi  Pehavior dependent relationships
process mining method is ease to implement. But, the
indirect behavior dependent relationship is difficult to
tackle, so this need take some measures to mine their
behavior modelQ].

Next, we analyze the architectural feature of the process
Definition 8[21] (Basic order relationship) Let W is @ model with the indirect behavior dependent relationships.
event log, N= (PT;F) is the building Petri net of Suppose there exist indirect behavior dependent

business process, here, WL(N),abe T relationship between the task A and the task B, after the
: _ task A executes, there must have other tasks executing
(1)ia€>?i b nirfft_ tzltgf\'t'_'tfi \é\./’ before the task B, then the task B can be executed.So, the
(2)al b iffag :.'lfltzt?, It+ GW, task B and the task A never appear one after another in
i EVY{i N2}t =1 2:” art.1—b: the log traces, and we have not good methods to check the
(3)as b ifad bA bA|+a' R indirect behavior dependent relationships.The basic
(4)all b iffas b/\‘%’ﬁ’(b Swd)V (acwh): structure of process model with indirect behavior
(5)a#WtV)V iff~(a >VV\:I b) A (b >"V"V a); ’ dependent relationships is showed in the Figure
(G)afwb iffa>wbAb>yan—(acb); In the Figurel, the subnet Nc includes one task at the

As can be seen from the definitidn >,, andA,, are the least, it is a transition-type subnet.GeneraIIy speakir_lg,
basic order relationship, the former represents t the twoouPnet NC may be have complex behavior relationships
tasks occur one after another, the latter represents twd/ith the other sections of the process model.Here, we
tasks can generate a specific piece of the cycle track’?_nly _conSIder the S|mpI|f|ed_S|tuat|on! some C(_)mpl_ex
These can be used to difference the relationships of tw ituation can be transformed into the simplified situation

tasks. (3) (4) (5) (6) corresponding to cycle, sequencePY reduction methods.The extended structure of process
select (arzd(cg)rfczereLcy relatFi)ons regspectizely. g model with indirect behavior dependent relationships is

show in Figure2.
?glilmponhg[zbl] _ngec::dependenft rbelaponsmp) N (P, f In the Figure2(a), it represents the first situation,the
;F) is the building Petri net of business process, for 506 p1 has not the input and output, but the P2 has the
arbitrary a,b € T, if there exists direct dependent jnn i the P3 has output. For the first situation, the task A

relationship between a and b iff and the task B have the indirect behavior dependent
(La U b+ @ relationship, the behavior expression is as follows:

(2)There exists reachability markes [N, [i] > to make
(N,s)la>and(N,s—*a+a*)[b>

Definition 10[21] (Indirect dependent relationship) CA>B)ATET Py, P2 € P (pl/e NP2 € ,t/\Ae P/
N = (P,T;F) is the building Petri net of business process, A¢® p2AB€E p3A-3A €° p2: (A =wAVA |[wA))
for arbitrary a,b € T, if there exists indirect dependent

relationship between a and b iff

(D)a*N*b # @ and arbitrary pe a®*n®* b, p is not the
implicit place;

(2)There do not exist reachability markes|N, [i] >, to
make(N,s)[a> and(N,s—*a-+a°’)[b>;

In the Figure 2(b),(c) ,it represents the second
situation, the place P1 has the input and the output, but
(3)There exists reachability markss|N, [i] >, to make only one, the input and the output can not exist at the

. Y R same time.P2 has zero or one input,P3 has zero or one
(N.s)[a> and exists reachability mark & [N,s— output.For the first situation, the task A and the task B
a+a® >, tomake(N,s)[b>. have the indirect behavior dependent relationship, the
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Fig. 2 The extended structure of process model with indirect
behavior dependent relationships

behavior expressiofif] is as follows:

(A>yBA|A|>1A3B € T:B<yBA
dpe A" (=3tep":(t=wBVt|wB)A
3t ep it =wB VvVt |wB)))

V(A BA|*B| > 1A3A € T 1Ay A A
dpe*B:(—3te’p: (A=-wtVA|wHA
3t e p: (A =ut VA ||Wt/))).

In the Figure2(d), it represents the third situation,the

place P1 has the input and output, P2 has zero or ond

input,P3 has zero or one output. For the third situation,

follows:

A B €T (AUA® £ DAASWBA-(A>yB)
AA B A-(A >y B)A*BC® B U{t| # (At
AA SWtA(B [wtAB =wt) A°BASt #£ ®}).

3.2 Building K-bounded process behavior
model based on the new process mining methods

According to the problem characteristic, the Web service
process mining is important. If we adopt the existing
mining methods, it is difficult to mine the exact model
which is behavior conformance with the theoretical
composite model. Since each mining algorithm has its
limitations, it is necessary to find new methods to solve
this problem. For example, a-series algorithms can only
mine 1-bounded nets, but the composite Web service
process may not be 1-bounded. The region-based mining
methods can mine K-bounded# & 1) model, but it is
difficult to deal with the behavior dependent relationships

Due to the particularity of the problem, we analyze
the behavior conformance between the mined models
with the theoretical composite model. In the analysis
process, we can obtain some behavior dependent
information and K-bounded value by analyzing the
theoretical composite model in advance, which can
induced the Web service process mining.

Algorithm 2 K-bounded process mining algorithm based
on induction information

Require: log traces, induction behavior dependent relationships.
Ensure: the Petri net model of Web service process.
. Transforming the log traces into the corresponding transition system, then
analyzing the direct dependent relationships between all tasks (or transition);

. Let TS= (SE,Aisn), PN = (PRT;F,Mp), for eachr € R, eachr is
corresponding to a plage p; =ri, |p| = |r|;

. For eachr € R, Mo[r] = r(sn), eache is corresponding to a pladet; = e,
[t]=lef;

. LetER(e) = {SHS/ : (s,e.,s’) cE},SRe) = {SBS/ : (s/.,e‘s) cE}ifERECr,
then linking a directed arc from thp which corresponding to to t which
corresponding te. if SRe) C r, then linking a directed arc from thewhich
corresponding te to the p which corresponding to. So, a Petri net model can
be obtained, and the model is called\as

. Using the induction behavior dependent relationships, selecting one of
dependent relationship to adjust the modgl and obtaining the new model
A

. Computing the metrics value of modelp and model A based on
the log sequences, iffi(hesgA,L) < fitnesgA;,L) < fitnes§Ao,L) and
precisior(A,Ag,L) < precisior{Aq,Ao,L)) or (fithesgA,L) < fitnesgA,,L) <
fitnes$Ao,L) andrecall(A,Ag,L) < recall(A1,Aq,L)), thenAg = A, A1 = A;
else, the initial modelo keeps unchanging, then considering the next induction
information;

. If the induction information has been learned end or the mddelnot change,
then the modeling process end, and output the mbdel

the task A and the task B have the indirect behavior

dependent relationship,the behavior expression is as
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Table 1 The results of two methods
Method | Interacting BP| (BP1,BP,) | (BP1,BP3) | (BP1,BP;) | (BP1,BPs) | (BP,,BP3)

Index K-bounded 1 1 2 2 2
K-bounded 1 1 2 2 2
our Method Structure 1 1 1 1 0.996
Fitness
Behavior 1 1 0.985 0.978 0.971
Precision
Behavior 0.992 0.986 0.978 0.966 0.959
Recall
K-bounded 1 1 1 1 1
Genetic Method Structure 1 1 0.993 0.989 0.984
Fitness
Behavior 0.996 0.994 0.975 0.958 0.920
Precision
Behavior 0.969 0.971 0.937 0.915 0.895
Recall
4 Simulation experiment in order to guarantee the predictable function of Web

service process. Then, for the external factors, in order to
Based on the methods proposed in the paper, we use thanalyze the behavior change of Web service process, we
ProM framework to analyze the behavior trustworthinesspropose a new process mining methods. Finally, using
of component interaction. The ProM framew®@R]is an ~ methods above mentioned, we test our methods in large
open-source tool and it can be downloaded atBenchmark, and compare our methods with genetic
WWW. processmi ni ng. org, specially tailored to process mining. Theoretical analysis and experimental

support the development of process mining plug-ins. results indicate that our method is better than the methods
Test. For the component cases from the largeof genetic process mining.
Benchmarks}3], giving some known induction Based on the theoretical analysis and experimental

information, such as the K-bounded value and someesults, the innovation and advantage of the paper are: 1)
dependent relationships, using our methods and geneti order to analyze the predictable interaction function,
methods presented in the literatur®[ respectively, we behavior weak soundness based on Petri net is presented.
compare the some indexes using two methods undeP) Web service process mining methods with the indirect
different interacting Web service process. behavior dependent relathionships is proposed, which can
In Table 1, a tuple (Bp, Bpj) represents the take into account behavior relationships from the
interaction between the Web service Bpi and the Webtheoretical composite model, and avoid the blindness of
service process Bpj. By analyzing, the K-bounded valuebuilding process model.
is given. The experiment results show that our methods In the future, we would like to study the trustworthy
are better than the genetic mining methods, especiallygvaluation of networked software, and study the adaptation
when the K-bounded value of composite Web servicemethods of non-consistent behavior relativity. Moreover,
process is larger than 1, the difference is larger. it is also one of our future works to study the intelligence
and dynamic behavior analyzing methods of complex Web
service process.

5 Conclusion

At present, the behavior trustworthiness of compositeACknowledgement

Web service process is a study focus, the essence

characteristics of trustworthy Web service process are th&Ve would like to thank the support of the National

execution result and behavior can be predictable. UndeNatural Science Foundation of China under Grant
the open and dynamic changing environment, someNo0.61272153, N0.61170059, No0.61100058,
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