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Abstract: Spectrum sensing is the most important procedure for theatipe of cognitive radio systems. To overcome the
shortcomings of the conventional spectrum sensing tedesigconsiderable attention has been recently focused eomigl of
Modulation Classification (MC) for spectrum sensing. ligglon the fact that all primary users employ one modulat@resie or
another for the transmission over the wireless channetetbie, detecting any modulation scheme would be enougbrifirm the
presence of the primary user’s signal in the wireless cHafiés paper discusses the spectrum sensing for cognéidi® Isystems
using modulation classification and provides a criticaleewof the existing methods; where gaps in the knowledge aaskighlighted
and directions for future research are suggested.
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1 Introduction spectrum, but largely because of the conventional static

, ) spectrum allocation policy.
With the tremendous development of wireless

communication systems and services, the need for Cognitive Radio (CR) technology, which allows
wireless spectrum is anticipated to grow very fast in thedynamic access of the under-utilized licensed spectrums,
coming years. However, since most of the availablehas been lately proposed as a novel and efficient solution
frequency bands are already statically allocated toto the current inefficient usage of the scarce spectrum. It
dedicated wireless communication systems and servicesllows unlicensed users, also called secondary users
for exclusive use, the radio spectrum is already very(SUs) or cognitive radio users, to opportunistically use
crowded. It appears that it is very hard to hold additionallocally and temporarily licensed bands unoccupied by
systems and services within this scarce resource. Inmicensed users, also called primary users (PUs), at the
contrast, most of the allocated wireless spectrum can beight place and time. This can greatly enhance the overall
under-utilized due to inflexibility and ineffectiveness of spectrum utilization and reduce the spectrum white
the static spectrum allocation policy; just a portion of the spaces; the unused spectrum bands in the temporal and/or
licensed wireless spectrum can be utilized in a certainspatial domainZ].

time and area. This viewpoint is reinforced by several

studies of the Federal Communications Commission One of the most fundamental requirements for the
(FCC); the United States’ spectrum regulatory agencycognitive radio systems is to try avoiding interference for
These studies revealed that, in some sites or at some timgmtential primary users in their vicinity. To guaranteettha
of day, around seventy percent of the licensed wirelesghe cognitive radio users (i.e., secondary users) will not
spectrum in the US can possibly be sitting idle, despiteinterfere with the primary users, they need to detect the
the fact that it is officially spoken forl]. Thus, the primary user’s signal existence in the wireless
spectrum scarcity is not because of fundamental lack oenvironments. This detection process is achieved by
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sensing the wireless environment, and it is known aswhereH; denotes the hypothesis that the primary user is
spectrum sensing]. absent in the frequency channel under consideratian;
As the main concept of cognitive radio relies on denotes the hypothesis that the primary user is present in
sensing the activity of the primary users, spectrumthe frequency channel under consideratioft) is the
sensing is the most important procedure for the operatiomeceived signal at the secondary us€(t) is the signal
of cognitive radio systems. However, it imposes a greatransmitted from the primary usen(t) is the additive
challenge which is the ability to detect the primary user’s background noise anil is the channel gain between the
presence with a high level of reliability and speed. This isprimary and the secondary users.
because the primary user signals often experience
significant impairments before reaching the cognitive
radio sides. Furthermore, the computational capability of3 Spectrum Sensing Techniques
cognitive radios is highly limited. As a result, carrying
out reliable and fast spectrum sensing is a challengindPue to the significant importance of spectrum sensing in
task for cognitive radio systems; especially in the low cognitive radio technology, it has grown to become a very
signal-to-noise ratio (SNR) environmend§.[ active research topic over the last few years. Various
Various conventional spectrum sensing techniquesspectrum sensing techniques have been proposed
have been proposed so far (e.d, 6, 7, 8, 9, 10, 11]) including the Energy Detection (ED) (e.g.,5]],
These techniques have various shortcomings that caMatched-Filter ~ Detection  (MFD)  (e.g., 6],
highly hinder their practical use in cognitive radio Cyclostationary Feature Detection (CFD) (e.g7])[
environments. To overcome these drawbacksCovariance-Based Detection (CBD) (e.g.,8])[
considerable attention has been recently paid to the use dVavelet-Based Detection (WBD) (e.g9]], Compressed
Modulation Classification (MC) for spectrum sensing in Sensing Detection (CSD) (e.g.1(]) as well as some
cognitive radio systems newly introduced techniques stated ill]. These
[12, 13, 14, 15,16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26. techniques have different implementation requirements,
This technique enables cognitive radio devices to reliablyand accordingly can be categorized into four main
sense and detect all forms of primary radio signals in theclasses:
spectrum environment and enhance the overall
performance of cognitive radio systen2?].
The rest of this paper is organized as follows. Section
2 formulates the spectrum sensing problem for cognitive
radio systems. Section 3 discusses the conventional
spectrum sepsing methods for cognitivg radio systems. | ser's signals (e.g., MF, CFD and ED).
Section 4 discusses the spectrum sensing for cognitive _tgcpniques that can sense the broadband primary
radio systems using m'odulatlon.CI§SS|f|cat|on. Sectlon 5 Users signals (e.g., ED, WBD and CSD).
presents a critical review of existing spectrum sensing
methods for cognitive radios using modulation The advantages and disadvantages of these techniques
classification, and Section 6 presents observations fronare listed in Table 1, which shows that the use of the
this review. Finally, Section 7 concludes this paper. energy detection for spectrum sensing is limited due to its
poor performance in low SNR environments. Similarly,
the use of the matched filter detection for spectrum
2 Spectrum Sensing Problem sensing can be also highly limited since it requires a
priori information of the primary user’'s signals which
As mentioned previously, it is a fundamental requirementmay not be available at the cognitive radio side in real
in cognitive radio systems that secondary users must beireless communication scenarios. Also, because the
able to reliably detect the presence of the primary usekyclostationary feature detection for spectrum sensing
signal in the radio environments. This can be achieved byequires a high computational complexity and a priori
performing the spectrum sensing, which is regarded as #nformation of the primary user’s signals, its practicadus
detection problem. Secondary users have to scan a widg also limited. Other spectrum sensing methods also
range of frequencies in order to find available spectrumsuffer from various drawbacks that can greatly limit their
white spaces, also referred to as holes, that are spatiallgractical applications in cognitive radio environments
and temporarily out of service. In practice, this process[28, 29].
(i.e., the spectrum sensing) can be generally formulated as
a binary detection problem, where the goal is to decide
between the following two binary hypotheses]| 4 Spectrum Sensing Using Modulation

Classification

—Techniques that require a priori information of the
primary user’s signals (e.g., MFD and CFD).

—Techniques that require no a priori information of the
primary user’s signals (e.g., ED, WBD and CSD).

—Techniques that can sense the narrowband primary

_ Ho:r(t):n(t)(PU. Is absent (1) Due to the significant drawbacks of the conventional
Hy i1 (t) =hs(t) +n(t) (PU is absent spectrum sensing techniques for cognitive radio systems,
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Table 1: Advantages and disadvantages of conventional spectrusingeiechniques.

Technique

Advantages

Disadvantages

Energy Detection (ED)
(eg.. [5D

- It does not require any a priori information of primary

users’ signals

- Tt requires a low computational complexity
- It can be used for sensing wide-band signals

- Its performance is poor in low SNR environments

Matched Filter Detection
(MFD) (... [6])

- It iz the optimal spectrum sensing method since it

maximizes the SNR of received signal

- It requires a shorter sensing time to achieve a given

performance as compared to other sensing methods

- It requires a priori information of primary users’ signals

to perform well, such as the modulation scheme and the
pulse shape

- Its computational complexity will be very high if a variety

of primary user signal types must be received; a dedicated
receiver is needed for each signal type

- Tt requires coherency with primary users” signals

Cyclostationary Feature
Detection (CFD) (e.g., [7])

- Tt can distinguish between primary user and noise

- It can differentiate between different types of signals

- It performs well in low SNE environments

- It 1s capable of estimating accurately the carrier frequency

and symbol rate

- Tt requires a high computational complexity
- It requires a priori information of primary user’s signals

to perform well; which are the cyclic frequencies of
primary users’ signals

Covariance-Based
Detection (CBD) (e.g., [8])

- It does not require any a priori information of primary

users’ signals

- It performs well in low SNR environments

- Tt requires a high computational complexity
- Its performance degrades if primary user’s signals,

received at the secondary users, tend to be uncorrelated

Wavelet-Based Detection
(WBD) (e.g.. [5])

- It does not require any a priori information of primary

users’ signals

- Tt1s effective for sensing wide-band signals

- It requires a high computational complexity
- It may require high sampling rates for characterizing the

entire bandwidth

Compressed Sensing
Detection (CSD) (e.g.,
[10D)

- It has a reasonable computational complexity
- Tt 1s effective for sensing wide-band signals

- It may not be able to properly detect weak primary user

signals

the attention of researchers over the past few years has Actually, when using modulation classification to
been drawn to the use of MC for spectrum sensing; wheresense and identify the spectrum, many other benefits can
we define the spectrum sensing as the combination o&lso be reaped, such as:

signal detection and modulation classification. This 1o secondary users will be able to set their

technique enables cognitive radio devices to sense and transmission parameters according to the modulation

detect thethpnrr;]ar)t/ radio S'%nt?lls In a v;{ay }hat tf‘ag schemes employed for the transmission over the
overcome the shoricomings of tn€ conventional MENOAS 5 4i5cent channels, such that the interference can be

and improve the overall performance of the cognitive kept at a non-harmful level8p, 31].

radio system29. It is based on the fact that all primary —The cognitive radio networké can have a protection
users employ one modulation scheme or another for the against serval possible security attacks that may
transmission over the freq.uency channel; therefore, the severely influence their performance. Due to the lack
dgtechon of any modulation scheme employgd by a of global information about the usage of the spectrum
primary user would be enough to ensure the existence of oo rce  cognitive radio networks are susceptible to
the primary user’s signal in the frequency channel. Thus, various ’security attacks, such as Primary User
when applying this technique and detecting a modulation . 1ation Attack (PUEA)' illegal use of the radio
scheme, the frequency channel will be noted as a busy spectrum, and selfish mist;ehavierz[ 33]. However
channel (i.e., an occupied channel) and consequently when the’ cognitive radio user analyzes the prirﬁary
unsafe to be used by a secondary user; otherwise it will be signals’ characteristics for spectrum detection, the

noted as a free channel (i.e., an idle channel) and user’s identity can be verified and the effects of these
consequently safe to be used by a secondary @8gr [ security attacks can be highly mitigate3#{.

In general, spectrum sensing methods using FOr the evaluation of the detection performance of the

modulation classification have three main stages:SPectrum  sensing methods using — modulation
pre-processing, feature extraction and classificatiory. An classification, the average probability of correct
work performed prior to the feature extraction stage isclassification P is usually measured. LeP (m|m)

usually regarded as data pre-processing. Thusgenote 'the probability of correct cla§5|f|cat|on for the
pre-processing tasks may include data sampling, pulsg'odulation schemes, R can be then given bygb, 36]

shaping, noise reduction, etc. After preprocessing the
received signal, a set of discriminating features for
modulation classification are extracted. Based on the
extracted features, the classification stage is then
performed to detect the modulation type of the receivedwhere m is the number of the considered modulation
signal. schemes, anB (m) is the transmission probability of the

e 5 PmIm)P(m). @
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modulation schemen, [37, 38]. A desirable spectrum computationally efficient, and therefore suitable for real
sensing method for cognitive radio systems usingtime applications. However, the features utilized in these
modulation classification should be able to give a highmethods are very sensitive to synchronization errors, and
probability of correct classification, especially in thevlo capable of characterizing the linear digital modulations
SNR regions, while exhibiting low computational schemes only 40. Furthermore, the employed
complexity 39]. classification systems (i.e., K-means classifiers) are
sensitive to the initialization conditions (i.e., the ialit
selection of the cluster centers) and prone to get stuck in
5 Studies on Spectrum Sensing Using local optima f1]. Moreover, since K—megns classifiers
. I are fully unsupervised clustering techniques, they are
Modulation Classification highly vulnerable to signal classification attacks and can
be easily fooled into misclassification. If a malicious
Considerable research work has been carried out over theéecondary user has the ability to manipulate the learning
past few years on spectrum sensing for cognitive radiogprocess, even in the simplest manner, he can be
systems using modulation classification. Several methodsisclassified as a primary user, giving him unfettered and
are found in the literature free access to the radio spectrusd]|
[12, 13, 14,15,16,17, 18 19, 20, 21, 22, 23, 24, 25, 26]. In [19], a spectrum sensing method using modulation
In [12, 13, 14, 15] spectrum sensing methods for classification is proposed by employing a Gaussianity test
cognitive radio systems using modulation classificationstatistic, the signal bandwidth, the cyclic prefix, and the
are proposed, for different modulation sets under variousyumber of subcarriers estimates as key features for
transmission conditions, by employing cyclostationary modulation classification and the K-Nearest Neighbor
signatures of the received signals as key features fo(KNN) classifier as a classification system. It was shown
modulation classification and multiclass Support Vectorthat this method can achieve a good performance even for
Machines (SVMs) as classification systems. It was showra very small number of observation samples. However,
that these methods can achieve a good performance in thae performance of this method has not been investigated
low SNR scenarios. However, the computationalin the low SNR regions, where the cognitive radio
complexity of the features used in these methods is quiteeceiver generally operates. Furthermore, the employed
high; accordingly, these methods are not suitable for theclassification system can suffer from many drawbacks
practical and real-time applications. It is also worth such as high computational costs, large memory
mentioning here that the cyclostationary signatures of theconsumption and poor classifications performance in
modulated signals cannot classify the quadraturemultidimensional datasetd3].
amplitude modulation (QAM) schemes unless a complex In [20], a low-complexity spectrum sensing method
higher order cyclostationary analysis is performed. This i using modulation classification is proposed by employing
due to the fact that high-order QAM schemes do not showfractional lower order statistics of the received signals a
periodicity of second order, or in some cases, they mayey features for modulation classification and the
show characteristics similar to that for the Quadratureconventional Euclidean distance classifier as a
Phase-Shift Keying (QPSK) schemeg]] classification system. This method is efficient and simple
In [16], a spectrum sensing method using modulationto implement. However, the features employed in this
classification is proposed by employing the method require a high number of observation samples to
cyclostationary signatures of the received signals as keyield good estimatesiy].
features for modulation classification and a hybrid In[21], a spectrum sensing method using modulation
classifier combining Hidden Markov Model (HMM) and classification is proposed by employing characteristic
SVM as a classification system. It was shown that using gparameters derived from the instantaneous information of
hybrid classifier combining HMM and SVM as a the received signals as key features for modulation
classification system slightly increases the classificatio classification and multi-class SVM as a classification
accuracy compared to using simple SVM or Artificial system. The authors developed a new instantaneous
Neural Network (ANN) classifier as a classification characteristics parameter which the average value of the
system. However, in addition to the computational absolute value of the zero-center normalized
complexity of the employed features, the performance ofinstantaneous energy to improve the detection
the classification system employed in this methodperformance. However, although the features used in this
depends highly on the prior statistical knowledge of themethod are very easy to implement and highly suitable
pre-experimentatiorfH]. for real-time operation, they can easily be affected by
In [17, 18], spectrum sensing methods using noise or fading (i.e., very sensitive to noise effects),
modulation classification are proposed, for differentespecially in low and medium SNR regior].
modulation sets under various transmission conditions, by  In [22], a spectrum sensing method using modulation
employing the constellation shapes of the received signalslassification is proposed by employing characteristic
as key features for modulation classification and K-meangarameters derived from the instantaneous information
classifiers as classification systems. These methods am@nd the Higher Order Moments (HOMS) of the received
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signals as key features for the modulation classification6 Observations Based on the Review

and ANN as a classification system. This method is quite

general and considers a wide variety of analog and digitaj, the previous section, we have carried out a critical

modulatiqns. However, the employed .classification review of existing spectrum sensing methods for

system (i.e., ANN) has several shortcomings, such agognitive radio systems using modulation classification

slow learning speed and local minima proble$6][ and highlighted their benefits and drawbacks. Based on
In [23], a spectrum sensing method based on thethis review, we can see that:

combination of energy detection and modulation

classification techniques is proposed, where modulation —The cyclostationary signatures of the received signals

classification is performed by employing spectral are the frequently used features to characterize the

characteristics of the received signals as key features and modulation schemes in the existing spectrum sensing

ANN as a classification system. This method has been methods for cognitive radio systems using modulation

tested offline using real signals and it has shown a good classification. However, these features are highly

performance. However, besides the shortcomings of the complex and difficult to be performed in real time,

employed classification system4Y, the features especially on cognitive radio devices where the
employed in this method need a large number of samples computational capability is limited.

to give good estimatesA}]. Furthermore, this method —Most existing spectrum sensing methods for cognitive
considers a very small set of modulation schemes. radio systems using modulation classification

In [24], a spectrum sensing method using modulation ~ consider Additive White Gaussian Noise (AWGN) in
classification is proposed by employing characteristic the performance analysis. However, in general, the
parameters derived from the instantaneous information interference in the radio channels, especially when
and the Higher Order Cumulants (HOCs) of the received ~Man-made noise is involved, exhibit impulsive
signals as key features for modulation classification, and  behavior, and therefore its distribution is highly
the Kernel- based Generalized Discriminant Analysis Non-Gaussian. In practice, detection methods
(KGDA) as a classification system. It was shown that this ~ optimized for operating in Gaussian noise
method can provide a good performance, particularly in ~ environments  show  significantly ~ degraded
low SNR regimes. However, this method has a high  performance when operating in non-Gaussian noise
overall computational complexity as it employs a large set ~ €nvironments.
of features, specifically eighteen features, to charateri ~—Most existing spectrum sensing methods for cognitive
the modulation schemes. radio systems using modulation classification are

In [25], a spectrum sensing method using modulation evaluated only by simulation under the assumption of

classification is proposed by employing cyclostationary ~ PErfeCt synchronization at the secondary user sides.
signatures of the received signals as key features for Hence, |m_plementat|_on of such methods on fea"“'.””e
modulation classification and an improved random forest ~hardware is needed in order to evaluate their practical
classifier as a classification system. It was shown that the Performance in real wireless communication
method can provide an excellent classification ~SCenarios; where the computational capability is
performance in low SNR environments. However, this I|m|ted"and severe realistic impairments, such as
method, as inZ3], covers a very small set of modulation ~ Phase jitter and frequency offsets, are present.
schemes.

In [26], a spectrum sensing method using modulation ]
classification is proposed by employing time-frequency7 Conclusion
features derived from the Pseudo Wigner—Ville

Distribution (PWVD) of the received signals as key |n this paper, we provided an overview on spectrum
features for modulation classification and the sensing for cognitive radio networks using modulation
Density-Based Spatial Clustering of Applications with classification. We presented the conventional spectrum
Noise (DBSCAN) approach as a classification system. ltsensing methods for cognitive radio systems. We also
was shown that the method performs well within the presented a critical review of the existing spectrum
investigated range of SNRs. However, the featuressensing methods for cognitive radio systems using
employed in this method require a significantly high modulation classification, presenting their merits and
number of observation samples to yield good estimategjrawbacks. It has been shown that the research in the field
[44]. is quite active and rapidly growing. In practice,

Table 2 lists the spectrum sensing methods fordeveloping reliable and fast spectrum sensing method for
cognitive radio systems using modulation classificationcognitive radio systems using modulation classification is
proposed in the literature, emphasising the feature typesstill a great challenge, especially over multipath fading
the classification system types, the transmissionchannel and in the presence non-Gaussian impulsive
conditions, the considered range of SNRs, and thenoise, where the received signal experiences a very deep
modulation sets. fade.
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Table 2: Summary of the existing spectrum sensing methods for degniadio systems using modulation classification.

Author(s) and Date Key Features Classification Transr‘;ni_ssion S\]R (dB) Modulation Sat
- gystem conditions MiNn: X mMax
LGJJ:E al [12]. Cyclostationary siznatures SV AWGN 5214 | AM BPSK, FSK, MSK, QPSK
1:1610? al [13]. Cyclostationary siznatures SV Rayleizh 0:2:20 AN, ASK, FSK, PSK, MSK, QPSK
Rﬁm stal [ML | Cyclostationary signatures SV lm;:i Si:m_se 0:1:7 BPSK, QPSK, FSK., MSK
; T FRE AFS
][:iif]l f:;illgan Lin Cyclostationary signatures SV AWGN 0:2:14 EFSPE QPSK, 2FSK, 4FSK, 16-
E‘;agt al [1e]. Cyclostationary signatures HMM/SVM AWGN 5255 | AM BPSK, FSK. MSK, QPSK
. - BFSK, QPSE, 5-PSE, Rectangular 8-
= . A . > 2 > =)
Zamanizn et al. Constellation shape K-means ‘%R'.GI.\ 3:3:30 QAMN, Square 8-QAM, Circular 8-
[171, 2011 Rayleigh OAM 16.0AM
Ararmanesh and Gaussiznity test statistic and : . T _— OFDM, 4-QAML B-QAN, 16-QANL
Bilen [18], 2013 Constellation shape K-means AWGN 2116 £4-QAM, 8-PSK, 16.PSK
Sichelschmidtand | Gaussizmity test statistic, signal AWGN | AN
Brickmann [19], | bandwidly cyclic prefix, KNN Rayleigh | Notmentioned EIEI_E- QPSK. GMSK. 15-QAM, 64-
2012 number of subcarriers Rician T
Madha idi QAN 32-QANL 64-
#g?’%ﬁ? etal Fractional lower order statistics E:]?ftl;glf Imi_ﬁuliecl::!oise 0:2:20 EP,_SIE QPSK, 16-QAM, 32-QAM, 64
T 1h1..u9 et al [21], Denved from the instantansous , o e oo -ASK, 4-ASK, I-FSE, 4. F5E, BPSE,
£ o : SVM AWGN -3:5:20
2013 information 4 PSK
P Ia and Olst Denved from the instantansous 2-ASK, 4 ASK. 2-FSK. BPEK, QPSK,
[Bf]“’ioaf‘; # information and higher arder ANN AWGN -3:3:20 AM, DSE, $5B, FM. 16.QAM, 64
B moments QAM, OFDM
Elrharras etal Amplitudes in the frequency ANN AWGN Not mentioned | AM, FM, FSK
[23], 2014 domain
. Denved from the instantaneous B -
Zare and Abousi oenvee o ; o ATGN e BPSK, QPSK, 2FSK, 4FSK, 1&
[4], 2014 uﬂ].i;ru::luaﬁfn and higher order KEGDA Rayleish -25:3013 QAN 64.QAM
Wangetal [5. | 0 jostationary sisnatures Improved AWCN .15:5:0 | BPSK, 2-FSK. OFDM
2016 - ST random forest Ravleigh
T e T _PEK 0L 64
%L;Lﬁa.u:i Fujii [26], D;;}iil ;lrtzm the PWVD DBSCAN . 0210 EPSIE QPSE, 8-PSK, 16-QAM, 64
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