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Abstract: Yuan et al. recently introduced a password-based group key tragsfecol that uses secret sharing, which they claim to
be efficient and secur@]. We remark its resemblance to the construction of Harn and1ljmfhich Nam et al. proved vulnerable to a
replay attack 3]. It is straightforward that the same attack can be mount against Yuerseprotocol, proving that the authors’ claim
is false. In the same paper, Nam et al. propose a countermeasungathatso apply to Yuan et al.’s protocol. However, we show that
their protocol remains susceptible to an insider attack (even if it standtssatze replay attack): any malicious participant can recover
the long-term secret password of any other user and thereforenkesable to compute group keys he is unauthorized to know.

Keywords. group key transfer, secret sharing, insider attack, replay attagktacralysis

1 Introduction This work enriches the list by introducing an attack on
Yuan et al.'s protocol. We first remark its resemblance to
the Harn and Lin’s protocol1] and highlight that it

In order to benefit of secure group-oriented applicationspreserves the same vulnerability to replay attacks. More,

(such as group video conferences or group textwe show that even if the construction is improved to stand

communication), multiple users need to share a commoragainst this kind of attacks, Yuan et al's protocol is

secret cryptographic key, which is obtained as the outpususceptible to insider attacks: a malicious participant ca

of agroup key establishment protoq@KE). recover group keys he is unqualified to know. Therefore,
GKE protocols divide into two classegroup key  Wwe prove that the construction is totally insecure.

transfer(GKT) - a privileged party called Key Generation ~ The paper is organized as follows. The next section

Center (KGC) selects a key and securely distributes it tocontains the preliminaries. Section 3 describes Yuan et

the qualified users - angtoup key agreemerGKA) - all al.'s protocol and its striking resemblance to the protocol

parties collaborate to compute a common secret key. that Harn and Lin had introduced three years before. We
Yuan et al. recently introduced a GKT protocol based /S0 notice that the replay attack mounted against the

on secret sharingd]. A secret sharing schemsplits a |n|_t|al protocol persists for Yuan et als pr_otocol._ Secti _

secret into multiple shares such that only authorized set oft introduces the insider attack that remains valid even if

shares may lead to the reconstruction of the secret. The}f!® Protocol stands against the replay attack. Section 5

are widely used for constructing GKT protocols due to concludes.

the advantages they offeb][ Such examples include the

protocols of Pieprzyk and Lig], Saez ], Harn and Lin o )

[1], Hsu et al. P and Sun et al.g]. 2 Preliminaries

Many recent papers that describe new GKT protocols
lack a formal security proof, which leads to vulnerabilitie 2.1 Key Confidentiality
This is the case of Harn and Li’s protocol that was proved
susceptible to replay attack® jor Sun et al.’s protocol that  Confidentiality represents the main security goal of GKE
was proved susceptible to insiders attacks and known keprotocols. It assures that the group key is available to
attacks #]. authorized participants only and no other party can
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recover it, even if the protocol runs for several times
(sessiong

Figurel describes the protocol and uses the following
notations:m the number of possible userfJ,...,Un}

Adversaries against key confidentiality are the setof all userqUs,...,U;} the set of participants to a
categorized into two typesnsiders and outsiders An given session (after reordering)hy and hy two
insider is a genuine participant who may take part to thecollision-resistant hash functions:-R a random choice
protocol, while an outsider is always unqualified. A from a specified set of valuegthe string concatenation.
protocol is susceptible to insider attacks if an insider
becomes able to compute session keys he is unauthorized
for. Similarly, it is vulnerable to outsider attacks if an 3 o Comparison to Harn and Lin’s Protocol
outsider is capable to reveal any session key. The main
advantage of an insider is that he can honestly initiate an
take part to protocol sessions.

Section 4 will introduce an insider attack against Yuan
et al’s protocol, which permits a participant to find the

d\(uan et al's proposal looks remarkably similar to a
protocol introduced three years before by Harn and Lin
[1]. Figure 2 describes a version of the original protocol
that achieves users authentication but ignores key

long-term secrets of other users that he further uses t%onfirmation

disclose session keys he is unauthorized to know.

2.2 Shamir’s Secret Sharing

A secret sharing scheme is a method to split a secret int
multiple shares that are distributed to participants via
secured channels. The secret can be recovered only wh
the members of an authorized set of users combine thei

shares together.

Yuan et al. base their protocol on Shamir's secret

schemeT], which we describe next.

Letmbe the number of user8Jy, . ..,Un} the userss
the secret to be shared aga large prime numbeg(> m
andq > S). A dealer:

1. choosesndistinct and public elementg, Xo, ..., Xm
€ Zq for the participantsy for Ui, i = 1,..., m).
2. picks a — 1 degree random polynomial

f(x) =ag+ax+---+a ¥ 1 (modq) (1)

such thatp = Sanda; € Zq,i = 1,...,t — 1.
3. transmits the sharé(x;) to the participantJ;, i =
1,...,m, via a secure channel.

The reconstruction is based on
interpolation: given at least points (X, f(x)) with
distinctx;’s, the unique polynomiaf (x) can be found as:

f(x):ilf(xi) n - )
i= 1<j<tizj X X

The secreBis evaluated a$(0). Notice that anyt or

polynomial

An obvious difference between the two constructions
consists in the long-term secrets that are shared between
the users and the KGC: Yuan et al.'s protocol requires a
password pw = pwy|| pwy, while Harn and Lin's

rotocol needs a secret pdix,yi) (Users Registration
hase). The computational relation between the long-term
cret and the random chosen numbers also diffews:
les to maskk; (steps 1.2 and 3.2), whileR is
computational unrelated tg or y; and sent in clear (step
3.3). We will show in Sectiord that the relation between
pwix, pwy andk; reveals a new attack.

A second difference is that in Yuan et al.’s protocol
the valuedVl; used to authenticate the random numbers
depend on the group members of the current session
(steps 1.2 and 3.2), while in Harn and Lin’s protocol
Auth is independent of the current session group (step
3.2). We will consider this in the next subsection, when
we will briefly analyze the applicability of Nam et al.'s
attack against Yuan et al.'s protocol.

A last notable difference appears in Round 4: the KGC
send¢ messages in case of Yuan et al.’s protocol (step 4.7),
while a single broadcast message is enough in case of Harn
and Lin’s protocol (step 4.6). The former construction is
therefore less efficient than the latter in this stage.

3.3 Nam et al’s Replay Attack

Nam et al. prove that Harn and Lin's protocol is
susceptible to a replay attack3]] an adversaryU,,
1 <a< mecan disclose the long-term secret of a udgr
1<i<m,i+#a This gives the attacker the ability to

more participants can recover the secret, but less than obtain the key of any sessidh participates in, even 1,

users obtain no information.

3 Yuan et al.’s Protocol

3.1 Protocol Description

is not a qualified party for the session.

We briefly describe the attack next. The adversary
eavesdrop on a protocol session for whighis qualified
and finds (R,Auth) (step 3.3). Then he initiates two
sessiongs;) and(sp), requesting to share a key with.
In both sessions he performs the same actions: he
impersonate the qualified used; by sending the

Yuan et al. recently introduced a password-based GKTeavesdropped messa@®,Auth) and behaves honestly

protocol P] that uses Shamir’s secret sharing scheifje [

in sending his own messagB,, Authy).
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Initialization
TheKGC selects 2 large primgsandq and computes = pg;

Users Registration
Each uselj,i = 1,...,m, shares a long-term secret passwpvg = pwix|| pwyy with the KGC.

Round 1
UserUs:
1.1. choosek; <R Zp;
1.2. compute&; = pwix+ky andMg = hy(Uy, ..., Ut, ky);
1.3. sends a key generation request:
U; — KGC: (U]_7 {U]_7 . 7Ut}7 K1, Ml)

Round 2
TheKGC:
2.1. computeg; = K1 — pwiy;
2.2. checks IMl = h]_(U]_7 U, kl);
If the equality does not hold, he quits;
2.3. broadcasts:
KGC —*: {Ul, . ,Ut}

Round 3
Each uselj,i =2,... t:
3.1. choosek; <R Z;
3.2. compute = pwix + ki andM; = hy(Uq,...,Ut, ki);
3.3. sends:
Ui — KGC: (Uj,{U1,...,Ut},Ki, M)

Round 4
TheKGC:
4.1. compute; = Kj — pwi, i=2,...,t;
4.2. checks iMj = hy(U,...,Ut, ki), i=2,... t;
If at least one equality does not hold, he quits;
4.3. selects 2 random numbegg andy;a of lengths equal t@wy and pwiy;
4.4. generates the polynomig(x) of degree that passes through the- 1 points(xa, Yta),
(PWix; PWay +Kp), ..., (PWx, PWy + K );
4.5. computes additional pointd, ..., R of f(x);
4.6. computes the verification messayes hy(Ug,...,Ut,Pr,....R. ki), i=1,....t;
4.7.sends,=1,....t:
KGC—U;: (PL,...,R.V)

Key Computation
Eachusel;,i=1,... t:
5.1. checks iV = hp(U1,...,Ut,P,....R,k);
If the equality does not hold, he quits;
5.2. computes the group key0) by interpolating the pointBy,..., R and(pwix, pwy +k;).

Fig. 1: Yuan et al.'s Group Key Transfer Protoc@] [

KGC generates two polynomiafgx) ;) and f(x)s,), Since  f(X)s) = fX)s = ¥i ® R and
one for each session: f(Xa)(s;) = f(Xa)(sp) = Ya® Ra, Xi @andx are two roots of
) the quadratic equation:
F(X)(sy) = sy X + by X+ € 3)
F(X)(sp) = sy +D(gy X+ Cisy

We stress thal, knows the coefficients of both(x) s,

andf(x)s,), because he is authorized for both sessions. (&) — a(SZ))x2 + (bs;) —bysy) )X+ (C(sy) — C(sp)) =0 (4)
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Initialization
TheKGC selects 2 large safe primgsandq (i.e. p’ = p%l andq = q;21 are also primes) and computes- pg;

Users Registration
Each usel;,i = 1,...,m, shares a long-term seci@f, y;) € Z;, x Z, with theKGC;

Round 1
UserU:
1.1. sends a key generation request:
U; — KGC: {Uy,...,Ut}

Round 2
TheKGC:
2.1. broadcasts:
KGC —*: {U17~ .. ,Ut}

Round 3
Eachuselj,i=1,... t:
3.1. choose®; R Zi;
3.2. computedwth = h(x,Vi,R);
3.3. sends:
Ui — KGC: (R;,Auth)

Round 4
TheKGC:
4.1. checks iAuth = h(x,yi,R),i=1,...,t;
If at least one equality does not hold, he quits;
4.2. selects a group kdy«—R Z*:
4.3. generates the polynomig(x) of degred that passes through the- 1 points(0,Kk),(x1,y1 ®R1), ...,
(%, Yt © R);
4.4, computes additional pointd, ..., R of f(x);
4.5. computes the authentication messagegh= h(k,U1,...,Ut,Ry,...,R,Py,...,R);
4.6. broadcasts:
KGC —*: (Py,...,R,Auth)

Key Computation
Each usel;,i=1,....t:
5.1. computes the group ké&y= f(0) by interpolating the pointBy,...,R and(x,yi & R);
5.2. checks iAuth= h(k,Uy,...,Ut,Ry,...,R,P1,....R);
If the equality does not hold, he quits.

Fig. 2: Harn and Lin’s Group Key Transfer Protocdl [

The adversaryJ, finds the valueg as: apparently narrows: a session between the advetdary
and the uset; must previously exist, otherwise the KGC
! _ -1 _ its i .2 (th thorization strilgy depends on
% = x-1(a a c c (5) quits in step 4.2 (the autho My dep
=X (@) ~As) (G ~Cs) the current group members). However, sindg is an
Then, he computeg from f(xi)(sj) =yi®R, foranyj = insider, he may initiate the needed session by himself.

1,2. In conclusion, the adversary succeeds his goal an€ompared to the original protocol, the attack only

reveals the long-term secrgt, y;). For more details, the ~requires an extra session.

reader may refer to the original papét.[ In the same paper, Nam et al’'s propose a
We remark that the attack remains available for Yuancountermeasure for the replay attack]:[the KGC

et al’s protocol also: the attacker eavesdrops on théroadcasts a random valugy € Z; along with the

messagéU;, {U;,Ua},Ki, M;) (step 3.3) and then use it to participants listUs,..., U; (step 2.1). Then, each party

impersonateJ; to the KGC. We omit the details to avoid uses this value (together witfJ;,..., Ui}) to compute

repetition. The applicability of the replay attack the authorization stringAuth as Auth = h(x,y;,
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Ri,Ro,{U1,...,Ut}), i = 1,...,t (step 3.2). The same We highlight that the attacker knows the valiess,),
ard to

approach stands for Yuan et al’s protocol: the KGCBys,) andC(SISQR. However, it is believed to be

broadcasts a randoiy along with the participants list
(step 2.3) and the users (including the initiatdy)
compute the valuell; asM; = hj(Uy, ..., Uy, ki, ko) (step
3.2). Again, we omit the details to avoid repetition.

We claim that even if Yuan et al.’s protocol is improved

to avoid replay attacks, it still remains vulnerable todesi

compute the valupwiy without solving the Equationl()
(mod p) and (mod q), which resumes to the factorization
problem. Hence, the attacker cannot reveal the long-term
secret password yet.

The adversary follows the same strategy as before for
two other session&s) and(ss) to acquire:

attacks. The next session introduces an example to support

our affirmation.

4 Insider Attack

LetU,, 1<a<mbe an attacker whose goal is to reveal the

long-term secret password of a uggr1<i<m, i # a.

This knowledge further permits him to compute all session
keysU; is qualified for. Unlike the replay attack proposed
by Nam et al. and described in the previous section, in our

attackU, behaves honestly and does not impersobiate
The adversary initiates two sessiofsg) and (sp) of
the protocol, requesting to share a key with So, he is

Alsssa) Wi + Bsssy) PWix + Crszsy) = 0 (12)

The attacker now findgpwy as the solution of the
equation system formed by Equatiohl] and Equation
(12):

A(5132>C(3354) — A<53S4)C(8152)

pWix = (modn) (13)
i’ Asssy) Bisisy) — Asisy) Blsasy)
OnceU, obtainspwiy, he computepwy as:
pwy = f(PWix)(s;) — Kis)) + PWix (14)

for any j = 1,...,4. In conclusion, the attacker

qualified to recover the coefficients of the polynomials 5-hieves his goal: he exposes the long-term secret

f(X)(s;) and f(x)(s, by interpolation (Key Computation
Phase):

F(X)(s) = a<s1>X§ +bys) X+ s,
F(X)(s,) = B(s) X" + Dy X+ C(sy)
Since(pwix, PWy + ki(s;)) and(pwix, pwy + ki(s,)) are

valid points off (x) s ) and respectively (x) s,), Equations
(6) become:

(6)

PWy +Ki(s)) = B(sy) PWE +bysy) PWhe + sy

7
PWy +Ki(s,) = &(sy) PWh + bisy) PWix + C(s) 7

We emphasize that the attacker does not kiqyy,
andkjs,), but he may eavesdrop ¢4 s, andKis,) (step
3.3). The following hold from the def)inition af; (step
3.2):

PWy +Ki(s,) = PWy + Ki(s;) — PWix

8

PWy + Ki(s,) = PWy + Ki(s,) — PWix ®
Replacing Equations8] in Equations ) leads to:

PWy = asy) PW + (b)) +1)PWhe +-Cisy) —Kigsy) g

PWy = a(s,) PWh + (D(s,) + 1) PWix + C(s,) — Kisy)

We eliminatepw, from Equations §) and introduce
the following notations:

Asisr) = &(sp) — &(sy)

Bsis;) = Pisy) —Pisy) (10)
Clsis2) = C(sy) — Cisp) — (Kisy) = Ki(sy))

It follows that:
Ass) pWﬁ( + B(sysp) PWix + C(S:LSz) =0 (11)

password of the uséf;.

The attack assumes that the protocol allows multiple
sessions between the same parties. This is a natural
assumption, since the secret key should be changed
periodically for security reasons. However, if it is
considered suspicious that a single user initiates the
protocol multiple times with the same other participant, a
coalition of insiders may mount the attack: each attacker
initializes a different session with the victid; and
finally they cooperate to disclose the long-term key
passwordowix|| pwiy .

5 Conclusions

Yuan et al. recently defined a password-based group key
transfer protocol that uses secret sharifily Unlike the
authors claim that it provides key confidentiality, we
prove the opposite: their construction is vulnerable to
insider attacks. First, we remark its similarity to the
protocol of Harn and Lin back in 201Q]. This makes it
susceptible to the replay attack that Nam et al. initially
introduced for Harn and Lin’s constructio][ Second,

we propose a new attack, which shows that the protocol
remains vulnerable to insiders attack even if it is
improved to stand against replay attacks.
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