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Abstract: Deluge is a classic code dissemination algorithm. Because of the
widespread epidemic of Deluge, it has became the de-facto standard of the code
dissemination protocol. However, Deluge does not consider any security issue and is
vulnerable to lots of attacks. According to the three-stages dissemination feature of
Deluge, the main attacks against it are divided into three categories: the based-
advertisement attacks, the based-request attacks, and the based-updates attacks. All of
them have taken the advantage of the fact that the authentication mechanisms are
absent in Deluge. According to these three categories of the attacks, several
authentication methods are introduced, such as a digital signature, a one-way key
chain, counter and a hash chain based scheme. After all authentication methods are
integrated into the Deluge, it will be immune to lots of attacks.
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1 Introduction

Recently, wireless sensor networks (WSNs) have been widely employed in national
defense, ecological protection, environment monitoring and etc. In the wireless sensor
networks, the nodes generally work in unattended environments after they have been
deployed. Over time, some bugs might be recovered or some new functions may require
to be added to the software running in the nodes. As a result, all of nodes in the network
require to been reprogrammed. If a scale of WSNs is large or the WSNs are deployed in
the harsh environment, it is impossible to manually reprogram all nodes. The online code
dissemination technique can remotely reprogram the nodes via wireless communication.
Hence, it seems to be a promising technique to code updates.

Recently, online code dissemination algorithms have received extensive attention
from researchers. The earliest code dissemination protocol XNP [1] only operates over a
single hop and does not provide incremental updates of the code image. The Multi-hop
Over the Air Programming (MOAP) protocol extends this to operate over multiple hops
[2]. It introduces several concepts which are used by later protocols. However, it does not
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leverage the pipelining effect with segments of the code image. Other three protocols that
are substantially more sophisticated than the rest are Deluge, MNP, and Freshet. All use
the three way handshake for locally propagating the code. Deluge [3] is the earliest and
lays down some design principles used by the others. It builds on top of Trickle [4] which
is a protocol for a node to determine when to propagate code in a one hop case. The
design goal of MNP [5] is to choose a local source of the code which can satisfy the
maximum number of nodes. They save energy by turning off the radio of non-sender
nodes. Freshet [6] aggressively optimizes the energy consumption for reprogramming.
The latest Stream [7] uses the facility of having multiple code images on a node and
switches between them, Stream pre-installs the reprogramming protocol as one image and
the application program equipped with the ability to listen to new code updates as the
second image. Because of the widespread epidemic of Deluge, it has been integrated into
the TinyOS and becomes the de-facto standard of the code dissemination protocol and
provides the implementation frame for the subsequent algorithms. Based on the Deluge,
many researchers have done much work and lots of algorithms have been proposed.

2 Overview of the Deluge

Deluge is a classic increment code dissemination algorithm which transmits the
difference between the old and new program images instead of the whole program image.
Deluge first divides the code image into a series of fixed-size pages and each page is
further split into a series of same-size packets which is the basic transmission unit. In
Deluge, the pages are propagated in sequential order, that is to say, the next page
prohibits to be requested before the previous page is completely received. However, the
packets in a page can be requested out of order. After a requesting node receives all
packets in a page, it can immediately advertise the availability of the newly received
page, and may transmit the corresponding packets upon request. Deluge employs a three-
stages(advertise-request-updates) process to propagate the code image. During
advertisement, each node periodically advertises the version of its code images and the
number of pages it has for that version. Here, the version number is an important
metadata and the nodes determine whether the update request is accepted by it. Once a
node finds out from the advertisement packet that a neighbor node has the pages it need,
it sends a selective negative acknowledgement (SNACK) packet to the neighbor node to
request the pages.

3 Vulnerability of Deluge in Security

Deluge is an epidemic protocol and the epidemic behavior can provide resilience to
random process and allows rapid code dissemination through purely local interactions in
large scale, dynamic environment. However, Deluge does not take account of any
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security issues. Furthermore, WSNs are generally deployed in hostile and unattended
environments for long periods of time. As a result, Deluge is possible to face various
secure threats and is vulnerable to lots of attacks. For example, an adversary may employ
the suppression mechanism and the dynamic adjustments mechanism of the broadcast
rate to prevent the propagation of code update, waste network resources, introduce
unnecessary latency or disrupt the normal operation of code dissemination. According to
three-stages (advertise-request-updates) propagation feature of Deluge, we divide the
main attacks to Deluge into three categories: the based-advertisement attacks, the based-
request attacks, and the based-updates attack.

The based-advertisement attacks. In Deluge, because all advertisements are not
authenticated, any node in the WSNs may advertise any message. So an adversary can
launch several attacks on Deluge by injecting bogus or modified advertisement packets

Personate a source or a base station. An adversary can personate a source to inject an
unexpectable or harmful code image into a WSN without detection because the legality
of the source is not checked in Deluge. As a result, the adversary may destroy the whole
WSN or control the whole WSN by the epidemic property.

Forge the version number of a code image in the advertisement packet. Givenv
indicate the current version number of the code image, a malicious node or an external

attacker can broadcast an advertisement packet with higher version v (v' >v) and all the

neighbor nodes will update their version number to v By the suppression mechanism of
Deluge, all neighbor nodes will decrease their advertisement rate. As a result, the normal
nodes can not get the required pages. Furthermore, if the base station wants to inject a
new image with versionv’ lower thanv , the code dissemination will be failed. A
malicious node or an external attacker can also broadcast an advertisement packet with
lower versionv' (v'<v). By the suppression mechanism of Deluge, all neighbor nodes
will increase their advertisement rate and send their advertisement packets and data

packets to the malicious node. As a result, the normal nodes increase their energy
consumption. A malicious node or an external attacker can also broadcast multiple

unnecessary advertisement packets with same versionv' (v'=v). By the suppression

mechanism of Deluge, the advertisement packet transmission of normal nodes is reduced.
Consequently, some unnecessary latency is introduced to the code dissemination. In
extreme cases, it may make the whole code dissemination fail.

The based-request attacks. In order to exhaust the energy of a node, a malicious
node may continuously request the same pages or unwanted pages from a normal node to
trigger the transmission of code data packets. Because the nodes in a WSN are generally
powered by batteries, their energy will quickly be exhausted and the wireless sensor
network may be disconnected. Consequently, the code dissemination and the other
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function of the WSNs are destroyed. In addition, it is a rule in Deluge that the smaller the
serial number of the required page is, the higher the priority of the required page is. In
order to reduce the response to other normal nodes, the adversary can inject many request
packets for the page with smaller serial number or send some bogus request packets
which request a page with a smaller serial number. Consequently, some unnecessary
latency is introduced and the energy consumption of the node sending data is increased.

The based-update attacks. Deluge uses 16-bit cyclic redundancy checks (CRC)
across both packets and pages to verify program integrity. However, the CRC just can
verify the integrity of a single packet and page itself and it can not prevent an adversary
injecting a bogus program or program fragment. The programs themselves, such as the
advertisements, are not authenticated. Hence, during the code dissemination, an attacker
may inject any number of malicious packets. Recipients will be unable to distinguish
between the legitimate and spoofed packets. As a result, the recipients may receive some
wrong code data packets and the whole code image is inconsistent and the code
dissemination is failed.

4 Defensive Methods against the Attacks on Deluge

The reason why the above various attacks can destroy the code dissemination
progress is the authentication mechanisms are absent. In this section, several defensive
methods are introduced, according to the different attacks on Deluge.

1) The defensive methods against the based-advertisement attacks.

To defense the based-advertisement attacks, an imitated source must be identified. A
digital signature is a good candidate method. Firstly, a legal source generates a
private/public key pair. And then the other nodes in the WSNSs are preloaded a public
key of the legal source before the WSNs are deployed. When a legal source wants to
inject a new code image, it signs the update request packet by its private key and
broadcast the signed packet to the other nodes. After the other nodes receive the signed
message, they can authenticate the source by the public key. Because the private key is
just owned by the legal source, all other nodes can not forge the signed message without
detection. A legal source can launch a code dissemination by broadcasting a signed
update request packet which contains the hash value of the entire program and the version
number of the code image. The other nodes accept the update request if the digital
signature packet is successfully verified, otherwise the update request will be denied. At
the same time, the version number can not be modified by the adversary without
detection. Because the version number is modified, the signed update request packet can
not be successfully verified.

In Deluge, a node judges whether a program image is newer by the version number
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included in the advertisement packet. Hence, some attackers modify the version number
of a code image to make the normal node reject update request. According this kind of
attack, a one-way hash chain is introduced. Judge whether a program image by an
element in a one-way hash chain, instead of by the version number. The one-way hash
chain is generated as Eq. (4.1) by the source node, in advance.
K =H(K;;;) 0<i<l (4.1)

Where, H(.) is a hash function which is easy to compute but computationally hard to
invert, K;is an initial value which may be a random number and 1is the maximal
number of program updates expected throughout the lifetime of the WSN. The first

element K in the hash chain is preloaded in each node in the WSNs and the any

th

element K; in the hash chain represents a key of the i™ image update and it is disclosed

by the source node in order of subscript increase. Before the new code image is
disseminated, the current key is included in the digital signature packet and is firstly
broadcast to all the nodes by the source node. Upon receiving the current key, a node
determines whether the update request is valid by the formula (1). Here, K; indicates the

disclosed key in the last image update and the K, indicates the key of the current image

update. If the formula is satisfied, the update request is accepted. Otherwise, the update
request is denied.

2) The defensive methods against the based-request attacks.
According to the based-request attacks, several countermeasures are introduced:

Firstly, cluster keys are used for local broadcast authentication. Each node in WSNs
generates a per-node cluster key and authenticates all the advertisement and request
packets transmitted from itself by it. When a node is deployed, it notifies its neighbors
through periodic hello packets. Upon receiving a hello packet from a new neighbor, after
a random delay, each node replies with its cluster key to the sender encrypted using their
pair wise key which can be established by the existing method. Moreover, a node that just
sends a cluster key to a new neighbor also broadcasts a hello packet so that the new
neighbor can reply with its own cluster key. For each incoming request packet, a node
uses the sender’s cluster key to verify its integrity. The node simply discards
unauthenticated or duplicate request packets.

Secondly, the sequence number denoted SN is introduced. Denote the requester
Aand denote the sender B. A firstly sends a request packet with SN, =0to B . Next,
A sends each request packets with SNg = SN +1to B . Upon receiving a request packet
from A, if the packet is the first request packet from A, B sets the SN, =0 . Otherwise,
B compares the SNg with SNpand if SNg>SN,, Aaccepts the request and set
SNp=SNp +1.1fSNg <SN 4, Adenies the request.
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At last, a counter denoted as Cyeq is introduced for each node. If Cygqis less than a
given threshold value Ry, and the request is accepted and set theCreq =Cyreq +1 ,
otherwise, the request is denied. By the introduction ofCoq, the malicious repeat

requests can be avoided.
3) The defensive methods against the based-update attacks.

The Figure 4.1 shows a chain based scheme. The source or the base station firstly
divides a code image into a series of size-fixed packets which is respectively denoted
as pakcety, packety,..., packet,, . Here, a packet packet;(i #n) is composed of data; and

a cryptographic hash H;,, to verify the next packet, However, packet, is just composed
of data and to align the data bits, some pads are added to the end of packet, . We
use Hj,4to denote the hash value of packet packet,; which is calculated
by Hash(packet;) . The hash value Hg of packetyis included in the digital signature
packet which is first broadcasted. After a node successfully receives the Hg by the digital

signature packet, the following packet can be verified in time by the hash value. Hence,
the chain based scheme can correctly identify the bogus data packet or modified data
packet.

H1=Hash(P1) H2=Hash(P2) Hn=Hash(Pn)

- - =~
- ~
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| sign(H1)| H1| | datal | H2| —————— datan

packet0 packetl packet2 packet n

Figure 4.1: A chain based scheme

5 Conclusion

Deluge proposed by Culler is a classic code dissemination algorithm. Because of the
widespread epidemic of Deluge, it has been integrated into the TinyOS and has became
the de-facto standard of the code dissemination protocol. However, the Deluge does not
consider any security issue and is vulnerable to lots of attacks. There are three categories
of the attacks on Deluge, including the based-advertisement attacks, the based-request
attacks, and the based-updates attacks. All the attacks have taken the advantage of the
fact that the authentication mechanisms are absent in Deluge. To defense all kinds of
attacks, several authentication methods are introduced, such as a digital signature, a one-
way key chain and a hash chain based data packet authenticate scheme. If all
authentication methods are integrated into the Deluge, it will be immune to lots of
attacks. We have not implemented all authentications algorithm, yet. It is our future jobs.
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