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Abstract: Convertible authenticated encryption (CAE) scheme with hierarchicakaaontrol has crucial benefits to the transmission
of digital evidence. Such a scheme allows a judicial policeman to generatelenticated ciphertext and only a designated investigator
of Investigation of Bureau, Ministry of Justice (MJIB) has the ability to giptthe ciphertext and verify the corresponding signature.
The designated investigator can further convert the ciphertext intodamaoy signature and give it to a judge or a prosecutor for the
litigation process. A senior manager of MJIB also has the right to takesitvear one or all ciphertext, i.e., digital evidence, intended for
his subordinate. The underlying security assumption of our propadeae is based on the bilinear Diffie-Hellman problem (BDHP).
We prove that the proposed scheme achieves the security requirefranifidentiality against indistinguishability under adaptive
chosen-ciphertext attacks (IND-CCAZ2) and that of unforgeabilityiresjaexistential forgery under adaptive chosen-message attacks
(EF-CMA) in the random oracle model. Compared with related works, tbpgsed scheme not only provides better functionalities,
but also has provable security.

Keywords: Convertible, authenticated encryption, hierarchical access controkdilpriring, random oracle.

1 Introduction AE scheme, a signer can generate an authenticated
n . ] ~ ciphertext such that only the designated recipient is
In 1976, Diffie a}nd Hgllmanﬂ] introduced the first public capable of decrypting the ciphertext and then verifying
cryptosystem in which everyone owns a self-chosenthe signature. However, a later dispute might occur if a
private key and the corresponding public one. It is dishonest signer repudiates his generated ciphertext. In
computationally infeasible to derive the private key from 1999, Araki et al. [1] proposed a convertible limited
its public one due to the intractability of solving the yerifier signature scheme to deal with the repudiation
discrete logarithm problem (DLP). By encrypting dispute. Yet, their arbitration mechanism needs the
messages with the recipient's public key, a sender camssistance of original signer to complete, which means
ensure that only the one who has the correspondinghat if the dishonest signer is not willing to cooperate
private key can decrypt the ciphertext, as so to fulfill the yjth, the mechanism is unworkable. Additionally, Zhang
Security requirement of Conﬁdentia”ty. D|g|tal Signaur and Kim [23] also found out that Arakét al.s scheme is

[4, 14] is another commonly used mechanism in ayylnerable to a universal forgery attack on an arbitrary
digitalized world, which could be regarded as a chosen message.

replacement for hand-written signature. Any signer can
not deny his generated signature later, which is referred to A convertible authenticated encryption (CAE) scheme
as no-repudiation1[s]. was first proposed by Wu and Hst9 in 2002, which

For facilitating more and more diversified applications preserves the merits of AE scheme and Arakil.'s one.
such as credit card transactions, contract signings anth case of a later dispute over repudiation, the designated
on-line auctions, in 1994, Horstet al. [5] proposed a recipient has the ability to solely convert the ciphertext
so-called authenticated encryption (AE) scheme whichinto an ordinary signature for public verification. Huang
could simultaneously satisfy the properties of and ChangT] also proposed a CAE scheme with lower
confidentiality B,9,10] and authenticity11,13,18]. Inan  computational costs. However, le¢ al. [12] pointed out
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that neither the Wu-Hsu nor the Huang-Chang schemes For every probabilistic polynomial-time algorithp,
achieve the semantic security, i.e., the ciphertext isevery positive polynomial)(-) and all sufficiently largé:,
computationally distinguishable with respect to two the algorithmA can solve the BDHP with the advantage
candidate plaintexts. In 2005, Yan®]] presented formal at mostl/Q(k), i.e.,

proofs for CAE scheme. In 2008, Chiefl] [proposed a PrlA(P, aP, bP, cP) = e¢(P, P)*¢; a, b, ¢ + Zy,
selectively CAE scheme allowing either the signer or the P,aP,bP, cP «+ G1] <1/Q(k).

designated recipient to perform the signature conversionThe probability is taken over the uniformly and
In 2009, Leeet al. [16] addressed a CAE scheme basedindependently chosen instance and over the random
on the ElGamal cryptosystem. Wu and Li&0] also  choices ofA.

presented a CAE scheme based on RSA cryptosystem

recently.

Considering the application of computer forensics 3 The Proposed Scheme
[22], in this paper, we propose a novel CAE scheme with

hierarchical access control. In the proposed scheme, @, this section. we present our proposed scheme from
judicial policeman generates an authenticated ciphertexpjineay pairing,s. We first describe composed algorithms
for his collected digital evidence and then delivers it to a ¢ o proposed scheme and then give a concrete
designated investigator of Investigation of Bureau, .qnstruction.

Ministry of Justice (MJIB). The investigator can further
convert the ciphertext into an ordinary signature and give
it to a judge or a prosecutor for the litigation process. A .
senior manager of MJIB also has the right to take over3'1 Involved parties

either one or all ciphertext, i.e., digital evidence, irded

for his subordinate when the designated investigato

resigns or just for a routine inspection.

The rest of this paper is organized as follows. Section
2 states some preliminaries. We introduce the propose&
scheme in Section 3. The security proofs and som
comparisons are detailed in Section 4. Finally, a

conclusion is made in Section 5.

2 Preliminaries

A CAE scheme with hierarchical access control mainly

has two involved parties: a signer and a designated
recipient who belongs to a hierarchical organization
onsisting of many security clearances (SC). Each is a
robabilistic polynomial-time Turing machine (PPTM).
he signer can produce an authenticated ciphertext for a
designated recipient inSC;. Then, the designated
recipient decrypts the ciphertext and verifies the
signature. He can also reveal the converted signature for
public verification in case of a later dispute. Any senior
manager inSC; whereSC; - SC; also has the ability to
decrypt the ciphertext intended for a designated recipient

In this section, we first briefly review security notions and in SC;.

the computational
proposed scheme.

assumption with

Bilinear Pairing

Let (G, +) and(G2, x) be groups of the same prime
orderg ande : G; x G; — G- a bilinear map which
satisfies the following properties:
(i) Bilinearity:

€(P1 + PQaQ) = e(PlaQ)e(PQaQ);

e(P, Q1+ Q2) = e(P,Q1)e(P, Qa);
(i) Non-degeneracy:

If Pis a generator of7;, thene(P, P) is a generator
of Go.
(iii) Computability:

Given P,Q € G,, the value ofe(P, Q) can be
efficiently computed by a polynomial-time algorithm.

Bilinear Diffie-Hellman Problem; BDHP

Given an instancéP, A, B,C) € G whereP is a
generatorA = aP, B = bP andC = cP for someg, b, ¢
€ Z; ,to compute(P, P)** € Gs.

Bilinear Diffie-Hellman (BDH) Assumption

respect to the

3.2 Algorithms

The proposed CAE scheme consists of the following
algorithms:

Setup(l¥): Taking as inputl® where k is a security
parameter, the algorithm generates the system’s public
parameterparams.

Reg U(z): The RegU algorithm takes as input an indéx
and then outputs the corresponding private keypublic
keyY; and the public key certificat€ert,.

SubKey. Gen(x ac, ID;, z;,Q;): The  SubKeyGen
algorithm takes as input the private key o of authority
center (AC), the identity D;, the private keyr;, and the
surveillance public keyQ; of user U;. It outputs the
corresponding surveillance paramet&fmsg.

Sign-M(m, x4, Y,): The SignM algorithm takes as input
a messagen, the public keyY, of the designated
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recipient and the private key, of signer. It generates an
authenticated ciphertext

Verify _AEC(9, x,,, Ys): The Verify AEC algorithm takes
as input an authenticated ciphertéxtthe private keyz,
of the designated recipient and the public k&y of
signer. It outputs a messageand its converted signature
2 if the authenticated ciphertetis valid. Otherwise, the
symbolq is returned as a result.

Key_Derivation(xz ac, xxsu, Dy, fu(c)):  The  Key
Derivation algorithm takes as input the private key-

of authority center (AC), the surveillance private key
xxgy Of senior managerUsy and two surveillance
parametersip,, f,(c)). It outputs the private key, with
respect to usel,,.

M _Derivation(x ¢, Ys, SPK,, ssky, R, o, r): The M_
Derivation algorithm takes as input the private key:
of authority center (AC), the public key; of signer, the
surveillance  parameter SPK,, ssk,) and an
authenticated ciphertexi( o, r). It outputs the recovered
messagen.

3.3 Concrete Construction

Setup(l¥): Taking as inputl®, the System Authority
(SA) selects two group8=1, +) and(Gs, x) of the same
prime orderq where|q| = k. Let P be a generator of
orderq overGy, e: Gy x G1 — G5 a bilinear pairing and
hi: {O,l}k x G1 — Zq, ho: G1 x G1 X Gy — {0, 1}k,

hs: Gi — Gy andhy: Z, — Z, collision resistant hash
functions. The algorithm outputs public parameters
params ={G1, Ga, q, P, e, hy, ha, h3, ha}.

Reg U(z): On input an index, Reg U algorithm chooses
a private keyr; € Z,, computes the public key; = z; P
and then further generates the public key certificatet;
by the X.509 standard].

SubKey . Gen(z ac, ID;, z;, Q;): Let AC associated with
the key pair ¢ ac, Yac = zac P) be an authority center
in the hierarchical organization composed of many

security clearances. The diagram of the structure of

security clearances is depicted as Figure 1. Eachiusfer
the hierarchical organization first generates
surveillance key paira{x; € Z,, Q; = xx;P) and then
sends (D;, z;, @;) to AC via a secure channel. Upon
receiving it, the AC choosegd; € 7, for1 < i < n
wheren is the number of users in the organization, to
compute

D; = d;P,
file) = [[(c = e(diha(zac||S-data;)Q;, d;Q;))

J

1)

+xi, 2

his

Level 1

Level 2

Level 3

Fig. 1 Diagram of the structure of security clearances

where SC; < SC; and S_data, is the surveillance
information such as the distinguishable identifiers of
senior managers, subordinates and surveillance cases.

SPK; = hy(zac||S-data;)P, 3)
ssk; = x; — ha(zacl|S_data;)(SPK;.x) modg, (4)

and then outputs surveillance paramet8t/msg =
(SPKZ, SS]CZ', Di, fZ(C))

SignM(m, x4, Y,): On input a message:, the public
key Y, of the designated recipient and the private kgy
of signer, the algorithm chooses 7 to compute

R=1P, (5)
1

T .t hi(m, R) R, ©)

W = hs(tY,), @)

7 =e(xsY,, W), (8)

r=m® ha(R,0,1), (9)

and then outputs the authenticated ciphertext (R, o,
r).

Verify AEC(6, x,, Y5): On input an authenticated
ciphertexts = (R, o, r), the private keyr, of designated
recipient and the public keYy of signer, the algorithm
first computes

W = hs(z,R), (10)

7Z = e(x,Ys, W), (12)
to recover the message as

m=r®hy(R,0,7), (12)

and then checks the redundancy embeddedninThe
algorithm further verifies the signature by checking if
6(07 }/s + hl (m7 R)P) = E(R, P)a (13)

If it holds, the message: and its converted signature =
(R, o) is outputted; else, the error symiis returned as
a result.
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We prove that Egs. (12) and (13) work correctly. From 4.1 Security model
the right-hand side of Eq. (12), we have
We define two security models for the proposed scheme

r @ ha(R,0,2) in relation to confidentiality and unforgeability as follsw
=r® hao(R,0,e(x,Ys, W)) (by Eq. (11))
=7 ® ha(R,0,e(z,Y5, h3(z,R))) (by Eq. (10))  Definition 1. (Confidentiality) A CAE scheme is said to
=71 @ ha(R,0,e(xsYy, h3(tYy))) (by Eq. (7))  achieve the security requirement of confidentiality agains
=r®ha(R,0,2) (by Eg. (8)) indistinguishability under adaptive chosen-ciphertext
=m (by EQ. (9))  attacks (IND-CCA2) if there is no probabilistic

polynomial-time adversary A with non-negligible

which leads to the left-hand side of Eq. (12). advantage in the following game played with a challenger
If an authenticated ciphertext®?( o, r) is correctly  pg-

generated, it will pass the test of Eg. (13). From the
left-hand side of Eq. (13), we have Setup: The challenger B first runs the Setup()
algorithm and sends the system’s public parameters
e(o,Ys + hi(m, R)P)

! params to the adversary.
zs+hi(m,R) R’ )/3 + h’l (m7 R)P) (by Eq (6))
1

€

e(rmmm B (ha(m, R) + ) P) Phase 1:The adversary4 can issue several kinds of

e gueries adaptively, i.e., each query might be based on the
result of previous queries:

—~

)

which leads to the right-hand side of Eq. (13).

- RegU query (i): A makes an Red) query (i). B
Key_Derivation(x ac, zzsu, Dy, fu(c)): When a senior returns the corresponding public k&y and the public
manageiU sy wants to take over all ciphertexts intended key certificateCert; to A.
for U, whereSC, < SCsy, Usy sends a request to the - SignM query (m, Y, Y,): A makes an SigM query

AC. After approving the request, the AC computes (m, Y, Y,). B returns the corresponding authenticated
ciphertext) to A.
ES, = ha(zac||S-data,)D., (14) - Verify AEC query(s, Y,, Y,): A makes a VerifyAEC

query (4, Ys, Y,). If ¢ is valid, B returns the recovered
messagen and its converted signature; else, the error
symbolq is outputted as a result.

and then return#'S,, to Usy via a secure channdllsy
can derivel,’s private key as

v — Jov ES'U, Dv . 15
v fole(zesu zesuDy)) (15) Challenge: The adversaryd produces two messages,

andmg, of the same length. The challend&flips a coin
M _Derivation(z ac, Y, SPK,, ssk,, R, o, r): Whena A «— {0,1} and generates an authenticated cipherext
senior managel/ sy just wants to take over one ciphertext for my. The ciphertext* is then delivered tad as a
intended for/, whereSC, < SCsi, Usy sends arequest target challenge.
to the AC. After approving the request, the AC computes
Phase 2:The adversaryd can issue new queries as those
ES,1 = ha(zacl|S-data,)Ys, (16) in Phase 1 except the VerifkEC for the target

ES, = hy(xac||S-data,)R, (17)  ciphertext.

and then returnsKS, 1, ES,2) to Usy via a secure Guess:At the end of the gamed outputs a bit\’. The
channelUgy can further derive adversary.A wins this game if\’ = A\. We defineA’s
advantage addv(A) = |Pr[N =\ —1/2|.

W = hg(ssky R+ (SPK,.5)ESy.2), (18)
Z = e(sskyYs + (SPKy 2 )ESy 1, W), (19)  Definition 2. (Unforgeability) A CAE scheme is said to
achieve the security requirement of unforgeability agains
and then recovemn with Eq. (12). existential forgery under adaptive chosen-message attack

(EF-CMA) if there is no probabilistic polynomial-time
adversary A with non-negligible advantage in the
4 Security proof following game played with a challeng8r

Setup(1¥): B first runs the Setup() algorithm and sends
In this section, we first state the security model of oursystem’s public parameteparams to the adversary.
proposed scheme and prove it in the random oracle
model. Then some comparisons to related schemes aifeghase 1:The adversaryd adaptively issues Reg and
also made. SignM queries as those defined in Phase 1 of Definition
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- hs oracle: When.A makes arh; oracle of(tY,), B first
searches thégs-list for a matched entry. Otherwisé

Forgery: Finally, A produces an authenticated ciphertext choosesvs; €r G; and adds #Y,, vs) into hg-list.

6* for some message*. Note thaty* is not outputted by
the SignM query(m, Y;, Y,). The adversaryl wins if *
is valid.

4.2 Security proofs

Finally, B returnsvs as a result.

- hy4 oracle: When A makes anhy oracle ofw, B first
searches théy-list for a matched entry. Otherwisé
choosesv, €r Z, and adds the entryuf(, v4) into
hy-list. Finally, B returnsv, as a result.

We prove that the proposed scheme achieves the RegU query(i): WhenA makes an Red query(i), B

IND-CCA2 and the EF-CMA security in the random

oracle model as Theorems 1 and 2, respectively.

Theorem 1. (Proof of Confidentiality) The proposed
scheme is # qn,, Qhos Ghsy Ghys QReg Us 4Sign M,

responds as follows. If = s, B returns ¢, = aP,
Certs)to A. If i =v, Breturs {, = bP, Cert,) to A.
Otherwise 5 runs RegU(i) and then returnsy;, Cert;)
to A.

qverify_AEC, €)-S€CUre against indistinguishability under - SignM query (m, Y;, Y;): When A makes an SigiM
adaptive chosen-ciphertext attacks (IND-CCA2) in the query for some message with respect to the public

random oracle model if there
polynomial-time adversary that can’( ¢)-break the
BDHP, where

€ > (2 — 27 %(qverify_a8c))/(Qnadns),
t'~t + t)\(2QVerify,AEC)'

Here ¢, is the time for performing one bilinear pairing
computation.

Proof: Suppose that a probabilistic polynomial-time

adversaryA can ¢, qn,, Ghy» Qhyss Ghas QReg Us 4Sign M

Qverify_AEC, €)-break the proposed scheme with non-

negligible  advantage ¢ under the adaptive

chosen-ciphertext attack after running in time at most

and asking at mosf;,, h; random oracle (foi = 1 to 4),
Greg.u Reg U queries, qsign_nm Sign-M and
Qverify_AEc Verify AEC queries. Then we can
construct another algorithn8 that (', ¢')-breaks the
BDHP by taking.4 as a subroutine. The objective Bfis
to obtaine(P, P)?*¢ by taking (P, aP, bP, cP) as inputs.
In this proof, B simulates a challenger tol in the
following game.

Setup: The challenger3 runs the Setup(’) algorithm
and sends public parametersrams = {G1, Go, ¢, P, e}
to the adversaryl.

Phase 1:A4 issues the following queries adaptively:

- hy oracle: When A makes am, oracle of (n, R), B
first searches thg,-list for a matched entry. Otherwise,
B chooses; €r Z, and adds the entryi{, R, vy) into
hq-list. Finally, B returnsv; as a result.

- ho oracle: When A makes am- oracle of R, o, Z), B
first searches thi,-list for a matched entry. Otherwise,
B choosesy; €r {0,1}* and adds R, o, Z, v,) into
ho-list. Finally, B returnsv, as a result.

is no probabilistic

keys (v, Y;), B returns SigoM(m, z;, Y;) as a result if

Y; # aP. WhenY; = aP, B performs the following

steps:

Step1 Choosel,v; €r Z, andvy €5 {0,1}*;

Step2 Computes = dP,r =m @ v andR =d(aP)
+v1dP;

Step 3 Add the entry fn, R, v1) into hy-list, i.e.,

defineh; (m, R) = vy;

Step 4 Implicitly define ho(R,0,Z) = vy and B

doesn’t knowZ.

The ciphertext = (R, o, r) is then returned tod.

- Verify AEC query (0, Y;, Y;): When A makes a
Verify_AEC query for some authenticated ciphertéxt
(R, o, r) with respect to the public keysY{, Y;), B
performs the following steps:

Step 1 Search thé,-list for any matched entryng*,
R*, v}) whereR* = R;

Step 2 If one satisfiese(o, Y; + hi(m*,R)P) =

e(R, P), B outputs (n*, R, 0); else,B returns the error
symbol€q.

Challenge: A generates two messagesy and m;, of

the same length. The challengef flips a coin

A +— {0, 1} and produces an authenticated cipherteéxt

for m,, as follows:

Step 1 Choosel, v; €r Z, andvy € {0, 1};

Step 2 Computec™* = dP, »* = m) © vy and R* =

d(aP) + v1dP;

Step 3 Add the entry {ny, R*, v1) into hy-list, i.e.,
defineh; (my, R*) = vy;

Step 4 Implicitly define ho(R*, o*, Z*) =

doesn’t knowZz*.

The ciphertext™* = (R*, o*, r*) is then delivered tod as

a target challenge.

vy and B

Phase 2:4 makes new queries as those stated in Phase 1

except the VerifyAEC query for the target cipherteit.
Note that in thej-th i3 oracle query, where X j < g4,

© 2014 NSP
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B directly returns-P.

Analysis of the game:For each SigrM query, B always

returns a valid authenticated ciphertext. Hence, the

simulated result of SigM query is computationally

indistinguishable from the one generated by a real

scheme. Consider the simulation of VerifEC query.
One can observe that it is possible for a VerC
query to return the error symb§lfor a valid ciphertext
on condition thatA is able to generaté without asking
the corresponding:; (m, R) random oracle. Let VLD,

ERR and QH separately be the events that a ciphertext

submitted by .4 is valid, a Verify AEC query finally
returns the error symbof| for some valid ciphertext
during the entire simulation game, antlhas ever asked
the correspondingh;(m, R) random oracle for his

submitted ciphertext. Then we can express the erro

probability = of any \VeriffAEC query as
PrlVLD | -QH,] < 1/2*. Since.A can make at most
qverify_apc Verify_AEC queries, we can further express
the probability of ERR as

PrERR < 27 (qverify_apc).

In the challenge phase3 has returned a simulated
authenticated ciphertext = (R*, o*, r*) wherehy(R*,
o*, Z*) = wve, Which implies the shared secret* is
implicitly defined asZ* = e(b(aP), h3(bR)). Let NA be
the event that the entire simulation game does not abort.
can be seen that if the adversasy never makes an
ho(R*, o*, Z*) query in Phase 2, denoted byQH3, the
entire simulation game could be normally terminated
When the entire simulation game does not ahdrgains
no advantage in guessingdue to the randomness of the
output of the random oracle, i.e.,

(20)

PriN = X|NA] =1/2. (21)

Derived from the left-hand side of Eq. (21), we have

Pr[N =\ = Pr[\ =X | NA]Pr[NA]
+Pr[N = X | -NA]Pr[-NA]
< (1/2)Pr[NA] + Pr[-NA] (by Eq. (21))
= (1/2)(1 — Pr[=NA]) + Pr[-NA]
)

=(1/2) + (1/2)Pr[-NA]. (22)

On the other hand, we can also derive that

Pr[N

=\ > Pr[\ = X| NA]Pr[NA]
= (1/2)(1 — Pr[-NA])

= (1/2) — (1/2)Pr[-NA].

(23)
Combining inequalities (22) and (23), we can obtain that
|Pr[N =\ —1/2 < (1/2)Pr[-NA]. (24)

Recall that in Definition 1,4's advantage is defined as
Adv(A) = |Pr[]N = A — 1/2|. By assumption,A has
non-negligible probability e to break the proposed

scheme. We therefore have

e =|Pr]\N =)\ —1/2
< (1/2)Pr[-NA]  (byEq.(24))
= (1/2)Pr|QH; V ERR
< (1/2)(Pr[QH3] + Pr[ERR)

Combining Eg. (20) and rewriting the above inequality, we
have

Pr[QH;] > 2¢ — Pr[ERR
> 2¢ — 2_k(qurify,AEC)-

As in thej-th hyz oracle query, wherg < g, B directly
returnscP, if the event QH happens, we claim that the
value Z* = e(b(aP), cP) will be stored in some entry of

}hehz—list. Hence 5 will has non-negligible probability

e > (25 - 27’6(QVerify,AEC))/(thqhs)

to solve the BDHP. The computational time requiredfor
ist' ~t+ tA(2QV6'm’fy,AEC)-

Q.E.D.

Theorem 2. (Proof of Unforgeability) The proposed
scheme is # qn,, Gh»» Ghs» Gha» QReg_Us QSign_M>
€)-secure against existential forgery under adaptive
chosen-message attacks (EF-CMA) in the random oracle
model if there is no probabilistic polynomial-time
ladversary that cant(, ¢)-break the BDHP problem,
where

¢ > (6 - Q_k)/(qhzq}ls,)?

t ~t.

Proof: Suppose that a probabilistic polynomial-time
adversaryA can @1 Ahys Ghas Qhsy Ghys QReg_Us 4Sign_M,
€)-break the proposed scheme with non-negligible
advantagee under the adaptive chosen-message attack
after running in time at mostand asking at mosf,, h;
random oracle (fof = 1 to 4),qr., v RegU queries and
gsign_m SIGNM queries. Then we can construct another
algorithems that(’, ¢')-breaks the BDHP by takingl as

a subroutine. The objective @ is to obtaine(P, P)**°

by taking P, aP, bP, ¢P) as inputs. In this prooff3
simulates a challenger td in the following game.

Setup: The challenger3 runs the Setug() algorithm
and sends public parametergrams = {G1, G2, q, P, e}
to the adversaryl.

Phase 1:A4 adaptively ask&; random oracle (foi = 1 to
4), RegU and SignM queries as those defined in
Theorem 1. Note that in thgth hs oracle query, where
1 < j < qn,, B directly returns:P.

Forgery: A outputs a forged authenticated ciphertéxt
= (R*,o*,~*) for his arbitrarily chosen message*. If
0* is valid, A wins the game.

© 2014 NSP
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Analysis of the game:For each random oracle quely,  Table 1 Comparisons in terms of functionalities and security
returns with a computationally indistinguishable value

without collision. The simulation of Sigivi query could ltem Scheme 'glé:( WH | LHT \(/:VT Ours
be regarded as perfect, as it always outputs a valid Hierarchical
ciphertext without being accidentally terminated. Let architecture X X X X \
VLD and QH, separately be the events that the ciphertext ACCESS
5* forged by A is valid and A has ever asks the control X X X X \4
correspondingi, random oracle. The probability that Signature
can guess the correct random value without querying the conversion Vo v vV |V |V
random oracle is not greater that”. Since A has No
non-negligible advantageto break the proposed scheme conversioncost | X | V| V |V |V
under adaptive chosen-message attacks, we can derive Proof of

=P ey

S P’I’[VLD ‘ QHQ] + PT’[AC'V ‘ _‘QHQ] Unforgeability X \ X \% \%

< Pr[VLD | QH,] 4+ 27*.
Writing the above inequality, we can also obtain

—k
PrivLD | QHyJ 2 € —27%. crucial benefits to the application of computer forensics.
Seeing that in thg-th h3 random oracle, the challengBr ~ Without the help of signer, the designated recipient is
directly returned-P as the result, we claim that when the capable of solely revealing the ordinary signature for
event (VLD | QH,) occurs,3 would have the probability public verification. If necessary, a senior manager with
of (qn,q;,") to oUtpULZ = (P, P)** from some entry of  higher security clearance can take over the ciphertext
the ho-list. Therefore, we can express the probability3of  intended for his subordinates. We also demonstrate that
to solve the BDHP a€ > (e—27%)/(qn,qn,)- The running  the proposed scheme achieves the security requirement of
time required fol3 is t’ = t. confidentiality against indistinguishability under adegt
chosen-ciphertext attacks (IND-CCA2) and that of
QE.D. unforgeability against existential forgery under adaptiv
According to Theorem 2, the proposed CAE schemechosen-message attacks (EF-CMA) in the random oracle
is secure against existential forgery attacks. That is, thénodel. Compared with previous related works, ours not
signing key can not be forged and the signer can notonly provides better functionalities, but also has progabl
repudiate having generated his authenticated ciphertexgecurity.
Hence, we obtain the following corollary.
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