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Abstract: In this paper, we cryptanalyze Kim et al.’s scheme and point out several weaknesses in their scheme. Off-line password
guessing/dictionary attack could be effective. Moreover, we demonstrate that there is a mistake in their security analysis. To remedy
the weaknesses, we propose a more secure, robust and practical scheme, which is designed for portable devices based upon the discrete
logarithm on elliptic curve. In addition, the expensive synchronization clock system is replaced by nonce(ephemeral random number),
and the new scheme provides more functions for security and flexibility, including key agreement, password change, secret number
update, revocation and DoS-resistant. Finally, security analysis shows that our scheme could resist the known common attacks.
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1. Introduction

1.1. Backgrounds

As is well-known, the fast development of the electron-
ics, networks and embedded software technologies makes
our lives changed earthshakingly. The population of the
portable devices with the embedded softwares, such as cell
phones, PDAs, note-book PCs and other intelligent de-
vices, makes our communications more and more conve-
nient. The ubiquity of the universal serious bus(USB) stor-
ages is much more helpful in our daily life. Furthermore,
the communication environment has changed a lot, espe-
cially the wireless networks and LAN (local area networks)
are spreading widely nowadays. Thus it is concerned about
secure communications over the insecure and public wire-
less network channels. In addition, the promotion of net-
work bandwidth and the ability of computational perfor-
mance become double-edged swords, such as the distributed
computation, cloud computation and quantum computa-
tion. On the one hand, it makes our capability of interac-
tion and computation much more efficient and rapid; on
the other hand, it can be also used by the adversary to
break down the authentication scheme, for example, the

adversary could take advantage of the efficient computa-
tion to search the password using brute-force method with
enough redundant information. All the above realities pro-
mote our research to propose a more secure, practical, effi-
cient and flexible password-based remote mutual authenti-
cation with key agreement scheme using portable devices.

1.2. Related Works

A variety of password authentication schemes [1,2,4,5,7,
6,11,12,16-21] have been proposed, since Lamport [10]
proposed his primitive research in 1981. The weaknesses
in the related works have been pointed out, such as the
expensive cost for storing the verifier tables, vulnerabil-
ity to verifier table stolen attack, lacks of mutual authenti-
cation with key agreement and so on. In order to remedy
the weaknesses caused by the verifier table, smart cards
based password authentication schemes [1,6] have been
presented, in which the verifier tables were not required
any more. However, Kocher et al. [9], Messerges et al. [14]
and Leng [13] showed that the smart cards were not secure,
because the key information stored and protected by physi-
cal mechanisms in the smart cards could be revealed some-
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way. In another word, the tamper-resistant property of the
smart card could be ignored in the ideal conditions. In
2009, Xu et al. [19] cryptanalyzed Lee-Chiu’s [11] scheme
and Lee-Kim-Yo0’s [12] scheme under the assumption that
the information stored in the smart card was revealed. They
also pointed out that both of the schemes were subject
to forgery attacks. In addition, Xu et al. proposed an im-
proved scheme using smart cards with formal security proof.
Furthermore, Rhee et al. [16] pointed out that the schemes
using smart cards in [2] and [5] could not be immediately
converted into schemes using common storage devices, be-
cause the impersonation attacks could be easily launched
using the exposed information stored in the common stor-
age devices. Rhee et al. [16] also proposed a remote user
authentication scheme without using smart cards, which
was more secure and practical using common storage de-
vices. Recently in 2009, Yang et al. [20] proposed an ID-
based remote mutual authentication with key agreement
scheme for mobile devices on elliptic curve cryptosystem.
Their scheme reduced the computation loads in the scheme
[17], which required the associated certificate in the public-
key cryptosystem; it also supported a session key agree-
ment; in addition, compared with the related works based
upon RSA or discrete logarithm problem, the proposed
scheme was more efficient and practical for mobile de-
vices. Because it had been proved that 160-bit key in the
elliptic cryptosystem had the same security level with 1024-
bit key in the RSA cryptosystem. In the same year, Kim et
al. [7] presented a proposal as an enhancement of Yoon-
Yoo’s [21] scheme, which resolved the security flaws in
Yoon-Yoo’s scheme, such as revealing password attack,
masquerading user or server attack and stolen verifier at-
tack. In 2010, Hwang et al. [4] provided a defense mech-
anism to Kim-Lee-Yoo’s [6] ID-based password authen-
tication scheme, which was vulnerable to impersonation
attacks and resource exhaustion attacks. The proposed de-
fense mechanism not only accomplished mutual authenti-
cation and session key establishment, but also provided the
idea of DoS-resistant in the authentication schemes.

1.3. Our Contributions

In this paper, we review Kim-Chung’s [7] scheme and point
out several weaknesses under their assumptions. An en-
hanced scheme is presented to remedy the weaknesses men-
tioned in this paper. The new scheme not only keeps all the
merits of the original scheme, but also provides the func-
tions of password change, secret number update, revoca-
tion and DoS-resistant to make our protocol much more
flexible. Furthermore, the security of our scheme is based
upon the secure one-way hash function and elliptic curve
cryptosystem. It is designed for the portable devices with-
out synchronization clock system. It can be implemented
more practically and conveniently in the real environment.
The ephemeral random number used only in the current
session, which is called nonce as usual, could resist re-
play attacks, hide the key authentication information and

compose the fresh session key, so the nonce plays an im-
portant role in our scheme. Finally, the security analysis
shows that our scheme could resist the known common at-
tacks.

1.4. Organizations

In section 2, we review and cryptanalyze Kim et al.’s [7]
scheme. In section 3, we propose an improved scheme.
The security analysis of our scheme is presented in sec-
tion 4. At last, we conclude our work in section 5.

2. Kim-Chung's scheme

2.1. Review of Kim-Chung’s Scheme

There are four phases in Kim et al.’s [7] scheme, which
consists of registration phase, login phase, verification phase
and password change phase. 1.Registration Phase

(1) U; chooses his I D; and pw;, then sends them to S
over a secure channel. (2) S computes Ky = h(ID; Sz)®
is the secret number kept by S privately and NV, is a random
number unique to U;. Then S computes R = K & h(pw;)
and stores the key information K, K, R, h(-) into U;’s
smart card.

(3) S sends the smart card to U; over a secure channel.

2. Login Phase

When U; wants to login the server S, performs the fol-
lowing steps: (1) U; input his I D; and pw; after inserting
his smart card into a card reader.

(2) Smart card computes C; = R @ h(pw;). If the
equation C; = K holds, S computes C] = Ko @h(pw; ®
h(pw;)) and Cy = h(Cy @ Ty), where Ty is the current
time of U;.

(3) U, sends the login request message {ID;, Ty, Cy,Cs}
to S.

3. Verification Phase

Upon receiving the login request at time 77, S per-
forms the following steps:

(1) Checks whether I D; is in the registration table and
the time interval 7] — 177 < AT isvalid. If so, S computes
N! = Ci®h(ID;®x) and verifies if h(h(ID; ®xON]) &
Ty) isequal to Cs. If so, S successfully authenticates U;.

(2) S computes C3 = h(h(ID; ® x ®N]) ® Cy ® 1)
and sends the message {T%, C} to U; for mutual authen-
tication.

(3) Upon receiving the responding message, U; checks
whether T is a fresh time. If so, U; verifies whether the
equation h(C{ @ Cy & Ty) = Cj3 holds. If so, U; suc-
cessfully authenticates S; otherwise terminates the current
process.

4. Password Change Phase

When U; wants to change his password pw;, performs
the following steps:
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(1) U; inserts his smart card into a card reader and keys
ID; with pw;.

(2) Smart card computes K1 = R @ h(pw;) and com-
pares K| with K. If they are equal, U; inputs his new
password pw;. The smart card computes R* = K; @
h(pw}) and K3 = Ko @ h(pw; ® h(pw;)) & h(pw} &
h(pw})), then replaces R and K, by R* and K.

2.2. Cryptanalysis of Kim-Chung’s Scheme

Kim et al. [7] claimed their scheme was secure under the
following assumptions:

(1) We consider an adversary A has full control over
the network, it could eavesdrop, record, intercept, modify
and delay the messages online.

(1) An adversary has the ability to extract the key in-
formation stored in the smart card, such as by the method
of physically monitoring its power consumption.

However, we demonstrate that off-line password guess-
ing attack is effective under their cryptographic assump-
tions, which are aforementioned. In addition, we point out
a mistake in their security analysis about the forward se-
crecy.

1. Password Dictionary Attack

If an adversary A could get the smart card and ex-
tract the key information stored in the smart card, then
A can compute h(pw;) = K; & R, where K; and R
are extracted from the smart card. A could launch off-
line password dictionary attack with h(pw;) by the fol-
lowing method. First A chooses a candidate pw; in a pass-
word dictionary D and computes h(pw;). If the equation
h(pw;) = h(pw}) holds, A could confirm the password by
computing h(Ks & h(pw; & h(pw;)) $ 11 ) and verifying
whether Cy = h(K2 @ h(pw} & h(pw])) ®T7) holds. If it
holds, pw; is the correct password used in this scheme. If
h(pw;) # h(pw;) or Cy # h(K3 & h(pw] & h(pwy)) ®
Ty), A should delete the candidate from the password dic-
tionary and choose the next candidate to find the correct
password. Repeat the above operations, the password could
be revealed by such dictionary attack. In addition, pass-
word brute-force guessing attack according to the above
operations, must be effective to get the correct password.

Compared password dictionary attack with brute-force guess-

ing attack, the first method is efficient, but not always ef-
fective; inversely, password brute-force guessing attack is
always effective, but not efficient.

We note that due to the collision of the hash func-
tion, the password we guessed may not be the one which
the user used in practice. However, we do not care about
it, just focus on the values which could help the adver-
sary to login the server. In addition, passwords used in our
daily life may be composed of Arabic numerals, such as in
the financial, telecommunication fields. Thus off-line pass-
word guessing attack could be more threatening. We must
pay attention to protect the information, which could be
used by the attackers as the redundance for matching their
guessed values. With enough redundant information, the

attackers could reveal the key values(such as passwords,
secret keys).

2. Secret Key Forward Secrecy

Kim et al. [7] pointed out that if the secret key x hap-
pened to be revealed, the attacker A can not impersonate
other users by the revealed secret key x. Because the ad-
versary A can not compute C; and Cs in the login request
without knowing NV or PW. We demonstrate that their se-
curity analysis about Secret Key Forward Secrecy in sec-
tion 4 [7] is not correct by the following operations. If A
knows x and all the communications between users and
the remote server are recorded by A, then he can compute
h(ID;j®x)and Nj = h(ID;®x)®C1, where 1.D; is any
legal user registered in S and /.D;, C; could be intercepted
by A. Then C; can be computed by C5 = h(h(ID;&N;®
x)@T7 ), where T} is the current timestamp of the attacker.
Thus the masquerading user attack could be successfully
with the login requesting message {ID;,C,C5, T} }. In
addition, masquerading server attack could be also effec-
tive according to the following steps. A computes C5 =
h(h(ID;®r® N;)©Cy®Ty) and sends {75, C3 } to Uj,
where ID; and C'; are intercepted online from the legiti-
mate user U;, N/ is computed by the masquerading server.
Finally, U; confirms the identity of the server, who is im-
personated by the adversary.

3. A new passwor d-based authentication with
key agreement scheme

There are five phases in our scheme: initialization phase,
registration phase, login and mutual authentication with
key agreement phase, secret update phase and revocation
phase.

3.1. Initialization Phase

(1) The server chooses an elliptic curve E,(a,b), P is a
generator of order ¢, where ¢ is large prime number and
p = 2q + 1, such that the discrete logarithm problem in
the cyclic subgroup (P) is hard to be solved. The server
chooses two proper hash functions 4(-) and H(-), where
h(-) is a one way hash function with an arbitrary-length
input and a output in Zs, H (-) is a secure session key de-
rive function with ainput in Z;; and a output string {0, 1},
where [ is a secure parameter determined the length of the
session keys. All the above parameters are public.

(2) The server chooses its secret key » € Z; and keeps
it in private. All the random numbers r;, m;,n;, Ny, Ng,
V,a, ki, ko are in Z, and the points A; 1, A4; 2, C1, Co,
C3,Cy, K are on the elliptic curve E,(a,b). In addition,
all the operations are mod p, where we omit it for simplic-

ity.
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3.2. Registration Phase

(1) U; sends his chosen identity 7D; and password pw; to
S over a secure channel, where ID; and pw; are both in
z%.

3 (2) S computes U;’s authentication information A; =
(Aiyl,A»L’TQ) = (IDZ ST Ty P+pw2 -Pr; - P) where x
is a secret key kept by S in private and n; = x — m;, m;
is a random number generated by .S and kept in server’s
registration table with I.D;, r; is a unique random number
used in the authentication information only.

(3) S sends A; to U; over a secure channel and keeps
the registration table 1.D;||m; in private.

(4) U; stores A; in his mobile devices privately and
remember his identifier of I.D; with pw;.

3.3. Login and Mutual Authentication with Key
Agreement Phase

(1) U; input his ID; and sends M; = {ID;, Ny, Hello'}
to S for asking login request.

(2) S checks whether ID; is valid in its database, if
so, S responds U; with My = {ID;, Ny, Ng, Vs }, where
Vs = h(ID;, Ny, Ng, V) is a client puzzle [4] to resist
DoS-attack, V' is a random number generated by S and
keeps it in private temporarily. In addition, the difficulty
of the client puzzle depends on the loading of the server’s
resource. For example, if S is over loading, then the client
puzzle may be hard to be solved; else if S is processing
the data as usual, then Vs may be easy to be solved; else if
the server is idle, then the client puzzle may be responded
with NU LL, where NU LL represents a fixed string.

(3) Upon receiving the responded message M, from
S, U; tries to solve the client puzzle Vg by exhaustively
searching to get the correct V' = V| such that h(ID;, Ny,
Ng, V') = Vg After that U; input his password pw;, the
mobile device computes A} ; = A; 1 —pw; - P,t = h(Ny,
Ns,VS),C1 = Cl't'Ag 15 Cg = a~Ai,2,C'3 = tA; 1+k1'
P, where a and k; are nonces generated by U;’s device. U,
sends Mz = {IDi, V/, Cl, CQ, Cg, Ai72} to S.

(4) After receiving U;’s login request message M3, S
checks whether I D; is valid again and verifies if the client
puzzle is correct by verifying the equation A (I D;, Ny, N,
V') = V. If the the equation holds, S continues the pro-
cedure, computing A;J = ID; - (x —my) - Ajo2,t' =
h(Ny, Ng, Vs), where m; is extracted from the registra-
tion table database corresponding to 7 D;. Then S verifies
whether the equation C; = C holds, where C] =t'-ID;-
(x —m;) - Cy. If 50, S accepts U;’s login request and ex-
tracts k1 - P from C3 — (- A ;). After that, S computes the
session key sk = H(Kx ), where K x is the X-coordinate
of K used for generating the session key, K = ko - (k1 - P)
is the point on E,(a, b) and ks is a random number gener-
ated by S. Finally, S sends My = {ID;,Cy4,Cs5} to U; for
mutual authentication, where Cy = t'- A} | + ko - P,C5 =
[ID;,t', k1-P]s,. We note that the point on E,(a, b) can be

regarded as two numbers in Z;, when they were encrypted
or decrypted in our scheme.

(5) Upon receiving My, U;’s device extracts ko - P
through Cy — ¢ - A;jl and computes K = ky - (ko - P).
Then U; computes the session key sk = H(Kx) and
verifies C5 by decrypting it. If the decrypted information
ID;,t" and k; - P in C5 are correct, mutual authentication
between U; and S is completed successfully; otherwise
the procedure should be terminated. U; sends the message
My = {IDZ, C(;} to S, where Cg = [ID,, ko - P]sk

(6) Finally, S decrypts C with sk, verifies whether
the information is correct. If so, the session key sk =
H((ky - k2 - P)x) is generated and confirmed after the
above steps. In addition, once there is a mistake in the
checking or verifying procedures, the honest participant
should terminate the procedure.

3.4. Secret Update Phase

(1) Password change phase: If U; want to change his orig-
inal password pw; into a new one pw;. After accessing to
his device with I D;, then U; inputs pw, and pw; in proper
sequence, the mobile device computes Al = A —pw; -
P + pw; - P and replaces A;; by A7,. The password
change phase is completed off-line. ’

(2) Secret number update phase: The secret number z
kept by S in private could be updated following the steps.
S chooses a new secret number x* and updates its reg-
istration table in the database through replacing m; by
m} = a* — (z — m;). Thus the secret number update
phase could be also completed off-line.

3.5. Revocation Phase

If U,’s authentication information A; and password pw;
happen to be revealed to the adversary together, he should

revoke his original identity according to the traditional method.

However, we provide a new way to revoke his authentica-
tion information without changing his 7D;. In details, the
server could choose a new random number r;, when U;
want to revoke his identity, S could compute the new au-
thentication information A; = (A;1, A;2) = (ID; - n; -
T P+pﬂ)z . P,ﬂ . .P)7 where n; = © — My, My, Ty and
pw; are new chosen for revocation phase. When U; login
the sever, .S should verify U; with = and m;, thus the orig-
inal authentication information is not valid, which should
be verified with n; =  — m; # n;. Thus the user’s revo-
cation phase is completely without changing his original
identity.

4. Security analysis
4.1. Cryptographic Assumptions

1. Assumptions of the Elliptic Curve Cryptosystem
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(1)Elliptic Curve Discrete Logarithm Problem (ECDLP):
Given two points P and @ on E,(a,b), the elliptic curve
discrete logarithm problem is to find an integer s € Z
suchthatQ = s- P.

(2) Elliptic Curve Diffier-Hellman Problem(ECDHP):
Given a point (s - t) - P, the elliptic curve Diffier-Hellman
problem is to find the two points s - Pand ¢ - P.

The adversary could not impersonate U; without know-
ing the key information A7 ; under the assumptions men-
tioned before, because the adversary can not forge the lo-
gin request message C; and Cs. Thus the masquerading
user attack is not effective in our scheme. The masquerad-
ing server attack could also be resisted due to the secrets
m; and 2. Without knowing more than one of the secrets,

(3) Computational Diffie-Hellman Problem(CDHP): Given the adversary could not forge the responding messages C,

three points P, s- P and t- P on Ey,(a, b), where s, t € Z,
the computation Diffie-Hellman problem(CDHP) is to find
the point (s - t)P on E,(a,b).

Assume that all of the above three problems are diffi-
cult to be solved in polynomial-time, in other words, there
are no efficient polynomial-time algorithm to solve the above
problems. More details can be referenced in [15,8, 3].

2. Assumptions of the Adversaries’ Capabilities

(1) We consider an adversary A has full control over
the network, it could eavesdrop, record, intercept, modify
and delay the messages online.

(2) An adversary has the ability to corrupt the authenti-
cation information stored in the mobile devices, including
smart cards.

(3) A could launch brute-force guessing attack to ob-
tain the secrets pw; with enough redundant information.

(4) The adversary could not get the temporary values
processed in the local machine, such as the random num-
bers. If the random numbers could be revealed, it means
that the ECDLP, ECDHP and CDHP can be solved. In ad-
dition, A could not get both A, and pw; or both ID;||m;
and x at the same time.

4.2. Security Analysis

1. Replay Attack

Replay attack could be resist in our scheme, because of
the once used random numbers Ny, a, kq and Ng, V, ko,
which are generated by U; and S separately. The authenti-
cation messages C1, Cs and Cy, Cs are computed by the
secret information A7, and nonces. Nonces replace the
synchronization clock system to help our scheme to resist
replay attack. Moreover, if the synchronization clock sys-
tem is easy to be realized, our scheme could also be imple-
mented using timestamps, similarly to Kim et al. schemes
in [6].

2. Off-line Password Guessing Attack

Such attack could be avoided without the redundant
information related to pw;, such as pw; - P or A, ;. Fur-
thermore, the password brute-force guessing attack could
also be avoided without any redundant information. Be-
cause the message C;, where: = 1,2, -- -, 6, are protected
by nonces, which the adversary could not obtained, the ad-
versary can not find the matching information to launch
such attacks. In addition, online password guessing attack
could also be resistant by the related mechanisms, such as
the false times of login request.

3. Impersonation Attack

and C’5 used for mutual authentication and key agreement.

4. Brute-Force Guessing and Stolen Verifier Attack

There is no verifier table in our scheme, only a registra-
tion table, which is similar to the verifier table, but differ-
ent from it. If the adversary could get the registration table,
it does not threat our scheme without knowing x. Further-
more, it can not reveal any other secret infirmation, such
as pw;, x or A;, Al .1- In addition, we point that the brute-
force guessing attack on secret number z is not effective
in our scheme without knowing any other redundant in-
formation A .1 or the others for matching to the guessed
values.

5. Secret Key Forward Secrecy

If the secret key z is leaked, the adversary could not
get the other secret values or impersonate any participant
without knowing the registration table. Because z is used
to construct A7 ;, which is used to authenticate U; and
compute the message Cy. Besides, there are another two
secret information n; and m; in the participants’ devices
which are unknown for the adversary to construct A; ,
addition, 2 could be updated with registration table. After
the updating phase, the original secret x is no longer useful
with new registration table. Furthermore, the compromised
secret key could not affect the security of the previous ses-
sion keys or users’ password, because of the nonces and
the DLP on the elliptic curve.

6. Forward Security of The Session Key

The forward security of the session key, which is the
basic property of key agreement scheme, is required in our
scheme. Our scheme could protect the forward security of
the session key. In details, if a session key sk is leaked,
no matter is it used or fresh, the other session keys, which
is generated in the past or in the future, can be protected
to be revealed. The main idea in Diffier-Hellman’s key ex-
change scheme is introduced into our scheme to protect
session keys from varies of attacks, such as man-in-the-
middle attack, parallel attack and forward security attack.

5. Conclusion

In this paper, we demonstrate that Kim et al.’s scheme is
vulnerable to off-line password guessing attack and point
out the mistake of secret key forward secrecy in the secu-
rity analysis. In order to remedy the security flaws, we pro-
pose a hew password-based authentication with key agree-
ment scheme based upon the discrete logarithm problem
on elliptic curve. The enhanced scheme can be implemented
using the mobile devices and random numbers, it does not
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only achieve secure mutual authentication, but also pro-
vides the functionalities of key agreement, secrets update,
user revocation and DoS-resistant property without using
smart cards or synchronization clock system. The security
analysis shows that our scheme is secure against the at-
tacks mentioned in this paper. Our scheme is more secure,
practical and flexible.
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