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Abstract: During these critical times of the pandemic, a reliable and fast encryption technique for encrypting medical data 
for patients is a critical topic to consider. This epidemic forced governments and health care organizations to observe 
patients of COVID-19. The idea of encryption video is gaining in popularity, because of the growing use of communication 
technology like video conferencing to conclude corporate meetings and presentations. Video data sent back and forth 
between sender and recipient must also use the unsecured communication medium available, the internet. This paper 
proposed a way to encrypt video by using hybrid schemes, which used the advantage of both henon, elliptic curve, and 
logistic. The proposed method achieved significantly improved results. Simulations results are performed to gauge the 
efficacy of the presented method. 
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1 Introduction  

The patients’ health record [1] is kept in a database or 
clouds. It can be available on the internet, by researchers, 
physicians, healthcare institutes, and insurance specialists, 
especially during the COVID-19 pandemic. These records 
[2] include personal and medical data that attract the 
phishing for stealing them. Moreover, keeping them secure 
may face many risks. For example, a hacker may employ 
data mining methods to obtain them while also storing 
these records in a local data store, or system administrators 
may use clouds to sell the patients' data [3]. 

 In any event, there are serious worries about the safety and 
security of these records. Portable applications are used by 
governments and healthcare organizations to track COVID 
19 patients and control the spread of the pandemic. Such 
applications are exceptionally noteworthy, but there must 
be a law to guarantee the protection of patients, keeping 
money nuances, shopping records, and so on. Governments 
are forced to use an encryption system to secure and 
guarantee patients' privacy during these critical times. So 
far, encryption systems are the most commonly used 
procedures to protect such accurate data from being 
transmitted. Current developments in the field of 
communication have led to an increase in the transmission 
of images and videos across the public network, as well as 
the dramatic development of social media, which has led to 
the sharing of Images and videos on the Internet frequently. 
Due to the intensification of sharing digital images and 

videos, a focus on safety has become very important, when 
transferring data over any network. The method called 
encryption guarantees this. 
Different encryption strategies are accessible [4-12], and 
the traditional systems utilized to data encrypt and decrypt 
are the data encryption standard. Advanced encryption 
standard and international data encryption algorithm. 

For video encryption, a variety of techniques and 
algorithms are available. By dividing the video file into 
different sets of frames, applying the method to each frame, 
aggregating the results of each, and grouping them into a 
single encrypted video file, symmetric algorithms use a 
single key for both encoding and decrypting the video file. 
Asymmetric algorithms encrypt and decrypt using two 
separate keys. The encoding stage uses only one key, while 
the decoding stage uses various keys.  

Authors at [5] proposed a technique for video encryption, 
which is thoroughly key independent and fast. They used 
two different types of video formats, one is compressed, 
and the other one is uncompressed of different frame sizes 
and an almost similar number of video frames. Ref. [6] 
presented a method that used the advantage of both the 
asymmetric and symmetric techniques by proposed 
encryption hybrid method, leading to a more secure and 
faster alternative of video encryption. Sha-ShaYu et al. [7] 
provided a method for dividing a plain image into four sub-
images that can be encoded individually. This method 
trusted stage truncated short time hyper-chaotic system and 
the fractional fourier transform. Authors at [8] introduced 
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an image encryption method, which used maps of 1 
dimensional chaotic. Also, it employed undergoes a single 
round and permutation diffusion structure for video frames 
encryption. Authors at [9] introduced an encrypted system 
by three-level security depending on video encryption 
chaos. The presented encryption technique utilizes a 
diffusion structure and 1 round permutation. To generate 
the initial parameters, they combined tent and logistic maps 
for the proposed encryption method. First, the 
video outline/frame is chosen to depend on encrypting the 
outline determination by applying for permutation order. 
After that on the permuted frame executed the diffusion by 
generating a diffusion frame. Experimental analyses and 
results emphasize that the technique is competent. Huang 
Zhi-Jing et al. [10] presented a method that supported 2D 
linear canonical transform and chaotic system.  

Many of the current methods [13] [14] to provide security 
for video data are mainly based on a large signal processing 
algorithm, when implementing encryption takes a long time 
and consumes a lot of bandwidth, resulting in connection 
slowness. No single encryption computation is secure 
enough to deliver perfectly clean and lossless data. 

The disadvantage of henon, logistic and elliptic curve map, 
is easy crack for encrypted image, moreover, the chaotic 
high dimension is hard implementation and takes a long 
time to compute. A unique technique to enhance chaotic 
properties is proposed. The proposed cryptographic 
technique utilized a hybrid method to encrypt video, where 
it used the advantage of both henon, elliptic curve, and 
logistic. The improved logistic map histogram is more 
uniform than a logistic map histogram, so it will be utilized 
to create a secret key for the presented method. 

The rest of the paper is organized as follows. Preliminary 
will be discussed in Section 2. An improved coding 
algorithm is suggested in Section 3. Confirm the 
performance analysis in Sections 4. In Section 5, it will be 
indicated how to improve the performance of the presented 
method. 

2 Preliminary  

In this section, three main methods which are used in our 
proposed method are explained. 

Henon Map, Logistic Map, Elliptic Curve and Permutation 
technique  

- Henon map showed an excellent interesting characteristic 
when it was studied [15]. The henon map is 
fundamentally a functions group realized from R2 to R2 and 
denoted by:  

Hαβ !xy"=	#
1−αx2+y

βx % (1)                   

which α and β ϵ  R are the set of real numbers. As an entire, 
this map group is occasionally performed by the letter H 
also is observed collectively as just the henon map. 

Ordinarily, α and β are not equal to zero, thus that the map 
is often 2 dimensional. If α is equal to zero, then it reduces 
to α 1-dimensional logistic equation. By plotting points, it 
is often seen that H is simply a more generalized variety of 
another group of functions of the form: 

                                    Fc(x)=1-cx2                          (2) 

Where c is a constant value. Therefore, one may check the 
henon map graph as being like to a sideways parabola 
opening to the left, with its vertex somewhere on the x-axis 
close to (0,1) in general. 

- Improve logistic map  

Logistic map could be an exceptionally direct chaotic 
outline and calculated [16] in the following, 

        xn+1 = uxn(1− xn) (3) 

                                       in biology it is used to 
pattern how a population xn variances with the seasons 
(integer numbers n is a time), the initial condition is x1, 
3.99465 ≤ u ≤ 4, and the control parameter is u. The 
improved logistic map [17] is defined according to equation 
(4) 

	

    
 
 

When 3.99465 ≤ u ≤ 4, the chaotic attitude is explored by 
the improved logistic map. The bifurcation diagram and 
lyapunov exponent diagram are shown in fig. 1 and fig. 2 
respectively. From the fig. 2, the positive lyapunov 
exponent result indicates that the system has chaotic 
behavior; also, a large lyapunov exponent indicates a higher 
sensitivity. 

       

 
a , b                                        

Fig. 1: The bifurcation diagram of the a) logistic map and 
b) improved logistic map. 

!
xn+1 = L(n, xn)G(k) − floor(L(n, xn)G(k))

L(n, xn) = uxn(1 − xn)
G(k) = 2k, k ∈ Z+, k ≥ 8
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a, b 

Fig. 2:  The lyapunov exponent diagram of the a) logistic 
map and b) improved logistic map. 

- Elliptic Curve, F2m is a finite binary field, and it may be 
declared like a dimension m for vector space over the field 
F2. A non-super singular elliptic curve E is defined with 
mathematical formula as in equation: 

                      y2 + x y = x3 + g1x2 + g2  (5)                                               

Where g1, g2 ϵ F2m with g2 ≠ 0. All the points (x, y), x ϵ 
F2m and y ϵ F2m [18] are found in the obtained points E 
(F2m) set.   

- Permutation Technique 

This technique is utilized to develop/construct a cipher 
frame. Permutation utilizes the plain image pixels but 
rearranges their order. We will encipher the image/frame 
utilizing a change that divides the image into 8 blocks, at 
that point convert each block from decimal to binary after 
that make scrambling, then convert from binary to decimal, 
as appeared in fig. 3. 

Fig.3:  The permutation technique 

- The suggested method's theoretical analysis 

The Lyapunov exponent (LE) is used to evaluate the 
chaotic behavior of the suggested approach in order to 
theoretically analyze its effectiveness. Higher positive LE 
values are associated with good chaotic behavior. In this 
section, we provide a proof analysis of the chaotic behavior 
of HE structures. (combine of Henon and Elliptic curve 
maps). The HEL structure (combine of Henon, Elliptic 
curve, and logistic maps) is similar. 

Suppose x0, y0 are two initial values with a too little 
difference between them. Additionally, x1, y1 represent the 
following iteration of x0 and y0. H(x), E(x) are Henon and 
Elliptic maps respectively. We have: 

 
If x0→y0 then H(x0) →H(y0) and we have:  

 

 
Now we have: 
 
After n iterations, we get the following result.: 

 
 
Let ∆𝑃(𝑥)is the average change in each iteration from 
)𝑥1 − 𝑦1)  to )𝑥𝑛 − 𝑦𝑛)  we have: 
 
 According to the definition of Lyapunov export (LE), the 
LE of P(x) can be calculated as follows: 

 

 
ƛ𝐻(𝑥) + ƛ𝐸(𝑥) 

 
Where ƛ𝐻(𝑥)and ƛ𝐸(𝑥) are Lyapunov export of H(x) (Henon 
map) and E(x) (Elliptic curve). We already know that a 
positive HE with a higher value has greater chaotic 
performance, so ƛ𝐻(𝑥) and ƛ𝐸(𝑥)must be a positive number, 
and it is clear that ƛ𝑃(𝑥) ≥ ƛ𝐻(𝑥) and ƛ𝑃(𝑥) ≥ ƛ𝐸(𝑥). 
Consequently, we showed that the structure with a 
combination of Henon map and Elliptic curve (HE system) 
has a high chaotic range, rather than Henon map and 
Elliptic curve alone. 
  

|𝑥1 − 𝑦1| =
'𝐻)𝐸(𝑥0). − 𝐻)𝐸(𝑦0).'

|𝐻(𝑥0) − 𝐻(𝑦0)|
|𝐻(𝑥0) − 𝐻(𝑦0)|

|𝑥0 − 𝑦0|
 

!
𝑑(𝐻)
𝑑𝑥 !

𝐻(𝑥0)
≈ lim

𝐻(𝑥0)−𝐻(𝑦0)

.𝐻/𝐸(𝑥0)1 − 𝐻(𝐸(𝑦0)).
|𝐻(𝑥0) − 𝐻(𝑦0)|

, 

!
𝑑(𝐸)
𝑑𝑥 !

𝑥0
≈ lim

𝑥0−𝑦0

|𝐸(𝑥0) − 𝐸(𝑦0)|
|𝑥0 − 𝑦0|

, 

|𝑥1 − 𝑦1| ≈ ((
𝑑(𝐻)
𝑑𝑥 ,

𝐻(𝑥0)
( (
𝑑(𝐸)
𝑑𝑥 ,

𝑥0
()|𝑥0 − 𝑦0| 

∆𝑃(𝑥) ≈ ('(
𝑑(𝐻)
𝑑𝑥 +

𝑛−1

𝑖=0 𝑑(𝐸(𝑥𝑖))
' '(

𝑑(𝐸)
𝑑𝑥

𝑛−1

𝑖=0
+
𝑥𝑖
')
1
𝑛  

lim
𝑛→∞

1
𝑛
( ln⁡(

𝑛−1

𝑖=0
0
𝑑(𝐻)
𝑑𝑥

5
𝑑(𝐸(𝑥𝑖)

0) + lim
𝑛→∞

1
𝑛
( ln⁡(

𝑛−1

𝑖=0
0
𝑑(𝐸)
𝑑𝑥

5
𝑥𝑖

0) = 

ƛ𝑃(𝑥) = ln(∆𝑃(𝑥)) = lim
𝑛→∞

1
𝑛
0 ln⁡(

𝑛−1

𝑖=0
5
𝑑(𝐻)
𝑑𝑥 8

𝑑(𝐸(𝑥𝑖)
5 5
𝑑(𝐸)
𝑑𝑥 8

𝑥𝑖
5) = 



2200                                                                                   M. Heshmat: Video Encryption Technique … 

 
 
© 2022 NSP 
Natural Sciences Publishing Cor. 
 

3 Proposed Method 
 

In this section, the encryption scheme for video frames 
is proposed. We read the video frame in the beginning and 
the Henon map is used to get a henon key, then XORed the 
video frame with the henon key, then, with the result, use 
the permutation approach to get the cipher frame; this step 
is called henon encryption (HE). The result is XORed with 
the key EC (Elliptic Curve), then uses permutation to 
generate the second encryption frame; this step is called 
henon-elliptic encryption (HEE). One more time the 
XORed results with improved Logistic map key produced 
by improved Logistic, the permutation method is then 
applied to the result to get the final cipher frame. The final 
ciphered video frame is called henon-elliptic-logistic 
encryption (HELE). After encryption, we used the cipher 
frame to form transmission video sequence, as shown in 
fig. 4. 

          Fig. 4:  The proposed video encryption method. 
 

Algorithm for the proposed method  
Step 1: Read video frames. 
Step 2: Utilize a Henon map to generate the henon key. 
Step 3: Apply operation of XOR among the plain video 

frame and henon key to generate cipher video frame, 
then applied permutation method; this step is called 
henon encryption (HE). 

Step 4: Use HE video frame as a key and XORed with the 
elliptic curve, then apply permutation method; this step 
is called henon-elliptic encryption (HEE). 

Step 5: Use an improved logistic map to generate a logistic 
key. 

Step 6: Apply XOR operation between the HEE video 
frame and the logistic key to generate an encrypted 
video frame; this step is called henon-elliptic-logistic 
encryption (HELE). 

 
Motivation: the first motivation, we presented to use a 
hybrid chaotic system. Which logistic, henon, and the 
encryption effect will be harmed by elliptic curve maps, 
making encryption images easier to crack. Hence, have 
limitations of chaotic performance. Furthermore, high-
dimensional chaotic maps are difficult to implement and 

have a large computing cost.  The second motivation is to 
be more efficient and reduce time complexity. 
 
4 Result analysis 
 
In our experiments, two types of experiments are executed, 
one for different standard video sequences as "CLAIRE", 
"MTHR_DOTR", "FOREMAN" and "car" are used to 
analyze the execution of the presented encryption scheme. 
Each video sequence contains 100 frames. The other kind is 
for a single video frame, the grayscale SIPI Miscellaneous 
data set [19] are Lena and Baboon. Different COVID-19 
image/video dataset as e1, e2, e3 and coim with size 
256×256 are used [20]. Different security test measures are 
applied to demonstrate the performance of the presented 
scheme. We used different measures as follows: key map 
analysis, for image data entropy performance, statistical 
analysis, security checks, such as measuring the number of 
pixel change rates (NPCR) and unified average changing 
intensity (UACI), and histogram analysis and computing 
the peak signal-to-noise ratio (PSNR). The following is an 
analysis of the proposed scheme's performance: 
 
- Histogram Analysis 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 5:  a) Original video frames, b) Original video 
Histogram, c) HELE video frame, d) HELE histogram for 
video frames of the proposed method. 

To avoid data loss, make sure the cipher frame has no 
statistical similarities to the plain frame. A good algorithm 
of video encryption must generate an encrypted frame of a 
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unique histogram all the time for any plain frame. During 
this step, the histograms are plotted for grayscale plain and 
ciphered frames. The histograms of the ciphered frame 
possessed a unique level distribution and good balancing 
property, as shown in fig. 5(a – d). The statistical advantage 
of the plain frame is improved in such a way that the cipher 
frames are significantly various and fairly unique about 
plain frames. Also, the original and encrypted histograms 
are different as proven in fig. 6(a-b). From the outcomes of 
histograms analysis, we can conclude that the presented 
method can resist statistical attacks. 

 
Fig. 6:  a) Original images, b) Original image histogram, c) 
HELE image, d) HELE histogram of the proposed method. 

- Entropy Analysis  

To point out the degree of uncertainties inside the system 
the entropy is employed. The entropy (n) of a message 
source n can be computed as: 

H(n) = −∑ P(n1)233
145 log2P(n1)                                                            

(6) 
which P(ni) is the probability of ni. The occurrence number 
of every grayscale recorded, as well as the occurrence 
probability for video frames, are computed for all supplied 
cipher frames in table 1. We discovered that the entropy of 
cipher frames is very close to eight, indicating that all of the 
pixels in the ciphered frames occur with almost equal 
probability. As a result, the presented encryption technique 
has a low data loss and is secure against entropy-based 
attacks. 

Table 1: Entropy values for video frames. 
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H
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CL
A

IR
E 2 6.4085 7.9322 7.9929 7.9932 

40 6.3697 7.9332 7.9927 7.9933 

100 6.3377 7.9264 7.9934 7.9925 

M T H R _ D O T R 2 7.0476 7.9488 7.9928 7.9926 

40 6.8852 7.9472 7.9928 7.9930 

100 6.8827 7.9424 7.9926 7.9927 

FO
RE

M
A

N
 

 

2 7.2882 7.9581 7.9930 7.9932 

40 7.3212 7.9640 7.9923 7.9916 

100 7.1417 7.9399 7.9924 7.9923 

co
im

 100 6.31528 7.8892 7.99711 7.9970 
200 6.91445 7.9522 7.99691 7.9973 

300 7.0086 7.94946 7.99729 7.9971 

Ca
r 2 7.0297 7.97264 7.9917 7.9897 

40 7.4173 7.95926 7.99166 7.9896 

100 7.3145 7.9608 7.990002 7.9907 

Le
na

 

1 7.58079 7.97840 7.99728 7.99719 

Ba
bo

on
 

1 7.389 7.9922 7.9971 7.9971 

e1
 

1 7.4716 7.9943 7.9975 7.9971 

e2
 

1 6.9780 7.9655 7.9967 7.9972 
e3

 
1 7.45094 7.954963 7.99719 7.9969 

 
PSNR 
The peak signal to noise ratio is known as PSNR. which is 
computed by the equation in [21], [22] is as follows: 

PSNR = 20log!" @
#$%&
√#()

A                                      (7) 
 

MSE = B
CD
∑ ∑ ‖f(i, j) − g(i, j)‖2DEB

5
CEB
5                (8) 

 
Where MAXf is the maximum value that exists in the 
original image, f original image, g encrypted image, and 
MSE the mean squared error. The low value of PSNR, as 
shown in Table 2, confirms that the proposed method 
obtains the best rate of flatness in the encrypted data 
histogram value and uniform histogram 

Table 2: Average PSNR values of video frames. 
 Video Average 

PSNR 

The Proposed 
method 

CLAIRE 28.769 
MTHR_DOTR 27.919 
FOREMAN 26.476 
coim 27.467 
Car  27.611 
Lena 28.68 
Baboon 27.40 
e1 27.43 
e2  26.70 
e3 26.06 
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- Correlation Analysis 
Every two consecutive pixels in a simple frame are known 
to be significantly correlated vertically, horizontally, and 
diagonally. Those might be characteristics of any normal 
frame. The correlation coefficient test has a maximum 
value of 1 and a minimum value of 0. The correlation 
coefficient value of a robust video frames encryption 
method against a statistical attack could have ~ 0. Table 3 
shows the findings of horizontal, vertical, and diagonal 
directions for various video frames. The acquired results 
showed that there is a tiny correlation value between the 
two consecutive pixels within the cipher frame, as seen in 
fig. 7.  
 

Table 3: Correlation coefficient for video frames. 
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CLAIRE 2 -0.00133 -0.004619 -0.00296 

40 -0.00153 0.000638 0.00208 

100 0.004846 0.011737 0.002027 
MTHR_
DOTR 

2 -0.001338 -0.00676 -0.00126 

40 0.008979 -0.001263 0.009859 

100 0.000021 0.002340 0.002934 

FORE
MAN 
 

2 0.005617 0.007869 0.009724 

40 -0.01029 -0.002687 0.008124 

100 -0.005042 -0.004915 -0.00357 

coim 100 0.000807 -0.001097 -0.00446 

200 -0.006240 0.007330 0.003296 

300 0.0044055 0.002381 -0.00690 

Car  2 0.00795 0.000330 0.00288 

40 -0.000168 -0.00184 -0.00152 

100 0.005641 -0.00497 0.003462 

Lena 1 0.001548 -0.005947 0.01148 

Baboon 1 -0.00023 0.001597 -0.00201 

e1 1 0.0009 0.0025 -0.0056 

e2  1 -0.0018 -0.0001 0.0003 

e3 1 -0.00283 0.001498 -0.0018 

 

- Sensitivity Analysis 

To avoid the known-plaintext attack, we used an efficient 
algorithm based on hybrid maps to encrypt the video 
frames; this algorithm has good results of several 
experiments display that the presented technique for 
chipper video frames provides an efficient and secure 
approach to the video encryption, we obtained a very good 
cipher grayscale image, as evidenced by calculating 
uniform average changing intensity (UACI) and number of 
pixels change rate (NPCR) [23] between plain frame and 

encrypted frame. This means that the proposed methods are 
susceptible to minor changes within the plain frame. 

 
NPCR =

∑ G(H,J)&,(

KLM
x100      (9) 
                                   

 
UACI = B55

KLM
∑ |O)(1,J)EO*(1,J)|

2331,J x	100       (10) 
                             

The two ciphered frames are R1 and R2, whose 
corresponding plain frame has a 1-pixel only difference. 
R1(i, j) and R2(i, j) are greyscale amounts of the pixels at 
grid (i,j) with same size W×H, and used to specific S(i, j) 
value by,  

𝑆(𝑖, 𝑗) = I1 , 𝑅B(i, j) 	= 	R2(i, j),
0 , 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒  

 
Table 4 displays the values of UACI and NPCR. We 
deduce that all NPCR test greater than 99.55 and UACI test 
are in the range [27.56 34.93], these results prove the 
presented method's robustness. 

Table 4. NPCR and UACI values of video frames. 
 

 Video Frame  
Number 

NPCR UACI 
Th

e 
Pr

op
os

ed
 m

et
ho

d 

CLAIRE 2 0.9962 0.3068 
40 0.9968 0.30768 
100 0.9964 0.3068 

MTHR_DOTR 2 0.99625 0.28313 
40 0.99538 0.27569 
100 0.99633 0.27698 

FOREMAN 2 0.99550 0.30442 

40 0.99613 0.30465 

100 0.99633 0.30995 

coim 100 0.99635 0.35572 

200 0.99615 0.33270 

300 0.99597 0.31619 

Car  2 0.99630 0.27114 
40 0.99557 0.30072 
100 0.99604 0.28713 

Lena 1 0.99626 0.30430 
Baboon 1 0.99626 0.28057 
e1 1 0.99603 0.28766 
e2  1 0.99630 0.34930 
e3 1 0.99579 0.33735 

 

-Noise attack 

We tried the security of our method against noise. Into the 
cipher frames, two distinct kinds of noises are consolidated. 
The first is salt and pepper (with densities of 0.05 and 0.1) 
and the second is Gaussian noise (with the variance of 0.01 
and 0.1). For estimating, we utilized the peak signal-to-
noise ratio (PSNR) and the mean square error (MSE). 
PSNR and MSE are computed by the equations number 6 
and 7. Mean square error & Peak signal to noise ratio 
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between cipher and the decrypted image/frame under 
various noise attacks, as appeared in table 5, table 6, and 
fig. 8. The results show that the proposed technique is 
satisfactory against salt and pepper noise and has an edge 
with Gaussian noise. 
 
 

Table 5. Salt and pepper noise attack 

 
 
 

Table 6. Gaussian noise attack 
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Fig. 7:  Correlation between two adjacent pixels 
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Fig. 8:  Noise effect: a) decrypted frame with Gaussian 
noise of variance 0.01, b) decrypted frame with Gaussian 
noise of variance 0.1, c) decrypted frame with Salt and 
pepper noise of densities 0.05, and d) decrypted frame with 
Salt and pepper noise of densities 0.1. 
 
- Statistical analyses 
- Irregular deviation factor (IDF):  this factor is based on 
how much the deviation caused by encryption is irregular. 
The following is a summary of the method: 
- compute the matrix D, which contains the absolute values 
of the difference between each pixel value before and after 
encryption. D=|I – J|,(I is the input image and J is the 
encrypted image). 
- create the absolute deviation histogram H.  H = histogram 
(D). 
- compute the average value of how many pixels are 
deviated at every deviation value. This average DC can be 
calculated as:   
 
𝐷𝐶 = B

23P
∑ h1233
145                                                   (11) 

 
Where hi is the amplitude of the absolute difference 
histogram at value i. 
- Take the absolute value of the result after subtracting this 
average from the deviation histogram. 
 
AC (i) = | H(i) – DC |                                   (12) 

 

- Calculate the area under the absolute AC curve, which is 
the sum of the deviation histogram's change from the 
uniformly distributed histogram. 
 
𝐼𝐷𝐹 = ∑ 𝐴𝐶(𝑖)233

Q45 																						 	 															(13)	
 
The encryption algorithm with the lower IDF value is 
better. 
Deviation from the uniform histogram (MD): This factor 
measures the quality of encryption that describes a formula 
for deviation from an ideal assumed uniform histogram. 
The uniform histogram is presented as  
 

𝐻𝑐Q = Z
R×T
23P

0 ≤ 𝑐Q ≤ 255
0 𝑒𝑙𝑠𝑒𝑤ℎ𝑒𝑟𝑒

                   (14) 

 
Where Hc histogram of the encrypted image, 𝐻𝑐𝑖 the value 
of the frequency of occurrence at index i. the deviation 
from uniform histogram shown by equation 14 is calculated 
as: 
 

𝑀𝐷 =
∑ VW,-EW.V
*//
,-01

R×T
                                  (15) 

 
The lower the MD value, the higher the encryption quality, 
as the lower value implies that the encrypted image's 
histogram is less deviated from the uniform histogram. 
 
Contrast test (CT):  The contrast of an image is defined by 
the following equation.  
 

∑ |𝑖 − 𝑗|2	𝐼(𝑖, 𝑗)𝑖,𝑗                                        (16) 
 
Where I image with I(i,j) representing the pixel value at 
position (i,j) of the image. [0 (size (Image)-1)2] is the range 
of contrast values. More variation in image pixels is 
implied by higher contrast values. 
Homogeneity test (HT): the image homogeneity can be 
defined by:  

	
∑ 𝐼(𝑖,𝑗)

𝑖+|𝑖−𝑗|
	𝑖,𝑗                                                     (17) 

 
Where i, j depicts the location of image pixels. The 
homogeneity values lie in the interval [0 1].  
 
Energy test (ET): the energy of an image is defined by: 
 

∑ 	𝐼(𝑖, 𝑗)2𝑖,𝑗                                                     (18) 
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Table 7. Statistical analyses of the encrypted images: 

Irregular deviation factor, maximum deviation, contrast 
test, homogeneity test, and energy test 
The energy values lie in the interval [0 1] and the constant 
image has maximum energy value of 1. Table 7 shows the 
values of statistical analysis. This table indicates the quality 
of our proposed technique. 

-Computational complexity analysis 
The method execution speed is important in image 
encryption design. The results of the speed test for the 
proposed method are very fast when compared to recent 
methods [33] and [34] with Lena image using a 2.7 GHz 
laptop.  The comparison of the encryption time for different 
methods is shown in table 8. The presented hybrid method 
is more complex and speedier.  
 

Table 8. The time performance test (ms) 

 
The introduced method is comparable to the entropy and 
NPCR values proposed by references [24], [25], [26], [27], 
[28], [29], [30], [31] and [32] as seen in table 9.  

The presented technique has the best correlation than Refs. 
[27], [28] as appear in Table 10. The 3 directions of the 
correlation effect for original and encrypted lena image  
shown in fig. 5 for plain and ciphered images. 
The results in Table 11 show that the proposed approach is 
robust against salt and pepper noise attacks.  
 
Table 9. Comparison of entropy and NPCR values for Lena 

and Baboon gray images 

 
 

Table 10. Comparison of Correlation coefficients. 
 

 

V
id

eo
 

H
or

iz
on

ta
l  

V
er

tic
al

 

D
ia

go
na

l 

The 
Proposed 
method 

Lena 0.001548 -0.005947 0.01148 

Baboon -0.00023 0.001597 -0.00201 

Car -0.00016 -0.00184 -0.00152 

Ref.[23]. Lena −0.0048 −0.0112 −0.0045 

Ref.[24]. Lena -0.0002 -0.0015 -0.0008 

 

 

 

 

 Henon Elliptic 
curve 

Logistic Total Ref.
[33] 

Ref.
[34] 

Le
na

 

9.
34

69
11

6  

9.
37

38
40

1  

9.
27

67
 

27
.9

97
45

 

11
3.

01
 

18
6.

94
 

Ba
bo

on
 

9.
35

16
5 

9.
19

38
45

 

9.
24

80
6 

27
.7

93
55

 

---
---

-  

---
---

-  



2206                                                                                   M. Heshmat: Video Encryption Technique … 

 
 
© 2022 NSP 
Natural Sciences Publishing Cor. 
 

Table 11. Noise attack with Lena image 

 
- Analysis Key space 
An ideal encryption method ought to have a keyspace of 
more than 2100 [36] to resist the brute force attack. 
Keyspace is constructed from the parameters that 
requirements for key generation. For our introduced 
method, the security key consists of eight parts: (α and β ϵ  
R is the set of real numbers, the initial condition is x1, the 
control parameter is u  and g1, g2 ϵ F2m) are the initial 
values for Henon map, elliptic curve, and new logistic map. 
Whenever set 14 decimals to the length of every subkey, 
the key-space will be 10112 of the proposed method. 
 
5 Conclusion 
 
The trusted and rapid encryption algorithm to encrypt the 
patients' medical data is a very important issue that must be 
considered during these critical times of pandemics. This 
pandemic obliged the governments and also healthcare 
institutions to observe COVID-19 patients. Moreover, all 
patients' data (image, video) are available for the 
researchers to help them find a vaccine for this pandemic. 
The presented method relies on a recently introduced 
encryption technique, which utilized improved logistic, 
henon, and EC techniques to realize high encryption. A 
block permutation is used to enhance the efficiency of our 
method. Experimental results declare that the presented 
technique could be applied very well to images and video. 
Also, analysis proved that the proposed technique achieved 
the required level of security, and it is robust against 
different attacks 
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