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Abstract: Steganography provides unconventional solutions to pra@mmunication as well as copyright of intellectual pndype

In this paper, we propose a steganographic method thatiexptoime characteristics of the Deoxyribonucleic Acid (DNér hiding
other types of digital content. The proposed work is an esitento [1], as it provides a solution to the problem that the sender and
the receiver have to secretly communicate both the stega-&id the reference sequence. Communicating such infasmatiuld be
suspicious and reveals the secrecy of the steganograpdmnehitself.

Thus, the proposed hiding method is implemented in two m&iges: the first one hides the secret message into somenadere
DNA sequence using a generic substitution technique. Tkepiase employs a self embedding algorithm that randonsigrts the
stego-DNA sequence into the reference one. In this way, ttraaion process can be done blindly and the communicaiarties
don't actually have to exchange anything in advance buteébees key. Furthermore, a DNA-based playfair cipheringigliad on the
secret data before embedding in order to increase the geofithe hiding algorithm. When compared with other hidingthods, the
proposed method showed an outstanding performance pngviigh security and embedding capacity.

Keywords: Steganography, DNA, Playfair cipher, blind extractionjqmrome, self-embedding

1 Introduction natural surroundings of leaves to camouflage itself. Thus,

) ) ~ itwould not be easy for an enemy to identify the insect or
The great advances in computers and their applicationgven recognize its existence.

simplified the creation, manipulation, copying, and . . . .
modification of digital media. As valuable and secret Im‘_act, steganogrqphmtechmques are growing rapidly
providing unconventional solutions to protect the

information are massively communicated through public ) . - : .
channels like the Internet, secure and yet creativeCommunlcatlon of a wide range of d'g'ta! media. D|g|§al
information protection techniques are in great demand!Ma9¢€s atiracted a lot of steganographic efforts mainly

One way to achieve this is to use cryptography.because of their popularity on the Intern&.[Other

Cryptography protects information by transforming it into media formats include: audio trackd][ video streams

- : - : 5), file systems §], networks [f] and more interestingly
an incomprehensive format (cipher text) which can then[ . ?
be deciphered using some kind of a secret iy [ 3D Objects 8]. Thanks to the Human genome project,

Although cryptography protects the data during thelarge amounts of genetic data are now available through

transmission stage, this protection cannot be guarantegp!Plic access databases. Thus, Deoxyribonucleic Acid
after subsequent decryption. On contrast, Steganograp NA) Séquences areé now con's[dered the new candujates
techniques hide the information into some innocent dded to the list of media for hiding other types of digital
looking “cover media”in such a way that the resultant content.

“stego media’is perceptually indistinguishable from the  Encoding information into DNA sequences can have a
original one. Exactly like a leaf insect when it exploits the variety of applications. These techniques can be used for
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copyright protection of genetically engineered organisms [ —_ @y
gene therapy, transgenic crops, tissue cloning and DNA ‘ 2 | i Pa ’ - 3
computing. It can also be used to facilitate long-term data m ﬁ C
storage in the genome of a living organism such as ! sender | | Roceiver 5-"01} el
Bacteriap]. DNA-steganography can also be utilized to ! 9 “‘é’"‘g :
improve hybrid cryptosystems. An innovative approach y,

was proposed bwp] to achieve a secure communication : {‘ f g; ! ; %;; >
using a combination of cryptography and DNA-based ™ = | ; & |

steganography. According to suggested protocol, e o, |
symmetric crypto-key is embedded into a DNA stream by | ;

Cover DNA Encrypted
Message

one party and communicated to the other one. Once the 9 * & | % 6
receiver successfully extracts the key, it can be used tc: C G & : +P
establish a symmetric connection reducing the need for; <~ G %' | o &
public cryptography. e - Embediing | | " Buaoias

In this paper, we present an innovative scheme for | *e===s 9 4 ﬁ
DNA-based Steganography. As shown in figurethe 3 S ’?’ ~-,
proposed method is divided into two main processes: the ! \\xﬁ - S\S‘

embedding process which is carried out by the sender
while the extraction process is carried out by the ! ! .
receiving party. The sender follows a number of stepsin =~~~ T . ””””””””””””””””
order to hide his secret message into some “cover’DNA “ﬁ

sequence. One of these steps uses a DNA-based Playfa..

cipher [L1] to transform the secret message into an
encrypted DNA sequence. By doing this we actually
achieve two goals: first increasing the security of the
hiding algorithm, and secondly making advantage of the
similarity between the encrypted data and the cover

media. The embedding step is carried out using a ) ) , .
complementary substitution algorithm. On the other hand MeSSage on a paper in a micro-dot fashion. Later in
the receiver can extract the hidden message by simplnother publication3] they proved that the amount of
reversing the steps of the embedding process. Notice thatime required to crack DNA-based steganography is long
the extraction process can be done “blindly"without the €ough to qualify the technique as essentially
need to the reference sequence. Therefore, the sender aHjPreakable. More watermarking techniques were
the receiver do not actually have to exchange anything ifntroduced to protect R&D investments in DNA
advance but the secret key. computing L4[15[16].

The rest of the paper is organized as follows: section 2 All of these techniques were mainly developed for
gives an overview on the literature of DNA-based hiding steganographically hide information into live molecular
techniques. Next, section 3 provides a quick glimpse onPNA. Obviously, the implementation of such methods
some preliminary properties of DNA sequences. Inmust support by the availability of different sequencing
section 4, the steps of the proposed algorithm areand hybridization facilities to conduct experiments on
explained in detail including the ciphering step as well asbiological samples. In addition, these approaches suffer
the embedding and the extraction modules. Later infrom natural biological errors such as mutation. On the
section 5, we will provide a theoretical analysis of the other hand, few methods regarded DNA as an information
proposed approach in terms of capacity as well ascoding medium that can be stored in a digital form,
robustness against attacks. Finally, section 6 introducegollected in databases, and easily distributed through

the experimental results as well as a comparative studgiscussion groups just like any other kinds of files. In this
with other existing techniques. case, and due to the high randomness of DNA space, it

will be really hard to distinguish between a real DNA

sequence and a fake or “pseudo”one.
2 Related Wor k The work presented inl]7] addressed “arithmetic

encoding’as a way of hiding data into DNA sequences.
One of the earliest tries in applying information hiding The idea of the algorithm was based on the feature of
schemes on biological DNA appears it?]. The authors codon redundancy. That is, different codons can be
synthesized a DNA strand that encrypts the secremapped to the same amino acids at the translation stage
message. The message sequence is then copied aoflthe central dogma. Thus, it starts by converting the
camouflaged within a huge number of similarly sized secret binary sequence into a decimal number between 0
fragments of human DNA. In their proof-of-principle and 1. Then in order to hide that number into the cover
experiment, they succeeded to send the DNA-containinddNA, arithmetic encoding is employed to parse through

Ve ' i
Stego-DNA e ! Stego-DNA !
i

Fig. 1: The proposed DNA-based secure steganographic channel
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the different codon tables. The length of the resultant
stego-DNA depends on the precision of the embedded
fraction that obviously affects the accuracy of the blind
retrieval process.

Three more theoretical methods were introduced in -
[1]. The proposed techniques select a reference sequence 1
upon which the sender and the receiver agree before the _EM
transmission takes place. The sender then embeds the
secret message into that sequence producing another
DNA sequence. The embedded sequence can then be
communicated between the sender and the receiver
through public networks. However, the receiver can not
recover the secret message without the help of the
reference sequence. The problem with this scenario is that
communicating such information could be suspicious and
reveals the secrecy of the ifd]§teganographic channel
itself. A modification to the insertion technique presented
in [1] was proposed ir[g].

. . L. . Fig. 22 The complementary base pairing structure of the DNA
3 Biological Preliminaries

n rry the physical and functional traits that ar . . . .
Saesseesd %?1 f)r/omeor?e)éseiaer;iodn (;Jf t():io?ogicalaofganaiismatgmeresnng thing about this rule is that for every b.ase (b)
the next. The genetic information is stored in the form of in the DNA sequence, the following property holds:

DNA molecules. According to th@atson-Crick model, a C(b) #C(C(b)) #C(C(C(b))), be{AG,C,T}

DNA molecule consists of two polynucleotide strands

coiled around each other in a double helix structdig.]  WhereC(b) is the complementary of the balse

In effect, each strand of DNA is made up of building
blocks called nucleotides or bases. There are only four
kinds of bases: adenine (A), guanine (G), thymine (T) and
cytosine (C). As shown in figurg, these bases pair up in | zxampie:
a unigue complementary way, where A pairs with T and
G pairs with C. Hence, a DNA sequence can be
represented as a linear set of characters representin| 00001011011000110110001110001101
nucleotides such as:AAGTCGATCGATCATCGA.
Furthermore, every three adjacent nucleotides consttute
single unit known as the codon. These codons are
“read”and eventually translated into chains of amino
acids, which form a protein in a long and complex
process called Central Dogmz(.

Looking at DNA as a coding medium makes it
convenient to adopt some coding rule to convert this

bits
00

01

10

w
Q
7
@

AAGTCGATCGATCATC

-0 0P

Fig. 3: A digital coding of DNA bases

string of bases into binary form and vice versa. One of

these rules actually maps each base to a 2-bits numbe | Watson-Crick base pairing \ A Generic base pairing
For example, according to the rule shown in fig@rehe Base  Complement Base  Complement
bases A; C; G and T are mapped into 00, 01, 10, and 11 A L : ;
respectively. In addition, figure4 shows how the f E G A\
complementary of a given DNA sequence can be i A i G
computed. The Watson-Crick complementary rule states

that A pairs only with T and C pairs only with G and vice
versa. However, another interesting complementary rule
was proposed inl]. They suggested that each base can Fig. 4: Complementary rules for the nucleotide bases of DNA
be assigned a complement according to any generic

complementary rule as the one shown in Fig8e

According to this rule, the complementary base of A, G,  Of course, we can generically propose different
C,and T are C, T, A, and G respectively. The mostcomplementary rules that satisfy the above property. In
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this case, one can define his own rule and utilize it withinrespectively, and the letteZ] will take one codon from
the hiding technique as will be illustrated shortly in the (Y). Finally, the start codon is neglected since it is
embedding module. typically the amino acidN!).

4 The Hiding Method Table 1. A Mapping of the 64 codons of DNA onto the 26
English alphabets
In this section, we are going to give a detailed description

of the main steps of the proposed steganographic
approach as they appear in figureThen, a more formal A R Rt = LA
and structured pseudo code is given and listed in[—¢ TGT. TGC P CCT, CCC, CCA, CCG

. . . . D GAT, GAC Q CAA. CAG
Algorithm 1. Finally, a step-by-step illustration of the E GAA. GAG R CGT. CGC. CGA. CGG
hiding process is given using “Rev:25Jan”as the messag—s - = Erpe
and “EGYPT”as a key. For thg sake. of simplicity, .the I“J ATEA;EA;A 2 T aor
cover is accessed in a sequential fashion. However; in the - — v Encch
actual implementation (as shown &lgorithm 1), the 3 CTT.CIC, CTA. CTG Y TAT

M ATG 4 TAC

order by which the cover bases are selected for

embedding is determined by a random permutation

function that depends on the secret key. This ensures that;

even if the embedding algorithm is known, only recipients  |n this case, the rules of the classic Playfair cipher can

who know the corresponding secret key will be able tobe applied on the coded codon character symbols.

extract the message correctly. Eventually, a header is added to resolve the ambiguity
caused by the codon redundancy. Now, the ciphered DNA
sequence can be converted back into a bit stream that

4.1 The DNA Playfair Cipher represents the cipher text. However, here we prefer to
keep the encrypted data in the DNA format making

This step can be considered as a preprocessing step thagvantage of the similarity between the encrypted

can be used to encrypt the secret data before th&essage and the cover media.

embedding process takes place. A number of

cryptography techniques inspired by DNA have been

recently proposed2[l] ,[22). In this paper, we adopt a 4.2 The Embedding Module

DNA-based implementation of the very well-known

Playfair cipher as proposed id]]. Unlike the traditional  In the first step of the hiding process, the encrypted

Playfair cipher which limits the plaintext to the form of DNA-message is hidden into the cover DNA sequence by

alphabets, this new implementation allows the cipheringmeans of a novel substitution procedure. Next, the

of any kind of binary data such as text, audio, or evenresultant stego-DNA is randomly inserted into the cover

images. That is, assuming that the secret message MNA to guarantee that the extraction process can be

consists of a binary sequence, it can be transformed intperformed blindly. Finally, instead of adding some header

sequences of DNA nucleotides through some DNA digitalinformation about the size of the embedded message, a

encoding rule such as the one shown in figBire very unigque palindromic DNA structure is used to signal
This coded DNA sequence forms the input to the the end of the hidden message.

ciphering algorithm which proceeds as follows. First, a

chain of codons is constructed from the DNA sequence

according to the standard universal table of amino acidst.2.1 The Substitution Phase:

[23]. However, although we have 64 different codons,

they only code for 22 unique amino acids, each one ofAs the name implies, th&enericComplementaryBase

them is given an abbreviation, and a single characteSubstitution GCBS) phase replaces some bases of the

symbol, except the START and the STOP codons. Thuscover sequence with their complementary nucleotides

the second step in the ciphering algorithm maps eachlepending on the contents of the message and some

codon to its corresponding character symbol in order togeneric complementary rule. As shown in figuretwo

construct and use the Playfair matrix. DNA sequences are input to the embedding process; the
However, in the universal table of amino acids the encrypted messag€Smsy = My, Mp; Mg;...;Mp), and the

lettersB, O, U, X, andZ are missing, so the authors in cover sequencgS = s1;%;Ss;...;Sh), to produce the

[11] suggested a redistribution of the codons over thestego-DNA sequence(S = s;;s,;S;;...;S,), Where

complete set of alphabets. As illustrated in talbjethe  p=|Sng|, N=|S|, andp<n.

letter B) is assigned to the 3 stop codons, the lett€s ( That is, any selected cover basg) is substituted by

U, X) share two codons from thé (R, S) amino acids its complement depending on the value of secret base

(@© 2016 NSP
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(my) to be hidden. More specifically, ify is A, then the  long. Therefore, we choose to minimize this space in order
cover base; is left unchanged, otherwise si is replaced by to be able to hide as much information as possible.
it complementC(s;j),CC(sj) or CCC(s;j) according to the
following rules:
4.2.3 The Insertion phase:

A s Now, it is clear that the recovery of the originally

C—C(s) embedded message bades) can’'t be done without a
Messagebase G — CC(s)) Stegobase reference to the original cover sequence. Thus, we

T — CCC(s)) suggest a self embedding strategy in which both

sequences théS); resulted from the substitution phase,

where C(sj) is computed using the generic and the coverS) are packaged into one sequer(&)

complementary rule illustrated previously in figude  using an insertion method similar to the one introduced in
This substitution mechanism is capable of embedding ondl]. That is, the cover and the message sequences are

message base into another cover base doubling the hidinghopped into segments of random lengths that are
capacity achieved inj. eventually concatenated producing a sequerigg)

whose length equals to«2 S |. In this case, it will be
possible to inverse this process to sepat&efrom (S’)

4.2.2 The End-of-Message Signal: in order to blindly carry out the extraction process as will
be illustrated shortly.

At this point, there is an important question need to be

answered: what about the size of the embedded MesSSag¢i[ igrinm & The Hiding Process

One trivial answer would be to use a 16-bit header; for i[mput s: A refrence DNA sequence, used as a cover media
example, to record the size of the message. However, her e

] Key : asecret Key word
1

we suggest another solution that is very specific to the:| ouput: s: A fiked DNA sequence embedded with the sceret message
DNA structure of the cover medigalindromic motifs. In
fact, the meaning of palindrome in the context of genetics
is slightly different from the definition used for words and
sentences. That is, since the two strands of DNA always
pair according to a fixed biological complementary rule, a
single-stranded sequence of DNA is said to be a
palindrome if it is equal to its complementary sequence
read backwards 24]. For example, the sequence
ACCTAGGT is palindromic because its complement is
TGGATCCA, which is equal to the original sequence in
reverse complement.

Hence, we suggest searching for a specific
palindromic sequence in the cover DNA and use it as a ———
signal to the end of the embedded message. The propoSe![  step 53 [ wuncate 5" to become as long as S
scheme suggests using the shortest palindromic sequen<§ S‘evgtep\ %m e
(W) and embeds it right after the message to INJICAE ItS {5 62 T Gunerme s soquence of random mambers (1 1o .re ) wing v o seed
term|nat|0n Furthermore, the Selected (W) |S padded Wlth i Step 6.3 | Generate a sequence of random numbers (k; ,k; , k3 ... ) using k as the seed
the nucleotide basgt from both sides to become (T W T). Sep6d | Find the smallest infegor dpuch that By 7 5[5

Step 1: | Code Msginto a DNA sequence S, using a binary coding rule

Step 2: Convert S, into an amino acid chain S, and keep the ambiguity sequence in S,
Step 3: | Use the Key to encrypt S.mm, into Sz, with the DNA-playfair Cipher

Step 4 Concatenate S, and Sz, into the message sequence Sy,

Step 5 | The Substitution Phase:

Step 5.1 | Find the shortest complementary palindrome word () in §

Step 5.2 | pad ¥ with base T from both sides and append it t0 5,

Step 5.3 | Letn=|S|and m =| S|

Step 5.4 | Generate aset (p; ,P; ,P3 , .. - Py ) as the random permutation of » using a
numerical value of Key as the seed

Step 5.5 | Initialize S” to be a copy of S

Step 5.6 | Initialize i to 1

Step 5.7 | forj=1tom

if the j” 5, base is equal to A do not change S” at position p;

else if the j* Snsg base is equal to C change S’to C(S”) at position p;

else if the / Snsg base is equal to G change S'to C(C(S")) at position p;
else if the j* Spnsg base is equal to T change S 'to C(C(C(S"))) at position p;

. . . . Step 6.5 | Divide S’ into -/ (5 (57 ,8'y S o S5 ) with longths

This makes sure that the newly inserted palindrome will e s s s 2 Jrcapetariy exbitonsfs mifiual prims,
f : : ; ; Step 6.6 | Divide S int ts (1,572,583, Si—1 ) with lengths

not interact with the surrounding nucleotides producing e T iy e e e i pasbins

another, even longer palindrome. Furthermore, fori
reasons that will be declared shortfy, must be of the | 1%n6% [foriztiord

Step 6.7 | Initialize S” to be an empty sequence

same length as the Cover sequengg Therefore, the I }ﬁiﬁﬁ o
resultantS must be truncated since the length of the Step 69 [ Append s', to 5"
resultant sequences has been changed due to adding tl .
palindromic end-of-message signal.

Itis importantto highlight that, even though we choose
the padding nucleotide base to be (T), it can be replaced
by any other nucleotide instead. In addition, the shortest
palindrome can be replaced by any other particular one4.3 The Extraction module
such as the longest one or it can be randomly chosen. In
fact, this decision is based on the fact that in some reallhe extraction process is the inverse of the embedding
DNA sequences, palindromes can be more that 100 basgwocess. Therefore, it starts with the inverse of the

6.10 Append s; toS”

Step 7 | return S

(@© 2016 NSP
Natural Sciences Publishing Cor.


www.naturalspublishing.com/Journals.asp

1488 NS 2 A. Khalifa et al.: Secure blind data hiding into pseudo...

Input: S AATTCCAAAGAAACAGACTCTACAGCCAGCGAAGGCATGG 4 . 3 . 2 The M essag e Recove ry P h ase
ATTTGCTGGCTGGGGCAAACAGGCAAAGAGAGAGC

Msg : Rev:25Jan

Key: EGYPT

Coding Msg into a DNA sequence
8. = CCAGCGCCCTCGATGGATAGATCCCAGGCGACCGTG

Sumino = PAPSMDUSQATV
Sump = GTCTAAACCTCT

H Using the DNA-playfair Cipher:

Simsg = GACGGAATCGGCACTTTTCACTTAAA
TATACCTGTCAACTTACCGGCT

b the substitution method:

» Shortest palindrome in §: AGACTCT
Smsg = GATGGAATCGCCACCTTTTACTCAAA
TATACCTGTCAACTTACCGGCTTAGACTCIT

N After GCBS :

i
1
1
1
I
]
]
]
1
]
1
]
]
]
]
]
]
1
]
]
1
]
]
]
]
]
]
]
I
1
1
]
]
]
]
]
1
1
]
i
]
l 8’ = TAGAGCAGCCTCATGTGAGCGGAAGCAATCACGCTTATA
]
]
]
1
I
]
]
]
1
]
1
]
1
I
]
]
]
1
]
]
I
I
1
]
1
]
]
1
]
1
]
1
]
]
]
]
]
]
]
I
1

The cover-DNA(S) is now available in separation from
stego-DNA (S). However, not all the bases of S are
actually carrying secret information. So, we need to
search first for the end-of-message signal that was
inserted previously during the hiding process. As shown
in Algorithm 2, this is done by searching for the shortest
palindrome word(W) in (S) followed by detecting the
structure(TWT) in (S) in order to identify the end of the
embedded sequence.

TGTGGCGGTTCAGATAAGAACAGGCAAAGAGAGAGC

“ the Insertion method:
- -9

) r = (16,6,4,3,4,11, 10,17, 19, 9)

The inverse of th&sCBS method can then be carried
out by comparing each stego-bas(eﬁj) with its
corresponding cover bags;) to reveal the value of the
hidden message bagey) and append it to theSys)
sequence. For example,sijf is equal tos , thenm; must
be A. Otherwise, ifs; is equal to the complement sf ,
thenm; can be extracted according to the following rules:

Segments of S”:
TAGAGCAGCCTCATGT | GAGCGG | AAGC | AAT | CACG | CTTATA
TGTGG | CGGTTCAGAT | AAGAACAGGCAAAGAGA | GAGC

N ki =(3,6,3,4,8,3,4,5,1,10)

‘ Segments of S:

AAT | TCCAAA | GAA | ACAG | ACTCTACA | GCC | AGCG | AAGGC |

A | TGGATTTGCT | GGCTGGGGCAAACAGGCAAAGAGAGAGC

Output:  §”= TAGAGCAGCCTCATGTAATGAGCGGTCCAAAAAGCGAAAA

TACAGCACGACTCTACACTTATATGTGGGCCCGGTTCAGATA ]
GCGAAGAACAGGCAAAGAGAAAGGCGAGCATGGATTTGCT
f
]
i

GGCTGGGGCAAACAGGCAAAGAGAGAGC

sj—A
Fig. 5: A detailed example illustrating the steps of the proposed Segobase C(sj) =»C Messagebase
hiding process CC(sj) = G

CCC(sj) =T

insertion process in order to separate the original

cover-DNA from the embedded stego-DNA. Then it

proceeds to the next phase where the inverse of the

substitution process is carried out to recover the encdypte

message in DNA format. Finally, a decryption step is 4.3.3 The playfair Decryption Phase
needed to reveal the original binary message content. The

details of the whole extraction process are also

demonstrated using the same example as shown in figure

6.

Finally, the extracted DNA sequend&ng) should be
4.3.1 The Reference Recovery Phase decrypted using the play-fair deciphering module. As
shown in Algorithm 2, the deciphering process starts by
separating the ambiguity sequen¢&,,,) from the
In this step, the insertion process is reversed to separatencrypted sequencESsc). After that, (Senc) is divided
the original cover-DNA (S) from the embedded into 3-bases long codons and converted to the chain of
stego-DNA (S) and hence we will be able to compare amino acids(Simine) Using tablel. Next, the playfair
them in the coming step. As shown in Algorithm (&?) matrix is constructed using the same key to carry on the
is divided into augmented segmenty8f) and(S) whose  decryption process. The resultant deciphered ct&ig)
respective lengths are regenerated using the same seedn then be converted to its corresponding DNA codons
values adopted during the hiding process. Eventually, thé€S,,) with the help of (Samp) [11. At the end, Sy in
extracted segments are concatenated back into tweonverted into binary representation to recover the
sequences of the same length. content of the original secret message.
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Algorithm 2: The Extraction Process

Input: 8" A faked DNA sequence embedded with the secret message

Key : asecret Key word

Output:  Msg : the embedded secret message

Step 1 The Reference Recovery Phase:

Step 1.1 | Let » and k be two different values derived from Key

Step 1.2 | Generate a sequence of random numbers (7 , 7y 73 ...) using r as the seed

Step 1.3 | Generate a sequence of random numbers ( k; ,k; , k3 ... ) using k as the seed

Step 1.4 | Find the smallest integer 7 such that Xi_; ;> | $"|/2

Step 1.5 | Divide S” into 2¢ segments (s"y,s"; ,8"3, ...... s";_1 ) with lengths
(ri+ ey, v+ ky,r3tks o, 1ioq + kg ) respectively and keep the

residual parts in s"

Step 1.6 | Initialize S’ to be an empty sequence

Initialize S to be an empty seq

Step 1.7 | fori=1tot-/

| | Append the next r; bases to S’

| | Append the next k; bases to S

| Step 1.8 | Append the next 1; bases of s”; to S’

| Step 1.9 | Append the next k; bases of s"; to.S

Step 2: | The message Recovery Phase:

Step2.1 | Letn=|3|

Step2.2 | Find the shortest complementary palindrome word (/) in §

Step2.3 | Generate aset (py ,P2 ,P3 , .. ... Pn )as the random permutation of » using a

numerical value of Key as the seed

Step 2.4 | Initialize S, to be an empty sequence

Step2.5 |fori=1ton

Let b, = base of S’ at position p; , and b, = base of S at position p;

if b, is equal to b, then append A to S,

Key: EGYPT

87 =TAGAGCAGCCTCATGTAATGAGCGGTCCAAAAAGCGAAAA
TACAGCACGACTCTACACTTATATGTGGGCCCGGTTCAGATA
GCGAAGAACAGGCAAAGAGAAAGGCGAGCATGGATTITGCT
GGCTGGGGCAAACAGGCAAAGAGAGAGC

Compute the recovery parameters
n=[87/2=75m==8"|/2=75>t=9

b Reference Recovery:

1 =(16,6,4,3,4,11, 10, 17,19, 9)
ki =(3,6,3,4,8,3,4,5,1,10)
H Detect segments:

8= TAGAGCAGCCTCATGTGAGCGGAAGCAATCACGCTTATA
TGTGGCGGTTCAGATAAGAACAGGCAAAGAGAGAGC

ATTTGCTGGCTGGGGCAAACAGGCAAAGAGAGAGC

b Message Recovery:

‘ the end-of-message signal: T AGACTCT T

‘ Inverse GCBS:
Smsg = GACGGAATCGGCACTTTTCACTTAAA
TATACCTGTCAACTTACCGGCT

H DNA-plavfair Decipher:
S.mine = PAPSMDUSQATV

Samp = GTCTAAACCTCT
Sn = CCAGCGCCCTCGATGGATAGATCCCAGGCGACCGTG

else if b, is equal to C(b, ) then append C to S,

else if b, is equal to C(C(b, )) then append G (0 S,

else if b, is equal to C(C(C(b,))) then append T 10 Sy,

if the pattern (T W T) exists in S,,,, then truncate S,,,, and exit the loop
The Deciphering Phase:

Step 3.1 | Parse Sy, to separate the ambiguity sequence in S, and the encrypted

sequence in Sz,

Step 3.2 | Convert Sg,. into amino acid chain S,

Step 3.3 | Use the Key to decrypt Sy into Sp,. with the DNA-playfair deciphering

Step 3.4 | Use S, to convert Sy, back to a DNA sequence Sy,

Step 3.5

Output: Msg = Rev:25Jan

I
'
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
'
1
1
1
!
1

‘ 8§ =AATTCCAAAGAAACAGACTCTACAGCCAGCGAAGGCATGG !
1
1
1
1
1
1
1
1
1
1
1
1
1
1
'
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Step 3:

Fig. 6: detailed example showing the steps of the proposed
extraction process

Convert S, into the binary representation Msg

Step 4: return Msg

3
sizeof messageinbits 7 * ISx2 3

ity = = : = =2
Capacity sizeof coverinbases IS prn

5 Performance Analysis

5.1 Hiding Capacity: 5.2 Robustness
For an attacker to discover the secret message, the
The payload provided by a steganographic techniqueollowing information must be known:
represents the maximum hiding capacity offered by this
algorithm. In other words, it measures the maximum size
of bits that can be embedded into the cover media. Here
in the case of DNA media, the hiding capacity is
measured in bit-per-nucleotidiegh).

Once more, assuming that the length of the cover DNA . ] ) ) )
(S) equals td S|; which reflects the number of nucleotides Regarding the first point, the attacker will be faced with
Composing its sequence, the proposed (GCBS) a|gorithnthe prOblem of flndlng the sequence of numbers generated
can hide one message base per cover base. In other word®/ random seeds and k denoted as'y;ra;...;rp and
any given DNA sequence can hide a secret sequence thatks: kz; ...;Kp respectively, which are used to separate the

as long as itself. However, according to the Playfair cipherSecret sequenceS) and the cover sequeng®) in the
insertion phase. An attacker may have to try all the

: 3
explained above, onIX of these bases represent the aCt“alpossibIe combinations. The authors &f §howed that the
total number of guesses needed to achieve that can reach:

1.The random number generator and the two seeds used
in the insertion phase.
' 2.The complementary rule.
3.The Binary Coding Scheme.
4.The Playfair ciphering technique.

o i
message bits, since the remaininghould be reserved for

the ambiguity bases. While each nucleotide base actually -
represents two bits of the binary messagg,(the overall m m m m, m _om_
hiding payload of the algorithm can be expressed as: (m— 1)+(m— 2)+(m— 3)+"'+( 0 )= .;(m— 1—i )=2"-1
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Where m represents the length of the message andable 2: Results of hiding30K bytes of text messages into
different DNA sequences

m, . . o .
( i ) is the set of alli-combinations ofm. Since the Sequence Length (bp) | Shortest Palindrome | Miax Capacity(KE) | Aciual Payload(%%)
AC153526 200,117 TATATA 36.64 81.87
i . o AC167221 204,841 TAATTA 37.51 79.98
Summa.t!ons Ofrls and k|s a‘,’e equal t0| S |' the AAEX02030934 255,827 GGATCC 46.84 64.04
probability of an attacker making a successful guess at ANEX02030044 | 281970 ABGCTT 5163 .11
H H S 1 AAEX02030982 237'468 CCTAGG 43.48 68.99
th|S Stage I ‘S 2" AAEX02030999 229:935 GGCGCC 42:10 71:25
(2 _ 1) ADDNO01000038| 221,439 CAGCTG 40.54 73.99
ADDNO01000040| 202,059 ACTAGT 36.99 81.09
For an attacker to guess the complgmentary rule used,,oonco000e0) 20205 AcTAsT 30.99 108
he/she has to check all of the possibilities. However, there aoonoioooioz| 214545 GCCGGC 30.28 76.36
ADDNO01000119 223,765 GTCGAC 40.97 73.22

are only six legal complementary rules that actually maps
each nucleotidex to a complementC(x) such that
C(x) # CC(x) # CCC(x). Therefore, the probability of

making a correct guess at (Z)gs Similarly, since there hidden data. However, the proposed approach

are only 4 nucleotides, the the probability of an attackeroUtPerforms all the other techniques in terms of capacity.
. _ 1 In fact, it offers nearly double the hiding capacity of the

making a successful guess at coding rulegjssince the  substitution method suggested bg].[ Furthermore, it

number of possible coding is 4k 24. Thus, the outperforms the method proposed ir] in terms of both

probability of an attacker making a successful guess tocapacity and blind extraction.

crack only the hiding phase of the proposed method can Furthermore, table 4 gives an overview of the

be formulated as follows: robustness of the proposed method against brute force
attacks in comparison with the three hiding techniques
_ 1 1 1 suggested in]]. It actually combines the advantages of
Por = (2IS —1)2 *8 24 both the substitution as well as the insertion methods.

With | S| can exceed hundreds of thousands, it is

almost impossible for an attacker to extract the hiddenTabl 3 A ison bet th d hidi h
message. Therefore, no matter how easy or difficult it is' 22 € > A comparison between the proposed hiding approac

to conduct a frequency analysis on the ciphertext in ordeland similar methods

. . 3 ,_Provider Approach Capacity (bpn) | Blind?
to break the Playfair cipher, the security of the proposed=grrgr Tossiess compressionbased 578 i ‘
scheme actually relies on the secrecy of the information Difference expansion-based 0.11 v
hiding itself to avoid any suspension that may lead the ="M Insertion method 058 -

g y p y Complementary method 0.07 X
attacker to further analysis. Substitution method 0.82 x
Atito [18] Playfair-Insertion method 0.14 X

Theauthors | Generic Complementary Base Substitutipn 1.5 N

6 Results and comparisons

The purpose of this set of experiments is to evaluate the
performance of the proposed method. As shown in Tablerable 4: Robustness comparison between the proposed hiding
2, twelve DNA sequences were used as a test sampleapproach and the methods proposedilin |
Each sequence is identified by its accession number aShpproach Pt
drawn from the database of the Genebank. In addition, a msertion method L O S
30k bytes of randomly selected textual data is used as thecomplementary method =
secret message. In each case, the shortest palindromeussiiution method
used as the end of message signal is shown. Furthermore
the maximum capacity offered by the cover sequence well
as the actual payload occupied by the message are shown
in the table.

In the following set of experiments, the proposed
method was compared with other DNA-based hiding .
schemes. This comparison spotted a number of/ Conclusions
differences between these methods with respect to two
data hiding parameters: capacity and blindness. Within this paper, a novel steganographic method was
blindness we mean that the hidden message can bproposed. It exploits some basic properties of the
retrieved without the need to the cover sequence use®eoxyribonucleic Acid (DNA) and utilizes them as an
originally in the embedding stage at the sender side. A®ncoding medium to secretly embed any kind of digital
shown in table3, both the proposed method and the data. The proposed hiding method is implemented in two
methods suggested b24] allow blind extraction of the main levels: In level one, the secret message is hidden by

163105 " 2%
1 « 1
(2s-12"6

Generic Complementary Base SubstituG@BS 1 1

29-12"8 2
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a substitution method into some reference DNA sequencg11] S. Mona, H. Mohamed, N. Taymoor, and K. Mohamed
In level two; an insertion technique is used to embed the Essam, "A DNA and Amino Acids-Based Implementation of
modified DNA sequence into the original reference  Playfair Cipher,” International Journal of Computer Scien
sequence. In this way, only the resultant stego-DNA  and Information Security, vol. 8, pp. 126-133, 2010.
needs to be sent through secure communication to thé&l2] C. T. Clelland, V. Risca, and C. Bancroft, "Hiding megea
receiver. In this case, the secret message can be blindly in DNA microdots,” Nature, vol. 399, pp. 533-534, 1999.
retrieved without the need to separately communicate thél3] I R. Viviana, "DNA-based steganography,” Cryptolagi
reference sequence. Furthermore, in order to increase the VOl 25, pp. 37-49, 2001. , . .
security level of the proposed method, the secret messadé‘” M. A”rlta_ and Y. Ohashi, "Secret Signatures Inside Geimom
is encrypted using a DNA-based Playfair cipher before ZD(;\IO'Z’ Biotechnology Progress, vol. 20, pp. 1605-1607,
the'P;]demgefggﬁfnsgn?;}ufggusli;r tsljsing various referencel 2] D-Heider and A. Barnekow, "DNA-based watermarks using
- - the DNA-Crypt algorithm,” BMC Bioinformatics C7 - 176,
DNA sequences, showed that the average processing time | - 8, pp. 1-10, 2007.
Of. t.he proposed scheme can .be esnmated_ to be 5'ﬁG] D. Heider, M. Pyka, and A. Barnekow, "DNA watermarks
milliseconds per cover nucleotide. In addition, when

! . T in non-coding regulatory sequences,” BMC Research Notes,
compared with other similar hiding methods, the > . 12592039_ v sed

proposed tgchnique providgd an outstanding performapcan F. P. Petitcolas, B. Shimanovsky, J. Feng, and M. Pd#on
not only with respect to blindness, but also in capacity  »Hiding Data in DNA,” in Information Hiding. vol. 2578, ed:
where it offers nearly double the hiding capacity of the  gpringer Berlin Heidelberg, 2003, pp. 373-386.
best among them. Finally, the robustness of the suggestegds) A. Atito, A. Khalifa, and S. Rida, "DNA-based data
hiding method was investigated showing that it is almost  encryption and hiding using playfair and insertion
impossible for an attacker to guess the hiding parameters techniques,” Journal of Communications and Computer
in order to correctly extract the secret message. Engineering, vol. 2, p. 44, 2012.
[19] A. Ghosh and M. Bansal, "A glossary of DNA structures
from A to Z,” Acta crystallographica. Section D, Biological
crystallography, vol. 59, pp. 620-626, 2003.
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