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Abstract: The vast majority of traditional control strategies aim at the scenario thgtrispagation is driven by reaction processes
from nodes to all neighbours. A novel and effective control strafegyestraining epidemic spreading in the situation that epidemic
pathways are defined and driven by traffic flows is proposed in thisrphis performed by deleting edges in proper order according
to their weights. The advantages of our control strategy are of facilitypeaxtical importance that such a strategy can better retain the
integrity of networks. Simulation results show that the control strategy aiatidgleting edges according to the product of the degrees
of two nodes of the edge is proved to be more effective. Moreoveanayze the curve of critical epidemic threshold on deleting more
and more edges and find that there is a sharp transition at the criticabfteinkicking out a certain fraction of edges.
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1 Introduction account the possibility of nodes removal due to death or
acquired immunization, and thus nodes run stochastically

Since the seminal work on the small-world phenomenonthrough the cycle susceptible infected— susceptible.

by Watts and Strogat] appeared in Nature in 1998 and It is generally used to study epidemics leading to endemic

on scale-free networks by Baii and Albert 2] one  States with a stationary average density of infected nodes.

year later in Science, the studies of complex networksAssume that a susceptible node will be infected by a

have attracted more and more interest in recent years. Theertain infected one during one time step with probability

important issue is to understand how the network effectsv, and the recovering rate of infected onesisThen the

influence dynamical processes taking place upon it. Manyeffective spreading raté is defined as\ = v /o for the

models have been proposed to characterize the epidemigisease. Without lack of generality, we set can&et 1,

spread among human, animal, and pla8t4]5,6]. In since it only affects at the definition of the time scale of

those most extensively studied models, an individual isthe disease propagation.

represented by a node which can be classified in three

states: susceptible (which will not infect others but may

be infected), infected (which is infective) and recovered2 Models

(which has recovered from the disease and has

immunity). On the basis of those former studies, how toln the previous epidemic spreading model which assumes

control the epidemic spreading is one of the hot topics ofthat each node’s infectivity is strictly equal to its degree

recent research taking place in complex netwoiks,p, each infected node will contact every neighbor once

10,11,12]. within onetime step and infect them with a certain
A simple model often used to study the generic probability. However, lots of networks are found that the

features of epidemic spreading is the SIS model, which isnodes only interact with some of their neighbors at

often used for these in which the infected nodes will intervals. For instance, Internet connection at a giver tim

return to the susceptible state again and does not take intdepends on the specific traffic and routing protocols. In
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this paper, we also investigate the propagation procestaditional random-walk betweenness introduced by
driven by traffic flows along the shortest path. The Newman as follows15]:
traffic-driven epidemic spreading SIS model can be

described as follows: all the nodes can create packets with _ Sgt li(st)
addresses of destination, receive packets from other brw(i) = nn=1)/2 (2)

nodes, and route packets to their destinations; at each
time step, an information packet is generated at every We give our control strategies as follow: at first, we
node with probabilityB3, with randomly chosen sources defined the weight of the edge linking two nodeand
and destinations and all the packets are forwarded ong,wij, in different way according to different control
step toward their destinations through the shortest pathstrategies as shown in Table 1 which will not be changed;
each node has unbounded packet delivery capability fothen we sort the edges by their weights from large to
simplicity which means congestion cannot arise in thesmall to delete a fractiorfe of the edges ranked first.
model; a packet, upon reaching its destination, is removedHowever, we should maintain the integrity of the network
from the system; a susceptible node has an effectivevhich means that, if deleting an edge will cause some
spreading rateA of becoming infected every time it nodes to be disconnected, we will not delete it, and go to
receives a packet from an infected neighbor while thedeal with the edge ranked next.

recovering rate is fixed to 1 for simplicity.

In the familiar immunization strategies such as 1apie1 The Weight of Edge in Different Control Strategies
random immunization4] and targeted immunizatior®],

they focus on how to immunize nodes to realize the WeightofEdge =~ RBP ~ DP ~ SBP  EB
control of epidemic spreading on complex networks Wi j Brw (i) *brw(j) ki*kj D (i)+bn(j) @;
which often isolate the related nodes from networks and

break the integrity. In this paper, we propose a new
control strategy which can maintain the integrity by
deleting some edges.

In a BA network withn nodes and BA parameten,
there are totallyn«+ m edges. And there should be at least

. L n—1 edges to maintain the integrity of the network. So
The edges have close relationship with the nodes they, o o Eick out aboutnxm— ng_ 1§/z nx(m-—1) at

linked. The degredx of nodei which has been widely most, that is(n# (m—1))/(n*m) = (m— 1)/m of the

used to describe the importance of a node is usually,a gmount. In BA networks, the average node degree
defined to be the total number of its links. However, itis _ < _ 5, s the fraction of edges we can kick out is
just a local measure of a node. Another importantém—l)/m:’(<k>—2)/<k>.After kicking out some

measure that takes advantage of the global information 0f 46 ‘there are fewer connections between the hub nodes
a network is betweenness. The most widely used is that of;,

Freeman 13,14], called shortest-path betweenness of
nodei, which is defined as:

hich are always super spreader, a larger effective
spreading rate is expected to make the epidemic become
endemic. But after deleting< k > —2)/ < k > of the
total edges, the network become a treelike topology and a
o(s,i.t) smaller value of spreading rate can cause epidemic. So
bet (1) :Z : ; (1)  there must be a critical point where a phase transition
5 a(st) occurs, if more edges are deleted, the effect of the control
strategy is less obvious.
where o(s,i,t) is the number of shortest paths between
nodess andt that pass through nodeand o(s;t) is the
total number of shortest paths between ned@dt, and 3 Simulation Results and Analysis
the sum is over all pairs,t of all distinct nodes. In the
same way, to find which edges in a network are mostiy's of first importance to obtain the critical epidemic
between other pairs of nodes, we generalize Freeman'gresholdA. of networks where a phase transition occurs
betweenness centrality to edges and define the edgfRom absorbing phase (healthy state) to active phase
betweenness of an edge linking nodesnd j,&j, as the  (infected state). This critical threshold can best reflect
number of shortest paths between pairs of nodes that ruthe maximum capability of a certain network handling
along it. epidemic spreading. If the value &fis above the critical
Epidemic, however, more likely spreads aroundthreshold,A > A, the epidemic spreads and becomes
randomly, infecting who it encounters. To address theseendemic. On the contrary, the epidemic will die out
problems, Newman suggested a more sophisticategradually. We are interested in determining critical
betweenness measure, usually called random-walk flovthresholdA; in order to address which kind of control
betweenness. The random-walk betweenness of a nodestrategy is more susceptible to phase transition and
is equal to the number of times that a random walktherefore epidemic spreading. By using mean-field theory,
starting ats and ending at passes through along the  Pastor-Satorras and Vespignani figured out the epidemic
way, averaged over afl andt. In this paper, we use the threshold of the traditional SIS dynamics model where
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Fig. 1 Ac VS f for different control strategies in the traditional F19- 2 Ac VS fe in the traffic-driven SIS modeh = 1000 and
SIS model in the BA networks with= 1000 nodes. an=2,b) M=2.8)f=1,b)p =2.
m=4.

Fig. 1 shows the critical threshold of different control
epidemic spreads to all the neighbors, the criticalstrategies in the traditional SIS model (In all simulations

epidemic threshold. is given as follow 16]: we generate 50 instances, and the result is the average of
the 50 instances). One can see clearly from Fig. 1 that
A — <k> 3) while edges are deleted continuously, the value of
T <k > spreading threshold is increasing gradually which means
; PP deleting edges has great effect on restraining the epidemic
where k denotes the degree, witk --- > indicatin - , L ;
average over all nodes. g ¢ spreading. And the different definition of the weight of

While in the traffic-driven SIS model where the €99€S .hasllittle effect on the control strategies.
epidemic pathways are defined and driven by traffic While it changes to the other situation where the

flows, the critical epidemic threshold is [17]: epidemic pathways are defined by traffic-driven, different
curves of threshold are derived, as shown in Fig. 2. In

<b> both Fig. 2 (a) and Fig. 2 (b), no matter how much the
Ac= <P2>+B+n 4) packet generation rate is, the curves of epidemic threshold

present an inverse U shape which always goes up when

wherep is the packet generation ratejs the total nodes fo <0.5 and declines when more edges are deleted in all
number, andb denotes the shortest-path betweenness otontrol strategies. Especially, when0f < 0.1 of edges
a certain node, with< --- > indicating average over all are deleted, the value of epidemic threshold increases
nodes. rapidly. It shows that all control strategies are much more

To find out which control strategy is more effective, efficient while kicking out a small fraction of edges with
numerical simulations will be performed on the BA large weight, whereas the efficiency will be lower when
network to get the critical epidemic threshold. BA more than half of edges which can be deleted are kicked
networks withn = 1000 or 1500 nodes are generated andout. And whennsx (m— 1) edges are deleted, which
the parametem is different for comparison. And is the meansfe = 1 and the number of edges is almost equal to
fraction of deleted edges of the« (m— 1) edges which  the number of nodes, the network will be modified to a
can be deleted while maintain the integrity of the treelike topology that only one shortest path between two
network. It means that whefy is up to 1, there are still nodes. The epidemic can become endemic with a very
about 1 — 1) edges in the network. smaller spreading rate.
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Fig. 3 A¢ VS fe in the traffic-driven SIS modeh = 1000 and

m=4.a)B=1,b)3=2.

Fig. 4 A¢ VS fe in the traffic-driven SIS modeh = 1500 and

B=1.aym=2,b)m=4.

Fig. 5 A¢c VS fe in the traffic-driven SIS model in the email
network,3 = 1.

If a more thorough study is carried out on the epidemic
threshold of four strategies as shown in both Fig. 2 (a) and
Fig. 2 (b), we can discover that there is only some slight
difference between the four strategies. As a result, we can
choose the control strategy DP, where the weight of edge is
defined as the product of the degree of the node at the end
of the edge, as the best one for constraining the epidemic
spreading in complex networks. For one thing, to calculate
the degree of a certain node is using only local information
while the others need to know the topology of the whole
network; for another, it takes the least time to calculate
while the time complexity of calculating the shortest-path
betweenness of node is up@jnd).

Comparing Fig. 2 (a) and Fig. 2 (b), we also notice
that while the packet generation rate is doubled, the
epidemic threshold is reduced to half which agree well
with formula @). In traffic-driven epidemic spreading SIS
model, epidemics only spread through links which
transfer the packets, thus the number of nodes which can
spread epidemic is based on the paths at every time step.
At lower packet generation rate, there are only a few
packets traveling throughout the network and a majority
of nodes do not interact with others, so the epidemic
simply dies out. When the packet generation rate
increases, there are more links between nodes which
spread the epidemic to a larger fraction of nodes in the
network. So the epidemic spreads and becomes endemic
even it has a smaller spreading rate itself.

To further demonstrate this proposition, we change
from 2 to 4. The results are shown in Fig. 3. All the curves
show a common property which is the same as shown in
the previous figures: the epidemic threshold increase along
with the fraction of deleting edges in traditional SIS model
while it has a sharp transition after deleting about half of
edges which can be deleted in traffic-driven SIS model.
And DP strategy is also proved more effective.

Then we check the validity of DP control strategy with
different parameters. The results are shown in Fig. 4 which
also presents the same feature.
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Finally we employ a real-world network to test our test [6] O. Diekmann, J. A. P. Heesterbeek, Mathematical
DP control strategy which is the E-mail network with 1133 epidemiology of infectious diseases: model building,
nodes 18]. As shown in Fig. 5, the epidemic threshold is analysis and interpretation. JohnWiley & Sons, New York
enhanced by 38.5% while kicking out only 10% of edges.  (2000).

It means our DP control strategy also makes effect in some[7] R. Pastor-Satorras, A. Vespignani, Epidemic spreading in
real-world network. scale-free networks. Phys. Rev. Lett., 86 (2001) 3200-3203.

[8] Z. Dez® and A. L. Barahsi , Halting viruses in scale-free
networks. Phys. Rev. E 65 (2002) 055103.
. [9]R. Pastor-Satorras, A. Vespignani, Immunization of
4 Conclusions complex networks. Phys. Rev E, 65 (2002) 036104.
[10]R. Cohen, S. Havlin, D. Ben-Avraham, Efficient
The research purpose of control strategy is to restrain  Immunization Strategies for Computer Networks and
epidemic spreading to the greatest possible extent. Four Populations. Phys. Rev. Lett., 91 (2003) 247901.
control strategies are proposed in this paper. By deletingl1]R. Pastor-Satorras, A. Vespignani, Epidemics and
some edges with larger weight, simulations have immunization in scale-free networks. In Bornholdt S,
indicated that the critical epidemic threshold is enhanced ~ Schuster H G, Handbook of graph and networks. Berlin:
greatly which means the proposed strategies can _ Wiley-VCH (2003).
effectively control the epidemic. The strategy which [12] C._ Castellano, e_lnd _R. Pastor-Satorras, Thresholds for
deletes the edges according to the product of the degree of €pidemic spreading in networks. Phys. Rev. Lett, 105
the nodes at the end of the edge is proved to be the moﬂ (2010) 218701. )
feasible. And there is found a transition at the critical 131 L C. Freeman, A set of measures of centrality based upon
point after kicking out about half of edges. Though our , . PetWeenness. Sociometry 40 (1977) 35-41.,
control strategy may be less cost effective than the[14] L. C Fr_eeman, _Centrallty in social networks: Conceptual
. . . L . . clarification. Social Networks 1 (1979) 215-239.
traditional strategies, it can maintain the integrity oé th

hol k which Kes it i hwhile i [15] M. E. J. Newman, A measure of betweenness centrality
whole network which makes it is worthwhile in some based on random walks. Social Networks, 27 (2005) 39-54.

particular practical situations. Thus, our control s§te 15 R. Pastor-Satorras, A. Vespignani, Epidemic dynamics and
may be of great significance for controlling the epidemic " engemic states in complex networks. Phys Rev E, 63 (2001)
spreading in real systems. 066117.
[17]1S. Meloni, A. Arenas, and Y. Moreno, Traffic-Driven
Epidemic Spreading in Finite-Size Scale-Free Networks,
[18] R. Guimen, L. Danon, A. Daz-Guilera, F. Giralt, A.
Arenas, Self-similar community structure in a network of
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