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Abstract: With the rapid development of the Internet, on which many users start to take action in putting personal or corporate
information and sharing them with everyone. The Internet is public as it were, if the limit of authority is not controlled to assure the
security, it is possible that those attackers could illegally access to important information and destroy them. Not only is personal privacy
invaded, but the mass properties are also damaged. Therefore, an effective access control system has been strongly emphasized in
modern societies. To fight against these network attacks, it is necessary to establish an effective and secure access control system. Here,
a scheme, a key management called Lagrange interpolation mainly takes an access control model as the framework, is proposed and
Elliptic Curve Cryptography system is used for enhancing the security. The reason of choosing Lagrange interpolation is that the key
used is randomized, no relationship between each key. With Elliptic Curve Cryptography system, it is expected to have attackers waste
their time dealing with Elliptic Curve Discrete Logarithm Problem. Once the prime number is big enough, attackers will have trouble
deciphering the key. An access control is comprehensive. For example, if the mobile agent technology is applied to an access control
and key management, it would waste space and cause some flaws in the security. Moreover, there are still a lot of works to do on medical
applications. Hence, these schemes are proposed for mobile agents in order to reach the improvement and then analyze the security and
try to simulate what attackers will do. Four common attacks, namely External Collective Attack, Internal Attack, Collusion Attacks and
Equation Breaking Attack are concluded. As results, attackers are hard to decipher the key because of no relationship between each
key and will have to face Elliptic Curve Discrete Logarithm Problem. It is confirmed that the proposed schemes can be safer and more
efficient in protecting mobile agents.
Keywords: Key Management; Mobile Agent; Elliptic Curve Cryptography; Lagrange Interpolation

1 Introduction
Access control has been applied quite a lot [1], like
database management system, online pay-tv system and
electronic subscription system, etc., where mobile agents
are definitely one of the important applications. A mobile
agent is a self-distributed computing program between a
host and a switch information host to host on the Internet.
Also, since it is autonomy, it can decrease delays of
transmission, reduce network traffic and be applied to
sorts of platforms. As its characters of fault-tolerance,
adjustment and personalization [4], a mobile agent is
wiser to send messages and can exchange the information
with other individual resource systems or different mobile
agents.
∗ Corresponding

A mobile agent is functioned to take assigned tasks
for users. It can be dispatched to the Internet or other
relative services and platforms in order to search for or
deal with information. When the mobile agent finishes the
assigned tasks, it will return to the users. With these
qualities, a mobile agent is suitable for being used in
medical network systems, for example, transmitting or
exchanging its contents from a particular hospital
information system to another hospital host and executing
the given tasks authorized by users to finish their works.
Fig. 1 is the basic structure and operation working on
a medical system. When a patient goes to the medical
department for a treatment, the doctor will access to the
patients simple information and send a request to a
mobile agent (such as searching for a patients illness
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Fig. 1: Structure of Mobile Agent

history and medical records in every medical department).
When the mobile agent gets the commission, it will
quickly collect data or exchange information with other
mobile agents to the specific host in the department
according to the original process and automatically take
different strategies and paths to search for information
that patients and doctors want. These can enhance the
efficiency and reduce time. Assuming that a mobile agent
first searches for the liver department, it will find the
patients related records there, access to the data, and send
it to the next medical department for the integration until
finishing searching for the data in all departments. It then
returns to the original medical department and compiles
all the information together into an electronic medical
record for the doctor.
Although the mobile agent technology brings great
convenience for medical or other businesses, it still needs
to exchange information on the Internet. Concerning the
Internet being public connecting with all countries, it is
necessary to have a complete key management and access
control to prevent attackers from illegal behaviors. The

c 2015 NSP
Natural Sciences Publishing Cor.

proposed key management and access control are based
on Lagrange interpolation polynomial and Elliptic curve
cryptography, because Lagrange interpolation polynomial
is not difficult to compute and Elliptic curve cryptography
is hard to be deciphered, so that the access control
mechanism becomes more secure and efficient.
Meanwhile, the security against common attacks are
analyzed. Like Internal attacks, the feasibility of an
authentication mechanism, security and efficiency and the
security of a mobile agent executing the commission, like
accessing to a patients personal medical records in
different hospitals, are tested. If it is secure enough, the
efficiency on key management can definitely be promoted
to protect the mobile agent system.
Many researchers have proposed some issues about
access control mechanisms and solutions. However, these
schemes still have some defects in the quality of safety
and efficiency. The provided key management and access
control mechanism emphasize the access control
architecture. The mathematical theory and encryption
technology different from the past ones are used, and the
research motivation, purpose, and structure are introduced
in next chapter.
Nowadays, most information systems have been used
in network environments, as they have the feature of
accessing to the public, that is not safe. Besides, the
exchanged information is more likely to be stolen or
destroyed in the transmission process. Fortunately, there
is the solution. From previous literatures, people made
use of encryption and decryption technology for
protecting confidential documents or resources. The
higher authority could load electronic files and documents
from the lower authority according to the rule of access
control. Therefore, the design of security access control
technology is very important today, which not only
protects the confidential information and resources, but
ensures that only the higher authority can access to the
lower sensitive information [1].
A mobile agent is an important application of access
control mechanisms, which brings great convenience to
medical institutions, but still has a lot to improve in the
aspect of security and performance. From current medical
conditions, the medical records are left after the
diagnoses. However, no medical institution has all the
medical records of patients to fully understand their
patients situations. The following shows some problems
with medical conditions [2]:
1.Traditional medical records could waste the space and
time easily.
2.Unnecessary waste of resources.
3.Privacy issues.
4.Difficult to control statistics.
5.Real-time exchange of new types of medical
researches.
6.Slowly retrieval of medical records.
Concerning security problems in the public network
of mobile agents and those defects encountered, a
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completely safe access control mechanism is attempted to
be established for correcting them. Lagrange interpolation
polynomial and Elliptic curve cryptography are applied to
the decryption key, and the access control mechanism is
kept in the medical environment with mobile agents,
which represent the doctors here. Though remote
collection and prescription with mobile agents, it will be
secure to exchange medical information. Applying
mobile agents to electronic medical records tends to prove
the following [17].
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Table 1: Application on Access Control

1.To reduce the waste of medical resources.
2.To complete and secure medical records.
3.To repeat key management.
4.To offer real-time information.
5.To provide high-quality medical information.
6.To be provided with statistics.

2 Related Work
1.Lagrange Interpolation
Lagrange interpolation, named after a French
mathematician Joseph Louis Lagrange, is used for
polynomial interpolation. There are many practical
mathematic problems indicating its laws by function.
The function can be proven by observation or
experiments.
Lagrange interpolation gives a known polynomial
function passing through the two-dimensional plane.
Only one of (x0 , y0 ) , (x1 , y1 ) , . . . , (xn , yn ) is under the
n of Lagrange polynomial.
In the numerical analysis and mathematical
application, the supposed numbers y and x must be
complex between each other. Its hard to understand
their relationship by doing the experiment. A
corresponding polynomial can be obtained by the
Lagranges scheme, which will pass a finite set of
points on the x-y plane. It is called Lagrange
interpolation [5].


 

 
ℓ j (x) =

n

∏

i=0,i6= j

x−xi
x j −xi

=

x−x0
x j −x0

...

x−x j−1
x j −x j−1

x−x j+1
x j −x j+1

...

x−xn
x j −xn

, 1≤ j≤n

ℓ j (x) is the Lagrange polynomial, also known as the
interpolation base function. If it is set xi = 1, other x j
(i 6= j) = 0,

0, i 6= j
ℓ j (x) =
1, i = j
The Lagrange interpolation will be
n

L(x) =

∑ y j ℓ j (x)

j=0

2.Access Control
An access control is the selective restriction of access
to a place or other resource, meaning to allow or ban
the lower authority accessing to the resource. Being
one of the control software or data access

mechanisms, it uses key management for protecting
the information from being illegally operated by
hackers. The accessing act may mean consuming,
entering, or using. The access control can be done by
consuming or authorizing. The most common security
risks of an access control system are unauthorized
access, data destruction, wrong permission and
privacy exposed.
For the information security, general access control
includes authorization, authentication, access
approval and audit. A narrower definition of access
control only covers access approval, where the system
makes a decision to grant or reject an access request
from an already authenticated subject, based on what
the subject is authorized to access. Authentication and
access control are often combined into a single
operation, so that the access is approved based on
successful authentication or an anonymous access
token. Authentication methods and tokens include
passwords, biometric scans, physical keys, electronic
keys and devices, hidden paths, social barriers, and
monitoring by humans and automated systems [3].
The first application of access control in hierarchies
appeared in information systems. Typical applications
for such systems were the access rights management
of file systems and databases. It has been widely
adopted in military communication fields, government
departments and private corporations for a long time.
Nowadays, an access control is also applied in various
fields. When an access control happens, there exist
different access rights between users and resources.
Therefore, an access control is indispensable in many
fields [1]. Table 1 shows some interesting applications
of access control and the resources to secure in each
application.
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Table 2: Table of Parameter System

Fig. 2: Hierarchical Relationship Structure

Computer communication systems usually use a user
hierarchy for solving the problems of access control. It
contains different security levels, in which the data are
allocated and ordered as Fig. 2.
As shown above, the algorithm applied in this paper is
briefly induced. Under the structure, if the
relationship of SC j ≤ SCi is valid, the public relational
parameter Ri j must be constructed to contain the
security classs identification and encryption key. For
example, when SC5 ≤ SC2 is valid, SC2 is logically
allowed to access to SC5 s data. Before SC2 could
obtain the access to SC5 s data, the public relational
parameter, R25 , needs to be constructed, containing
ID5 (identity) and SK5 (secret key) of SC5 . Thus, SC2
could use R25 for calculating SC5 s secret key through
the formula and then obtain the information from SC5 .
The construction of the public relational parameter is
essential to the proposed scheme. Because of the
hierarchical relationship structure, it is possible to
have the cross-relational class exist. In this case, a
top-down approach is used for deriving the decryption
key, DKs . By assumption, SC1 is permitted to access
to the data of SC5 . The public relational parameter,
R15 , must be constructed, but there is no direct link
between SC1 and SC5. So, SC1 must pass through
either SC2 in order to get the access to SC5 . The flow
chart of the algorithm is shown as below [16].
With the increase of hierarchical relationship
structure, the higher-security user needs a larger
access storage to accept the lower secret key. Besides,
its hard for the key security if there are too many
secret keys. Hence, the new law needs to be set up to
distribute the key to every user; through the key, they
can calculate the key in the low hierarchy. Complex
calculation should be prevented during the
key-produced process. In other words, for
SC j ≤ SCi , SCi can use a private key for calculating
SK j from SC j .
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In the consultation, medical staffs can use the key of
the highest level permission, whose mobile agent can
collect the patients information within the permission
without causing the overload of the system or illegal
access of outside permission. In writing the
consultation data, the lowest common level of
information of staffs can be written. The medical
staffs can access to the data next time, when the
loading of system will also not be caused.

3 Proposed Method
The application of the access control to the key
generation is first introduced and then calculated. An
example will be shown. Basically, Lagrange interpolation
polynomial and Elliptic curve cryptography are used for
encrypting and managing the key, and the mobile agent
technology is used for collecting electronic medical
records and leading the relationship structure into
hospitals. It is divided to SC1 , SC2 , , and SCn , which have
different permission according to the relationship
structure. The higher authority can access to the lower
authority after going through the algorism. The
parameters and the functions are listed in Table 2.
1.Key Generation Phase
Step 1.CAdefines Elliptic curve in a finite field
Z p , E p (a, b) : y2 = x3 + ax + b (modP) , and it
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must make sure 4a3 + 27b2 (modP) 6= 0, where P
is the big prime number.
Step 2.CA selects a reference point G = (x, y) in Elliptic
curve.
Step 3.CA chooses different decryption keys DKt (t =
1, 2, . . . , m; mis the number of the mobile agent)
for each confidential document.
Step 4.CA
chooses
different
secret
keys
SKi (i = 1, 2, . . . , n; nis the mobile agent visits to hosts)
where SKi keeps private.
Step 5.Establish an access polynomial.
FDKt (x) = x × DKt ×

∑

x−1
i,t li,t (x)

DKt ≤SCi

And li,t (x) is a Lagrange interpolation polynomial
n

x−x

li,t (x) = ∏ xi,t −xs,ts,t
s=1,s6
 
 =i
 


x−x
x−xs+1,t
x−x
x−xn,t
...
= xi,t −x1,t1,t ... xi,t −xs−1,t
xi,t −xs+1,t
xi,t −xn,t
s−1,t
In the above equation, DKt ≤ SCi means SCi being
authorized by the confidential document t while
xi,t = ( IDt k SKi )G(modp). IDt . IDt is the
identity name, and || is the connecting operator in
the mathematical symbols.
2.Key Derivation Phase
Step 1 Set permission to the decryption key DKt to which
SCi wants to access.
Step 2 SCi gets the decryption key DKt by the secret key
SKi and the accessed polynomial FDKt (x).
In the mobile agent, every member and confidential
document will obtain a key. A members key is to derive
the lower hierarchy to obtain the access key they want
from the relation. The confidential document key is called
the decryption key to decrypt decryption files or
documents. The advantage of the method is that each
member needs only one key to decrypt all permission
documents. It can save the storage space, and the mobile
agent doesnt need extra calculation, but just to assure the
security. The hospitals relationship structure is then put
into the corresponding security class and server host or
database being accessed to finally completing the
mission. As shown in Fig. 3, a patients medical record has
been separated to six parts, and each of it has its
decryption key, DK1 , DK2 , , DK6 .SC4 can access to DK1
and DK2 , and SC5 can access to DK3 and DK4 . SC2 is
higher than SC4 and SC5 , so that SC2 can access to four
decryption keys (DK, DK2 , DK3 and DK4 ).

Fig. 3: Hierarchical Access Control Structure

is valuable, such as pivotal clients information in
companies or patients medical records in hospitals.
What they do can earn illegal profits that great
property damage is caused to those institutions.
Therefore, analyzing the standard of security is
necessary.
Taking mobile agents as an example, external
attackers will intercept mobile agents in the first place
because attackers obtain internal important
information through illegal process. They do not have
the authority to access, except the public parameter
and other unimportant information. If they want to get
useful materials, they must decipher the decryption
key by the public parameter to decrypt important
information and medical records.
If external attackers already have the public parameter
and use it for getting the decryption key, it is safe
enough as the decryption key is under protection of
the equation FDK j (x) = x × DK j × ∑ x−1
i, j li, j (x). If
DK j ≤SCi

attackers want to decipher the decryption key DK j
from the equation, they need to insert the function
into Lagrange interpolation polynomial to assure its
security. The first function l1,2 (x) is analyzed as
below. 





x−x
x−x
x−x
x−x
x−x
l1,2 (x) =

2,2

x1,2 −x2,2

=

×
×

4 Analysis of Security and performance

×
×

(1) External Collective Attack
An external collective attack is one of the familiar
attacks. Usually, external attacks tend to grab
important information to some specific institution that

3,2

4,2

5,2

x1,2 −x3,2
x1,2 −x4,2
x1,2 −x5,2
x−(ID2 ||SK2 )G( mod P)
(ID2 ||SK1 )G( mod P)−(ID2 ||SK2 )G( mod P)
x−(ID2 ||SK3 )G( mod P)
(ID2 ||SK1 )G( mod P)−(ID2 ||SK3 )G( mod P)
x−(ID2 ||SK4 )G( mod P)
(ID2 ||SK1 )G( mod P)−(ID2 ||SK4 )G( mod P)
x−(ID2 ||SK5 )G( mod P)
(ID2 ||SK1 )G( mod P)−(ID2 ||SK5 )G( mod P)
x−(ID2 ||SK6 )G( mod P)
(ID2 ||SK1 )G( mod P)−(ID2 ||SK6 )G( mod P)

6,2

x1,2 −x6,2

The attackers are found as unknown numbers, except
P and G. Although attackers obtain the equation
FDK j (x), they still cannot get DK2 because of too
many unknown numbers. Besides, external attackers
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Fig. 4: Internal Attack

cant get the key SKi because they only have the public
parameter; by contrast, they must get the key SKi
from
Lagrange
interpolation
polynomial
xi, j = (ID j ||SKi )G(modp) , but the key SKi is
protected under Elliptic Curve Cryptography system,
meaning that they have to face Elliptic Curve Discrete
Logarithm Problem (ECDLP). Also, since P is a big
prime number, its hard to get the key. From above, it
can prove that external attackers cannot obtain
patients medical records and other important
information by collective attacks.
(2) Internal Attack
An internal attack is a lower authorizer trying to
illegally get the secret key from the higher one, like a
nurse tending to decrypt important information from
the doctors decryption key and get some secret
materials. In Fig. 4, SC j represents the lower
authorizer such as nurses and so on, and SCi
represents the higher authorizer such as managers or
doctors and so on. If a nurse gets the doctors
decryption key, he or she could decrypt materials and
other behaviors out of the authority like illegally
retrieving or amending parts of patients medical
records in the hospital from the doctors key. It could
really cause great damage to the doctor who is being
hacked and has bad feedback in the record.
For the proposed scheme in this research, li, j (x) in the
following equation can be referred
n

x−x

li, j (x) = ∏ xi, j −xt,t,j j
t=1,t6=i

 

 

x−x1, j
x−x
x−xi+1, j
x−xn, j
j
= xi, j −x1, j ... xi, j −xi−1,
...
xi, j −xi+1, j
xi, j −xn, j
i−1, j
and xi,t = (IDt ||SKi )G( mod p) . From the above, it is
found that each SKi does not relate to each other,
showing an advantage that there are not any equations
between each key, each SKi is independent, and they
do not rely on each other. Hence, the nurse wont have
any equations or parameters to get the doctors
decryption key. If attackers still want to decipher
Lagrange
interpolation
polynomial
xi,t = (IDt ||SKi )G(mod p) to get the key SKi , they
must face Elliptic Curve Discrete Logarithm Problem
(ECDLP), which is highly challenged and difficult to
decipher. Hence, an internal attack posts less threat to
the system.
(3) Collusion Attack
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In Fig. 4, SC j represents the lower authorizer such as
nurses and so on, and SCi represents the higher
authorizer such as managers or doctors and so on. A
collusion attack is that the lower attackers together get
the key from the higher authorizer; for example,
nurses want to steal a doctors decryption key. It means
many internal attackers gathering to attack, as in Fig.
5. Comparing internal attacks to collusion attacks,
collusion attacks have chunk of member joint, thats
why there are more keys as the reference. It means the
better chance to decipher the system. Hence, a
collusion attack is much more dangerous than an
internal attack.
To solve the problem, the key used in this thesis is
randomized, no relationship between each other. Even
if lower authorized keys are combined together, the
higher authorizers decryption key can still not be
figured out. By the way, Lagrange interpolation
polynomial is used as well. Each layer does not relate
to each other; also, it takes risks away the layer being
deciphered by attackers. Therefore, the higher
authorizers key becomes safer. SC j is separated into
an individual one. The good point is that there exist
remote chances to get the higher authorizers private
key either by internal attacks or collusion attacks.
From
the
equation
FDK j (x) = x × DK j × ∑ x−1
i, j li, j (x) , li, j (x) is the
DK j ≤SCi

key point that it is taken as an example.

l1,2 (x) =



=
×
×
×
×









x−x3,2
x−x4,2
x−x5,2
x1,2 −x3,2
x1,2 −x4,2
x1,2 −x5,2
x−(ID2 ||SK2 )G( mod P)
(ID2 ||SK1 )G( mod P)−(ID2 ||SK2 )G( mod P)
x−(ID2 ||SK3 )G( mod P)
(ID2 ||SK1 )G( mod P)−(ID2 ||SK3 )G( mod P)
x−(ID2 ||SK4 )G( mod P)
(ID2 ||SK1 )G( mod P)−(ID2 ||SK4 )G( mod P)
x−(ID2 ||SK5 )G( mod P)
(ID2 ||SK1 )G( mod P)−(ID2 ||SK5 )G( mod P)
x−(ID2 ||SK6 )G( mod P)
(ID2 ||SK1 )G( mod P)−(ID2 ||SK6 )G( mod P)

x−x2,2
x1,2 −x2,2

x−x6,2
x1,2 −x6,2

SK2 − SK6 are unknown numbers. If SK2 represents
the manager or the doctors key and the others
represent the nurses keys, only (ID2 ||SK2 )G(mod p)
in SK2 is an unknown number. From above, the
security is based on Elliptic Curve Discrete Logarithm
Problem (ECDLP). From the former document, the
security of Elliptic Curve Discrete Logarithm
Problem (ECDLP) is according to a prime number.
Once the prime number is big enough, the safer it
would be that it is hard to decipher the key SKi .
Collusion attackers cannot figure out any clues related
to the key SKi through this equation. That is why this
proposed scheme can withstand collusion attacks.
(4) Equation Breaking Attack
An equation breaking attack is that attackers try to put
up the decryption key they want by known equations
and a few parameters. Whether the equation is safe or
not is discussed in this section.
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Table 3: Notation table

Fig. 5: Collusion Attack

Assuming that two legitimate users SC1 and SC2 can
derive the key DK5 from FDK5 (x) , it is feasible for
SC2 deriving another legitimate users secret
parameters by public parameters, the secret parameter
SK2 and the access polynomial FDK5 (x) . If the secret
parameters are successfully got, the key SK1 is
derived and SC1 ’s important information is illegal
accessed. In case of the possibility, the security of this
equation needs to be analyzed.
FDK5 (x2,5 ) = x2,5 × DK5 ×

∑

DK j ≤SCi

⇒ FDK5 (x2,5 ) × DK5−1 = x2,5 ×

x−1
i, j li, j (x2,5 )
∑

DK j ≤SC j

x−1
i, j li, j (x2,5 )



−1
 (x1,5 ) l1,5 (x2,5 )× 
⇒ FDK5 (x2,5 ) × DK5−1 = x2,5 × (x2,5 )−1 l2,5 (x2,5 )×


(x4,5 )−1 l4,5 (x2,5 )

On the left side of the equation, SC2 can legally use the
polynomial FDK5 (x) to get the key DK5 that FDK5 (x) =
DK5 .

⇒nDK5 × DK5−1




o
 = x2,5  
x2,5 −x3,5
x2,5 −x4,5
x2,5 −x5,5
x2,5 −x6,5
x −x
× ...
× (x2,5 )−1 × x2,5 −x1,5
x −x
x −x
x −x
x −x
2,5

1,5

2,5

3,5

2,5

4,5

⇒ 1 = x2,5 × {0 + (x2,5 )−1
5 ||SK2 )G( mod P)−(ID5 ||SK1 )G( mod P)
× (ID
(ID5 ||SK2 )G( mod P)−(ID5 ||SK1 )G( mod P) × ... + 0}
⇒ 1 = x2,5 × x−1
2,5 × 1

2,5

5,5

2,5

6,5

On the right side of the equation, a function L2,5 (x2,5 )
in Lagrange interpolation polynomial equals 1, and
the others are 0. Even if a legitimate user can
successfully take the advantage of known parameters
to this step, they cannot get the key because of failing
to inverse polynomials or parameters from 1. In
addition, equation breaking attackers must face
Elliptic Curve Discrete Logarithm Problem (ECDLP)
to get the secret key SKi from Lagrange interpolation
polynomial, xi,t = (IDt ||SKi )G(modp). Hence, this
proposed scheme alike can withstand equation
breaking attacks.
(5) Analysis of Performance In the following analysis of
performance, the performance of the proposed
scheme is compared with that of several published
schemes. The computational complexity and the
storage requirement of each scheme are investigated.

Notations used in the performance analysis are listed
in Table 3
In this subsection, the required computational
overheads and storage are addressed. Most of the
published schemes which actually utilize Lagrange
interpolation do not follow an environment structure
adopted by the proposed scheme. For this reason, the
performance of the proposed scheme is compared
with the schemes proposed by Chen et al. [21], Das et
al. [19] and Chang et al. [20], because these three
schemes follow a similar structure. Knuth [18]
showed that the process of interpolation (k + 1) points
using Newtons equation required (k2 + k)/2 division
and k2 + k subtractions, where k was the degree of the
interpolating polynomial. Both Chens and this scheme
apply interpolation polynomial. The main difference
between Chens and this scheme is the encryption
system used, where Chen adopts exponent encryption,
while ECC is applied in this study. It has significant
computation gap between this two different methods.
For the evaluation of the polynomial to derive the
successors secret key, according to Knuth [18],
(2k − 1) multiplications and (2k) additions and one
modular operation are needed by applying Horners
rule.
The proposed scheme thus requires a computation
time of 2TMUL + ∑ vi (Tl + TINV ) + kTEC MUL to
1≤i≤k

generate the access functions FDKt (x) in the key
generation phase, where Tl is the computation time for
evaluating an interpolating polynomial. In the key
derivation phase of this proposed scheme, a
computation time of vi T EC MUL is required for
computing ECC multiplication time and the
computing time of mTl is required for evaluating
FDKt (x). Hence, a computation time of
vi TEC MUL + mTl is required in the key derivation
phase. A computation time of vi T EC MUL is hence
required for the key generation phase and the key
derivation phase of this proposed scheme.

c 2015 NSP
Natural Sciences Publishing Cor.

2698

T. C. Hsiao et al. : Key Management Scheme for Controlling Access...

The scheme of Chang et al. [20], which utilizes
Newtons interpolating equation, requires a
computation
time
of
∑ vi Tl + (2 ∑ vi + k)Texp + kTINV for creating
1≤i≤k

the

1≤i≤k

interpolating

polynomials

K −1
Ei i (mod p)

Hi (x)

and

the

parameters Vi =
in the key generation
phase. In the key derivation phase, a computation time
of vi Texp + kTl is required for computing
x j = Ki−IDi (modp) and y j = Hi (x j ), and a
computation time of Ai Texp + mTexp is required for
K
computing +mTexp and E j = V j j (mod p). Hence, a
computation
time
of
(4 ∑ vi + k + m)Texp + ( ∑ vi + k)Tl + kTINV is
1≤i≤k

1≤i≤k

required for both the key generation phase and the key
derivation phase of the scheme of Chang et al. [20]. It
is noticed that the most time-consuming operation
used in constructing the scheme of Chang et al. is the
modular exponentiation.
Following a same line of reasoning, the computation
time for the key generation phase and the key
derivation phase of the scheme of Das et al. [19] is
given
by,
respectively,
( ∑ vi )Tl + ∑ vi TINV + ( ∑ vi )Thash
and
1≤i≤k

1≤i≤k

a storage space of len is required for each private key
SKi of user SCi .
For the scheme of Das et al. [19], a storage space of
(k + m) len is required for the public parameters ID j ,
Hi (x) and a storage space of len is required for each
private key. Since the number of security classes (k)
is usually larger than the number of confidential files
(m), the proposed scheme requires a smaller storage
space than the other three schemes most of the time.
It is noticed that the key operation used for
constructing the four schemes under comparison is
the same, modular exponentiation. The computation
complexity of the schemes by Chang et al. [20] and
Das et al. [19] are O(k2 ) in the number of modular
hashing and of the scheme by Chen et al[21] is O(k2 )
in the number of modular ECC. The computation
complexity of the proposed scheme is O(k2 ) in the
number of modular ECC. The complexity and the
storage requirement of the four schemes under
comparison are summarized in Table 1.
It now addresses a numerical experiment conducted to
compare time performance in terms of the
computation time required for the key generation
phase and key derivation phase.

1≤i≤k

kTl + vi Thash . Hence, a computation time of
( ∑ vi + k)Tl + ∑ vi TINV + (3 ∑ vi )Thash is

4.1 Numerical Experiment

required for the key generation phase and derivation
phase of the scheme of Das et al. [19].
The scheme of Chen et al. [21] thus requires a
computation
time
of
2TMUL + ∑ vi (Tl + TINV ) + kTMUL for generating

A numerical experiment conducted to compare the
performance in terms of the computation time required
for the key generation phase and the key derivation phase
is addressed. Plots of the computation time for the key
generation phase of the three schemes under comparison
versus the number of members in the hierarchy are given
in Figure 6. The computation time for the proposed
scheme, the scheme of Das, the scheme of Chen and the
scheme of Chang are indicated by red line, green line,
blue line, and pink line, respectively. As the number of
members reaches 1200, the computation time for the
proposed scheme, the scheme of Das, the scheme of
Chen, and the scheme of Chang are, 7.39 seconds, 15.45
seconds, 17.66 seconds, and 22.67 seconds. The proposed
scheme is better than the other three schemes.
The computation time required for the key derivation
phase of the four schemes under comparison is further
considered. The plots of the computation time, following
a structure similar to that of Figure 12, are given in Figure
13. Again, the scheme of Chang always requires the most
computation time. The proposed scheme is better than the
other three schemes.

1≤i≤k

1≤i≤k

1≤i≤k

1≤i≤k

the access functions FDKt (x) in the key generation
phase, where Tl s the computation time for evaluating
an interpolating polynomial. In the key derivation
phase of this proposed scheme, a computation time of
vi T MUL is required for computing, and a computing
time of mTl is required for evaluating FDKt (x). Hence,
a computation time of vi TMUL + mTl is required in the
key derivation phase. A computation time of
(k + ∑ vi )TMUL + ( ∑ vi + m)Tl + ∑ vi TINV +
1≤i≤k

1≤i≤k

1≤i≤k

2TMUL is hence required for the key generation phase
and the key derivation phase of this proposed scheme.
The storage space required by each of the four
schemes under comparison is further considered. For
the proposed scheme, a storage space of (m + 2) len is
required for the public parameters, and a storage
space of len is required for each private key SKi of the
user SCi . For the scheme of Chang et al., a storage
space of (2k + 1)len is required for the public
parameters Vi , Hi (x) and p, and a storage space of
length len is required for each private key Ki .
For the scheme of Chen et al. [21], a storage space of
(m + 2) len is required for the public parameters, and

c 2015 NSP
Natural Sciences Publishing Cor.

5 Conclusions
As the advance of technology rapidly grows, the Internet
has become increasingly important for modern people. It
brings lots of benefits to people; not only the exchange of
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Table 4: Analysis of computation complexity

Fig. 6: Analysis of computation complexity

Fig. 7: Key derivation phase

knowledge and information is more convenient, but the
operation of medical system is more digitized. Hence, a
medical system is more effective now when traditional
paper medical records gradually become electronic
medical records. With that, quality medical services and
up-to-date information are acquired. Also, because of the
Internet, many important personal data or medical records
are out of security without great measures. Especially
confidential information with unreliable key being
Intercepted or stolen by attackers can cause great property
damage. Here, although the access control is widely
applied, the security in the structure still needs to be
improved. How to make mobile agents work better is the
emphasis.
The key is encrypted by applying Lagrange
interpolation
polynomial
and
Elliptic
Curve
Cryptography to protecting its security, hiding it in the
access polynomial to assure only legitimate users being
able to access to the private files or resources, and
analyzing whether the proposed scheme can withstand
every common attacks or not. As a result, the fact of
choosing Lagrange interpolation polynomial is the key
being randomized, no relationship between each key, that
it is relatively hard to be hacked. Moreover, since the key
is under Elliptic Curve Cryptography system, attackers
must encounter Elliptic Curve Discrete Logarithm
Problem (ECDLP). This will greatly enhance the
difficulty to crack the key.
The mobile agent technology, which is effective to
access to the information immediately, is discussed in the
thesis. Therefore, its security and integrity in the instable
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Internet can be assured; also, it is combined with the
access control in the internal structure as the control to
make information more private and secure. The outcome
will be obviously if being applied to the medical system
or the cloud system of a company.
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