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Abstract: Data protection is an important issue for computer forengica digitalized world. We construct secure data protectio
methods by adopting cryptographic building blocks. In oropmsed scheme, an investigating authority delegatesupgromposed
of n judicial policemen to collect digital evidence. Amyr more of them can cooperatively generate valid autheeticavidence for
collected ordinary evidence on behalf of the investigatnghority. To ensure confidentiality, the authenticateidewce can only be
decrypted and verified by a designated investigator of igaison of Bureau, Ministry of Justice (MJIB). For the ¢jtition process,
the designated investigator is capable of further conwgrtine authenticated evidence into an ordinary one andgitito a judge
or prosecutor without leaking the information of his privdey. We also present a variant with message linkages fafitieg the
encryption of a large message. To guarantee the feasibflipractical implementation, we show that our constructichieves the
IND-CCAZ2 and the EF-CMA security in the random oracle model.
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1. Introduction procedures for computer forensics in legal cases is illus-
trated as Fig. 1.

Data protection has always been an important issue in ei-

ther a real or a digitalized world. Computer forensicsis a It is believed that cryptographic mechanisms can ful-
forensic science which aims for explaining and preservingfill above mentioned application for computer forensics.
the current state of data, i.e., digital evidence, coligécte In 1976, Diffie and Hellmang] introduced the first pub-
from computers and digital storage media. The field oflic key system. In a public key system, everyone owns
computer forensics also includes firewall forensics, net-a private key together with its corresponding public one
work forensics, database forensics and mobile device foresuch that he can either perform public key encryptidr$ [
sics B3]. When transmitting the digital evidence via an or generate digital signaturé,R2. The former guaran-
insecure channel like the Internet, we must pay special attees confidentiality§] while the latter ensures authentic-
tention to protect these data from being eavesdropped aty [12,19,24] and non-repudiation [18]. In 1979, Shamir
unauthorized modification. In realistic legal cases, an in-[14] came up with a{, n) threshold secret sharing scheme
vestigating authority may delegate a team of several judiin which a master secret is divided intsecret shares and
cial policemen to conduct forensic processes and collecstored by different users. Anyor more users can coop-
digital evidence. When sufficient judicial policemen con- eratively reconstruct the master secret while less than or
firm the state of obtained evidence, they can cooperativelyqual tot — 1 cannot. To meet more diversified application
sign on behalf of the investigating authority and deliver requirements, Mambet «al. [15,16] proposed proxy sig-
the authenticated evidence to a designated investigator afature schemes in 1996. In a proxy signature scheme, an
Investigation Bureau, Ministry of Justice (MJIB). For the authorized person called proxy signer can legitimately pro
confidentiality concern, only the designated investigator duce proxy signatures on behalf of an original signer. As
able to decrypt and verify the authenticated evidence. Heo further supporting group-oriented applications, soeie r
can also reveal the converted ordinary evidence to a judgsearchers],9,10,13,26,31,32,34] have also devoted their
or prosecutor for the litigation process. A diagram of the attention to the design of proxy signature variations.
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group consisting of, original signers to cooperatively del-
egate their signing power to a proxy signer who can there-
fore generate a valid authenticated ciphertext on behalf of
the original group. Note that in the Wu-Lin scheme, all the
original signers must agree on the proxy delegation.

According to the diagram depicted in Figure 1, we can
observe that none of the above single existing cryptographi
mechanism perfectly solves the realistic application irequ
ment for computer forensics. It thus can be seen that the
design of secure and feasible method fulfilling the require-
ment from the perspective of realistic consideration is cru
cial and benefits to the practical applicability.
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We describe the formal model of our proposed scheme in-
cluding involved parties and algorithms in this sectioneTh

Figure 1 Diagram of the procedures for computer forensics.

2. Formal model of our scheme

used notations are defined as Table 1.

In 1994, Horstert al. [7] proposed an authenticated

encryption (AE) scheme which simultaneously satisfies theraple 1 The used notations

properties of confidentiality and authenticity. Such sceem

allow a signer to generate an authenticated ciphertext an

only the designated recipient has the ability to recover th
message and verify its corresponding signature. In 1997,

Zheng B5] addressed a signcryption scheme which also

serves the same functionalities as AE schemes. To pr
vent a dishonest signer from repudiating his generated ci

phertext, in 1999, Arakit al. [1] proposed a convert-

ible limited verifier signature scheme with a later arbitra-

tion mechanism. Yet, if a dishonest signer refuses to assis

the mechanism is infeasible. In 2002, Wu and H2{] [
introduced a convertible authenticated encryption (CAE)

scheme in which the designated recipient can solely prove
the signer’s dishonesty in case of a repudiation dispute

Due to the limited system bandwidth, it is often difficult

to encrypt a large message. In 2005, Peng!. [20] ad-

dressed a publicly verifiable AE scheme with message linkf
ages for transmitting a large message. Lateredwl. [14]

also proposed a more practical one for realistic implemen
tation.

Team work is an important approach in an organiza-
tion to promote the efficiency. Sometimes, it can also be

adopted to escalate the security level. In 2008, Aul.

[29] proposed a group-oriented CAE scheme allowing mul-

tiple signers to cooperatively generate a valid authenti

cated ciphertext. In 2009, Ts&] presented another vari-

ant with better efficiency. However, Tsai's scheme can-

not assure the property of confidentiality. Based on Wu

et al's scheme, Chang3] addressed a different scheme

N N set of all natural numbers
" Zy integers modulg
7+ multiplicative group of
P integers module
GF(p) Galois field ofp elements
T € Zp elementr in setZ),
venZ elementz _is arandom integer
P in setz,
S\T difference of set$ andT’
#7Z, number of elements in sét,
sampling element uniformly
T in setz,
o modb modulo opgr_ation:
reminder ofa divided byb
alb integerd is divisible by integen
alb concatenation of andb
2| bit-length of integerr,
also absolute value af
n sum of values); fori =1, 2, ...,n,
Dot U“Zies i orfori e S
n roduct of values; for: =1, 2, ....n
[T v Ilies v i orfori e S
logyz logarithm to basé of
&) logical operation XOR
E logical operation NOT
A logical operation AND
Vv logical operation OR
v for all
Pr[E] probability of eventE occurring

with shared verification of multiple designated recipients
For facilitating the operation of proxy delegation, Wu and
Lin [30] proposed a proxy CAE scheme which enables a
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2.1. Involved parties 3. The proposed scheme

There are three major involved parties: an investigating/n this section, we give the concrete construction of our
authority, a group of: judicial policemen and a desig- scheme and its variant with message linkages.

nated investigator of MJIB. Each one is a probabilistic

polynomial-time Turing machine (PPTMWLY]. The in-

vestigating authority delegates judicial policemen to-con 3.1. Construction

duct forensic processes. Any t or more judicial policemen

can cooperatively sign and produce valid authenticated evSetup: Taking as inputl”, the system authority (SA) se-
idence on behalf of the investigating authority while lesslects at — 1 degree polynomiaf (z) = do + dyx + ... +
than or equal te — 1 cannot. Finally, the designated inves- 4, ;z'~! with d;’s € Z,, two large primesy, ¢) and a
tigator of MJIB verifies received authenticated evidence.generator of orderq, where|q| = k andq|(p — 1). Let
He can also reveal converted ordinary evidence forthe subh,: {0,1}" x Z* — Z,, hy: {0,1}* x Z% — Zg, hs:

sequent litigation process. Zy — Zg andhy: Z% — {0,1}* be collision resistant
hash functions whicﬁ would never output the same result
for different input values. The system announces public

2.2. Algorithms parameters params{®, q, g, h1, ha, h3} and derives each
partyU;’s private keyz; = f(i). The corresponding pub-

The proposed scheme consists of four algorithms. Accord!iC kY is computed ag; = g** modp.

ing to the procedures depicted in Fig. 1, when a foren- . . ) :
sic system is established, we have to run “Setup” algo-Proxy-Credential-Generation (PCG): Let U, be an in-

rithm to obtain system’s public parameters. For the del-vestigating authority delegating his power to a group of ju-
egation process, an investigating authority can run “Proxydicial policemenPG = {Uy, U, ..., Uy }. U first chooses
Credential Generation (PCG)” algorithm to delegate his& Secrétintege, € Z, to compute
power to a group of judicial policemen. To generate the au- 7 _ g' modp, (1)
thenticated evidence for a designated investigator of MJIB
judicial policemen have to run “Authenticated-Evidence- 7 — to — ol (ma, T) Modg, (2)
Generation (AEG)” algorithm. Upon receiving the authen- wherem,, is the warrant consisting of the identifier of in-
ticated evidence, the designated investigator can run “Auvestigating authority and the group for judicial policemen
thenticated Evidence Verification (AEV)” algorithmto val-  the delegation duration and so on. Note that the proxy cre-
idate the digital evidence. Details of the four algorithms dential ¢, T') is regarded as the signature for,.
are described as follows: (o,m, T) is then sent taPG via a secure channel
which can prevent transmitted information from being in-
Setup: Taking as inputl* wherek is a security parame- tercepted and tampered. Upon receiviagr.,, T), each
ter, the algorithm generates the system’s public parasietery; ¢ PG can first comput€' as Eq. (3) and then perform

params. Eq. (4) to check its validity.
Proxy-Credential-Generation (PCG): The PCG algorithm C =yt modp, ©)
takes as input a warrant, the identity for the group of judi- 7' = ¢°C (modp). 4)

cial policemen and the private key of investigating author- . . . .
ity. It outputs the corresponding proxy credential which Ifit does not hold, &, m.,, T) is requested to be sent again.

: ‘.. We show that the verification of Eq. (4) works cor-
;:nagn;)u(ir?(ljsrict);egarded as a delegation agreement of the ISSPectly. From the right-hand side of Eq. (4), we have

g9°C
Authenticated-Evidence-Generation (AEG):The AEG — oy (mw.T) by Eq. (3
; ; ; . 9°Yo (by Eg. (3))
algorithm takes as input a proxy credential, evidence _to—wohy (muw,T), b1 (mw.T) (by Eq. (2))
the public key of designated investigator of MJIB and the gto Yo Y EQ-
rivate key of the group for judicial policemen. It gener-
p y group for j p 9 =T (modp) (by Eg. (1))

ates corresponding authenticated evidence
which leads to the left-hand side of Eq. (4).
Authenticated-Evidence-Verification (AEV): The AEV
algorithm takes as input authenticated evidehdbe pri-  Authenticated-Evidence-Generation (AEG):Without loss
vate key of designated investigator of MJIB and the publicof generality, letS PG = {Uy, Us, ..., U; } be the subgroup
keys of investigating authority and the group for judicial composed ot judicial policemen who can cooperatively
policemen. It outputs the converted ordinary evidemge ( generate a valid authenticated evidence on behalf of the
) if ¢ is valid. Otherwise, an error symb§lis returned  group PG, andU,, a semi-trusted clerk who is responsi-
as aresult. ble for verifying individual's authenticated evidence and
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combining them. A semi-trusted third party is said to be redundancy by Eq. (17). From the right-hand side of Eq.
honest but curious, i.e., he will not perform anything that (17), we have

deviates from the predefined procedures, but he might at-
tempt to learn any secret information from observed mes-
sages. The private key @1G is dy and the corresponding
public key isyp = g% modp. By using the Lagrange In-

terpolation R7], anyt or more members of the groupG
can cooperatively reconstruct the- 1 degree polynomial

Q @ ha(K)
= Q& ha((TC—")" modp) (by Eq. (15))
=Q®hd((y ")“ modp) (by Eq. (4))
= Q @ h4(yg modp)
=m (by Egs. (12) and (14))

f(z) with their key pairs and then derive the group private which leads to the left-hand side of Eq. (17).

key dy = f(0). To generate the authenticated evidebtice

for obtained ordinary evidence, eachU; € SPG first
chooses an integer €r Z, to compute

=[] /G —i)modg, (5)
U;€SPG\{U;}
wherec; is the Lagrange coefficient [27],

e; = ¢; - x; modg, (6)
R; = ¢"" modp, (7

and then send®; to U; € SPG\{U;} andU.. Upon
receiving allR;’s, eachlU; € SPG computes

t

R =[] R; modp, 8)
j=1

s; = 1r; —e;ha(m, C, R) modgq. 9)

s; is then delivered to the clerk.,. After receiving all
s;'s, U,y verifies if

R; = g*iyc ") modp, (10)

If the authenticated evidenc@ (W, R, T') is correctly
generated, it will pass the test of Eq. (18). From the right-
hand side of Eq. (18), we have

gSyh2(m=C=R)
D

5
_ gZUjESPG Jg
sj+ha(m,C,R)c;jx;

dohz (m,C,R) (by Eg. (11))

— g Uj eESPG
(by Lagrange Interpolation [27])

ZUjeSPG sj+ha(m,C,K,R)e;

=g (by Eq. (6))
= g? (by Eq. (9))
= Hj:l R;

= R (modp) (by Eq. (8))

which leads to the left-hand side of Eq. (18).

For the subsequent litigation process, the designated
investigator of MJIBU,, can reveal converted ordinary ev-
idence(m, 2 = (S, R, T)) and the warrant,, to a judge
or a prosecutor who can therefore verify it with the as-
sistance of Eq. (18). Note that the converted ordinary ev-
idence has been derived during the previous forensic pro-

If it does not hold,s; is requested to be sent again; else, cess. Consequently, it takes no extra computational sffort

U, chooseg €p Z to computes

S= ] s;modg, (11)
U;eSPG

K =yJ modp, (12)

W = h3(CK modp)S modg, (13)

Q = hy(K)®&m (14)

The authenticated evidenge= (Q, W, R, T') andm,, are
then delivered to the designated investigator of MUIB

Authenticated-Evidence-Verification (AEV): Upon re-
ceiving (0, m,), U, first derivesC' as Eqg. (3), computes

= (TC~")" modp, (15)
S = h3(C'K modp) ' modg, (16)
m= Q@ hy(K), 17)

and then checks the redundancy embedded.ii/,, can
further verify the authenticated evidence by checking if

(18)

R= gsyﬁf(mc’m (modp).

for U, to conduct the conversion of ordinary evidence.

3.2. Variant with message linkages

Due to the limited system bandwidth, it often causes the
difficulty in encrypting a large message. In the subsec-
tion, we slightly modify our proposed scheme to present
its variant with message linkages. The construction is sim-
ilar to that in Section 4.1. We only describe the different
parts as follows:

Authenticated-Evidence-Generation (AEG):For gener-
ating the authenticated evidence for a large message
eachU; € SPG first dividesm into f pieces, i.e.m =
my || ma || ... | my such that eachn; has a suitable
length, and then chooseser Z, to compute ¢;, e;, R;,
R, s;) as those in Section 3.1. The paramefgris com-
puted as

Qr=my - ha(Q—1 & ha(K (14%)

forl = 1,2,..., f, whereQ, = 0. The authenticated ev-
idenceé = (W, R, T, Q1, Q2, ..., Qf) andm,, are then

)) modp,

We demonstrate that the designated investigator of MJIBdelivered toU., .

can recover the ordinary evidenee with its embedded
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Authenticated-Evidence-Verification (AEV): Upon re-
ceiving it, U, first derives (', K) as Egs. (3) and (15),
respectively. He then computes
my = Qiha(Q1—1 & ha(K))~" modp,
fori=1,2,...f, (17%)
and recovers the originak asm; || mz || ... || ms. U, can

evaluates the communication overheads between ours and
WL [30], since their work also provides the functionality
of proxy delegation.

Table 3 Comparisons of group-oriented schemes without the

further verify the authenticated evidence by checking Ed functionality of proxy delegation

(18).

We show that withh = (W, R, T, Q1, Q2, ...,Q¢) and
my,, the designated investigator of MJIB, can recovern
and check its validity with Eq. (17*). From the right-hand
side of Eq. (17%), we have

Qi+ ha(Qr—1 @ ha(K))™!
= Q- ha(Qr—1 ® ha(K)) - ha(Qi—1 ® h4(K))
(by Eq. (14%))
= my (modp)
which leads to the left-hand side of Eq. (17%).

3.3. Efficiency analyses

Encryption & Verification
(excluding delegation)

WT an® —2n+5
Ch An? —2n+5
Ts 3n+5

Ours 3t+5

Remark: The parameteiis a threshold
value and < n.

Table 2 summarizes the functionalities among the proposeshple 4 Comparisons of group-oriented scheme with the func-

and related works including L¥t al's (LW for short)
[14], the Wu-Hsu (WH for short)4g], the Wu-Lin (WL
for short) B0], Wu et al.’s (WT for short) 9], Chang’s
(Ch for short) B] and Tsai's (Ts for short)Z5].

Table 2 Comparisons in terms of functionalities
WT

LW WH WL ch Ts Ours
Group
Oriented N N Y Y Y Y
Threshgld N N N N v
Mechanism
Proxy N Y N N Y
Delegation
Message 'y N N N Y
Linkage
Conversion
(of Evidence) Y Y Y Y Y
Conversion v v v v v v
Free
Proof of
Confidentiality N Y Y N Y
Proof of

Unforgeability N N Y Y N Y

Remark: For each compared scheme, “Y” and “N” sepa-
rately denote “with” and “without” the evaluated
functionality.

Tables 3 and 4 summarize the computational costs in

tionality of proxy delegation

WL Ours
Encryption & Verification N
(including delegation) ~9.183 ~9.171
Communication Overheads
- : : 5lp| +4lql  4lp| + 4lq|
(including authenticated & ~ 4608 bits  ~ 4096 bits

ordinary evidence)
Remark: To obtain fair comparison results under the same
basis, we consider single-user setting andget
|g| = 512 bits in both evaluated schemes.

4. Security proof

In this section, we address the security model with respect
to the proposed scheme and then give detailed security
proofs. Some necessary cryptographic security notidns [
are briefly reviewed as follows:

Discrete Logarithm Problem; DLP

Let p andq be large primes satisfying (p — 1), andg
a generator of orderoverGF'(p). The discrete logarithm
problem is, given an instance,(p, q, g), wherey = ¢*
modp for somez € Z,, to derivex = logy, 4,4

Computational Diffie-Hellman Problem; CDHP
Let p andq be large primes satisfying/(p — 1), and

number of the most time-consuming operation, i.e., moduy a generator of ordey over GF(p). The computational
lar exponentiation, among the proposed and above grouiffie-Hellman problem is, given an instance ¢, g, 9%,

oriented schemes3]25,29,30]. Note that Table 3 further

g") for somea, b € Z,, to deriveg®® modp.
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4.1. Security model - Proxy-Credential-Generation (PCG) queried: makes
a PCG query with respect to the identity of target group

Any cryptographic scheme simultaneously satisfying the forjudicial policemenB returns the corresponding proxy

properties of confidentiality and authenticity should con- credential along with its warrant.

sider the security requirements of message confidentiality Authenticated-Evidence-Generation (AEG) queriésirst

and unforgeability. The widely accepted notion for the se- chooses an ordinary evidenge and then gives it td3

curity of message confidentiality comes from the defini- who will return corresponding authenticated evidefice

tion of indistinguishability- based security, i.e., thevad with a warrantmn,,,.

sary attempts to distinguish a target ciphertext with respe - Authenticated-Evidence-Verification (AEV) queridsub-

to two candidate messages. In the taxonomy of cryptanal- mits the authenticated evidendealong with a warrant

ysis, there are three kinds of attacks: ciphertext-only at- m,, to B. If § is valid, B returns the converted ordinary

tack, chosen-ciphertextattack (CCA) and adaptive chosen-evidence 4, (2), else, an error symbd] is outputted as

ciphertext attack (CCA2). An adversary in ciphertext-only a result.

attack cannot make any query while thatin CCA can query

the plaintext for his chosen ciphertext once. An adversaryChallenge: The adversaryd produces ordinary evidence,

in CCA2 is the most advantageous since he can adaptively,, andm,, of the same length. The challengeiflips a

make new queries based on previous results. We therecoin\ +— {0, 1} and generates authenticated evideftce

fore consider an adversary in CCA2 against our proposedor 1. The authenticated evidengeis then delivered to

scheme in the security requirement of message confiden as a target challenge.

tiality. In addition to the AEV queries, we also give the ad-

versary the ability to make PCG and AEG queries. Whenphase 2:The adversaryd can issue new queries as those
it comes to the security requirement of unforgeability, we jn Phase 1 except the AEV query for the target challenge.
usually refer to an adversary in adaptive chosen-message

attack (CMA) Such an adversary attempts to forge a ValidGuess:At the end of the gameA Outputs a bitV. The

authenticated ciphertext for his chosen message and is pesdversary4 wins this game if\’ = . We defined’s ad-
mitted to adaptively make PCG and AEG queries in ouryantage asidv(A) = |Pr[N = A] — 1/2].

defined security notion. We design two game models for

the above two crucial security requirements as Definitionspefinition 2. (Unforgeability) A cryptographic scheme is
1 and 2, respectively. . said to achieve the security requirement of unforgeability
~ Thenwe can formally prove the security of our schemegagainst existential forgery under adaptive chosen-messag
in the random oracle model. Namely, the one-way hastyttacks (EF-CMA) if there is no probabilistic polynomial-

function is simulated as a random oracle controlled bytime adversary4 with non-negligible advantage in the fol-
a challenger who is responsible for answering the adveriowing game played with a challengst

sary’s queries in the defined game model. Note that the

simulated results of each random query should be comsetyp: 5 first runs the Setup() algorithm and sends the
real scheme. Basically, the concept of security proof is a

security reduction. That is to say, we can reduce a well-ppage 1 The adversaryl adaptively makes PCG and AEG
known cryptographic problem such as CDHP to our pro-qyeries as those in Phase 1 of Definition 1.

posed scheme meaning that if there is any adversary win-

ning the game in CCAZ or CMA, the challenger that takes o gery: Finally, A produces the authenticated evidence
the adversary’s advantages is able to break CDHP. §*which is not outputted by the AEG query. The adversary

ins if 6* is valid.
Definition 1. (Confidentiality) A cryptographic scheme A wins if §* is vali

is said to achieve the security requirement of confiden-

tiality against indistinguishability under adaptive clers .

ciphertext attacks (IND-CCAZ) if there is no probabilistic 4-2. Security proof

polynomial-time adversaryl with non-negligible advan-

tage in the following game played with a challenger We prove that the proposed scheme achieves the IND-CCA2
and the EF-CMA security in the random oracle model as

Setup: The challengeB first runs the Setup() algorithm ~ Theorems 1 and 2, respectively. The security proofs can

and sends the system'’s public parametensims to the  also be applied to its variant with message linkages, since

adversaryA. they have almost the same structure.

Phase 1:The adversaryl can make several queries adap- Theorem 1. (Proof of Confidentiality) The proposed scheme

tively, i.e., each query might be based on the result of preis (7, qn,, qh,, Gh.» ¢PcGy ARG, QAEV , €)-SECUrE against

vious queries: indistinguishability under adaptive chosen-ciphertett a
tacks (IND-CCAZ2) in the random oracle model if there is
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oracle ©-Sita By (A, T
J_Linput 2 if G _list] = (. T, v1)) then
3 ezt for;
fB . ¢ & ¥o 0 vl 4 eleeif ¢y list] = nall) then
/ input & Chooas vy =g Zg.
Fandom nracle A msart[Eq liet (aqy, T)); exit for,
arcest . dif

-ﬂ — PC G oracle 7oen L

AED oradle 8 nexts

AEV oracle B return v,
output

Figure 3 Algorithm of the simulated random oradl&-Sim_h; .

l output

iz
Envmadp

aracle &-Bun_fealm, O D
1: faré=10to Thy ~ 1
2 if (h_listh] = (m, R v2))then
3 exit for,
4. elapif (o _list[i] = mll) then
5.
i

Figure 2 The proof structure of confidentiality in Theorem 1.

Choom vz =R Eg
no probabilistic polynomial-time adversary that catf,( msertihs list Gn, O & wii): et for:

¢')-break the CDHP, where ' )
T endif

€ > qny(ans + ana) (26 = qapv (an, + an, +1)(27F)), 8 next i
7'~ t\(2qpcG + 494G + 3qapy +4). 9: refurn vy,

Heret, is the time for performing a modular exponentia-
tion over a finite field.

Figure 4 Algorithm of the simulated random oradl& Sim_h..
Proof: Suppose that a probabilistic polynomial-time ad-
versaryA can break the proposed scheme with non-negligible
advantage under CCA2 after running in time at most
and asking at mosf;,, h; random oracle (foi = 1 to 4),
qrcc PCG, gapc AEG andqagy AEV queries. We
say thatA (7, qn,» Ghy» Ghss Ghas GPCGH QAEGH QAEV , €)-

choosesy, €r Zg,, adds {n, T, v1) into the hy-list,
and then returns; as a result. We use the algorithm of

O-Sim_hy(m.,, T) to expresd3’s operation. The simu-
breaks the proposed scheme under CCA2. Then we CaN ated random oracl®-Sim_h; is detailed in Fig. 3. Note

construct another algorithithat ¢, ¢’)-breaks the CDHP o o ,
by taking.A as a subroutine. Let all involved parties and :Ezt“tgtej\;unctlon insert{, b) will insert the valueb into
parameters be defined the same as those in Section 3.1. '
The objective of is to obtain g+ modp) by taking
(p, 9, 9, YD, y») @s inputs. Fig. 2 depicts the above proof - ha .Oracle: When A me}kes ams oracle of (n, C, R),
structure of this Theorem. In this prodfsimulates achal- B first searches thé,-list for a matched entry; else, he
lenger toA in the following game. chooses, €r Z,, adds (n, C, R, v2) into thehz-.hst,
and then returns, as a result. We use the algorithm of

Setup: The challengeB runs the Setup() algorithmand ~ O-Sim.ha(m, €, R) to express3’s operation. The simu-
sends the system’s public parametersams = p, ¢, g and lated random oracl®-Sim_h; is detailed in Fig. 4.
(Yo, YD, Yv) to the adversarny.

- hz oracle:When A makes arhi; oracle ofZ = CK mod

Phase 1:4 issues the following queries adaptively: p, B first searches thés-list for a matched entry; else,
he choosess €r Z,, adds ¢, vs) into the hs-list, and
- hy oracle: When .4 makes am, oracle of (n,, 7), B then returna; as a result. We use the algorithm ©f

first searches thé,-list for a matched entry; else, he Sim_h3(Z) to expresds’s operation. The simulated ran-
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oracle &3-S F&3(E) oracde C-Eim POT(A)
I: for1=0to g5, — 1 1: do
_ o 2 Chuouse T v 8 25,
i i {%_;i[zﬁ]:: (& v3)] then 3 Compute T=g%y,  mod p,

: g L : e
4:  elspif fz list[i]= millithen + W]::r}lfﬁfl;ﬁi;—iﬁfz‘g T, ¥1)=true
> Choose vs = p Zg; S insertify_list Cmw Toviik
g insert{k3_list, (2, +v3)); =at for. it define Aimw T =1
7 endif B retum (A, o 70
& nest ]

9 refurn v,

Figure 7 Algorithm of the simulated PCG oracte-Sim_PCG.

Figure 5 Algorithm of the simulated random oradle-Sim_hs.

nracle - Sim_AE e
. l: Chooze aproper &,
oracle O-Bin_ka(K) I (my, o T = O-Sim_ PO,
I: furi=[ltuqu4—1 3 Campute &= Fe " mad g F=3»"mod p;
1 if (g ligt[d] = (7, v then 4: do
3 rzit for 5. Chooze sl wsgZ,
4:  eleeif gy list[z] = mall) then fi:  Cothpute £= gs}rguz mod g
5: Chaase v = 2 (0, 135 7. while (check(ia_list, {. € &, %)) = true)
fi . insert{fzq list, (&, v, ex=it for; & inserifin, (m, 0, F v
T endif 1 define halm, O, B =vq
3. next? 9 Compute B = &{CE mod 205 mod g;
7- rebarn v, 10: @ = O-Bim_kalZ) B m:
1 remen { 6= (Q ®, & T, m}:

Figure 6 Algorithm of the simulated random oradl® Sim_h4.

Figure 8 Algorithm of the simulated AEG oracl@-Sim.AEG.

dom oracleD-Sim_hg is detailed in Fig. 5.

- hy oracle: When A makes an, oracle of K, B first a PCG query and computés=Tg~° modp andK =
searches the,-list for a matched entry; else, he chooses ¥; modp. Then he chooses, v; €r Z, to computerz =
vs €x {0,1}*, adds (€, vy) into thehy-list, and thenre-  ¢°y}; modp wherehs(m, C, R) has never been queried,
turnsu, as a result. We use the algorithm@{Sim_h. (K) adds (n, C, R, vo) into theh,-list, and derivesl{/, Q) as
to express3’s operation. The simulated random oracle Egs. (13) and (14), respectively. Finaljreturnss = (Q,
O-Sim_h4 is detailed in Fig. 6. W, R, T) along withm,, as the result. We use the algo-
rithm of O-SIm_AEG(m) to expresd3’s operation. The
- PCG queriesWhen.A makes a PCG querf firstchooses ~ simulated AEG oracl®-Sim_AEG is detailed in Fig. 8.
a properm,, and two integersd, v1) €r Z, to com-
puteT = g°y2* modp whereh;(m,,, T) has never been - AEV queriesWhenA makes an AEV query for the au-
qgueried. Them3 adds {n.,, T, v1) into the h-list, and thenticated evidencgéwith a warrantn,,, B first obtains
returns {n.,, o, T) as a result. We use the algorithm of v, by making anh,(m.,, T) query, finds out all 1,
O-Sim_PCG(m,,) to express3’s operation. The simu-  v4;)’s from the hy-list and computes; = h3(C'K; mod
lated PCG oracl®-Sim_PCG is detailed in Fig. 7. Note ~ p)~'W modg, fori=0togs, —1. If ha(*, C, R) has ever
that the functiorcheck( IV, b) will return a Boolean value  been querieds retrieves all possible;, vo;)’s from the
depending on whether the valtiés stored in the lisiV. ho-list and checks ifn; = Q & vy; andR = g%iy};” mod
p. If they holds,5 returns{m;, 2 = (S;, R, T), m.}
- AEG queriesWhen.4 makes an AEG query for the or-  as a result. Otherwise, an error symfas returned. We
dinary evidencen, B first obtains {n,,, o, T) by making use the algorithm o®-Sim_AEV (9, m,,) to expresds’s

(@© 2015 NSP
Natural Sciences Publishing Cor.



Appl. Math. Inf. Sci.9, No. 2, 989-1001 (2015)www.naturalspublishing.com/Journals.asp %N =¥\ 997

oracle O-Sim AZFE m,) I 0= (0, ¥, & T} algnrithen Sirn Challengefs ;)
1:vi= 0-Gim_kilme, T : Chooze a proper #,.%;
: Compute = p," mad g, : Choose 5%, (¥, ¥, ¥ € 855 W <a{0, 11
: Find ot all (&, ve)’s fam the & list, : Cotnpute &=y Lmod p;, T* = b:ﬂﬁ:?mndp;
D Cotnpuate 5= O-3im Fe(CE mod p‘}'lﬂ-'mud &, Cinsertlh_hst (muw. 7 vl
sif (eheckefhg list, (%, ©) & *)) = wue) then ff define A1, TF) =17
I ho(®, O, Bihas ever been gueried - Comnpute * = g5 vy mad o

oo pa
Lo bl e

_h

7 if (o liati] =, & B "0 then i define hqlm g, © BY) =y

a: Fetrieve my; and vy T %=y By

N if(my =03 @' “1:':]. and Fmplicitly define kyl8*) = vy where

(& =g¥pp'¥ mad g then E*= (" mod p and & does not now it

10: dr':?‘m (my. £2= (5 & Th mul 8: Cornpute B* =v35%% mod g
}12 s # implicitly define As(CE*) =13
13 ﬂCZtJ 30 return {ﬁ; = [Q*? E"*, .R*, rak:" W“*];
14: elac i A*, O B has nover beon gueticd
1% rd.:um L Figure 10 Algorithm of the simulated SinChallenge.
16: end if

Figure 9 Algorithm of the simulated AEV oracl®-Sim.AEV . valid § to return the error symbd] on condition that4 has

the ability to producé without asking the corresponding
ha(my, C, R) or hy(K) random oracles in advance. Let
AEV_ERR be the event that an AEV query returns the er-
ror symbolq for some validy during the entire game, and
VLD an event that the authenticated evidencibmitted

by A is valid. QH, and QH, separately denote the events
thatA has ever asked the correspondingndh, random
oracles beforehand. Then we can express the error proba-
bility of any AEV query as

operation. The simulated AEV oradleSim_AEV is de-
tailed in Fig. 9.

Challenge: A generates ordinary evidence,y andmg,

of the same length. The challeng@rflips a coin\ «—

{0, 1} and chooses a proper warramj,*. He further chooses
S*, o, v1, v2, v3 €g Z; andvy €r {0,1}* to compute

C =y modp, T* = (y%)C modp, R* = ¢5" y}2 mod Pr[VLD|-QH4 VvV —QH,)

p, Q* = vy & my andW* = v35* mod q. To ensure the = Pr[VLD|-QH,] + Pr[VLD N QH4|—~QH>)
consistency of simulated random oraclBsadds two en- = Pr[VLD A QHs|—QH,4] + Pr[VLD N —-QH,|-QHy]
tries (n., T*, v1) and (ny, C, R*, vq) into the hy-list +Pr[VLD A QHy|-QHs]

andh,-list, respectively. Note thd has implicitly defined < g5, (27%) + (27%) + ¢, (27%)

h3(CK*) = vg andhy(K*) = vy, whereK* = (y%)* mod = (g, + qn, + 1)(27F).

p and he does not know it. Finally, the authenticated evi- )
denced* = (Q*, W*, R* T*) and the warrantn,,* is Since A can make at mosjazv AEV queries, we can

given to.A as a target challenge. We use the algorithm offurther express the probability of AEERR as
Sim_Challengefn,) to express3’s operation. The simu- —k
lated SimChallenge is detailed in Fig. 10. PriABV _ERR] < qapv(n. +an, +1)(277). - (19)
Additionally, in the challenge phasB,has returned a sim-
Phase 2:4 makes new queries as those stated in Phase fQilatedo* = (Q*, W*, R*, T*) whereT* = y7,C' mod
except the AEV query for the target challenie p, which implies the secrei(* is implicitly defined as
(y%)™ modp. Let GP be the event that the entire simu-
Analysis of the game:Consider the above simulations of lation game does not abort. Obviously, if the adverséry
PCG and AEG queries. One can see that simulated resultsever askgis(C K*) or hy(K*) random oracles in Phase
are computationally indistinguishable from those gener-2, the entire simulation game could be normally termi-
ated by a real scheme. We refer the simulations of PCG andated. We denote the two events thé&tdoes make an
AEG queries to be perfect. Then we evaluate the simulahs(CK*) and hy(K*) query in Phase 2 by Qkf and
tion of AEV queries. From the algorithms G¢SIim_AE'V, QH,*. When the entire simulation game does not abort,
we find out that it is possible for an AEV query of some it can be seemd gains no advantage in guessihglue to
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the randomness of the output of random oracles, i.e.,

PriXN = \GP = 1/2. (20)
Rewriting the expression dPr[\" = )], we have
PriN =\ = Pr[\ = A\|GPPr[GP

+Pr[\N = \-GPPr[-GP
(1/2)Pr|GP + Pr[-GP (by Eq. (20))
(1/2)(1 — Pr[-GPF) + Pr[-GP|
= (1/2) + (1/2)Pr[-GP.
On the other hand, we can also derive that
Pr[N =)\ > Pr[\ = \GPPr|GP
= (1/2)(1 — Pr[-GP)
=(1/2) — (1/2)Pr[-GP.

With inequalities (21) and (22), we know that
|Pr[N =)\ —1/2| < (1/2)Pr[-GP. (23)
Recall that in Definition 1,4’s advantage is defined as
Adv(A) =|Pr[N = A] — 1/2|. By the initial assumption,
A has non-negligible probability to break the proposed

scheme. We therefore have |Pr[\ = A\] — 1/2|. Com-
bining Eq. (23), we can further derive< (1/2) Pr[-GHF.

IN

(21)

(22)

(:ﬁ:'. . 5, .}?5']
‘J‘v |_input
Qg (B: & 2 Vo V2 Yo =27 mnd p}
Lput
Fatidom oracle
ﬁ ACCEE 5 PTG oracle
L AEG oracle
OUIEpTE \ T, output
F=@W.RT) | | P=(@AF R |
ourput
o (= logeyo)

Figure 11 The proof structure of unforgeability in Theorem 2.

From the above analyses, we have known that the entire

simulation game aborts, denoted -a&P, if one of the
events QH, QH, and AEV.ERR occurs. Consequently,
we obtain
e =(1/2)(Pr[QH; v QH; vV AEV_ERR)
< (1/2)(Pr[QH3] + Pr[QH;] + Pr[AEV_ERR))

Combining Eq. (19) and rewriting the above inequality, we
get
(Pr[QH3] + Pr[QH}]) > 2¢ — Pr[AEV_ERR

> 2e — qapv(qn, + qn, +1)(275).
If the event(QH3 vV QH} ) happens, we claim that the value
K*= (y%)"* modp will be stored in some entry of thie;-

list with the probability ofy, (g, +qr,) . Consequently,
B has non-negligible probability

¢ > qn, (qhs + qh4)71(26 - QAEV(th + Ghy T 1)(27]6))

to outputK*"i1 = ¢%= and solve the CDHP. The com-
putational time required foB is 7' ~ 7 + t\(2qpcc +
4qapc +3qapy +4).

~
~

Q.E.D.

In 2000, Pointcheval and Stern introduced the Forking

lemma R1] to prove the security for generic digital sig-
nature schemes in the random oracle model. If we appl
their techniques to prove our scheme, we can first obtai
two equations below:

By combining the above two equalities, we can further de-
rive the private keyl, as

do = (S = 8')/(hy(m,C, R) — ha(m, C, R))
and hence solve the DLP for the instanggy g, yp = g%
modp).
Still, to give a tight reduction from the hardness of DLP

to our proposed scheme, we present another more detailed
security proof and the advantage analysis as Theorem 2.

Theorem 2. (Proof of Unforgeability) The proposed scheme
iS (7, qny» Gny» qPCGy QAEG, €)-SECUre against existen-
tial forgery under adaptive chosen-message attacks (EF-
CMA) in the random oracle model if there is no proba-
bilistic polynomial-time adversary that can’( ¢’)-break

the DLP, where

6/ > 4_1(6 o 2—2]@)3(%?21)’
' =1+ tx(dgpca + 10gaEG)-

Heret, is the time for performing a modular exponentia-
tion over a finite field.

Proof: Suppose that a probabilistic polynomial-time ad-
versaryA breaks the proposed scheme with non-negligible
advantage under CMA after running in time at most

.%and asking at mosfy,, h; random oracle (foi = 1 to 4),

grcc PCG andgapc AEG queries. We say thatl (7,

Qhy» Qha» Qhsy Ghay QPCGy GAEG, €)-breaks the proposed
scheme under CMA. Then we can construct another algo-

R— S ha(m,C,R) mod 7 . .
g /yi . b rithm B that (', ¢')-breaks the DLP by takingl as a sub-
R=g° yDQ(m’ R modp. routine. Let all involved parties and notations be defined
(@© 2015 NSP
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the same as those in Section 4.1. The objectivB &f to x € X andy € Y, A returns a valid forgery with non-
obtaindy (= log,yp) by taking @, ¢, g, yp) as inputs. Fig.  negligible probability, i.e.,

11 depicts the above proof structure of this Theorem. In p,. [VLD] = ¢

this proof,3 simulates a challenger td in the following weX.yer '

game. By the “Splitting lemma”, there exists a subsete X
such that
Setup: The challengeB runs the Setugf) algorithm to (@).Pr[z € D] = |D|- |X|7' > 27t
obtain the system’s public parametgrs-ams = {p, q, g} (b).Vz € D, Pryey[VLD] > 27
. , Pry, > .

and comes up with a random tape composed of a long se- , )
guence of random bits. The# simulates two runs of the Ifwe letp € D andy’ € Y separately be the supplied
proposed scheme to the adversargn inputparams, y,, sequences of random bits and random function values be-
YD, y» = g* modp wherea € Z,, and the random tape.  fore and aftetd makes theiy(m, C, R) query, A is able

to make a valid forgery in the second simulation with the
Phase 1:4 adaptively aské;, fori = 1 to 4, random or- ~ Probability of at leas{2~'¢)? =4~ '¢?, i.e.,
acle, PCG and AEG queries as those defined in Theorem 1'PTp€D7y’€Y[VLD] > 4712,

Since we have known thad eventually returns another

Analysis of the game:According to the analyses of The- valid 5* = (Q, W*, R, T) with ha(m, C, R) # hi(m, C,

orem 1, the simulations of PCG and AEG queries are per- """~ | . .
fect. Namely, the adversary cannot distinguish whether %) iS 4y, , the probability of3 to solve the DLP in the
he is playing in either a simulation or a real scheme. LetS€cond simulation can be represented as

VLD be the event that forges a valid authenticated evi- ¢’ > (e —27%)(47 (e —27%)%)(¢; 1)

denced = (Q, W, R, T') along with a warrantn,, for his ~ (4 )1 9—h3

arbitrarily chosenn. Since. A4 has non-negligible proba- = (dgn,) ™ (e~ )"

bility € to break the proposed scheme under CMA by theMoreover, the computational time required #6rin one

initial assumption, we know that simulation is

Pr[VLD] =e. 7'~ T+ 2t\(2¢rcc + 44aEG)-
Now we further consider the situation wheteis able to Q.E.D.
output a validé without askinghs random oracles in ad- According to Theorem 2, the proposed scheme is se-

vance. Let {QH,) be the event thafd guesses correct cure against existential forgery attacks. That is, thegpeiv
output value ofha(m, C, R) without asking the random  key cannot be forged and the group for judicial policemen
oracle, i.e.,Pr[-QH,] < 27*. Then, we can express the cannotrepudiate generated authenticated evidence. Hence
probability thatA outputs a valid forgery = (Q, W, R, we obtain the following corollary.
T) after askingh, random oracle as

Pr[VLD A QH,] > (e — 27%). Corqllary 1. The proposgd _scheme satisfies the security

requirement of non-repudiation.
With the initially selected private key, B can recovern
and obtain the parametsr
ThenB launches the second simulation. He again runs5. Conclusion
A on the same input. Since the adversarys given the
same sequence of random bits, we can anticipate that therom the perspective of realistic consideration, we pro-
i-th random query4 asks will always be the same as the posed an efficient and secure data protection method for
one in the first simulation. In the second simulatiBre-  computer forensics in this paper. Our design idea is mo-
turns identical results as those he responds in the first timévated by the practical forensic procedure in legal cases.
until A makes théio(m, C, R) query. At this time B di- To provide better flexibility, the proposed scheme equips
rectly gives another answeg € Z, rather than original anyt-out-of-n judicial policemen to cooperatively gener-
vo. Meanwhile, A is then supplied with a differentrandom ate valid authenticated evidence on behalf of the investi-
tape which also consists of a long sequence of random bitgyating authority rather than the whole group. For facili-
From the statement of “Forking lemma”, we can learn thattating the encryption/verification of large evidence, d-var
when A finally makes another valid forgewy = (Q, W*, ant with message linkages is also introduced by dividing
R, T) whereha(m, C, R) # hi(m, C, R), B could solve it into many smaller blocks. Compared with existing re-
the DLP with non-negligible probability. To analyZ#s lated cryptographic mechanisms that take both the prop-
success probability, we use the “Splitting lemma21][de-  erties of confidentiality and authenticity into considera-
scribed below: tion, our method provides better functionalities and effi-
Let X andY be the sets of possible sequences of ran-ciency. Moreover, to guarantee the feasibility of proposed

dom bits and random function values providedtbefore  work, we also proved that the proposed scheme achieves
and after thehsy(m, C, R) query is issued, respectively. It the IND-CCA2 and the EF-CMA security in the random
follows that on inputting a random valde || y) forany  oracle model.
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