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Abstract: Power analysis attacks focus on recovering the secret kegmyjptographic core from measurements of its consumedpowe
when the cryptographic core is in encryption or decryptioocpss. This paper designs a complementary AES decryptjonitam
which is implemented in hardware as a complementary copateof AES decryption engine to resist power analysis kitdbe
algorithm which is complementary to AES is denoted as CAESES decryption engine can provide complementary power t8 AE
decryption engine by emulating the ideal of wave dynamitedétial logic (WDDL), a power balanced hardware gateestf]AES
decryption algorithm is an algorithm level countermeasmhéch can be easily implemented by hardware descriptioguage. This
enables designers to design a security IC in a traditionsigdeflow, while WDDL logic circuits employ a customer desifjow.
This paper specifies the detailed description of the CAE8yg&on algorithm and its hardware implementation. Cqueeslingly, we
carried out power analysis attacks to AES decryption ersgwi¢hout CAES counterpart and with CAES counterpart. We usg
accurate power traces through simulation and FPGA expatitoeexhaustively examine our proposed countermeasuie rasults
show that CAES counterpart can thwart power analysis atank it is a promising approach to implement resistant orgpte.

Keywords: AES, correlation power analysis, power analysis attack,DAD

1 Introduction cryptographic algorithm. An advantage of this approach
. ) ) ) o is that it can be implemented at the algorithm level

With the massive spreading out of inexpensive integrateqyithout changing the traditional integrated circuit (IC)

circuits which are able to store and process confidentiafjesign flow. Masking, as a countermeasure to power

data, the phenomena that more and more research ofhalysis attack, has been extensively discussed in the
information security issues has been sprung dp [ scientific community9,12,13].

Side-channel attacks (SCA) exploit the leaked physical On the other hand . ;
information from chips to analyze the cryptographic n € other hand, more generic countermeasures are
. also under discussion. These countermeasures are all on

devices and recovery the secret key stored in® it lovel. Wi I th ic in that th
cryptographic devices2]. Recently, SCA, especially CI'CUIt IEVEL Ve call them more generic in that they are
ot constrained to a certain cryptographic algorithm.

power analysis attacks, have been extensively shown to b . ) .
nce a practical method is found, designers need not to

a major threat to the security of data that processed an X X . o
stored in cryptographic devices, such as smart cardcare about the security of implementations for a specific

Simple power analysis (SPA), differential power analysisalgor'thm' This makes possible _the automatic deSI_gn:
(DPA) [2] and correlation power analysis (CPA3][are These countermeasures fall into two _categories:
three types of power analysis attacks. Correspondingly, gomplementary circuits and gate level mask circuits.
lot of countermeasures have been proposed in the last few Kris Tiri and Ingrid Verbauwhedell] proposed a
years §,5,6,7,8,9]. complementary logic style called sense amplifier based
Masking is a very prevalent countermeasure, whichlogic (SABL), in which dual-rail and pre-charge
randomizes intermediate values that are processed by thechnology are employed. Considering SABL requires a
cryptographic devicell0,11]. The goal of masking is to new customer design cell library, simple dynamic
make the power consumption of a cryptographic devicedifferential logic (SDDL) and its improvement wave
independent of the intermediate values of thedynamic differential (WDDL) came into being afterward
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also under efforts of Kris Tiri 15. Compared with cryptographic device
SABL, WDDL only makes use of common cells. The
complementary cell of WDDL is opposite to its original it cryptographic engine
cell. In contrast, Kazuyuki et al. proposed homogeneous (1) 1 5 __i> ciphertext
dual-rail logic (HDRL) i_n .[16], which has the same - skriadae g [NV = irriE)
complementary cell as original cell. () l:'|> D (X =g(PT.K}))

Besides complementary circuits, masking on gate level

is analyzed in17]. Itis a masked and dual-rail pre-charge el
logic style and can be implemented using common CMOS iy
standard cell libraries. The implementation of masked gate

circuits in logic level has been presented by Thomas Popg -
and Stefan Mangard iriLB]. - -

Though the above methods, in both algorithm level s
ar_‘d C'rcu"_[ level, aim a_t preven_tlng DPA com_pletely, they Fig. 1: The basic idea of power analysis attacks:to reveal secret
still leak side channel information. For masking methods,ntormation from a cryptographic device.
outputs? transitions of logic gates are dependent on the
input signal when glitches existL9]. What?s more, in
[20Q], Stefan Mangard et al. did a successful attack on
masked AES hardware implementations with glitches.2 Preliminaries
For complementary circuits, loading capacitance is hard
to control for deep submicron. process technologie
where the transistor sizes and wiring widths continuousl
shrink [18].

Place and route of WDDL logic is different from
traditional IC design flow, and no EDA tool is suitable for
it. In this paper, we proposed a complementary AES
(CAES) decryption algorithm, as an opposite counterpart )
of AES decryption algorithm to balance consumed power2-1 Power Analysis Attacks
in algorithm level. The concept of CAES is the same as
WDDL. WDDL aims to balance consumed power in gate Fig.1 shows the basic ideal of power analysis attacks. The
level, while our proposed CAES decryption algorithm is cryptographic device implements a cryptographic
to balance power in algorithm level. The functions of algorithm, represented byf. Algorithm f takes the
CAES decryption algorithm are always opposite to theplaintext PT) and the key K) as inputs, and generates
function of AES decryption in algorithm, which leads to the encryption result called cipher textCT)
the balanced consumed power. (CT = f(PT,K)). The internal secret ke is not directly

For example, original logic operation of AES observable through the ports of the device. The objective
decryption algorithm is bitwise ~AND, then of power analysis attack is to reveal the valudlof
complementary logic operation of CAES decryption Power analysis attacks recover the whole key part by
algorithm is bitwise OR. That is the basic ideal which we part in the following way. There are always intermediate
used to design CAES decryption algorithm. values that are only related to a small partkofAssume

The level of achieving resistance to DPA of CAES is that an intermediate data X depends on a single key byte
higher than WDDL logic, so our proposed K[7 : (0] and the plaintextPT. Then, K[7 : 0] can be
countermeasure can be easily implemented in hardwardiscovered with only 2guesses.
description language (HDL). The traditional IC design  To check which guessed key is correct, ideal power
flow can be adopted in security circuit with the help of consumed is calculated according to intermediate value
our proposed countermeasure. X. The variable,X, is indirectly observed through its

This paper serves for the purpose of summarizing allpower dissipation, which is a part of the power dissipated
the work on CAES decryption algorithm done by authors.by the entire device. Through proper correlation
The structure is as follows. In Section 2, power analysistechniques, the overall power dissipation from the device
attack and WDDL technology are introduced. In Sectioncan be used in place of the power dissipation from
3, we give the detail decryption algorithm of CAES, and intermediate dataX. Power dissipated by unrelated
simulate power analysis attacks to transformations oftomponents can be treated as noise. In such way, power
AES decryption engine without counterpart CAES and analysis attack successfully obtains the information ef th
with counterpart CAES. The effects of our proposedinternal states and finally attacks the device.
countermeasure to power analysis attack are also shown The remainder of this part, we will give procedures of
in this section. In Section 4, we use PFGA experiment topower analysis attacks in Fig. In the first step, the
validate our proposed countermeasure. And Section @ttacker chooses an intermediatebit data X that is
concludes all of our work. physically generated within the cryptographic circuit

LY
112 15 nit ohservable

— Pawer of 11} is ohservahle

SThis section introduces some preliminary knowledge on
ypower analysis attacks and a typical hiding technique,
WDDL logic. The ideal of our proposed countermeasure
is just from the WDDL logic.
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under attack. In most attack scenarios, sighalepends sundaaNADN | [ .

on both the inputPT and the secret ke of the g i FH

cryptographic algorithm according to a well-defined th -

functiong in cryptographic algorithm | N\

whereg is set by the algorithm and, hence is known by the ' -

adversary. F_|g._2: _CMOS standard NAND has data-dependent power
In the second step, the attacker inpisdifierent  dissipation.

input valuespt (with i = 1,2...M) and measures the

corresponding powep; of the cryptographic device while : T

it encrypts or decrypts different data blocks. We write oo =

input known data values as vectBil = (pty,..., ptw)". DV -f F\ / \

Measured powep; hasT sample points, sg; is also a gi\;ﬁxu‘ i \wE |

vector denoted aspi = (pi1,...,piT). The attacker
measures a trace for each of input data, and hence, the
traces can be written as matfxof sizeM x T.

In the third step, hypothetical intermediated data is
calculated according to equatioft)( Since the generic Fig. 3: WDDL NAND gate has data-independent power
input pt is applied by the adversary, the only unknown dissipation.
variable in equatiori] is the secret kek. We write these
possible choices as vectdt = (ki,...,ky), where N
denotes the total number of possible choices. This .
calculation equation2) results in a matrix< of sizeM x ~ 2-2 The WDDL Technique
N, which stands for intermediate value.

22

WDDL logic is a typical logic of differential and
Xij=f(pt,kj)i=1.,Mj=1..,N (2 pre-charge technique which is used for cryptographic
. . devices to make the power consumption of the logic cells
In the fourth step, intermediate values are mapped 19, yhe “gevice constant in each clock cycle. It is an

Eowg[rr]c?nsrmrtJtlon vda}lutes. Ir|1 tg;s tstep, atte:qkelfl ma;p th%ﬁective countermeasure against SCA. Its basic idea is to
hypothet!cal intermediate vatg OI nga fx to' reduce the dependency of power consumption and
ypothetical power consumption values. 1S a matrix—jyiermediate value. Hardware circuits implemented as

with size ofM x N. Lo
X WDDL have a constant power dissipation and
In the fifth step, the measured power and the electromagnetic emanation.

estimated poweH are compared. Each colunim of the Fig. 2 illustrates the operations of a standard NAND

matrix H is compared with each columpy of the matrix ; ;
4 . _gate and WDDL NAND gate. This example approximates
P. This means that the attacker compares the hypothetic tatic and dynamic power dissipation of a logic gate

power consumption values of eaqh key hypothesis Wit.hthrough the hamming weight and hamming distance of its
the recorded traces at every position. The result of th'soutput, respectively. In the case of a single NAND gate in

c?mpar:rs.c_)n 'Sta. m?;n)R 0f|t3|zfethN x T, which beat?/\t] Fig. 2, the static and dynamic power dissipation depend
element;  contains the result of the comparison DEWeen , 'y, o input values of the gate. For example, if the static

the columnsp; andhj. The comparison is done base on ,,er i 0, both inputs must be 1. This side-channel
correlation efficient calculated according to equati®n ( leakage is critical to SCA

SM.(hgj—M).(paj —P7) Fig. 3 shows the same test case on a WDDL NAND

roo— i=1(Nd,j — Ni).(Pd,j — Pj 3) . o Lo |

i = gate. In this case, the circuit encodes each logic value
\/Zile(hd,j —h"2.(pa,j —Py)? with a complementary pair. Furthermore, each pair is

pre-charged to (0,0) in each clock cycle before evaluation.
The highest correlation coefficient of the matRxeveal  As a result, each clock cycle, every WDDL signal pair
the positions at which the chosen intermediate data haghows exactly one transition from 0 to 1 and another one
been processed and the key that is used by the device. lfflom 1 to 0. The resulting static and dynamic power
equation 8) h; andpyj is calculated as following equations dissipation are independent of the input values of the

(4) and 6). WDDL gate.
o 1 M ho 4 So far, WDDL technique has been broadly used to
"M _1; di (4) protect hardware circuits. But WDDL logic is

implemented in transistor level. No commercial EDA tool

1 M is available for integrated circuit design. So we proposed

Pi= |\/|—_1zi Pd j ®)  caEs decryption algorithm as a complementary
= counterpart circuit to AES decryption circuit to resist
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o transformations lead to data-dependent power dissipation

which must be avoided. InvSubBytes transformation in

D AES is most vulnerable to power analysis attack, because
nout

DIN

AES
Inv
Mix
Columns

power consumed by InvSubByes transformation attributes
to the most part of the whole power consumed by AES

- decrypiton engine. So InvSubBytes is a main
transformation that should be carefully considered.
Fig. 4: Architecture of the AES decryption engine. The concept of CAES is to protect all of these four

transformations with complementary transformation. Fig.

5 is our proposed countermeasure to power analysis
e attack. CAES decryption engine, as a counterpart of AES
' decryption engine, provides complementary power which
makes the whole power consumed by AES and CAES
constant at any time.

DIN

AES
Inv
Mix

w ||

Shifi [ | Sub

hm| (B iy To implement the above concept, this work proposes
"" . CAES decryption algorithm which has four
= complementary transformations accordingly to AES
Koy decryption algorithm transformations. For example, when
output of AES S-Box is 0x5a, the output of CAES S-box
e must be O0xa5 at the same time. It promises the same
s hamming weight at all the time. From Fig.and Fig.5,
initial data of CAES is bitwise complementary to the
initial data of AES. And even more, very intermediate
alue of CAES is bitwise complementary to the
ntermediate value of AES accordingly, because very
transformations of CAES is complementary to the AES.
This can guarantee the same hamming weight of all
intermediate value. This is the basic ideal of our proposed

power analysis attack by emulating the ideal of WDDL. countermeasure. .
CASE decryption engine always execute opposite CAES decryption algorithm can guarantee that very
operations to AES decryption engine. This characteristidransformation of AES decryption algorithm has a

can make power consumption constant in every clockcomplementary transformation in CAES decryption
cycle. algorithm. Equation (6) to equation (9) can easily be get.

pour

Columns

Fig. 5: Our proposed countermeasure based on commentar
CAES decryption engine.

AESInvSubBytels) = CAESInvSubByte&)  (6)
3 Using CAES decryption algorithm to resist

power analysis attack AESInvShiftRows) — CAESINVShiftRows)  (7)

This section discusses the concept of our proposed

countermeasure CAES decryption algorithm, and then we AE SInvMixColumngx) = CAE SInvMixColumngx)
build a model to evaluate how resistant to power analysis (8)
attack the hardware circuit is. And then, we give the detail

CAES decryption algorithm and analyze its resistance to AESAddRoundKefx) = CAE SAddRoundKef) (9)
power analysis attack.

Theorem 1.Let symbolA denote as bitwise exclusive OR,
and ~ A as bitwise exclusive NOR. Symbel and ~ A
3.1 Concept are complementary logic operation. The complementary
operation is given by
While CAES decryption engine protects AES decryption
engine, its ultimate objective is to reduce the side-chinne aAb=a~ AD (10)
leakage originating from AES decryption engine.
The implementation of AES decryption engine in This can easily be proved. Left part of equatid)(can
hardware has different parts which are potential sourcege written
of side-channel leakage. Fig.shows the architecture of _ (= 7
AES decryption engine implemented in hardware. There anb= (a&b)|(a&b) (11)
are four transformations: InvSubBytes, InvShiftRows, where symbol & is represented as bitwise AND, and
InvMixColumns and AddRoundKey. These symbol| as bitwise OR. Right part of equatiofid) can
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m bit

it m bit
i hardware module |—— output

data
data

m hit secret key

Fig. 6: Model to evaluate resistance to power analysis attack.

be rewritten in the following Fig. 7: Multiplicative inversion in GF (2*)?)

~a&bé& a&_b (12)  the input data using AES inverse S-Box. AES inverse
=(alb) & (alb) S-Box is constructed by composing two transformations:
=(@a&b)|(a&b) 1. Apply the following affine transformation which

is expressed in matrix form:
From equation11) and equationX2), we can easily
get that equation 10) is true. Then, bitwise XOR .

operation and bitwise XNOR operation are by (00100107 [bo] [1]
complementary logic operations. E; 10010010 |bs 0
Theorem 2. Bitwise AND operation and bitwise OR b? 2%?8328% EZ é
operation are complementary logic operations. The b‘3 =l01010010 b3 +1o
equation L3) is given 4 4
b 00101001 |bs 0
a&b=a|b (13) b 01001010 [by] |O
LM7d i (14)
Equation (3) is very easily to prove. (b AbsAb7 AL
bg AbzAbgAO
biAbsAb7AL
3.2 Model to Evaluate Resistance to Power _ EOngﬁESQg
i 1A b3 A bg
Analysis Attack ba /A by A b A O
) . bgAbzAbsAO
Fig. (6) shows a way to evaluate resistance to power by Ay AbGAO

analysis attackM bit input data, exclusive OR witm bit

secret key, are input to hardware module which is just

being evaluated. For the sake of illustration, we tie secret whereb; is theith bit of the input byteb; is theith bit

key to 0x2b. Attacker applies all possible input dataof the output byte.

patters to circuit in Fig.®). If the attacker can recover the o ) L

secret key, we can assert that the hardware module in Fig. _2: é;l’ake the multiplicative inverse in the finite field

(6) cannot thwart power analysis attack. And if the ©F (2°), the element 00 is mapped to itself.

attacker cannot retrieve the secret key, it is apparent that Calculating the multiplicative inverse of a byte in the

the hardware module can resist power analysis attack. Ifinite field GF (%) is much more difficult. Related work

this work, we just used this model to evaluate thein [21] provided an efficient approach which is used to

resistance of our proposed countermeasure to powetalculate the inverse of a byte in the finite field GE)(2

analysis attack. The approach in work1] is shown In Fig.7, calculating
the multiplicative inverse in the finite field ¥p is
converted to compute in a composite fields GE*[?).

3.3 CAES Decryption Algorithm There are three steps needed to calculate the
multiplicative inverse.
3.3.1 InvSubBytes Step 2.1 Convert a data from the finite field GF8)2

to composite fields GH2%)?).

AES InvSubBytes transformation is a non-linear byte  To implement this, an isomorphism functioh is
substitution that operates independently on each byte ofieeded. According to the work ir2]], the isomorphism
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functionT is given in the following:

ralp r10001110 X7
aly 01100000 |xg
al, 01000001 |x
alz 00101000 |x3
{ahal} =1 an | =T*= 00001110 |x

ahy 01001011 |xs
ahp 00110101 |xe
L ahs 100000101 L] s
TXg A X4 A X5 A Xg ]
X1 N X2
X1 A\ X7

[ XRAX

XA X5 A X
X1 A Xg A Xg N\ X7
X2 A X3 A\ X5 A X7
LX5 A\ X7 i

whereahandal are four bit element in GR2%)?), ah
is theith bit of ah, al; is it" bit of al; X is an element in
(28), x; is theit" bit of X.

Step 2.2 Calculate in composite fields GF2()?). In

Fig. 7, computations are expressed in the following

equations.

ahxe= ahPe ) (16)
alxe= (ahA al)eal (17)

gama= ahxeA alxe (18)

theta= gama ! (19)
aph= thetae ah (20)
apl = thetae (ahAal) (21)

where) is a constant element in GR()?), the value ofA
is Oxe. Symbobk denoted as multiplication in GFZ*)?).
From equation 16) to equation 21), it is clear that
there are four operations:x> (squaring), xA
(multiplication by a constant)s (multiplication) andX 1
(multiplicative inverse) in GF (). We denote two
polynomialsa(x) andb(x) in GF (2*) as following.

a(x) = a3 + asxs + aixq + ag

22
bX) =BG 0BG +by by
The multiplication of two-term polynomials involves
multiplication of elements in GF (3 which requires an
irreducible polynomial of degree 4 which is given by

m(x) = x* +x+1 (23)
Multiplication in GF (2) is given by
c(x) = a(x) x b(x)modnix)

apn=a/\ag,ap=aA\ag,ac=a1\a
Co=(ap & bp) A (ag & b1) A (az & ) A (ag & bg) (24)
C1= (a1 & bp) A (aa & 1) A (ag & b2) A (ac & bg)
C2= (a2 & bp) A (a1 & b1) A (aa & bp) A (ap & bg)
C3=(az & bp) A (a2 & b1) A (a1 & ) A (aa & bg)

Squaring in GF () is a special case of multiplication and
is given by

c(x) = a(x)’modnix)

Co=ag &

Ci=ay (25)
C=ajN\ay

C3=ag

The inverse of an elemeatx) in GF (2) is given by

c(x) = a(x)"*modnix)
apn=ap/Naj,ap=a\ag
co=aarasA(ap& ax & az) Nax & (aplar)

26
C1=(aa & a) Nag A&y & (aolas) (20)
C2=a& ayNagAag & (a]as)
Cs=asNagA(ap & azg) Nag & (az]ap)
Multiplication by A in GF (2%) is given by
c(x) = Aa(x)modnix)
Co=a1NaxAaz
CL=ap A&y (27)

Co=aggNasNay
C3=agNaiANax/A\ag

Step 2.3 Apply isomorphism functio 1 to convert
an element from GF24)?) to GF (£).

To implement this, an isomorphism functioh—!
which is the inverse isomorphism functidnis given in
the following:

rL0001000 rapl1
00001101 |aph
01001101 | aph
1 01001110 |apk
Y=Taphapl} =157 601101 |aph
00101100 |aph
01111001 |aph
100101104 Laphs] (29)
raplp Aaph0 7
aphp AaphlAaphs
aply AaphOAaph Aaphs
__ | apliAapOAaph Aaph
~ | aply AaptOAaph Aaphg
apl AaphOAaph
apli Aapl2Anaplz Aaphp Aaphs
Lapl AaphOAaph Aaphg ]

The transformation of CAES InvSubBytes is
complementary to AES InvSubBytes absolutely. Input
and output of CAES inverse S-Box must be bitwise
complementary to AES inverse S-Box. To accomplish
this goal, every basic logic unit of CAES and AES must
be bitwise complementary to each other. CAES inverse
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S-Box is constructed by composing two transformationscomplementary to each other when inputs of them are

in the following. bitwise complementary to each other.
1. Apply CAES affine transformation which is Step 2.2.Calculate in composite fields GR2()?).
expressed in the following equation: Computations of CAES in GF(2*)?) have the same
structure as AES. Computations of CAES in GE*(?) is
b ] - oo - also according to equatiod) to equation 20). But main
bp 001001070 [ho 1 operation: squaring, multiplication by a constant,
b‘l 1001001Q |b 0 multiplication ~and  multiplicative  inverse, are
b‘2 2 é (1) 8 (1) 2 8 é EZ é complementary to AES.
5| 3 N . -
b,| = |01010010 |bs +10o Multiplication of CAES in GF (2) is given by
bs 00101001 |bs 0 c(x) = a(x) x b(x)modnix)
Eﬁ éggégégo Es 8 ap =ap~ Nag,ag = a2 ~ Aag,ac = a1 ~ A\ap
- ST (29) Co = (ao|bo) ~ A(ag|by) ~ A(az|bz) ~ A(as|bs) 31)
A ¢1 = (a1|bo) ~ A(aalbr) ~ A(as|bs) ~ A(ac|bs)
by o ADy o A o AL G2 = (ag|bo) ~ A(au|by) ~ A(aalbz) ~ A(ag|bs)
| bo~ Aby ~ Abg ~ AO ¢z = (aglbo) ~ A(az|b1) ~ A(aa|bz) ~ A(aa|bs)
| by ~ Abg ~ Abg ~ AD
by ~ Abg ~ Ab7 ~ AO Equation 81) is modified from equation24), we
bg ~ Abz ~ Abg ~ AO modified XOR to XNOR, and AND to OR. According to
| b1 ~ Abg ~ Abg ~ A0 | Lemma 1 and Lemma 2, it is apparent that outputs of

) o ) . o equation 24) and equation 31) are bitwise
whereb; is thei'” bit of the input byte); is thei™ bit of  complementary to each other when inputs of them are
the Output byte Basic Operation unit of affine bitwise Complementary to each other.
transformation of AES is bitwise XOR in equatiohd4j. Squaring of CAES in GF @ is a special case of
According to Lemma 1, it is apparent that outputs of mytiplication and is given by
equation {4) and equation 29 are bitwise

complementary to each other when inputs of them are c(x) = a(x)2modnix)

bitwise complementary to each other.
2. Take the multiplicative inverse in the finite field Co= a0~ A&

GF (28), the element FF is mapped to itself. Ci=a (32)
Calculating multiplicative inverse of CAES also has Cr=a; ~ Ady

three steps which are complementary to multiplicative
inverse of AES.

Step 2.1.Convert a data from the finite field GF)2
to composite fields GR2*)?). The transformation is given

C3=ag

Equation B82) is modified from equation25), we
modified XOR to XNOR. According to Lemma 1, it is

by: apparent that outputs of equatia?b( and equation32)
are bitwise complementary to each other when inputs of
Malo ] (10001110 X7 them are bitwise complementary to each other.
al 01100000 |x The multiplicative inverse of CAES in GF {pis given
aly 01000001 |x by
als 00101000 |x3
fahall =101 =TX= 100001110
X4 _ -1
ahy 01001011 |x ¢(x) = a(x)~"modnix)
ahp 00110101 |x an=ap~ Naj,ap =ax ~ Aag
Lahg | L0000010Y [x7] (30) Co = ap ~ Aag ~ N(ap|ag|az) ~ A(az|(ap&as)) (33)
[X0 ~AXa ~AXs ~ A XeT c1 = (aalap) ~ Aag ~ Aaz|(ap&az))
e ¢2 = (o[an) ~ Aas ~ /(20| (22&23))
e~ A C3=ay ~ Nag ~ A(ao|ag) ~ A(ag|(a1&ay))
X~ AXs A X . : . : .
X| ~AXs ~AXg ~AXy Equation 83) is modified from equat|or12(6)_, we modified
Xo ~AXg ~AXg ~ A X7 XOR to XNOR, and AND to OR. According to Lemma 1
LXs ~ A X7 i and Lemma 2, it is apparent that outputs of equati®) (

and equation33) are bitwise complementary to each other
According to Lemma 1, it is apparent that outputs of when inputs of them are bitwise complementary to each
equation 15 and equation 30) are bitwise other.
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Multiplication by A of CAES in GF (2) is given by

c(x) = Aa(x)modnix)
Co=aj ~ Nap ~ Aag
Ci=ap~ Aag
Co =ag ~ Nag ~ Aay
C3 =2ag~ Nag ~ Aag ~ N\ag

(34)

Equation 84) is modified from equation27), we
modified XOR to XNOR. According to Lemma 1, it is
apparent that outputs of equatia2i7 and equation34)

InvShiftRows are always complementary with each other
when inputs of them are bitwise complementary to each
other, because the transformation is just cyclically ehlift

3.3.3 InvMixColumns

AES InvMixColumns operates on the state column by
column, treating each column as a four-term polynomial.
The transformation can described in the matrix which is

are bitwise complementary to each other when inputs ofgiven by

them are bitwise complementary to each other.

Step 2.3 Apply isomorphism functio ~* to convert
an element from GH2*)?) to GF (®).The transformation
is expressed by

r10001000 [aplpT
00001101 |aph
01001101 | aphk
1 01001110 |apls
Y=Taphapl} =157 001101 |aph
00101100 |aph
01111001 |aph
100101101 Laphs] (35)
raplp ~ Aapho 7
aphy ~ Aaphl ~ Aaphs
aply ~ Aaph0 ~ Aaphy ~ Aaphg
| aply ~ Aaph0 ~ Aaphy ~ Aaphy
~ | aply ~ naphD ~ Aaphy ~ Aaphs
apl, ~ Aaphd ~ Aaphy
aply ~ Aapl2 ~ Aapls ~ Aaphy ~ Aaphg
Lapl, ~ Aaph0 ~ Aaphy ~ Aaphs ]

Equation 85 is modified from equation2g), we
modified XOR to XNOR. According to Lemma 1, it is
apparent that outputs of equatia?8| and equation35)

Sc Oe Ob 0d 097 [ Soc
Sic| _[09Ce0ObOd| | S (36)
S,.| ~|0d09 CeOb| | S
S, Ob0d 09 Ce| | Ssc

In order to simplify the calculation, equatio®6) can
be rewritten as

are bitwise complementary to each other when inputs of

them are bitwise complementary to each other.
Inverse S-Box of CAES is constructed in the same
way with Inverse S-Box of AES according the equations

above. Regarding every logic operation units are always
the complementary between CAES and AES, hamming

weight of every intermediate value are always in a
constant value.

3.3.2 InvShiftRows

Intermediate cipher result can be pictured as a rectangular

array of bytes having four rows and four columns called
state. In the AES InvShiftRows transformation, the bytes
in the last three rows of the state are cyclically shifted
over different number of bytes. The AES InvShiftRows
transformation is very simply hardwired as no logic
involved.

CAES InvShiftRows has the same transformation with
AES InvShiftRows. Inputs and outputs of CASE and AES

Soe 02030101 [05000400 [Sec
Si,c ~ 101020301 00050004 |Sic 37)
S,.| 01010203 * | 04000500 | S
%’C 03 01 01 02 00 04 00 05| | B¢
We denote[ TO,C Tl,c Tz,c T3,C]T as
Toc 0500040 Soc
Tic| |0005000 Sic (38)
Toc |~ | 04000500 | S
Tac 0004 000y [ Ssc
Equation 87) can be rewritten in the following
Sc|  [(102} e (TocATee) A(TocA Tae) AToc
S;,c _ | ({02} o (T cAToc)) A(Tae AToc) ATac (39)
({02} o (T2c AT3c)) A (Toc ATrg) ATae
( ( NA( )

"C

{02} o T3,c A Tl,c Tl,c A T2,c A TO,c

,C

02e {b7bgbsbsbzbobibg} in GF (). This multiplication
which is denoted XTIME in GF &, can be represent in
the following equation

bp T by ]
b;]_ b7 Abg
b3 - bz A by
b;l | b7ADbs (40)
bg (o
b bs
b7 ] s
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In order to get the result of equatiodd), equation 88) To achieve this goal, we modified equatiati)in the
must be simplified in the following following way
Toc 04 00 04 00} | Soc Toc ({02} @ ({02} @ (So.c ~ ASpe))) ~ ASoe
Tic| _ |00040004 | S, Tie | _ | ({02 ({02} @ (Sie~AS50)) ~ASie | (g
Toc 04 00 04 00 | S Toc| | ({02} @ ({02} @ (Soe ~ AS2e))) ~ ASac
Tse) 100040004 | S5 Tae| ({02 @ ({02} (Sic~ ASse))) ~ ASoc

01 00 01 00| [ Soc
0001 00 01 | S;¢
0100 01 00 | Sc
00 01 00 01| | Ss

(41) It is apparent that outputs of equatiodl) and
equation 44) are complementary to each other. So
outputs of equation 42 and equation 39) are

+

({02} o ({02} ¢ (Sc A S20))) A Soc complementary to each other. That is to say, CAES
({02} o ({02} @ (S;.c A S3c))) ASic InvMixColumns and AES InvMixColumns are
({02} o ({02} & (S9c A Sc))) A S e complementary transformations.

({02} o ({02} @ (S1.c A S3c))) A Soe

Through the equation3@), equation 40) and equation
(41), we can easily get the result of equati@6) by the  3.3.4 AddRoundKey
way mentioned above.

The transformation of CAES InvMixColumns is Inthe AddRoundKey transformation of AES, a Round key
complementary to AES InvMixColumns absolutely. Input is added to the state by a simple bitwise XOR operation.
and output of CAES InvMixColumns must be bitwise AES AddRounKey can be given by
complementary to AES InvMixColumns. To accomplish

this goal, every basic logic unit of CAES and AES must Co [boAkoT
be bitwise complementary to each other. CAES C1 b1 A kg
InvMixColumns transformation is designed by modified Co by A ko
equation 89), equation 40) and equation41). C3| | bsAks (45)
CASE InvMixColumns can be described in the matrix Ca| | banky
which is given by Cs bs A ks
Cg bg A kg
‘ C b7 Ak
Sc ({02} @ (Toe ~ ATie)) ~ A(Toe ~ ATac) ~ AToc e
02 Tic~ AT, ~ AN(Tgc~ ATgc) ~ AT,
%"C = gog g ETiz N QTEZB N QET?)E N QTSE% N QTEZ whereg; is theit" bit of the output byte of AddRoundKey,
sz ({02} © (Tse ~ ATLo)) ~ A(Tro~ ATzg) ~ AToc b is theith bit of the input bytek; is theit" bit of the

(42) round key byte. The only logic operation in AES
.. AddRoundKey is bitwise XOR, the complementary

Where ® denotes a transformation which is . o . o
; : .~ operation to bitwise XOR is bitwise XNOR. So
complementary to XTIME operation. This transformation AddRoundkey transformation of CAES is just simple

Is defined by bitwise XNOR operation by a roudkey.
by ] by 7 The transformation of CAES is as follows
gl [ feo]  [bo~ ko]
2 1 C1 b1 ~ Aky
sl w ol [moe
| (o o T (40)
b ES Cs bs ~ Aks
b, ] L6 . Ce be ~ Ake
C7 | L b7 ~ /\k7_

From equation40) and equation43), outputs AES -
XTIME and CAES XTIME are absolutely bitwise
complementary to each other when inputs of them are )
bitwise complementary to each other. And in equation4 EXperiment Results
(42) and equation 39, XOR and XNOR are
complementary logic operation according to lemma 2. If To verify function of CAES decryption algorithm and its
Tic in equation 42) and Ti¢ in equation 89 are  resistance to power analysis attack, this section presents
complementary to each other, outputs of equatid®) ( the experiment results, including logic function
and equation39) are absolutely bitwise complementary verification, simulation of power analysis attack and
to each other. real-world attack in FPGA.
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Fig. 8: Power analysis attack to AES InvSubBytes. Fig. 10: Power analysis attack to AES decryption engine.
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Fig. 9: Power analysis attack to AES InvSubBytes with CAES Fig. 11: Power analysis attack to AES decryption engine with
InvSubBytes counterpart CAES

4.1 Logic Function Verification correct key when the power analysis attack applied to
AES InvSubBytes operation without any countermeasure.
In this subpart, we verify the logic function of our While Fig. (9) illustrates that power analysis attack cannot
proposed CASE decryption algorithm. To verify whether retrieve the correct key when InvSubBytes transformation
the outputs of very round of AES and CAES decryption are implemented with our proposed CAES InvSubBytes.
are absolutely bitwise complementary is called logic
function verification.
We implemented AES decryption engine and CAES 4.3 Real-world Attack in FPGA
decryption engine in register transfer level (RTL)
reSpeCtively. The simulation results of two hardware To Verify our proposed countermeasure for power
validate that outputs of two engines are always bitwiseanalysis attack, this subpart presents the results of
complementary to each other, when the inputs of them argeal-word attacks in FPGA. We implemented the AES
bitwise complementary to each other. decryption engine without counterpart CAES circuit and
AES decryption engine with our proposed CAES circuit
in FPGA. The power analysis attack attacks are carried
4.2 Simulation Power Analysis Attack out in these two circuits to evaluate our scheme.
We choose inverse S-Box as the attacking target,
We use the model in Fig6) to evaluate power leakage of because attacker often chooses it as attacking target. We
InvSubBytes transformation. In Fig8)( and Fig. 6), applied all possible values of input data to inverse S-Box,
black line means correlation coefficient of correct key, the power is recorded and analyzed. In FiQ)(and Fig.
gray line means that of wrong keys. From Fi§), (it is (12), black line represent correct 0x2b, gray lines
apparent that power analysis attack can easily recover theepresents other possible keys. It is apparent that power
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analysis attack to FPGA with our countermeasure cannofl2] M. Yoshikawa, Y. Kojima, Efficient Random Number for

retrieve the correct key. the Masking Method against DPA Attacks, in Systems
From the above analysis results, our proposed Engineering, 21st International Conference on, 321-324,

countermeasure circuit can resist power analysis attacks 2001.

by emulating the ideal of WDDL. Thus, the correlation [13] E. Trichina, T. Korkishko, Secure AES hardware module

between power traces and hamming weights can be for resource constrained devices, in Security in Ad-hoc and

effectively broken to hide the correct key. Sensor Networks, 215-229, 2005. .
[14] K. Tiri, M. Akmal, I. Verbauwhede, A dynamic and

differential CMOS logic with signal independent power

consumption to withstand differential power analysis on

smart cards, in Solid-State Circuits Conference, ESSCIRC

2002, Proceedings of the 28th European, 403-406, 2002.
15] K. Tiri, 1. Verbauwhede, A logic level design methodgio

5 Conclusion

This paper proposes CAES decryption algorithm as
SOIUt'O,n to, prOte(_:t AES decryption engine fr?’m POWET ™ %o a secure DPA resistant ASIC or FPGA implementation,
analysis W|th'the_|deal of WDDL technique. This concept Design, Automation and Test in Europe Conference and
can be easily implemented by hardware description gypibition1, 246-251, 2004.
language. . [16] K. Tanimura, N. D. Dutt, HDRL: Homogeneous Dual-

' T_he analysis results of our propose_d countermeasure Rail Logic for DPA Attack Resistive Secure Circuit Design,
circuit showed that countermeasure using the CAES can Embedded Systems Lettets57-60, 2012.
resist power analysis attack. Our proposed countermeasu[e7] Y. Ishai, A. Sahai, D. Wagner, Private circuits: Sengri
is a promising way to thwart power analysis attack. hardware against probing attacks, Advances in Cryptology-

CRYPTO2003 463-481, 2003.
[18] T. Popp, S. Mangard, Masked Dual-Rail Pre-charge Logic
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