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1 Introduction

One of the most important tasks of our time is the
creation of a cryptosystem allowing secure transmission
of time-dependent information. Another important
problem, is the most urgent problem of our time, is the
creation of a cryptosystem that satisfies Shannon’s
conditions of perfect secrecy [1], [2]. This problem was
posed by Shannon back in 1948 and remains relevant to
this day. Advanced Encryption Standard [3], which is the
basis of the Western system, and other standards could
not solve this problem because they are probabilistic in
nature and this does not allow them to determine their
own keys for each cell of information.

Such an opportunity can be created if it is possible to
solve the equation of functions N variables, where N is
the number of information cells. There are several exactly
solvable such equations in the world, and one of the
possible applications of the problem of a perfect secret
cryptosystem is the Lieb-Liniger model [4] of statistical
mechanics.

As is known, in well-known cryptosystems, several
cells are used to express each letter of the alphabet, and
such letters have different ciphertext probabilities. This
can be easily used to break the encoded information. The
definition of a complete system of own keys for each cell
based on the Lieb-Liniger model, due to the equal

probability of letters in each cell, does not allow
information hacking. Therefore, this model allows you to
create a cryptosystem that satisfies the conditions of
perfect secrecy of information.

In this paper, to create a cryptosystem that allows the
secure transmission of time-dependent information, in
Chapter 2, information is introduced on the chain of
quantum kinetic equations of
Bogolyubov-Born-Green-Kirkwood-Yvon (BBGKI) [5]
[6] and its decision. The third chapter introduces
information about the Lieb-Liniger model for systems of
Bose particles interacting with the help of a potential in
the form of a delta function. Also in this chapter, the
solution of the BBGKY chain for particles interacting
through the potential in the form of a delta function is
considered. The formula for permutation of variables is
defined. In the fourth chapter, using the Lieb-Liniger
model and using the eight cell information, information
transfer based on the three-pass protocol [7] is shown (see
figure below) and this method of information transfer is
translated into matrix language.To solve the Shannon
problem, in the fifth chapter, the Lieb-Lineger based
information transfer method is proved to create a perfect
secrecy cryptosystem. The last chapter is devoted to the
conclusion.
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Figure of transfer based on the three-pass protocol
between of Alice and Bob.

2 A chain of quantum Kinetic equations
BBGKY and its solution

Let us consider the BBGKY hierarchy of quantum kinetic
equations in the restricted three-dimensional domain A [5]

[6]:

A .
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i
dt
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In Eq. (1),ps(t,x1,...,x5;x],...,x;) is the density matrix, x
is a three-dimensional coordinate of a particle, ¢ is the
time, m is the particle mass, # is the Planck constant, H is
the Hamiltonian of a system of particles, N is the number
of particles in the domain under consideration, ¢; ; is the
interaction potential between the particles.

The Hamiltonian has the form

1

H} (xp,0x) = Y < 5

1<i<s

b)) +

Y, oi(lxi—xj)),
1<i<j<s
where A\, is the Laplace operator.The operators pAL, and
Hamiltonian HY assumed to act in the space H with zero
boundary condition.

To find the solution of hierarchy (1), we introduce
[91,[10], the space of nuclear operators BA, which is the
Banach space of sequences of positive definite
self-adjoint nuclear operators p2* (x1,...,xy; X}, ..., x}):

N = {pd, p (x1sx)), o, P2 (X1, s xgi X)X,

where pg! is the complex number, p C B2,

!

A L _
P (X1 ey X3 X 5oy Xg) = 0, where 5> 80,

S0 is a finite value and the norm is determined as
Ay A
s=0

and B
ot =sup ) (w00,
1<i<oo

The upper bound is taken over all orthonormal
systems of finite, twice differentiable functions with
compact support {y/} and {¢’} in L5(A), s > 1 and

Al _ |pA
P3|, = |Po,‘-

Introducing the operator

N
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and using the semigroup method we can determine the
unique solution to a chain BBGKY of quantum kinetic
equations for a potential, satisfying the Kato condition in
the form:

A o / A(\ A L /
P, X1,y X3 Xy ey X)) = U ()P (X1, 0y X3 X oy X)) =

_ (e.Q(A)efiH"zef.Q(A)pAeiHAz)s(

L /
xla"axs»-x17"7-xs)a (2)

where

psA ()C] ) ...,XS;)CII,...,X;) = Z llll'(xlv"'axS)llli*(xlla"'7xg')'
i=1

3 Bethe Ansatz for Bose gas

Following [4], consider the solution of the Schrddinger
equation for s particles interacting with the potential in
the form of a delta function

o if  x=x;,
5(|xi_xj|):{o if xﬁéxj]'

in one-dimensional space:

S
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where 2¢ > 0 is the amplitude of the delta function, the
problem domain is defined as R : all 0 < x; < L and the
wave function y satisfies the condition of periodicity in
all variables. It was proved in [4] that the definition of a
solution V¥ in R is equivalent to the definition of a solution
to the equation

51
—;%AxiW:E‘V’

with boundary condition

vy  dy y 81;/
(axj Oz )|x] =Xk10 (ax 8 |X/*Xk 0 ZCV’lXj:xk’
4)
for y in the region Ry : 0 < x1 <xp < ... <x; <L, then

knowledge of y in R; is equivalent to knowledge of v in
R and the initial periodicity condition is equivalent to the
periodicity conditions in R;

xs I L) Y

W(Oaxl ) "'7xS) = lll(xlv"'a

= l//|ij:)€1<70'

Using equations (5) we can determine the solution of
equation (4) in the form of the Bethe ansatz [4], [11]:

y(xg,.. Za Pexp(injkj) 5)
=1

in the region Ry : 0 < x; < x < ... <x; < L with
eigenvalue E; = Y, k7, where the summation is over all
permutations P of the numbers k and a(P) is a certain
coefficient depending on P:

lI/|)‘j:)‘k+0

- c—i(ko —kg) - )
a(P) = m = —exp(leaﬁ),
where
6i.; = 0 (ki —kj),
0(r) = —2tan"'(r/c)

and when r is real
T>0(r)>—m.

For a Hamiltonian with a potential in the form of a
delta function

L /
ey Xy Xg b 13X 5 ooy Xy X5 1) ()

61 v+1(| xY+1| Py (t X1
for 1 <s < N and for s = N, has the form

L oy /

lapY (t7XI7 a’:s,XI 7 ,xv) = [HSL7P£A] (t"x] Y 7.XS,.X/17 ’x,Y)
(7

Here we consider a system of bosons in a one-dimensional
region L, where A = L* with volume V = |A = L3|. Tt is
assumed that the operators p% and the Hamiltonian H% act
in space H with zero boundary condition [10].

According to formula (2), the solutions of equations
(6) and (7) will be, respectively [12], [13], [14]:

UL(t)pf(xl ’ "axs;x/17 "7x§') =

— /Yy —
xs',xla"'vxs> -

L
Py (t,)C] PEXED)

:(e“Q(L)eiiHLte“Q(L)pLeiHLt)x(x],..,xs;x'l,..,x;) (8)

and
oLt xy, o xix], X)) = UL @) pE(xy, . x5 x) ., XL) =
= (e T pLeT) (xy, .., X532}, .., X)), 9)
where
pf(xla"w-xs;xllw X ZV’I Xlye- V’z (-xl7 oy ,)7
N
y(x,.. Za Pexp(injkj),

Jj=1

V(xy,...x5) and y(x},...x;) - Bethe ansatzs in the region
R[ :O§x| SXQS stgLande O§x’1 SXIZS
. §.x§ <L respect.ively, with eigenvglue Es.: Y kl2
Since the evolution operator U (T') is a unitary operator
in the space Bj, then on this space

U@l =1 -

For the case s = 2, from equations (8),(9) with t = 0, one
can obtain [13], [15], [16]:

a Z(kl ,kQ)ei(klxl+k2x2) +a2 ](kl ,kz)ei(kle+k1)@).
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we get
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4 Application of Bethe ansatz in information
technology

Let’s consider how the last equation can be used for three-
stage information transfer. Let Alice encrypt information

M= ei(klxl +koxp+k3x3+kgxg+ksxs+kexg+kyx+kgxg)

using the encryption key
E = £192.1 01012 51083 105 4 164 5 67,6 1067 ;103 8
and send encrypted information to Bob:
(E\,X) = 01021 1012 51083 5105 4 1045 07,6 1067 ,i03.8

ei(klxl “+hpxp +k3x3+kgxg+ksxs+kexg+kyxy+kgxg)

ei(kzx] “+kixp kg x3+ksxq+kaxs+kyxg+kex7+kaxg)
Bob receives this information and encrypts it with his key:
E, = £195.1 1042 51023 163 4 168 5 67,6 1067 101 8
and sends the double-encrypted information back to Alice:

(EZ(E] ,X)) — ei9571 ei94-26i92-3ei93‘4ei98=5ei97=6ei66‘7ei61~8 X

ei(kle “+kyxp+kgx3+ksxy+kgxs+kyxg+kexy+kzxg)

ei(k4x1 “+ksxp+ky x3+kgxg+kaxs+kexg+kyxy+koxg)

Having received the latest information from Bob, Alice
decrypts it with her key

Dy = 921619121083 61054 51045 5107.6 51067 51038

(D1 (E>(E1,X))) = 21021 1012 51083 5105 4 51045 107 6 51067

€i63‘8 ei(k4X1 +ksxp ki x3+kgxa+ksxs+kexe+kyx+kaxg)

_ ei(ksxl +kaxp+kox3+kaxg+kgxs+kyxg+kex+kixg)

and send it back to Bob. Now the information is covered
by Bob’s key just one time. Bob, having received this
information, decrypts it with his decoder key

D, = ¢'%8.1193.21043 61024 1015 4107,6 51067 51058

(D2(Dy (E2(E1,X)))) = €% 11932103 61024 6101561076 ¢

ei96-7 eies‘g ei(k5X] “Fkaxy+kyx3+k3xq+kgxs+kyxg+kexy+kixg)

ei(k]X] “+hpxp +k3x3+kyxq+ksxs+kexg+kyx7+kgxg) )
The latest information matches the information that Alice
wanted to send to Bob.

To adapt the results obtained in Chapter 3 for modern
computers, which are based on matrix coding, we
introduce a permutation operator P, which we denote as
follows:

. hady 1
ez(k2x1+k1x2) — Z —'(kle +k1)€2)n —
i=0 ™

i ﬁ([xl xZ} ka )n _ i i( [xl xz] P ky )n
= n! ki = n! ka|” "
From the last equation, after taking the logarithm, we

obtain equality:
kal _ 5k
k-]

p-[0l]

Then Alice’s encryption key E

where

01000000 00001000
10000000 00010000
00000001 01000000
E= 00001000 o 00100000
00010000 ¢ 00000001 |
00000010 00000010
00000100 00000100
00100000 10000000
01000000 00000001
10000000 00100000
00000001 00010000
D= 00001000 Dy= 01000000
00010000 | 10000000 |
00000010 00000010
00000100 00000100
00100000 00001000

Matrices E; and E, are commutative:

01000000 00001000
10000000 00010000
00000001 01000000

.« g | 00001000 | | 00100000 | _
12 5271700010000 00000001
00000010 00000010
00000100 00000100
00100000 10000000
00001000 01000000
00010000 10000000
01000000 00000001

£ .| 00100000 | | 00001000 | _
2 2 E1= 700000001 00010000
00000010 00000010
00000100 00000100
10000000 00100000
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00010000

00001000

10000000

00000001

00100000 |

00000100

00000010

01000000

We can also show that D; = Efl is inverse to £ and:

01000000 01000000
10000000 10000000
00000001 00000001
E| x E-l= 00001000 00001000
! 00010000 00010000
00000010 00000010
00000100 00000100
00100000 00100000
10000000
01000000
00100000
00010000
00001000 |
00000100
00000010
00000001
Similarly:
D, =E; Iand
00001000 00000001
00010000 00100000
01000000 00010000
By x Eyl= 00100000 01000000
2 00000001 10000000
00000010 00000010
00000100 00000100
10000000 00001000
10000000
01000000
00100000
00010000
00001000 |
00000100
00000010
00000001

Let the initial information in a binary representation
have the form:

EEEEEEEE

Then

01000000
10000000
00000001
00001000
00010000
00000010
00000100
00100000

E\M=

EEEEEEEE

EEEEEEEE

00001000
00010000
01000000
00100000
00000001
00000010
00000100
10000000
01000000
10000000
00000001
00001000
00010000
00000010
00000100
00100000

EE\M=

X

EEEEEEE

[

EEEEEEEE

D\EE;M=

X
|=|=l=l=l-]=]=]-
L
EEREEEEE

00000001
00100000
00010000
01000000
10000000
00000010
00000100
00001000

DyD E2E\M =

X
EEEEEEEE
Il
EEEEEEEE
%

5 Shannon’s perfect secrecy cryptosystem

The proposed permutations in chapter 3 (10) provide the
perfect secrecy of information.
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As is known, the necessary and sufficient conditions
for the system to be perfectly secret can be formulated in
the form of Bayes’ theorem:

Theorem A necessary and sufficient condition for
perfect secrecy is that

pu(C) = p(C)

Sforall M and C, i.e. py(C) should not depend on M.
Indeed, according to the Shannon formula:

p(M) x pu(C)
p(C) 7

where p(M) - prior probability of message M;

pum(C) - the conditional probability of the cryptogram
C, provided that the message M is selected, i.e. the sum of
the probabilities of all those keys that translate the message
M into a cryptogram C;

p(C) - probability of receiving a cryptogram C;

pc(M) - posterior probability of the message M,
provided that the cryptogram C is intercepted.

For the system to be perfect secrecy [17], [18] the
values pc(M) and p(M) must be equal for all C and M.

Therefore, one of the equalities must be satisfied:
either p(M) = 0 this the solution must be discarded, since
it is required that the equality be carried out for any value
of p(M)), or

pc(M) = (1D

pm(C) = p(C)

for any M and C.

Conversely, if py(C) = p(C), then pc(M) = p(M),
and the system is perfect secrecy.

Indeed, let us have plaintext M with N = 8 letters k;
with equal probabilities p(k;) = 3.

Suppose we have plaintext cell
(ki, 1 <i<8) and suppose these plaintext cells appear
in the text with frequencies p(k;) = % and consequently,
p(M) =Y <i<s p(ki)i = 1.

In our system for each plaintext cell, k; and ciphertext
cell k; there is exactly one key, such as K (k; j)k; = k;.

The probabilities of these keys are equal and px (k; j) =
%. Consequently py(C) = Y <j<gpx(kij)i = 1.

If we have the probabilities p(k;) and of keys
pi(kij) = % , we have to find the probability of ciphertext
p(k;) using the formula

p(kj) = 1ZSPK(ki,j)P(ki)i-

When all keys are independent, each key has an equal
probability of 1/8, so we can replace pg(ki;) = %.
Accordingly, we can obtain

p(ki)i. (12)

1<i<8

In our system for each plaintext cell, k; and ciphertext
cell kj, there is exactly one key like that, K(k;;).

Therefore, each occurs exactly once in the last sum (12),
so we have %Zlgiggp(kj) for probability of cell of
ciphertext.

But the sum of the probabilities of all possible
plaintext cells k; is 1, so we obtain p(k;) = % and
p(C) = X1<j<gp(k;j) = 1. Hence, every ciphertext occurs
with an equal probability and

Therefore, from Shannon when

p(M)=p(C)=1, we get

equality (11)

This proves that our system has perfect secrecy.

6 Conclusion

This work proposes a new encryption method based on
the Lieb-Liniger model, which allows the translation to
provide for each cell its own encryption transformation.
For this purpose, we use the solutions of the Schrodinger
equation for the boson system interacting with the
potential in the form of a delta function [8].

The advantages of this algorithm and information
transfer method:

1.Complete diffusion of component bits at each stage of
information transfer.

2.The cost-effectiveness of the algorithm, since good
diffusion, is provided by a few numbers of bits. If
modern programs require 5 cells to express letters,
then in our approach it is possible to express letters in
one cell.

3.Since each information cell has its own
transformation, it follows that the prior probabilities
and posterior probabilities of each cell are 1/N (where
N is the number of information cells), which means
that the system satisfies the Shannon perfect secrecy
condition.

4 Equality of zero correlation between plaintext and
ciphertext, which is a condition for perfect encryption.

5.The lack of a key transfer process between partners is
the most dangerous part of information transfer.

6.Possibility of programming the direction of
propagation of bosons in one-dimensional space.

7.Time-dependent information due to the unitarity of the
evolution operator has the same cryptographic scheme
as time-independent information.
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