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Abstract: Securing electronic signature gives the contracting egrespecially the consumer, safety and security, whichiyeg
reflects on trade exchange. Digital-signature algorithars fee categorized based on the type of security supposifionexample
discrete logarithm, factorization of hard-problems, altigtic-curve cryptography, which are all currently belezl to be unsolvable in
a reasonable time period. In recent years, a variety of @hentptographic schemes have been proposed. The idea afickgistems
with applications to cryptography has received a great ofeatention from researchers from a variety of disciplingserefore, in this
paper, we propose a new signature scheme based on two habemntimaoretic problems, Chaotic Maps (CM) and Quadratiddres
(QR). Our performance analysis shows that compared, to adsmciated schemes, our scheme not only improves thesgafficlevel
but also ensures security . We also give a proof that the isgcfithe proposed scheme can protect against the knowntkagka.

Keywords: Digital signature, chaotic maps,quadratic residue probleryptosystem

1 Introduction enhancement of system security, the adoption of the
. . ) . digital signature algorithm based on multiple assumptions
Digital signatures are very important tools to implement g very important. In this paper, we propose a digital

secure and correct signs. Today, traditional physicakjgnature scheme based on chaotic maps and quadratic
signature is out-dated. Communications between partnerg,gique problems.

of a company is a significant issue that must be secure.

Digital signature provides suitable background for  The first chaotic image encryption algorithm was first
sending secure messages using different schemes. Digitgkoposed by Matthewd f]. There is a growing interest in
signatures belong to the most important applications ofthis area and several approaches have been propbged [
technology in modern cryptography and information 1819 20,21,2324,2526] a novel key-agreement
security. After many years of evolution, digital signature protocol based on chaotic maps. In their scheme, the
technologies are already mature and have already beegemi-group property of the Chebyshev chaotic map was
widely applied in electronic commerce. For digital used to establish the session key. Hwang et2dl[
signature algorithms, we can categorize them into twoproposed a secure group-key-agreement protocol based
groups according to their security suppositions. One is &n chaotic hash that utilised the chaotic hash functions.
digital signature scheme based on a single assumptiorRecently, Chain and KuolP] developed a secure and
such as discrete logarithm, factorization of efficient signature scheme based on chaotic maps and
hard-problems, or elliptic curve cryptography. To improve factorization problems. Their scheme was the first scheme
the security of signature schemes, many other schemesased on chaotic maps and factorization problems.
were developed based on two hard problems: FAC andnfortunately, their scheme requires many keys for
DLP [1,2,3,4,5,6,7]. However, several authors have also signing and verifying signatures.

shown these schemes to be flawe®, 9[10,11].

Furthermore,there are many signatures schemes based on In this paper, we proposed a new signature scheme
two problems 12,13,14,15] , but these schemes need based on chaotic maps and quadratic residue problems.
high computational complexity. Therefore, for the Compared with the signature scheme based on modular
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exponentiation and scalar multiplication on elliptic ceiyv - Wherea> 2, xe (—o,), andpis alarge prime number.

our proposed scheme is more efficient. Therefore, the property
The remainder of this paper is organized as follows.
We provide the necessary theory and properties of the Tr (Ts(X)) = Tsr(X)= Ts(Tr (X)) (mod p)

extended chaotic maps and some notation in Section 2.

Then, we propose a new signature scheme in Section 3. In

Section 4,the security properties of the proposed schem&nd the semi group property also holds. The extended
are discussed, followed by the performance are discussedghebyshev  polynomials  still  commute  under
in Section 5. Finally, we draw our conclusion in Section composition.

6.

2.2 Computational Problems
2 Preliminary Knowledge

To prove the security of the proposed scheme, we present
In this section, we briefly introduce the basic concept ofsome important mathematical properties of Chebyshev
Chebyshev chaotic map and its related mathematicathaotic map as follows:

properties 13,26, 18] 1.If two elementsx andy are given, the task of the

discrete logarithm problem is to find integexrssuch

. thatTs(x) =V.

2.1 Chepyshev Chaotic Map atTs(x) =y

2.If three elementx , T, (x), and Ts(x) are given the
task of the Diffie-Hellman problem which is to
compute elementgs (X)

Let n be an integer andk be a variable with the
interval [-1,1. The Chebyshev polynomial
Ta(X) 1 [-1,1] — [—1,1] is defined as

—1

Tn(x) =cos(ncos(x) ), @) 3 The proposed digital signature scheme

Chebyshev polynomial map, : R — R of degreen is

defined by the following recurrent relation : In this section, a new signature scheme based on chaotic
maps problem is proposed. The proposed signature

Thn(X) =2XTh-1(X) — Th—2(X),  (2) scheme involves the one-to-one interactions between a

signer and a verifier to execute the system initialization

Wheren > 2, To(x) =1, Ty (X) = x. Some of the other phase, the key generation phase, the signature generation

Chebyshev polynomial ai® (x) = 2x*—1, T3(x) =4x*~  phase, and the signature verification phase, described as

3X, T4 (x) = 8x* —8x%+1,Ts(X) = 16x° — 20x3+ 5% . follows.

The Chebyshev polynomial has the following two
interesting properties:

—The semi-group property: 3.1 System Initialization Phase.

Tr (Ts(x)) = cos(rcos(scos ™ (x) )) The parameters used in our scheme are described as

= cos(rs cos *(x) ) follows:

= Tar(X) —h(.) is a strong one-way hash function whose output is
an integer of which the length is-bit. Here, we

=Ts(Tr (). ©) assume = 128 as the output length of the standard
Wherer ands are positive integers numbers axd hash function.
-1,1] —Let p be a large prime andis a factor ofp— 1 that is
. _ the product of two safe primgsandq, i.e.n=p.q
—The chaotic property: —Let a is an element itGF (p) and the order ofx is n,
The Chebyshev mafs (x) = [~1,1] — [1,1] of degree andG is the multiplicative group generated by
a> 1is a chaotic map with invariant densify« (x) =  Note that the two large primgsandd are kept secret for
1  for positive Lyapunov exponeiit = In(a) > 0. all users in the system.
T —X
In order to improve this property, Zhang [29] proved that
the semi-group property holds for Chebyshev polynomials ]
defined on the interval-, ) as follows: 3.2 Key Generation Phase
Ta(X) = 2XTa—1 (X) — Ta—2(X) (Mmod p) (4) In this phase, we do the following steps.
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—Select randomly a private kex € Z; such that
ged(x,n) =1

4 Security analysis

—Calculate a corresponding public key which is certified It is apparent that the security of this scheme relies on the

by certificate authorityy = T2(a)

The signer publishes his public keys s n,y,a) and
keeps his corresponding private keySa®,q)

3.3 Signature Generation Phase

To create a signature for the messagd < m < n, the
signer first hashes the message to obkgim). Next, the
signer randomly chooses a secret intagér r < n such
that gcdr,n) = 1. The signer does the following steps.

—ComputeK = T,2(a)(modp) andy? = xr(modn).

-Solvey?h(m) = x?K2 + y?s(modn) for s.

Then the original signer publish@s, y,s) as the signature
of the message m.

3.4 Signature Verification Phase.

Verifier confirms the validity of the signatuf, y,s) by
testing the following equation whether it holds

[Tyenm (@) + [Tee () + [Ta5(a))?

2Tyn(m) (@) T2 (Y) Tyzs(@) + 1(modp) (5)

Theorem 3.1 Following the applied protocol, then the
verification in the signature verification phase is correct.

Proof. With knowledge of the signer public keyand the
signature(K, y,s) of messageM, the verifier is able to
authenticate the messalye From Theorem 2.3 :

[Ta(M)]2 4+ [To(M)]2 + [Te(M)]2 =

2Ta(M)Tp(M)Te(M) + 1(modp)

Leta= y?h(M), b = K2x?, andc = y?s, we evaluate
the following equation

[T2n(m (@)1 + [Tz ()] + [Tyes(a)]?
= [Tynm) (@))7 + [TeeTe (@) + [Tyes(@)]?
= [Tyen(m ()] + [Tz ()] + [Tyes(@))?
= 2T on(m) (@) Te2x2 (@) Ty26(a) + 1(modp)
= 2Ty, (m>( )Tk2(¥)Ty2s(@) + 1(modp)

difficulty of finding (K, y,s) such that Eq. (5) holds when
messageM is given and the signer's secret keys are
unknown. Before we attempt some possible attacks on our
scheme, we first discuss the computational relationship
between chaotic maps and the discrete logarithm problem
and then analyze some basic crypto analysis problems
which are related to the proposed scheiifs}. [

Theorem 4.1 Let f (M) =t —2Mt +1 anda, B be two
roots of f(M). If M = 1 (a+ ), then the number of
solutions satisfy

M+\/m>a+(M—\/M2——l)a
2

Ta(M) = ( (modp).

Theorem 4.2If aandb are two positive integers arad> b
, then

2Ta(M) . Tp (M) = Tayp (M) + Ta_p (M) (6)

Theorem 4.3If a=b+c¢ andp is a large prime number,

then
(2Ta(M) Tp(M) Tc(M) +1) (modp) (7

= ([Ta (M) + [T (M)]+ [Te (M)]?) (mod p)

Lemma 4.1 Letgandh be elements of a finite field ,i.e. if
g+gt=h+h"ttheng=h org=h"?

Lemma 4.2For anyg € GF(p) andy = g¢' for some integer
t, we can find an integevl € GF(p) and then construct a
chaotic maps sequend@,(M)} such that} (y+y?) =

Tt (M) € Ta(M) in polynomial time.

Theorem 4.4If an algorithm AL can be used to solve the
chaotic maps problem ov&F(p) , then AL can be used

to solve the discrete logarithm problem ov@8F(p) in
polynomial time.

Lemma 4.3 Let p, nanda be defined as above and G be
the group generated byr. To find v such that
a=T2(moan) (@) Mod p, wherea is given anda € G,

one must solve both chaotic maps problenGrand the

QR ofn.

Now, we discuss some possible attacks on our signature
scheme. Note of the possible attacks can be used to break
the proposed scheme if solving both chaotic maps
problem and QR is feasible.

Attack 1. Adv wishes to obtain secret keyusing all
information that is available from the system. In this case,
Adv needs to solvey = T(a)mod p which is clearly
infeasible because the difficulty of solving QR and CM.
Moreover, all secret integers likg q are also hard to be
found.

If Eg. (5) holds, then the receiver is ensured that the Attack 2. Adv tries to derive the signatuf, y, s) for
message is indeed signed by the signer. Otherwise, tha given message M by letting two integers fixed and

signature is invalid.

finding the other one. In this case, Adv randomly selects
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(K,y) or (y,s) or (K, s) and finds or K or y respectively
such that the following conditions are upheld:.

[Tyenm (@)1 + [Tae ()% + [Ta5(a)])?

= 2Tyen(m) (@) T2 () Tyes(@) + 1(modp)

For example, say Adv fixes the valugss) and tries
to figure out the value oK. then Adv must deal with the
problem of findingK from & € G

EZ - 2‘nyzh(m) (a)Tyzs(a) + [Tyzh(m) (U)]Z—I—
[T,2s(@)]? — 1= 0(modp)
Therefore, £ can be recovered by the following
equation:
2T (@) Tyes(@)

+
2

3

V @Tyznm) (@)Tyag(@0)) — A([Tyas(@) 2 + [Ty ()2 - 1)
2

However, it is infeasible to fin& from & = Ty2(y)(modp)
even if Adv can gef from the above Eq. From Lemma

5 Performance evaluation

In this section, we evaluate the performance of our
scheme and compare it with other related authentication
schemes. It is generally known that most of the mobile
devices have limited power resources and computing
capability. Therefore, one of the most important concerns
of design authentication scheme in mobile environment is
power consumption (including computation cost and
communication cost). Compared to RSA and ECC,
Chebyshev polynomial computation problem offers
smaller key sizes, faster computation. In our proposed
authentication scheme, there is no time-consuming
modular exponentiation and scalar multiplication on
elliptic curves needed. Since exclusive OR operation
requires extremely small computational cost, we neglect
its computation cost. For the convenience of evaluating
the computational cost, we define some notations as
follows.Ty: time required to compute hash
function;T, =~ 0.0005ms which is negligible;T.,: time
required to compute extended chaotic function,
Teh = 0.032ms Texp time required to compute
exponentiation functiorilexp ~ 5.37s; Ty : time required

to compute multiplication function,
Tmu = 0.0020Ms Tsqr: time complexity for executing the
modular square root computatioffsgr ~ 0.004Ims and
Tinv: time required to compute inverse function,

4.3, we can see that this is equivalent to solving both ther, , ~ 0.0207ms[27,28].

chaotic maps problem i@ and the factorization af. The
rest of two cases go similarly.

Attack 3. It is assumed that Adv is able to solve CM
problem. In this case, Adv knowé fromy = T.(a) but
cannot computeandy from y?h(m) = x?K? + y?s(modn)
due to difficulty of breaking QR.

Attack 4. It is assumed that Adv is able to solve QR
problem. Thus, Adv knows the prime factorization of n.
In this case, Adv knowsy from y? = xr (modn) but still

In Table 1, we summarize the efficiency comparisons
among our proposed scheme and other previous digital
signature schemes in terms of computational complexity
and the execution time. From Table 1, we can see that the
computation cost of our scheme is lower than that of
Ismail et al. and Chiou schemes on three phases.
Therefore, our proposed scheme is the most efficient one
compared to the other two related schemes in terms of
overall computation costs, and it can be claimed that the

cannot calculate the third component signature, s fromexecution time of the proposed scheme is suitable for

y?h(m) = x?K2 + y?s(modn) because he or she does not
knows the value ofx and K due to the difficulty of
breaking CM.

Attack 5. Adv may also try collecting T valid
signature(K;j, yj,s;) on messag®l; wherej =1,2,... 1,

different real-life applications, including medical care
systems.

6 Conclusion

and attempts to find the secret key of the signature

scheme. In this case, Adv has s equations as follows.

VZh(My) = K& 4 y2s;(modn)
Yah(My) = K2x2 4 y3s,(modn)

yeh(My) : KX + yPs (modn)

In the abovet equation, there aré3t + 1) variables i.e.
(Kj,vi,sj) andx, wherej =1,2,....t, all of which is
unknown by Adv. Hences remains hard to be obtained as
Adv generates an infinite number of solutions for the

In this paper, we proposed a new digital signature

scheme. The security of our scheme is based on chaotic
maps and quadratic residue problems. Several possible
attacks have also been considered. In addition, the
performance comparison for the proposed scheme in
relation to the other studies has been analyzed, and we
conclude that the proposed scheme properly considers the
efficiency and robustness.
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