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Abstract: The aftereffect of the Covid pandemic could be seen as a significant turning point for various reasons. The way
of living and working underwent a significant transformation. Several institutions, such as universities, are compelled to
adapt their operations. The shift towards remote working has become the new norm in our lives. Ensuring the security of our
digital world has become a pressing concern for individuals everywhere. The rise in online applications has attracted the
attention of hackers, particularly those targeting users with limited internet experience. This study examines the impact of
Covid pandemic on cybersecurity concerns in Jordan. Various methodologies have been used for data collection and analysis
process. The data collected by creating 11 interviews, while 312 surveys were collected and analyzed for the quantitative
aspect of this research. Furthermore, the process of data collection involves conducting experiments on a variety of devices,
including servers, laptops, and desktops. Moreover, several tools were employed for the data analysis, including Nvivo,
Microsoft Visio, and visual programming.
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approximately 95% of them, are a result of human errors [2].
Furthermore, [3] have reported that numerous institutions
worldwide have faced spear-phishing attempts. According to
a recent study, many business leaders have expressed
concerns about the level of preparedness their companies
have in terms of cybersecurity [4]). Regrettably, only a small
fraction of initiations' data is properly secured. Amidst the
chaos of the covid-19 pandemic in the first half of 2020, a
staggering 36 billion records were breached worldwide [5].
It is clear that there has been a noticeable increase in
cybercrime over the past seven years. It's important to note
that there has been an 11% increase in security breaches
since 2018 and a remarkable 67% rise since 2014 [6]. In
2020, there were significant instances of Twitter accounts
being compromised, affecting notable figures such as Elon
Musk, co-founder of Tesla and SpaceX, along with various
political figures [7].

Moreover, in 2022, the well-known hotel Marriot
encountered a major security breach that affected the
information of more than 5.2 million guests. There has been
a breach in security where certain individuals have managed
to gain unauthorized access to two accounts owned by

1 Introduction

The world of cybersecurity is broad and filled with diverse
threats. One particular type that raises great alarm isn't so
much the overt viruses, but more so those stealthier actions
which can infiltrate computers or smart devices without
detection by their users. The covid-19 pandemic has
significantly affected the lives of almost everyone in several
countries around the whole world. For instance, online
payments and social media have become essential aspects of
our everyday lives, enabling us to fulfill our diverse
requirements and maintain connections. In addition, the
Covid-19 pandemic has forced students as well as professors
to heavily depend on online applications. Nevertheless, the
growing reliance on technology has introduced potential
vulnerabilities to data security. In today's interconnected
world, the vulnerability of internet users has led to an
alarming increase in the activities of hackers. Based on a
thorough statistical analysis conducted by Rob Sobers, a
prominent an information security company named
"VARONIS" has discovered a notable increase in data
breaches from multiple sources due to the Covid-19

pandemic in 2021[1]. For instance, most data breaches,

employees of the Marriot hotel. They efficiently tracked and

*Corresponding author e-mail: Modeh@zu.edu.jo

© 2024 NSP
Natural Sciences Publishing Cor.


mailto:Modeh@zu.edu.jo
http://dx.doi.org/10.18576/amis/180506

N SS

990

M. Odeh et al. : Quantifying the Impact of the COVID-19 Pandemic...

obtained information from multiple applications related to
customers' loyalty cards. An IT project manager would have
been vigilant in ensuring that the data breach did not go
unnoticed for nearly a month, but unfortunately, it was only
detected by the information security team after that time. In
October 2016, it was discovered that a significant number of
accounts, around 412 million, were compromised [8]

2 Study problems and research questions

This study aims to fill the knowledge gap among Jordanian
residents on cybersecurity measures and how to react to
cyberattacks, as well as the methods for dealing with
cyberattacks after the COVID-19 epidemic. In the field of
cybersecurity, there has been a dearth of research that has
managed to provide a theoretical and practical framework. A
mix of mathematical analysis, factor analysis, and data
collected from real-world settings have been used in these
investigations. In light of the research challenge, this study
aimed to suggest a cybersecurity framework, which may use
to evaluate the various degrees of cybersecurity and
investigates the variables effecting the influence of the
COVID pandemic aftereffects on the quality of information
and cybersecurity. This leads us to our following set of study
questions: 1. What effect has the COVID-19 epidemic had
on cyber threats? 2. How does the degree to which
individuals are aware of cybersecurity issues affect these
dangers? 3. How much would a cyber-attack's harm be
worth? 4. How does the way people behave affect the way
cyber-attacks and cybersecurity risks are responded to?

3 Theoretical Framework

Multiple forms of cybersecurity assaults exist. One of the
most alarming concerns is clandestine assaults that have the
potential to evade detection by users on their personal
computers or intelligent gadgets, rather than the viruses
themselves. Viruses often induce disturbances on the user's
computer, manifesting as file deletions or the establishment
of desktop shortcuts [9]. A virus is a little software capable
of modifying the functioning of computers. The Trojan
horse, a kind of malicious software that masquerades as
innocuous, poses a more perilous danger than viruses [10].
The process of generating malicious code that masquerades
as innocuous in order to fool and target diverse entities such
as E-payment [11]. A (DoS) attack, which entails inundating
a targeted website with a substantial volume of requests,
resulting in the website being inaccessible or unable to
respond to these requests. Based on recent research
conducted by [12], it is anticipated that the quantity of
Denial-of-Service assaults may escalate to an astonishing
15.4 million by the year 2023. Twitter.com, a widely used
social media platform, saw a cyber-attack on December 17,
2009. According to [13], the hackers effectively altered the
primary website image and claimed responsibility for the
breach, attributing their actions to the Iranian Cyber Army.
This research used statistical theories and equations explore
the methodology of evaluating the risk associated with
Cybersecurity.

The array as (V), where each element represents a specific
vulnerability:

To add an array to Equation 1, we can introduce it to
represent the different types of vulnerabilities within each
risk component. Let's denote the array as \( V \), where each
element represents a specific vulnerability:

Rtr—gwxpi |

Here's how we can integrate the array into each risk
component:

1. Risk from Remote Work R,.:

77
Ry = > Vi, X Py,

=1 2
Vwi represents the vulnerability level associated with the
-th
2z vulnerability related to remote work.

P . o ;th
w; represents the probability of exploitation of the %

vulnerability related to remote work.

2. Risk from Pandemic-related Phishing RP:

k
RP - E :‘/Pi > Pps
=1 3

VPeh represents the vulnerability level associated with the
-
z vulnerability related to pandemic-related phishing.

P, pirepresents the probability of successful exploitation of

-£
the #  vulnerability related to pandemic-related phishing.

3. Risk from Network Vulnerabilities er :

1
R, — ; V., =< P, )

represents the vulnerability level associated with the %
vulnerability related to network vulnerabilities.

P, re%resents the probability of successful exploitation of
- £

the 2 vulnerability related to network vulnerabilities.

4. Risk from Supply Chain Vulnerabilities RS:
a

R, =

.‘/-S. XPS,‘

i=1 5

This formulation allows for a more granular assessment of
cybersecurity risks by considering multiple vulnerabilities
within each risk component. It acknowledges that each
vulnerability may have different probabilities of exploitation
and varying impacts on the overall risk. By summing up the
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contributions of individual vulnerabilities, organizations can
better prioritize their mitigation efforts and allocate
resources effectively to manage cybersecurity risks from a
managerial perspective.

To add longer and more complex arrays to Equation 1, we
can introduce arrays that represent various subcategories or
dimensions of vulnerabilities within each risk component.
Let's denote these arrays as Vw, Vj, Vi, and Vs where each
element of the array represents a specific vulnerability within
the corresponding risk component. Additionally, we'll
consider arrays for the

probability of exploitation Pw, P, Pn, and Ps for each
vulnerability. Here's the expanded equation:

m n 1 r
R, = E Vi, % Py, + E Vi, X Py, + E Vi, X Py, + E Vs, X Ps,
i=1 = k=1 =1

6
Now, let's provide more detail for each array:
1. Array for Risk from Remote Work Vw:
Vie = [V, Vaos - - -5 Vo, ] 7
Pw - [Pwl’ Pu‘"-” e Pwm] ......................... 8
Vi represents the vulnerability level associated with the

-th .
z vulnerability related to remote work.

- £
Py represents the probability of exploitation of the 2
vulnerability related to remote work.

2. Array for Risk from Pandemic-related Phishing Vp:
Ve = [Vpn s Vpas e V;)n]

Py = [Ppys Ppos - -5 Pp] . 10

Vyi represents the vulnerability level associated with the

2
2 vulnerability related to pandemic-related phishing.

To represent the equation with longer and more complex
arrays, we'll introduce multidimensional arrays for
vulnerabilities (\(V_{w_i}\), \(V_{p_ j}V), \(V_{n k}),
\(V_{s_q}))) and their corresponding probabilities of
exploitation ~ (\(P_{w_i}\), \P_{p_j}\), \P_{n k}\),
\(P_{s _q}\)). Each element of these arrays will represent a

specific vulnerability within the corresponding risk
component. Here's how we can extend the equation:

mon o lor nolor | r r
k= EZZEV‘W s P“'W +ZEZVPM ! PPM t ZEVM ! P”M‘ t ZV‘ s P“v

i=] j=1 k=1 =l k=1 gl k=1¢=1 = 11

Markov Model

A Markov chain is a probabilistic model that describes a
series of events, where the likelihood of each event is
determined solely by the state achieved in the preceding
event. According to [14], there is a type of sequence that is
countable and infinite. In this sequence, the state of the chain

changes at specific time intervals. This is known as a
discrete-time Markov chain (DTMC). The Markov chain and
other relevant literature used in this research to analyze the
probability of the cyber killing chain. The findings will be
used to assess the risks involved.
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Cybersecurity diagram [15].
4 Research Methodology and Main Results

Both quantitative and qualitative sources contributed to the
data used in this study. Three hundred and twelve individuals
were able to finish the survey that was conducted online. For
the qualitative data, eleven cybersecurity experts have also
been interviewed using a semi-structured format. The
experimental technique has also been used as a fieldwork
tactic in testing. The study was completed after the
researcher tested sixteen laptops, five servers, and fourteen
desktops.

The owner's full consent is necessary to ensure that the test
is virus and spam free. We used Nvivo to analyze the
qualitative data, and we presented the results of the
quantitative data as frequencies. The demographics of the
survey takers are shown in Table 2. Interviewee details are
coded by the intervals (Px: P1-P16) in Table 2

Table 1: Details About the Online Survey Respondents

Characteristics/Categories Total (R=312) R (%)
Gender Male 173(55.44%)
Female 139 (44.56%)
North 97 (31.09%)
Governorate  [Middle 192(61.54%)
South 23 (07.37%)
18-30 189 (60.57%)
31-45 77 (24.68%)
Age (years) 160 29 (9.30%)
>60 17 (5.45%)
Secondary 0
school 96 (30.77%)
Education Diploma/ N
bachelors 192 (61.54%)
(Master or Ph.D.) 24 (7.69%)
Table 2: Profiles of Interviewees
S.NolCode Interviewee profiles
PI. P2, an Jmanager of information t@chnology
1 P security, cybersecurity specialist, and|
) adjunct instructor in the field
b P4, P5, andTechnical engineer, senior technical
P6. engineer, and project manager.
3 [P7, P8, andInformation Systems and computer]
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PO. science

4 P10, P11, andCybersecurity and information
P12. knowledge management.
P13, P14,

5 P15, and P16. CEO, CFO, COO, and CTO.

4.1 Cybersecurity threats and breaches are negatively
impacted by the COVID-19 pandemic.

Consistent with other studies, these find that the COVID-19
pandemic has greatly increased cybersecurity threats.
Almost two-thirds of those who took part in the survey
agreed that COVID-19 had a negative effect on
cybersecurity because of the extra risks it presents. In
contrast, 16% of people think that increasing cybersecurity
risks are unavoidable because of the positive association
between the two factors. Only 3% of respondents are
uncertain about the link between COVID-19 and
cybersecurity threats, while 13% hold the opinion that there
is no such thing. The results of this investigation are shown
in Figure 1, which is structured based on the association
between the effects of Pandemic of Covid and cyber
intrusions.

What is the influence of Covid-19 on the
Cybersecurity breaches

Fig. 1: The effect of the COVID Pandemic on Cybersecurity
Incidents

A cybersecurity expert (identified as I3 in this study) from a
prominent private institution who took part in the study via
mid-term interviews said that, according to the most recent
statistics from our company's research department,
cybersecurity breaches grew significantly from 2016 to
2020. As far as our IT department is concerned, this is an
issue of paramount importance. Some facts supported by
data are as follows: With 27% in 2016, 46% in 2018, 52% in
2019, and 66% in 2020, the penetration rate continued to rise.
In my opinion, this is a cyber-disaster, and we should be
worried about it. A synopsis of the statistical data collected
from the semi-structured interviews with participants P3 is
shown in Figure 2. According to a technical manager
(identified as P4) from the same company in the past. For
example, in 2016, our total budget for IT and cybersecurity
was 8%; in 2017, it was 11%; in 2018, it was 12%; in 2019,
it was 16%; and in 2020, it jumped to 22%. Could you

perhaps suggest one for your research? I would be very
grateful. In this study, participants 14 were interviewed using
semi structured interviews, and the results are summarized
in Figure 3.

The increasing of Cybersecurity attacks from 2016-2020

66%, 2020

== 46%, 2018
== 36%, 2017

== 27%, 2016

20 36% 46% 52% bb%

Fig. 2: Cybersecurity attacks have been on the rise from
2016 to 2020

The increasing of Cybersecurity budget from 2016-2020

Fig. 3: The Annual Growth of the Cybersecurity Budget,
2016-2020

4.2 The COVID Pandemic Positively Impacting the
Cybersecurity Awareness

To protect oneself and one's business from cyberattacks and
breaches, cybersecurity expertise is essential. The results of
this study show that individuals are more alert now than they
were before the COVID-19 outbreak. Improving people's IT
competency involves a number of factors, one of which is
increasing their level of awareness [16-19]. The results show
the survey findings related to this research as can be seen
from figure 4. It reveals that while 46% of individuals say
COVID-19 makes people more aware of cybersecurity risks,
34% think it goes against the grain since people are already
avoiding technology to protect themselves from hackers and
cyberattacks. Eleven percent of those who took the survey
believed that cybersecurity knowledge had nothing to do
with the COVID-19 outbreak. Finally, 9% of poll takers are
skeptical about the strength of the relationship between these
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factors

What is the influence of Covid-19 on the
Cybersecurity awareness level

40%

30%

2%

as
0%

Positive influence  Negative influence No influence Do not know

Fig. 4: The Influence of Covid-19 on the Cybersecurity
Awareness Level

4.3 There is a positive correlation between the COVID-
19 pandemic and awareness of cybersecurity.

To protect oneself and one's business from cyberattacks and
breaches, cybersecurity expertise is essential. The results of
this study show that individuals are more alert now than they
were before the COVID-19 outbreak. Improving people's IT
competency involves a number of factors, one of which is
increasing their level of awareness [16-19]. The results show
the survey findings related to this research from figure 5. It
reveals that while 46% of individuals say COVID-19 makes
people more aware of cybersecurity risks, 34% think it goes
against the grain since people are already avoiding
technology to protect themselves from hackers and
cyberattacks. Eleven percent of those who took the survey
believed that cybersecurity knowledge had nothing to do
with the COVID-19 outbreak. Finally, 9% of poll takers are
skeptical about the strength of the relationship of these
factors.

What is the influence of Covid-19 on the
Cybersecurity awareness level

40%
30%
20%
s

Positive influence  Negative influence No influence Do not know

Fig. 5: The Impact of the COVID Pandemic on the
awareness of Cybersecurity

4.4 The financial components of cyber security are hit
hard by the COVID-19 epidemic.

According to the data gathered in this research, it can be said

that the expense of using IT is connected to different issues,
such as cybersecurity-attacks and periods of unavailability.
Cyberattacks are the primary cause of downtime in the
majority of cases. Due to the Covid-19 pandemic, which
necessitates remote employment, the majority of individuals
and organizations will heavily depend on the internet
between 2020 and 2021. Individuals who engaged in remote
employment often used computers from their homes.
Consequently, the security level is reduced when companies
provide internet access to in-house servers over the intranet.
This study categorizes the financial perspectives into two
groups: expenditures incurred during periods of inactivity
and additional budgetary provisions for enhancing
cybersecurity. Based on a comprehensive annual report
provided by a participant of the research for a renowned firm
specializing in airline reservations, it has been shown that the
cost of off working time could negatively influence the
financial perspectives. According to the research, the total
budgetary allocation for the period of 2020-2021 amounted
to 3.1 million US dollars, covering almost all of working
hours with no exceptions. Periods of inactivity or
unavailability that occur at various times throughout the
year.

The influence of Covid-19 on the Cybersecurity financial
implications

10%
60%
50%
40%
30%
20%
. | B B

Negative influence  Positive influence No influence Do not know
Fig. 6: the financial effects of pandemic on cybersecurity.

The annual cost of downtime/ hours
Cost ($) = (h)* (2.6 M)

30 (0.34%) _3390410
20(0.2%) —5593507
10(011% _~-';;f;};;_;;

$ $2,000.00

Total downtime Hours (h) - Percentage

$4,000.00 $6,00000 $8,000.00 $10,000.00 $12,000.00 $14,000.00
Downtime Cost ($)

Fig. 7: the periodic cost of delay in operations
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5 New Cybersecurity Framework Suggested

This article offers a theoretical and practical Cybersecurity
framework based on previous data analysis and collecting.
With its theoretical foundations in cyber-kill chain diagram
spaces and the Markov chain model, the risk evolution
method is the main emphasis of the framework [20]. It can
be seen the proposed Cybersecurity Evaluation Model in
Figure 8. The cybersecurity level was represented by the risk

Risk probability

Cybersecurity establishment

Cybersecurity Risk Evaluation

(D ——tcten
(e oos
E—f—ts
@—
@-

[==Weak

d 1]

Risk imact

rating, which went from zero to one on a scale from very low
to extreme high. As a result, areas for enhancing
cybersecurity, such as surveillance, weaponization, delivery,
exploitation, installation, control and command, and
achieving objectives, have been associated with
cybersecurity levels. There is an ongoing effort to achieve
the highest level of security via this form of space-based
cybersecurity upgrade.

2

| Control(c) 1) | Objctives ‘

a m L RRRIR

|

Fig. 8: A suggested framework Based on This Study's Theoretical foundation

6 Conclusion

The effects of COVID-19 on cybersecurity were investigated
in this study from both a managerial and a practical
perspective. The study relied on the Markov model and
evaluation model for its theoretical underpinnings.
Concerning the COVID-19 pandemic and cybersecurity
awareness, the study did discover some positive news.
Cybersecurity risks and costs are significantly impacted by
COVID-19, according to the report. Both inductive and
deductive reasoning were used by the researchers. Since this
was the case, a mixed-methods approach was used in the
study. To support the process of improving and evaluating
the Cybersecurity, a suggested framework has been
developed. All of this rests on top of the theoretical
groundwork and the results of the data analysis. With this
suggestion, the research comes to a close. From a managerial
and pragmatic perspective, the book tackled challenges in its
structure. Additional testing of the proposed cybersecurity

architecture is necessary prior to any further investigation
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