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Abstract: A secure acknowledgement (ACK) mechanism is essential to ensure reliable data transfer in wireless communication
networks. However, because efficiency is the highest priority for resource-constrained settings, existing wireless security protocols tend
to exclude integrity or confidentiality protection for ACK messages. This limits the use of ACK mechanisms for reliable communication.
In this paper we describe our schemes for supporting ACK authentication in 802.15.4 networks. Our schemes do not requirea pre-setup
phase for the sharing of additional secrets and introduce noadditional computation or communication overhead. They are practical for
use and directly applicable to the 802.15.4 standard.
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1 Introduction

The IEEE 802.15.4 standard [1] includes various security
suites for supporting security services on incoming and
outgoing packets over low-rate wireless personal area
networks (LR-WPANs). These security suites can be
classified into three categories based on the type of
security properties of transmitted data: AES-CTR,
AES-CBC-MAC, and AES-CCM. AES-CTR is for data
protection, AES-CBC-MAC for data integrity, and
AES-CCM for both data protection and integrity [2,3].

The 802.15.4 specification, however, does not include
integrity or confidentiality protection for ACK packets.
This allows an eavesdropper to forge an ACK for any
packet. To forge an ACK for a given data packet, the
attacker only needs to know the appropriate sequence
number of the packet in the transmitted data. This is not
difficult since the sequence number is sent in the clear.
Furthermore, the problem of a forged ACK can worsen if
it is combined with radio interference or jamming, which
prevents delivery of selected packets [4]. These limit the
use of ACK message as a means to ensure reliable data
transfer over a wireless communication medium.

A common solution to address such problems is to
append a message authentication code (MAC) to the end
of each ACK message [5]. The fact, however, that the
long ACK message runs down the power of network

devices overwhelmingly faster makes it impractical to use
existing secure MAC algorithms in highly
resource-constrained settings. Devices that use the
802.15.4 standard employ low-power, low-data-rate, and
low-complexity short-range radio frequency
transmissions. In particular, low-energy consumption is a
major design requirement, due to the nature of
battery-operated devices [6]. Therefore, we require a new
mechanism for ACK authentication that minimizes
security overhead and simultaneously supports a
reasonable security level.

This study introduces practical techniques for
supporting ACK authentication in 802.15.4 LR-WPAN
settings. Notable features of our techniques are described
as follows. They support all required security properties,
including data confidentiality, data authenticity, replay
protection, and ACK integrity. They do not require a
pre-setup phase for sharing additional secrets necessary
for the ACK authentication, thus resulting in greater
efficiency and ease of implementation. These techniques
introduce practically no additional computation or
communication overhead on resource-constrained
devices. Hence, they are practical, and directly applicable
to the 802.15.4 standard.

The remainder of this paper is structured as follows.
In Section 2, we briefly review the 802.15.4 network and
its security services relevant to our work. In Section 3, we
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Fig. 1: Data and acknowledgement packet format

describe our solutions for supporting ACK authentication,
which enable senders to confirm ACK integrity and
authenticate the source of each ACK message. In Section
4, we analyze the security and efficiency of our
constructions. In addition, we discuss the advantages of
our schemes compared to those discussed in previous
works. We conclude in Section 5.

2 IEEE 802.15.4 and its security services

An 802.15.4 LR-WPAN consists of two device types: a
full-function device (FFD) and a reduced-function device
(RFD). An FFD is a device that is able to act as a personal
area network (PAN) coordinator. By contrast, an RFD,
which is intended for applications that are extremely
simple, such as a light switch or passive infrared sensor, is
unable to act as a coordinator. An FFD can communicate
with RFDs or other FFDs, whereas an RFD can
communicate with only a single FFD at a time. The
802.15.4 networks work in either of two topologies: the
star topology or the peer-to-peer topology. In a star
topology, communication occurs only between devices
and a single PAN coordinator, which manages the entire
PAN. A peer-to-peer topology also has a PAN
coordinator, but it differs from the star topology in that
any of devices within a common communication range
can arbitrarily communicate with one another.

From a security perspective, the networks are similar
to any other wireless network in which the use of wireless
links increases their vulnerability to various types of
attack from passive eavesdropping to active interference.
The 802.15.4 standard considers the following security
services: data confidentiality, data authenticity, and replay
protection. The security mechanism used in this standard
is based on symmetric-key cryptography and uses keys
that are provided by higher layer processes. Fig.1 shows
two important packet types, data and acknowledgment

packets. Depending on application requirements, the
payload of the data packet can have different security
suites, AES-CTR, AES-CBC-MAC, or AES-CCM. The
AES-CTR suite provides data confidentiality only using
the AES block cipher [8]. The AES-CTR suite, however,
is susceptible to denial-of-service attacks, as discussedin
[4]. The AES-CBC-MAC suite provides data authenticity
only using CBC-MAC [7], in which the MAC can have
different sizes: 32, 64, and 128 bits. The AES-CCM
provides both data confidentiality and authenticity using
CBC-MAC and AES-CTR, and has the three MAC
options of 32, 64, and 128 bits. Note that for
acknowledgment packets, the 802.15.4 specification does
not include any integrity or confidentiality protection. A
one-byte length of a sequence number serves to identify
the packet number for acknowledgments.

3 ACK Message Authentication

In this section, we introduce our constructions for
supporting ACK message authentication. Our
constructions employ a classical challenge-response
mechanism. However, it is used in a practical manner for
highly resource-constrained settings of a network.

Our design goal is to support all required security
properties including data protection, data integrity, replay
protection, and ACK integrity with the following features:
low computation and communication overhead for
generation and verification of authentication information,
and direct application to the 802.15.4 standard. To
achieve this goal we limit the choice of underlying
cryptographic primitives to symmetric-key algorithms
and use keys that are provided by higher layer process, as
those in the standard.

3.1 The Scheme I: Using MAC Verifier

We assume that each pair of devices is associated with a
uniquen-bit secret keyKi . We also assume that a pair of
keys for encrypting and signing (Kenc

i ,Kmac
i ) is derived

from the keyKi in a predetermined manner. Table1 lists
the notations used throughout this paper to describe our
scheme.

The scheme is comprised of three procedures, as
indicated in Algorithm 1. These include message sending,

Table 1: Notations
Notation Meaning
S, R Sender and receiver
SID, RID Identifiers of sender and receiver
SN Sequence number
Kenc

i , Kmac
i Secret keys for symmetric cryptosystems

{m}Kenc
i

Symmetric encryption of “m” with the keyKenc
i

〈x,y〉 Concatenation ofx andy
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ACK response, and verification. In message sending, a
sender encrypts a message for a receiver and constructs an
n-bit length of MAC over the contents of the header and
message. The sender then sends the encrypted message
and MAC value. The firstn− l bits of the MAC are used
to validate the message that is sent, while the lastl bits
are used for ACK authentication. In the ACK response,
the receiver confirms the received MAC value. If the
MAC is correct, the receiver accepts it and replies with
the corresponding lastl bits of the MAC as an ACK
response. In verification, the sender verifies whether the
ACK message is from the intended receiver or not by
comparing it with the stored MAC value. If the ACK
message is correct, the sender is convinced that the
transmission has been successfully completed. More
details are given as follows.

1) Message sending:When a senderS sends a
messagem to a receiverR, the sender performs the
followings: i) Encrypt the messagem using the
encryption keyKenc

S to obtain encrypted message{m}Kenc
S

.
ii ) Compute the MAC value of the header and encrypted
message in the keyKmac

S as follows: MAC =
MACKmac

S
(SID,RID,SN,{m}Kenc

S
). Then, split it into two

parts:〈vc,vr〉 ← MAC, wherevc andvr denotes the first
n− l bits and the lastl bits of MAC, respectively.iii )
Send〈SID,RID,SN, {m}Kenc

S
,vc〉 to R.

2) ACK Response:Upon receiving〈SID,RID,SN,
{m}Kenc

S
, vc〉 from senderS, receiverRverifies it, and then

replies with an authenticated ACK message by
performing the followings: i) Compute MAC′ =

Algorithm 1 Using MAC Verifier
1: procedure SENDER MESSAGE TRANSMITTING

2: local input:SID,RID,Kenc
S ,Kmac

S
3: chooseSN
4: c← EKenc

S
(m)

5: 〈vc,vr〉 ←MACKmac
S

(SID,RID,SN,c)
6: t← 〈SID,RID,SN,c,vc〉
7: sendt to R
8: end procedure
9: procedure RECEIVER ACK RESPONSE(t)

10: local input:Kenc
R ,Kmac

R
11: 〈SID,RID,SN,c,vc〉 ← t
12: 〈v′c,v′r〉 ←MACKmac

R
(SID,RID,SN,c)

13: if vc = v′c then
14: replyv′r to Sand acceptc
15: else
16: returnfail
17: end if
18: end procedure
19: procedure SENDER VERIFICATION(v′r)
20: if vr = v′r then
21: returnsucc
22: else
23: returnfail
24: end if
25: end procedure

1. S→ R : SID, RID, SN, {m}Kenc
S
, vc

2. S← R : v′r

Fig. 2: Message flows in MAC-verifier based ACK
authentication

MACKmac
R

(SID,RID,SN,{m}Kenc
S
) in the keyKmac

R . Then,
split the MAC value into two parts,〈v′c,v′r〉 ← MAC′, in
the same manner asS. ii ) If v′c matches the received value
vc, then accept the message. Otherwise, it is rejected.iii )
Reply with the valuev′r as an ACK message.

3) Verification:SenderSaccepts the ACK message, if
and only ifv′r = vr . Otherwise,Sdiscards it.

Fig. 2 shows the message flows in MAC-verifier based
ACK authentication. The MAC-verifier based scheme
supports ACK authentication in the following manner. If
we receive an ACK message from a non-trusted device,
the MAC verifier v′r , which represents the lastl -bits
generated for the sent message, will not correspond to
that which would be generated using the secret key. This
makes the scheme secure against an ACK forgery.

Note that the size ofn and l may be determined
depending on the levels of security required. If we assume
that the size ofl is 8 bits and the MAC is created using
the 128-bit AES algorithm as in the standard, the valuevc
in our scheme has slightly different options: 32, 64, and
120 bits.

3.2 The Scheme II: Using Encrypted Challenge

We now show how to obtain an alternative that uses an
encrypted challenge. As before, we assume that each pair
of devices is associated with a uniquen-bit secret keyKi ,
and a pair of keys for encrypting and signing (Kenc

i ,Kmac
i )

is derived from the keyKi in a predetermined manner.
1) Message sending:A message senderS performs

the following: i) Choose anl -bit random valuer. ii )
Encrypt the messagem with the valuer in the encryption
key Kenc

S to obtain encrypted message{m, r}Kenc
S

. iii )
Compute the message authentication code in the keyKmac

S
as follows: MAC= MACKmac

S
(SID,RID,SN,{m, r}Kenc

S
)

iv) Send〈SID,RID,SN,{m, r}Kenc
S
,MAC〉 to receiverR.

2) ACK Response:ReceiverR performs the following:
i) Compute MAC′ = MACKmac

R
(SID,RID,SN,{m, r}Kenc

S
)

in the key Kmac
R . ii ) If MAC ′ = MAC, then accept the

received message. Otherwise, the message is rejected.iii )
Decrypt{m, r}Kenc

S
using the secret keyKenc

R to obtain the
message〈m′, r ′〉. Send the valuer ′ to senderSas an ACK
response.

3) Verification:Upon receiving messager ′, the sender
confirms that it matchesr. If it matches, the sender is
convinced that the ACK message is from the intended
receiver and transmission has been completed
successfully. Otherwise, the sender discards it.
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1. S→ R : SID, RID, SN, {m, r}Kenc
S
, MAC

2. S← R : r ′

Fig. 3: Message flows in encrypted-challenge based ACK
authentication

Fig.3 shows the message flows in encrypted-challenge
based ACK authentication.

4 Analysis

4.1 Security

Our schemes are built on cryptographic primitives, MAC
and encryption algorithms. The security of our schemes is
analyzed in the following theorem.

Theorem 1. If the underlying cryptographic primitives,
MAC and encryption algorithms, are secure then the
schemes described in the previous section provides the
property of ACK authentication.

Proof. First, consider the scheme that uses the MAC
verifier. That the MAC-verifier based scheme provides the
property of ACK authentication is clear. This is because
only the legitimate receiverRwho possesses the keyKmac

R
can create a valid verifier. Specifically, let us suppose that
for fraudulent purposes, an attacker tries to fabricate an
ACK message for an honest sender. To accomplish this,
the attacker must derive the MAC verifierv′r such that
v′r = vr , where vr represents the lastl bits of
MACKmac

S
(SID,RID,SN,{m}Kenc

S
). Note that since the

MAC key is known only by the receiver, the only way for
the attacker to achieve its goal is to guess the verifierv′r .
This implies that the security of the scheme relies on the
security of theMAC algorithm. In other words, we can
say that if the underlyingMAC primitive is secure then
the probability that an attacker succeeds in fabricating an
ACK message is 1/2l . This ensures that the MAC-verifier
based scheme prevents the problem of an fabricated ACK
message with a probability of approximately 1/2l . Let us
now consider the scheme that uses the encrypted random
challenge. Similar to the previous scenario, suppose that
an attacker attempts to fabricate an ACK message for an
honest sender. To accomplish this, the attacker must
derive r ′ from the transmitted message{m, r}Kenc

S
such

that r ′ = r. However, only the legitimate receiverR who
possesses the keyKenc

R can decrypt the message.
Therefore, the only way for the attacker to achieve its
goal is to guess the random valuer ′. We hence say that if
the underlying encryption algorithm is secure then the
probability that an attacker succeeds in fabricating an
ACK message against the scheme using the encrypted
random challenge is the same as in the previous scenario.

This leads us to conclude that the security of our schemes
relies on the security of the underlying primitives, the
MAC and encryption algorithms.⊓⊔

For data packets, our scheme provides the following
security properties: data confidentiality, data authenticity
and replay protection. Specifically, in our scheme only
authorized devices that share the secret key can decrypt
the message{m}Kenc

S
(or {m, r}Kenc

S
). The MAC of each

data packet enables the following: if an attacker modifies
a message from an authorized sender while the message is
in transit, the receiver can detect this tampering. In
addition, the MAC also prevents any replayed message
from being accepted by the receiver and ensures that the
packet that has arrived is the most recent and not a
replayed packet. This is achieved by associating the
sequence numberSNwith each data packet. The security
proof can be done in a similar manner to as in Theorem 1,
which we have omitted here for clarity.

4.2 Efficiency

We next consider the energy consumption required for
supporting ACK authentication in highly resource-
constrained settings. Low-energy consumption is an
major design requirement for 802.15.4 networks, due to
the nature of battery-operated devices. Most energy
consumed when security protocols are added is caused by
the transmission of additional data rather than by
computational costs.

Our techniques do not require additional
communication costs for sending or receiving
authenticated ACK messages. This is because they use a
MAC verifier (or an encrypted challenge) that has the
same length as the sequence number in the plain ACK
packet specified in the standard. In other words, the total
size of the data payload and ACK packets is exactly the
same as that of the security suite currently defined in the
802.15.4 standard. For computational costs, our schemes
require only two cryptographic operations, one is for data
encryption and another is for data integrity. No additional
operation is required for the ACK authentication. The
operations involve inexpensive symmetric-key
algorithms, such as the AES block cipher and CBC-MAC,
and are essential to ensuring basic security services
specified in the 802.15.4 standard. Table2 shows a
comparison of 802.15.4 security suites and authenticated
ACK schemes in terms of security features and other
attributes.

4.3 Advantages

Here we focus on the discussion of authenticated ACK
schemes. The advantages of our techniques compared to
those examined in the recent work [9], which is the only
work having the same objective as ours, are summarized
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Table 2: Comparisons of 802.15.4 Security Suites and AuthenticatedACK Schemes

Schemes Data protection Data authentication Replay protection ACK authentication Key setup Network model

AES-CTR [1]
√

-
√

- Not required Star, P2P
AES-CCM [1]

√ √ √
- Not required Star, P2P

AES-CBC-MAC [1] -
√ √

- Not required Star, P2P
PSCM [9]

√ √
-

√
Required Star

Our scheme I, II
√ √ √ √

Not required Star, P2P

as follows: i) No additional pre-setup requirement:Our
schemes do not require any pre-setup phase for sharing
additional secrets for ACK authentication. This is in
contrast to the PSCM scheme [9], which requires an
initial setup phase for generating a Prime-Sequence Code
Matrix (PSCM) [10] and then securely distributing a
secret value to each device. These requirements limit the
use of the scheme.ii) Full-fledged security:Our schemes
support all required security services, including data
confidentiality, data authenticity, replay protection, and
ACK integrity. The PSCM scheme, however, does not
support security against replay attacks on data payload
packets. In our schemes, this problem is eliminated by the
use of a sequence number for each payload packet.iii)
Practical: Unlike PSCM, the fact that our schemes do not
impose a pre-setup requirement means thy can be used
not only in large-scale networks, but also in both
peer-to-peer and star topology networks supported by the
802.15.4 standard. Furthermore, they introduce
practically no additional computation or communication
overhead, and are thus practical for use in LR-WPAN
settings.

5 Conclusion

We have described practical techniques for supporting
ACK authentication in 802.15.4 LR-WPAN settings. Our
techniques have several major advantages. They achieve
all required security properties including data protection,
data authentication, replay protection, and ACK
authentication. They do not require a pre-setup phase for
sharing additional secrets for ACK authentication. This
results for us in greater efficiency and ease of
implementation. Our schemes are usable not only in
large-scale networks, but also in both peer-to-peer and
star topologies supported by the 802.15.4 standard. They
introduce practically no additional computation or
communication costs, and thus are practical for use in
LR-WPAN settings. We believe that our schemes provide
new building blocks for the construction of security
services on 802.15.4 packets.
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