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Abstract: Web service is considered as one of computational resoaxediable on network, which has become a popular paradigm
to develop platform-independent applications. Howevee tb the diverse-grained, non-determinism, and timedimagures of Web
service, it is not surprising that Web-based service apptio frequently experiences problems, such as unreazpalges and reduced
responsiveness. To address this problem, the primarysaskerify and test Web engineering for trustworthy, in Whilte quantitative
model generation of service behaviors plays a critical chleng software life cycle, especially business processesication. In

this paper, navigation behaviors between Web applicatimhwsers are formalized as service process. Then, the tiavigaodel
corresponding to service process is extended with nortifumal specifications by using probability matrix and tinenstraint pair
method, mainly random natures and time features. Findle/,comprehensive model and its parallel composition aredoted to
cope with more complex service interactions modeling. Imchwsion, our navigation-oriented quantitative modelc#iped with time
constrains and probability specifications gives a solutiotynamic features extraction for constructing hybrid eiaaf Web service.

Keywords: User Navigations, Event Logs, Service Process, Probabilisned Specifications.

1 Introduction and utilization, including services discovering,
composition, and verification techniques. Consequently,
In global market, modern enterprise should have abilities?PPlying Web service to develop the loosely-coupled and
to seize the fleeting business opportunity and make dnteroperable business software is regarded as the
quick response. However, traditional software is hard tonext-generation distributed computing modg [ _
meet these demands since its closed architecture can't Due to the heterogeneous, open and collaborative
handle the dynamic nature, which requires Web servicehatures of Internet, any failure occurred in software may
and Service Oriented Architecture (SOA) to acrossimmediately result in service interrupts. It will serioysl
independent applications integration to promote morel€ading to huge economic losses. How to model Web
business transactions. First, Web service maximizeService is a highly challenging task before verification.
business benefits that companies can directly employF'rSt of all, it needs to formalize Web service in the form
existing third-party services and public interfaces to©f formal specification. Then, it needs to extend
realize  inter-organizational  cooperations. Second hon-functional characteristics under uncertain exeautio
business applications implemented by Web service€hvironments. The expected service model should
enhances process much more agility, flexibility andcon§|derfoIIOW|ng new requirements: 1) Dlverse-gral.ned,
availability, therefore, which have been widely used in S€rvice software dynamically invokes different grained
multi-fields to deal with complex commercial logics, for Web services to achieve complicated logic composition
management. Furthermore, many academic research8§rvice components usually exhibit stochastic behaviors
have been published about service software developmentith random failure phenomenon. 3) Timeliness, each
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service should accomplish its interactions within time  However, dynamically constructing such
limitation that is not only specified in functional user-oriented service model asks for technology solutions
requirements but also restricted in service time-outthat comprehensively specify service quantitative fesgur
definitions. Given these premises, non-functionalin order to give a formal model before further
attributes are important features as well as behavioraVerifications. Service worked for different kinds of users
modeling, such as time constrains and probabilisticwill display with different QoS characteristics. Espelyial
behaviors. under different invocation time and consumption
situations, user will be underwent different satisfaction
Evidently, the long time waiting and stochastic denial of
service will impact on software services. For these
feasons, the quantitative service model has been more and
more important to verify the correctness and reliability of
Web-based service application. We are motivated to
research the quantitative model for Web service. Our
main works are divided into following two steps: 1) it
generates the functional model from user navigation
behaviors; 2) it extracts non-functional features to edten
the former model, including probabilistic behaviors and
time constrains.

The remainder of this paper is organized as follows:
Section 2 analyzes user group behaviors. Section 3 gives
an approach to model functional behaviors from user
navigation behaviors. Section 4 extends functional model
hwith the probability and time specification. Section 5

little expense. The probability property of Web service !ntroduces a naviga}tion-orient'ed quantiFative model and
it parallel composition. Section 6 reviews the related

guarantees the robustness when service-based software : :

invoked. In short, a response should provide CorrectWorks. Section 7 draws a conclusion and future works.
values that are outputted at the right time-points with
lower cost and high reliability. Critically, this new
challenge has caused the issue of quantitative verifiatior? User Group Behaviors
such as "file download service may be failure with
probability 0.15 or greater”. Unfortunately, so far no
effective and systematic approach can solve thes

Few works focused on non-functional formal
modeling. The traditional service description languages
such as Orchestration and Choreography (e.g.
BPEL4WS, WS-CDL, WSCL), Semantic Web
specifications (e.g., OWL-S, SAML-S), and Workflow
Management patterns (e.g., XPDL, XLANG), are
proposed for high-level descriptions. Then, they are
transformed into FSM model, Petri Net or Process
Algebra for service modeling, respectively. However,
these above methods have a narrow applicable scenar
due to their functional modeling characteristics. The
non-functional service attributes are dynamic features an
the quality of service is user subjective feelings during
service executions2[3,4], such as time-response, cost
and probability. The real-time property of Web service
depends on the input/output and its timiri. [The cost
property of Web service refers to utilize Web service wit

Service processes of business logic are not active at the
L ) . . € MeSSame time, which are worked under event-driven way that
quantitative requirements in non-functional specifiaatio they are determined and invoked when users access to.
aspect. Therefore, Web application gives a best option to service
In this paper, as a base research object, Wedehaviors mining since navigation behaviors and user
application is researched on assumption that Web servic#teractions recorded in Web servers. As Figlshown,
used in each logic Web page is a functional componentthere is a relationship among Web application, service
Business processes of Web application are implementefirocess and Web service. In service level, Web service
by standard interfaces and SOAP protocols of Webpublishes its functions via interface to service process
services. Web user operations reflected to business logidevel. While in Web application level, each service
are navigational behaviors when they interact with behavior is mapped to a service process during user
service-oriented software. For example, browsing Web activities. Each page link triggered from Web application
receiving and sending emails, uploading/downloadinghas a corresponding service process and active service
documents, and online payment. These behaviors arworking in background. In the study of user group
equal to service process. But, not all these operations areehaviors, Web users with similar interests will show
key behaviors. Support 5% users are loyal buyers, angimilar behaviors on Web application that they have same
95% users are occasional buyers. Loyal customers argervice processes.
core and important. Therefore, modeling core buyer However, compared to most service modeling related
behaviors will help business to analyze and summarizditeratures, little work has been done on taking care of user
hot commodity to attract more occasional buyers’ group behaviors. One of main problems we face is target
attentions. For the former, if all loyal buyers (5% users) user who will pay attentions to Web application and create
give up shopping, it will case huge enterprise economiccommercial value to e-business.
benefits loss. For the latter, they only search or browse Definition 1 User Group Classification. From the
product information without ordering any things or perspective of user order transactions, the user group of
triggering core business processes. Thus, there is neervice software is divided into three categories: the
economic benefit. valuable customersVeQ with action set Act’, the
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Service Level

System (OSS). Totally, more than 30 services are
A developed, which can be invoked by corresponding
Ng Q>:€ Q %) requests from Web pages during user interacts with Web
Web Application Level browsers. More than 800 students are requested to fill in
survey questions. From the user satisfaction of different
viewpoints, the response time and reliability are
OO considered as evaluation indicators. The stability of
sem-cepmessleve/% O E PP O network is denoted as and its value is figured out by
\‘- . unreachable pages and total access times. Then, the
ij ‘Ej response time of each service denotetliagontrolled by
its intrinsic session parameter settings. From Téblee
E @ find that with the stability of network reduced the active
users are decreased. However, with the response time
increased the active users are decreased. In summary,
regarding probability and time constraint in OSS, the
Fig. 1: The Service Software Architecture Sr%cgff:glz ZﬁgnleaSryr;ergi?il\\;glr; stabiliand response
Whenr is less than 0.5 or is greater than 12s, Web
application will perform low QoS. The inactive users set
potential customersP(C) with action setActP and the lznucsl,ltjgriz r s\ll?alllclij)el\i\?r? e niuftgmge;ﬁ\éfg 1:??} e Sg(ta?rllg?é
valueless customeryéq with action seict” L ratio is 0.17. The inactive users set consists of potential
_ The user navigation o¥sC users has an insignificant customers RIC) because they will give up further
impact to business process. They often leave when they,q ations and terminate current sessions. As important
visit Website at the first uime. In contrasveC users reference factor to enterprises application, the user loss
generate more commercial values. For example, the¥atio is defined as follow
'orde.r goods via a serial of inte_ractive opgrations, such as Definition 2 User Loss Ratio. Suppose that the
in trip arrangement and on-line shopping. WhRIC 561655 customery/¢Q), the valuable customers&Q),
users may cancel their orders due to poor softwarey,y e potential customersIC) are identified. To
performance that goods in shopping cart will not be measure the user loss ratio of service, symhoais to
transferred into currency, or activity will be terminated i denote active user percent, that '
advance. ' '
The core activityC C T of important user behaviors is
a key measurement,which contributes to construct a well- n— VsC
formed model for Web service, that, VsC+VeC+ PIC
1) Navigation behaviors included core activities will be Definition 3 Success Order Ratio. The service process
considered as valuable customer actions. The action setis, = o decomposed into sub-précess since different
Act’::= {ti|va € G, 3t € Teg — 1}, if and only if each structures will be used in different composition ways. The
user belonged to valuable custonage GY has triggered success order ratianis as follows
aactivitya; — 1, and3t € Act’et; € Cis an core activity. 1) If it is a sequence structure, success order ratio is
2) Navigation behaviors included general activities , _ (1= 1) (1= N2) %% (1— 1) .,Each mode displays
will _be seamed as potential customer actiqns. The actiony» s ccess probability of-1 ;.
setisAct” ::= {ti|vaj € GP,3t € T e — ti}, if and only 2) If it is a parallel structure, success order ratio is
if each user belonged to valuable custorage GP has F=1—ni*Na*...xNn. The service process structure is
triggered a activityg; — t;, andVt; € ActPet; ¢ C are not synchronous communication behavior.
corg_activity. But their post succeed behavior will be core The good user experience and quality of service
actvity. o _ . determine the life cycle of service software. Support Web
3) Navigation behaviors included irrelevant activities \;ser number is consta@=VsC+VeC+PIC When user
will be treated as valueless customer actions. The actiogyperiences problems with unreachable pages and
setisAct® = {ti|Vaj € G°, 3t c Tea — ti}, ifand only  reqyced responsiveness, all potential custorRéBsmay
if each user belonged to valueless customet G® has  pe converted to valueless customess that is
triggered a activityg; — tj, andVvt; € Act®et; ¢ C are not
core activity. Moreover, their post succeed behavior will
also not be core activity. VsC =VsC+PIC
To characterize service process, experiments are . , Vs
carried out to explore impact factors. We build a Which makes active user percem’ = gsrvecrpic
simulation environment that a set of services areincreased and) = yevecpc reduced. Finally, the
published using IBM XML generator in Online Survey success order ratiowill be low. In the worst scenario, all
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Table 1: Active users of fill-in service in OSS

r=09|r=08|r=06|r=05|r=04|r=03|r=0.2
t<1s 0.83 0.82 0.77 0.43 0.2 0.13 0.01
t € (1s,39) 0.83 0.82 0.77 0.4 0.2 0.13 <0.1
t € (3s,69) 0.82 0.81 0.74 0.4 0.2 <0.1 <0.1
t € (6s,99) 0.82 0.79 0.74 0.4 0.2 <0.1 <0.1
te(9s12) | 0.7 067 |051 |04 0.1 <01 | <01
tc(12s,15) | 065 | 065 |05 0.1 <01 | <01 | <01
t>15s 0.45 0.4 0.4 0.1 <0.1 <0.1 <0.1
users are Website visitor¥/sC= VsC+PIC+VeC which Definition 4 Navigation Sequence Set (NSS). It is a

makes user loss ratio}j=1 that they are valueless finite set of navigation paths NS$m, ®,785,...}. Each
customers\{sQ. However, in the best scenario, all users navigation sequencg contains states of logic Web page
are Website orderdeC=VsC+PIC+VeCwhich makes © =< $.%9,..,% %1 > satisfying that
user loss ratiay=0 that there is no valueless customersVk > 1e (5,S+:1) € R is a page link.R is a set of
(VsQ or potential customer$?(C). navigations.

Different customer groups generate different behavior ~ The navigation sequence set corresponds to Web page
models. It requires a suitable formal model to analyzevisit path. Each page staggis a functional service invoked
why user gives up shopping or changes to access twy logic Web page, which user has interacted witls; K=
competitors services. The tradeoff between valuables) starting from index page, then the navigation path
customersVeC and potential customerBIC should be is called as an execution sequence. To identify transition
considered. In practice, it will expense higher costs forrelation among page links, for instanéts, s e (s,5) € R,
converting a valuable customeveC from potential the Pre/Postsucceed states definition of each page state
customersPIC than retaining a valuable customéeC should be satisfied.

The behaviors of valuable customersC contributes to Definition 5 Pre/Post Succeed States. Given a state
maximize enterprise beatifies. To this end, this papers The pre/post succeeds page states of state defined
mainly studies how to mod&eCnavigation behaviors. as follows:

Pre-Succeed StateRost(s) = {S|35 € Se (s,5) € R}

Post-Succeed Statere(s) = {J|3s € Se (S,s) € R}
3 Functional Behaviors Modeling The transition relation is miraculous. Lebe a page

state. One miraculous is bad state transition. Whés

Web application works as the most intuitive manner of not end state, it satisfig2ost(s) = 0 andPre(s) # 0. The
using Web service to provide the optimizations andother miraculous is dead-end state transition. Whés
desired functionality, which facilitates behaviors not start state, it satisfieRost(s) # @ but Pre(s) = 0. If
modeling via data mining and analysis from event logs.two navigation sequences have connection relation, the
User navigation behavior of Web application is one end state in one navigation sequence should have post
possible alternative to construct service model. Thus, insucceed states set including the start state in the other
our research, the user navigation model is taken innavigation sequence. The navigation connection handling
account to formalize service process, that user groupime-out implements service redirection. For instance, in

behaviors from valuable customers. online shopping system, if user is re-entered in case of
disconnection, un-finished orders can be recommended to
continue.

3.1 Modeling User Navigations Definition 6 Navigation Connection Operation. Given
navigation connection operation symbol and two

Various link types between Web pages are relevant tahavigation paths t; =< $,%,...,§ >,

navigational purposes, such as forms and framestz =< §,§41,...,S >. Their connection leads to
Hyperlinks linked by page-to-pageparadigm connect following types.

different Web pages as an organized network. The next 1) If 5 € Posi(s) or s € Pre(s), then the navigation
page is determined by the current page and its hyperlinksconnection operation is to joint these two path as one
When user visits Web-based service application, thenavigation sequence

navigation consists of possible sequences of Web pages.

Web server records all behaviors as event logs, such as 1t =< $1,%2,,--55:5,5+1:---,S > .

pages resources, click time and user information. Thus,

utilizing these user navigations can reproducedAs result, new sequence replacest; andt, in the
corresponding services and service process supported imavigation sequence set tHd83S = NSS| {t1,to} U {t'}
background. using projection symba).
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2) If € Post(s) ands ¢ Pre(s), then the navigation Table 2: Greedy Based Model Constriction Algorithm
connection operation returnsil| thatt; 't, = 0 since their

intersection is empty. The empty connection showstthat (l)nuﬁgﬁt:’\lfi\r/:ggltlﬁqr;i;qgEﬁ%iﬁ;ﬁiﬁg’sﬁ T8, }
andt; are independent. . , GreedyModelConstrictiofNSS

3) Otherwiset; Nty # 0, the navigation connection {
operation generates a result tRate t; Nt, combines two =0
new navigations while (not solutior{S))
< headts, x), x, tail (t2, x) >, and < headty, x), x, tail (t,x) > t x=NCO(NSS)

) ) . if feasible PPSucceed (S, )

where truncation functionhead(t,x) and tail(t,x) are S=S+x
navigation sequences before or after at sharing state NSS = NSS{x};
respectively. 1

For examplet; =< login,order > andt, =< paym 1
entsuccess> can be connected as a new navigation| }

t' = t,"'t; =< login, order, paymentsuccess- where the
condition is payment € Postorder) or
order € Pre(paymenj. Given another new navigation

sequence< login,shoppingcartpaymentfailed >. The . . o
two new navigations are State is mapped to a service and each transition is

< login,shoppingcartpaymentsuccess > and corresponded to a user interaction behavior, the user

< login,order, paymentfailed >. Thus, more possible navigation quel UNM is seemed as service process
navigation sequences can be extracted when their sanf80del at functionality level.
states are identified. Definition 8 Navigation Trace. The navigation trace of
The behaviors of user grougeC will display as a UNMis avisit path thatt' =< s1,%, s, ... S, > satisfying
same and unique model because of their similar busines# € [1,n—1] e (s,s51) € R Given UNM modelm and
behaviors. Considering state dependency, the Greed@t least there two trace3racem)| > 2 are connectable
Based Model Constriction Algorithm GB-MCA s ased on navigation connection operation.
introduced to implement functional modeling. As TaBle. 1) If TM = {t|3t € Tracgp),Vsc te (vt' € Tracem) |
shown, algorithm input is navigation sequence sett,Vs €t'eL(s)NL(s)=0)}, then these traces are called
NSS={m, ™, s,...} and output is a user navigation &S margins.
model which is returned in the form of finite state  2) If TC= {t|3t € Tracem),3sc te (3’ c Tracem) |
machine UNM model. InitiallySis an empty set. When t,3s ct’eL(s)NL(s) # 0)}, then these traces are called
no suitable solution can be available, Definition 5 and 6as cores.
are applied to analyze navigation sequence set NSS, Since user group behaviors includsC VeC and
where functionNCO(NSS is the navigation connection PIC, UNM model optimization and refinement should
operation and functioPPSuccee(S, x) is theyesor no  prune margin traces generated WgC and PIC. Their
judgment based on Pre/Post succeed states. If noavigation behaviors are meaningless. Each page state
intersection exists in these navigation sequences, thshould be identified for the core activity according to
construction produce is terminated. business logic for distinguishing cores traces. In fads it
Definition 7 User Navigation Model. User-oriented hard to model all possible navigation paths because the
service process reflected by user navigation behaviors imumber of dynamic interactions and the personalized
Web application are formalized based on FSM moégl [ pages generated by different Web users may be huge or
7]. Itis formally defined as UNM ::=% o, R, ARP.L), that, even infinite. Thus, the user navigation model we
1) Sis a set of finite states. Each state represents @roposed is constructed on the fly when user surfs on
service entity which is worked in logic Web page that Web. Based on navigation sequence set, navigation trace

users have visited. and connection operation, we proposed an On-The-Fly

2) 9 € S is initial state, mainly a start state modeling method to user navigation model construction.
corresponding to index page of Web application. Definition 9 On-The-Fly Modeling for User

3) RC Sx Sis a set of finite page links in accord with Navigation ~ Model. ~Given a UNM  model
user visited paths, which are user navigations during Wetn = (Ss,R/APL) and new navigation trace
service invocation. t =< $,9,%3,...5 >. Their synthesis model

4) L(S) — 2P is a mapping function that labels each UNM ::= (S5, R, AP’,L’) is built on the fly as follow
location with a power set of atomic propositions tridé 1)S =SU{s1,%,%, ---S}
is a set of atomic propositions. )y =2if 9#0; 5 =5 if Isctesy=0Asis the

The UNM model is a directed graph where each stateindex page.
is denoted by dot, and each transition is a connectionwith  3) R = RU{r|3s,s €te(s,s) is a page link int and
a directed arrow showing user access intents. Since eadhe TC}
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4)L’ =LUL(t), whereL(t) is set of mapping functions at remote host 201.124.225.77. The login service is an

on navigation tracé initial state. Due to time out occurs at [2011-10-25
5) AP = APUAP(t), where AP(t) is set of atomic  20:20:14], the redirection operation is executed (refeyri
propositions in navigation trade to state code 324). While at [2011-10-25 20:16:41], there

exists service failures (referring to state code 404).
User in same group will have similar interesting
3.2 Case Study behaviors. The valuable customei&e() behaviors are
easy to model rather than construct all users’ navigation
Service event logs in Web server consist of run-timebehaviors because of state space explosion problem. The
information and access information. Service procesgeferrer column displays different URLs since different
mining from event logs for dynamic user navigations parameters make same service as different Web pages. To
construction is way to comprehend Web serviceaddress this issue, the method implemented in tool Tansuo
behaviors. Few literatures have studied Web log data fof11] is used to analyz&JRL and referrer parameter to
service process modeling, especially automata modelingnodel user navigation behaviors, which is a two-stage
Ricca [B] developed a Web analysis tool ReWeb, which strategy, mainly the abstract model and combination
analyzes the web page and hyperlink of Website tostrategy. Given two URLs); = "searchdo?Cat = book
generate UML representing Web page navigation andandu, = "searchdo?Cat = T shirt”. They are treated as
object state chart. Lucca and Tramontagjdesigned a  an abstract serviag = "searchdo?Cat”, representing the
tool WARE which uses reverse engineering on Webunique searching service. Thus, other parameters in
application for generating UML class chart and sequencesearching service will be merged as a final abstract
chart, from two aspects that are coarse granularity andervice. They behave like similar navigation structures.
fine granularity level. These static methods aims to  From Table3, following services are extracted that the
design-time verification, which is not suitable to model login serviceLogin, the book searching servicgearch
dynamic service behaviors. the shopping cart listing servickist, Chinese book
For run-time log, it saves exception during service displaying service Chineselntroduce English book
execution. For access log, it saves access informatiordisplaying serviceEnglishintroduce the order service
such as access time, IP address, visiting resources, and €xrder, the online payment servig@nline the credit card
on during user access. The widely used logs format capayment servic€reditCard and the notification service
be divided into two types: One is NCSA format in Notify. From parameterdJRI and Referrer in service
Apache server, and the other is W3C format in 1IS serverlogs, the GB-MCA algorithm and Navigation Trace
In this paper, Apache server integrated with AXIS 2.0 is method are used to extract service data to separate the
employed to support service deployment, running andmargin traces from core traces. The navigation graph
debugging since it is open source. As Table.3 shown, it isshown in Figure? is transformed from Tabl& where four
a fragment of event logs at Web server, which is outputteceffective navigation sequences are as follows,

from Apache server. Theemotehostcolumn is labeled < login, serachlist, chinsesIntroducerder, creditCard success-,
with IP address, by which it can distinguish user role. The < login,serachlist,englishintroduceorder, creditCard success>,
authuser column records visitor identity, checking < login, serachlist, chinsesIntroducerder, onling success>,
whether they are the same user or not. $tauscolumn < login, serachlist, englishintroduceorder, onling success> .

is response returned from server, where 1xx is the
continual messages, 2xx is the successful request, and
3xx is the request redirection, as well as the HTTP error
code [LQ] that 4xx is the end user error and 5xx is the
server error. Thdytescolumn describes bytes for each
requests transmission. Threferrer column shows the
pre-service. If current request has a pre-link, this
information will not be blank. Otherwise, it is a start Web
page which means a new service without any pre-link.
To output service event logs, the configuration file
server.xml in Tomcat should be modified as follows
<Value className "org.apachecatalinavalvesAccessLogValuie Fig. 2: The example of UNM model

directory="logs’ prefix="localhostaccesdog.” Suf fix=".txt"

pattern="commorh resolveHosts-" fals¢ >

The expressiomommor"%h, %u, %t, %r, %s, %B, According to formal definitions, the UNM model is as
%U” is format setting, where %h corresponds to follows:
remotehost, %u corresponds to authuser, %t corresponds 1)
to time, %r COI’I’GSpOﬂdS to URL, %s corresponds toS= {SoginaSSerachSistaSchinseslntroduce%nglishlntroduce
status, %B corresponds to bytes, %U corresponds t&niine; ScreditCards Sorders Shotify}
referrer. For instance, user Jean visits the service softwa  2) 59 = login
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Table 3: Example of Service Log in Server
< remotehost>, < authuser>, <time>, < URL >, < status>, < bytes>, < referrer >
201.124.225.77, Jena , 2011-10-25 20:14:00, login.do@sdena&pass=31h12, 206, 56,
201.124.225.77, Jena , 2011-10-25 20:15:12, search.ti®ak, 206, 1342, login.do?name=Jena&pass=31h12
201.124.225.77, Jena , 2011-10-25 20:16:16, list.do28lhe206, 34212, search.do?Cat=book,
201.124.225.77, Jena , 2011-10-25 20:16:41, englisldnt®.do?ID=123, 404, 1453, shoppingCart.do?select=all
201.124.225.77, Jena , 2011-10-25 20:16:44, chinsesginteodo?1D=123, 206, 6532, list?type=all
201.124.225.77, Jena , 2011-10-25 20:20:14, login.do?P3:=324, 6532, chinsesintroduce.do?ID=123
201.124.225.77, Jena , 2011-10-25 20:20:32, englisldnt®.do?ID=123, 206, 1453, shoppingCart.do?select=all
201.124.225.77, Jena , 2011-10-25 20:22:03, order.dd®@DB01, 206, 1526, englishintroduce?ID=123
201.124.225.77, Jena, 2011-10-25 20:23:43, order.dd®D242, 206, 451, chinsesiIntroduce.do?ID=123
201.124.225.77, Jena, 2011-10-25 20:28:28, online.daD242, 206, 784, order.do?ID=100242
201.124.225.77, Jena, 2011-10-25 20:34:11, creditCaPtDd=100001, 206, 1875, order.do?ID=100001
201.124.225.77, Jena , 2011-10-25 20:44:17, notify.dt@ssucc, 206, 8344, creditCard.do?ID=100001
201.124.225.77, Jena, 2011-10-25 20:44:58, notify.a@t@stfail, 206, 8764, online.do?1D=100242

3) 4.1 Probability Extension

R= {(Sogina Sserach)7 (Sserach SiSt)a (Sisb S:hinseslntroducé
(Sist ) %nglishlntroducéa (Schinseslntroducesorder)a (%nglishlntroduce

Sorder)a(sorderasonline)a(S)rderascreditCard)a(&reditCard;Snotify), Deﬁn_it_ion 10 Tranition Proba_bility Matrix. The
(Sonlines Shotify) } transition probability matrix is a (n+1)*(n+1)

N _ B = two-dimension matrix.vi,j < n, each cellM;; gives a
4) L(Sogin) = _{Iogln = true}, L(Sseracn) = {serach= transition probability between servicg and s; where
true}, L(Sist) = {list = true}, L(Shinsesintroduce = { Mi; € [0,1]. If M;;=0, there is no transition between
i . _ ij y L] ij—\Y,
chinsesintroduce- true}, L (Sengiishintroducs = { services ands;. If Mj; =1, the transition probability is
englishintroduce=true}, L(Soniine) = {online=true}, e
- . et o 100% between servicg ands;.

L(Sreditcard) = {creditCard = true},L(Sorder) = - babili .

{order= true}, L(Surify) = {notify=true} To generate transition probability matrix, an extra
state called a failure servic8s4; is introduced to user
navigation model. It works as statistics for the
non-effective session from run-time logs, mainly HTTP
error code.

First, the access frequency for each transition is
generated from access log. As Fig@rshown, in service
Sist » it is forwarded toShinsesintroduce@Nd Senglishintroduce
with frequency of 3 and 6 times, respectively. However, it
will be failure with frequency of 4 times. The total

dynamic QoS characteristics. The functional behaviors‘?(requency triggered at servicy is 13. The transition

B it (S:hinseslntroduceSist) means in SerViCéi:hins;esIntroducethe
g]rggzlt)%ljig/Ma:datﬁgecigii tlrna:itlnetlspgf)cstzsr\s/igogi- E)?;Zé?s Otjser can not order any goods and. he or she is forced back
for model enhancement purpose. First, the transition. . shoppmg cart s'erwcai'st. In 'th|s brocess, there has

. : ’ service failures with 2 times in total 9 times service
between different states depends on users acce Cess
frequency, where the transition probability of user '
navigation behaviors can be calculated by the frequency
conversion method via filtering non-effective sessions.

Thus, the transition probability matrix is proposed to
figure out the transition probability. Second, service is a
black-box component. Service interface specifies not only

how the service interacts with its environment but also @ 5
time constrains. It is called as guards of transition, which
3 2

4 Non-functional Specification

specifies the clock constraints for input and output
interface. Only if the clock condition is fulfilled the

related transition can be taken; otherwise, the transition

disabled. Therefore, In following paragraphs, the time
constrains pair is proposed to describe the clock
constraints. We will introduce how to add time constrains .
and probabilistic behaviors to UNM model. Fig. 3: A example of frequency-Extended UNM
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According to above method, Tabde.shows a A finite set X is introduced to denote clocks. The
transition frequency matrix. There has a navigationelementx € X is a clock variable mapping to a time
behavior between servicg and sj. Each cell gives domainR-o. Clock value is defined as: X — R-q. For
transition frequency. Each transition is annotated with aexample, giverX = {x,y,z},x= 0.5,y = 7.2 andz= 11,
probability value, indicating the likelihood of its the clock valuev(x) = 0.5,v(y) = 7.2,v(z) = 11. The
occurrence during service invocations. In addition, theexpressionv +t is the time increment of > 0 for v,
failure frequency for servics is denoted in colums,j,  which can be rewritten agv +t)x = v(x) +t, Vx € X,
which is calculated by counting the number of such asyv(x) € [tmin,tmay @andv(X) +t € [tmin,tmax are
unreachable page states. The HTTP error code, such aslled as a satisfied time value.

400,401, 403, 404, 500, 501, and 502, will be used to  Time constrain pair is clock constraints over X, which
analyze failures from access logs data. is a conjunction of atomic constraints that

Second, to obtain a transition probability matrix, the

formulac = % converts the frequency matrix into

probability matrix. The fraction(s,s;) is transition  wherex,yc X and~c {<,>,<,>},ceN,e.g.(x>1)A
frequency. The numeratos( SUM) is total frequency (y<1).

including service failure phenomenon. Tables the The time stamp of clock is a click time concept when
corresponding probability matrix transformed from user visits service, under which Web page link must be
Table4. For example, the probability from servi€gy; to executed without delaying. The minimal time constrain
service Schinsesintroduce@Nd SenglishintroduceiS 0.2307 and  tmin requires that the corresponding navigation needs to be
0.4615, respectively. However, servi®g to service executed after user hits Web page. Otherwise, it is service
Stail has probability of 0.3078. failure. Thus, the clock valuation can be figured out by
time differences between user click times.

Definition 12 The Minimal Time Constrain. Support
three services are sequentially triggered with order
< Sa,SB,Sc > at clockHTa, HTg, HTc. Thetmi, of service
s ST. = HTg — HT¢ requires page hyperlink taken.
When user navigations are triggered from multi-persons,
the different users in Pre-succeed states
Pre(s) = {s1,%,...,5} call for considerations. Given
each state s in Pre(s) has m users
User(s) = {HTu1,HTy,....HTum}, and each users click
time at pre-state is denoted as ¥, then the minimal
time constrain is

{i=x~cx—=y~c|{|{ N

Fig. 4: A example of Probability-Extended UNM

tShin=MIn({HTS] —HTso HTJh —HTse .., HTS —HTsd})

The time-out session mechanism controls the service

When user number is increased, service accessession and interrupt response. There are two types of

frequency will be different. As Figure 4 shown, session constrains which should be handled. The first one
probabilistic transitions are extended to UNM model js Web page session constrain. The value denoteuvas

using the conversion approach of probability matrix. EaChcan be Captured by name-value from Web session. The

transition is annotated with probability. The expressionsecond one is service interface constrain. The value

Dist(s) = {1, b2, hn} where  denoted assi can be analyzed from Web Services
p1+H2+....+ pn = 1. Each state s is a set of all discrete Description Language (WSDL),i.e, wsrm
probability distributions. For example, |nactivityTimeoutMilliseconds- 600000 >. The Web

Dist(s) = {0.2307,0.46150.3078; indicates servic&ist  session nv should be larger than service interface
to  service Sinsesintroduce  Senglishintroduce  @Nd  constrainsi; Otherwise, error occurs when the request has
SchinsesintroducdS 0.2307, 0.4615, and 0.3078, respectively. peen sent to service but Web session close its invocation

since its session will be expired. As result, there no

corresponding interaction matches it whenever the
4.2 Time Constrains Extension response is sent back or not.

Definition 13 The Maximal Time Constrain. The

Definition 11 Time Constrain Pair. Each transition under maximal time constraifyax is obtained from Web page
time constrain pair [tmin,tmay describes that timed session value settings and its embedded services interface
specificationgmin is the minimal time constrain which is constrains.

used as guard condition of transition, atghx is the 1) If both nv andsi exist, thentmax = nv. It compares
maximal time constrain which is used as maximal nvwith sito make sure that Web sessionis larger than
duration of stay before changing state . service interface constragi
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Table 4: Transition Matrix based on Frequency

Sogin | Sserach | Sist | Schinsesintroduce| Senglishintroduce| Sonline | ScreditCard | Sorder | Snotify | Sfail | SUM
Sogin - 5 - - - - - - - 3 8
Sserach - - 6 - - - - - - 2 8
Stist - - - 3 6 - - - - 4 13
Schinsesintroduce| - - 2 - - - - 7 - - 9
Senglishintroduce | - - 3 - - - - 8 - - 11
Sonline - - - - - - - 1 3 - 4
ScreditCard - - - - - - - 1 4 - 5
Sorder - - - - - 5 4 2 - - 11
Snotify - - - B B - B B B - -

Table 5: Probability Matrix

Sogin | Sserach | Sist Schinsesintroduce| Senglishintroduce | Sonline | ScreditCard | Sorder Snotify | Stail
Sogin - 0.625 | - - - - - - - 0.375
Sserach - - 0.75 - - - - - - 0.25
Sist - - - 0.2307 0.4615 - - - - 0.3078
Schinsesintroduce| - - 0.2222 | - - - - 0.7778 | - -
Senglishintroduce | - - 0.2727 | - - - - 0.6263 | - -
Sonline - - - - - - - 0.25 0.75 -
ScreditCard - - - - - - - 0.2 0.8 -
Sorder - - - - - 0.3636 | 0.4545 0.1819| - -
Snotify - - - - - - - - - -

2) If nv exists, whilesi is absent, thetma= nv. First, 5 Navigation-Oriented Quantitative Model

the object specified by system is identified from the
name-value pair information. ~ For  example, |n this section, the probability and time constrain
session("uslogin”) represents time constrains of object jntroduced above paragraphs are integrated into user
uslogin Then, the propertgession.timeOutom session  navigation model. It is a hybrid system, called as
settings gives the times constrain value. navigation-oriented quantitative model NoQM, which
contains not only the functional requirement but also the
non-functional requirement.

Definition 14 Navigation-Oriented Quantitative
Model. The NUM model extended with probability and
. . . time is a tuple NoQMs ::3(oc,linit,X,inv,prob,AP,L), that,
4) Otherwise, if service s haBost-succeedstates (1) Loc is a finite set of locations. Each location is a

_ H si ;
Prle(sct) d_t {Sdl’sz’;["&?‘}’ thg mlat>_<|mal Val?et. ma? IS service which corresponds to UNM'’s state.
selected (o denote the maximal ime constrain ot service (2) linit € Locis an initial location, which considers the

S index page.
(3) X is a finite set of clocks, andonesare the set of

3) If si exists, whilenv is absent, thetyma= Si. This
scenario releases its invocation time at interface
descriptions.

tmax= nNv dnv, dsienv > si '

tmax= NV Jnv clock constraints over clocks denotedZones(Xps
max::: ol .

tmax= Si Jsi

Max({t max t2max - -, 5" maxt) Pre(se) = {S1,%,...,5n} {u=x~cx—y~cl={[{ AL

Considering response time, the service procesavherexye X, ~c {<,>,<,>},andce N.
supporting Web page navigation is feasible if the time  (4) inv: Loc — ZonegX) is a set of all invariant
constrain paifitmin, tmay is satisfied. When the transition conditions, mapping to the minimal time constraig
is not executed within maximal time constraigy, it will (5) prob C Locx ZonegX) x Dist (Loc>< ZX) is the
never be executed any more. When the transition igprobabilistic relation. For examplé|,g, p) € prob that
occurred before the minimal time constrai, it will be | € Locis the source locatiorg € Zone$X) is the guard
ignored. Iftmax O tmin is empty, the time constrain pair is on the clock value mapping to the maximal time constrain
open interval. For example, [Ray denotes the minimal tmax and p € Dist(Locx ZX) is the probability which
time constrain is 0, under which transition has no delay.corresponds to the probability matrix.
[tmin, ®] denotes no maximal time constraj@,«| denotes (6) L : Loc— 24 is a labeling function, wheraPis a
no maximal and minimal time constrain. set of atomic propositions.
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The navigation-oriented quantitative model containsprobability of associated transition is multiplied as tota
the functional behaviors and non-functional requirementprobability, and Fs,s.1) is probability of making a

For functional behaviors, it is user navigation behaviors.

transition from state to 5.1. To measure the probability

For the non-functional requirement, it is extended with of desired propertyp, Prob(sp, ) = Prso(Spatysj)) iS

probability and time. Expressionl,{,p,r,1’) is a
transition wherdl,g, p) € prob, the clock set € X needs
to be reset to zero after transition execution, ardLoc

is the target location. The transition means that if clock

valuation satisfies the guard condition, denoted/byg,

defined on Patffs,¢) = {w € Path(s) |w| = j}.
Definition 16 (NoQM transition). There are two type
transitions for(s, 1) € & which follow restraints that,
1)Discrete transition i$(l,v), p, (I',V)) iff there exits
(1,9, p) € probwhich make(l, g, p,r,1") satisfied thatr>g

the transition will be engaged immediately. Then the and clocks Y be reset, and> inv(l). Thus, when(l,v) e

probability of moving to the locatiohand resetting all of
the clocks inr to O is given byp(l,r). Note that,p(l,
N=u((l, v[r:=0])) where (l,v[r := 0]) is a state. In
Figure.5, GiStaX > 370-23075)(7S:hineselntroduc)e shows
that: 1) at locatior§jg; the user can stay for maximum 3
clock units; 2) the transition has a probability of 0.2307;
3) after transition is completed, the clogkneeds to be
resetto 0.

Fig. 5: A example of Navigation-Oriented Quantitative Model

Definition 15 (Semantics of NoQM). The semantics of
a NoQM are formally defined as an infinite state DTMC
(Discrete-time Markov Chains)1p, 13].

The DTMC::=@Sp, snit, Op, Lp) is as follows,

1) SatesS, = {(I,v) € Loc x 2X such thatvsinv(l)},
where a state is represented by a glai) thatl € Loc,v e
V (X),veinv(l).

(2) Initial state:spit = (linit, 0).

(3) Transitiond, C S, x Dist (S,) maps each stare to
discrete probability distributionist (S).

(4) Labelling:Lp (I,v) = L(I).

In semantics level of NoQM, the transition of link

actions will be randomly selected to different reachable
states under non-determinism choices. Here, probabilisti

behaviors are introduced. The expresdiist(S) is a set
of all discrete probability distributions overS.

Dist(s) = {H1, M2, Hn}, Ho+ M2 + ..o+ Mo = 1,

Sp, the transition probability is

p(l,v) = p(I',Y)
YCXAVY=0[AV'=V[X\Y]

2)Time transition ig((1,v),t, (I,v+1)) iff forall t <t
satisfyv+tr>inv(l) andu(g,v+t) = 1.

When one or more services participate in
composition, Web service needs to compose NoQMs to
form more complex service software. The other issue is
multi-thread access mechanisms. It is unrealistic
approach to try all the possible combinations
exhaustively. We thus introduce the parallel composition
behaviors using synchronous product method as follows.

Definition 17 The Parallel Composition of NoQMs.
Let NoQM = (LOG, | init, X;,inv;, proby, AP;,L;) where
i € {1,2} andX; N Xy = 0. The parallel composition is
also a quantitative model that
NoQM, [|[NoQM: = (Loc, linit, X, inv, prob, AP L), where,

1) Loc=Loc; x Lo,

2) linit = lvinit % |2.init

3) X=X1UXo

4)inv(l,1") = inv(l) Ainv(l") wherel € Lociandl’ €
Loc,

5)AP=ARP.UAR

6)L(I,I"y=L(hHuL() forall (I,I") €Ly x Ly

7) for (I',d, p') € proby and(1”,9",p") € proby, the
probabilistic relation is (I,g,p) € prob where
g= g”/\g“andp — ID// A ID//

The composited model gives possible concurrency
behaviors in which they collaborate with each other. The
Loc is a product of locations betweeNoQM, and
NoQM. TheX is a union set of clocks fromloQM,; and
NoQM,. The AP and L is a union set from each
component respectively. But thiewv is a join set of
locations betweeNoQM, andNoQM, which makes the
location compostable, as well as the conaephdp. The
new composited model NoQM is still a
navigation-oriented quantitative model. Hence it can be

where target stateis reached by making a probabilistic e ifieq by quantitative model checking tools, such as

choice according to the distributioryi(s’)'> 0. If UPPAAL-PRO/TIGA and PRSIM.
probabilistic behaviors exist between particular states,

then the probabilistic operator P, defined a probability
space RJ(s,s1,%,83,..) = linit (S) - P(S,51,%,S3,..) over
infinite paths (or for finite path,
Prs(s,s1,%,53,-,5) = linit () -+ P(S,51,%,S3,-,%) ),
should be used to calculate the probability. Generally,To the best of our knowledge, few literatures have studied
lint () = 1,P(s0,81....) = [lo<i<nP(S,S+1). Each the Web-based service application modeling. We give

6 Relate Works
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reviews on the major techniques and researches that ae often used at design phase. The time and probability
most closely related to our works. to service quantitative modeling are based on assumption

Facing a growing market of Web services, the first value. When the number of Web services increases, this
important work for service verification is to give a formal problem is more critical to service modeling, beacuse
model. The conventional techniques widely adopt Petriservice processes are usually on changing. Research in
Nets, Automata and Finite State Machines. Marteld® [  this area is still immature.
considered Web service behaviors as workflow module A possible alternative method is to use user
composed of a local process and a serial of interfaces, andavigation model, which formalizes user navigations
then used Petri Nets to model workflow modules and theitbetween Web pages and user interactions when users
compositions. Fu et.al., 1p] proposed a top-down access to Web applications. Different from above QoS
approach based on guarded mealy automata to analyzesearches, our quantitative user navigation model is
Web services composition. They applied model-checkingextended with probability and time statements. The main
techniques to verify the conversation between twopurpose is to give a base formal model to implement
services and implemented a tool for the analysis of Webquantitative verification. Many published literatures éav
service conversatiorip]. But these works focused on the studied Web application modeling. For example, HMBS
high level behavior description to model functional (Hypertext Model Based on StateChart26] is a
behaviors of business logic as their prior jobs. Thenavigation-oriented model for hypertext based on UML
limitation is in absent of non-functional requirements, StateCharts. FSM (Finite State Machine) is also suitable
such as user satisfactions and QoS characteristics. to model the behavior of Web application®7[28]. In

At software application level, typical QoS metrics graph view, nodes represent the pages, and arcs represent
usually consists of throughput, response time, costthe transition from one node to another. Donini et.29] [
reliability, fidelity, etc. Yu etal., I7] designed a used Web Application Graph (WAG) to support for
broker-based architecture to facilitate the QoS-basedutomated verification of the UML design of Web
services selection. The objective of service selection is t application, a proposed mathematical model that
maximize the application-specific utility function under partitioned the usual Kripke structure into windows, links
end-to-end QoS constraints. Zeng et.dlf][presented a pages and actions. Han et.al30] used StateCharts to
middleware platform which addressed the issue offormally model adaptive navigation, and shown how
services selection for their composition purposes. Useimportant properties of a navigation model were verified
satisfactions were expressed as utility functions over QoSising existing model-checking tools. However, these
attributes. However, there is no introduction about wheremodels above give relative static models without taking
and how the QoS characteristic is extracted or generatedynamic features into account. Furthermore, they also do
in these literatures. New interesting topics aboutnot involve the non-functional requirement modeling
guantitative verification have attracted many researcherbecause time and probability are on the move. To this
attentions. For timed verification, Elabd et.all9fadded  end, this paper proposes a novel approach to dynamically
time of business process into atom service and model itgonstruct quantitative model for Web service. The
work protocols using automata, which were used to verifynavigation-oriented quantitative model is to formalize
correctness, compatibility and replaceability of servicefunctional behaviors and non-functional specifications,
interaction. Mounir et.al.,q0]proposed a novel language including probabilistic behaviors and time constrains,
WS-TEFSM (Web Service Timed Extended Finite Statewhich are generated from running data in event logs using
Machine) to describe timed BPEL, and used time containgprobability matrix and time constraint pair method.
pair to test service composition. Diaz et.al,
[21]transformed WSCI-WSCDL model into timed
automata for timed property verifications. Nawal et.al., 7 Conclusions
[22] given a time-based compatibility analysis approach
to service composition, especially time conditions Web Service provides a flexible way to address
formalization for the internal and external constraints.interoperability issues3[] for software applications in
However, time specification is not enough to model e-business and scientific computing domains. However, it
non-functional service behaviors in Internet environmentis important to monitor and analyze services behavior.
For probability verification, Arbab et.al.28] labeled Reo  The main contribution of this paper is to formalize user
channel with random delay probability, and proposed anavigation-oriented behaviors to model Web service,
method to transform Reo channel into CTMC to carry outwhich is suitable to implement quantitative verification.
performance analysis. Yang et.aR4] used Web services The quantitative information is characterized by time and
choreography languag€hor to service composition probability. First, it introduces user navigations of Web
where each interaction behavior is labeled with transitionapplication and discusses how to generate timed
probability for further verification using supporting tool probabilistic specifications from event logs. Then, a
PRISM. Zhao etal., J5extended Web service formal hybrid model, called as navigation-oriented
choreography language WS-CDL with QoS, mainly time, quantitative model NoQM, is proposed to describe Web
cost and probability information. But, these approachesservice. After that, the parallel composition of NoQM
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models is introduced to specify concurrent behaviors. Our [9] Porfirio  Tramontana. Reverse Engineering  Web
approach is a dynamic process. Thus, it has potential  Applications. In Proceedings of the 21st IEEE Internationa
application prospects in formal verification of Conference on Software Maintenance, pp.705-708,
service-oriented software. One of our ongoing works isto ~ Budapest, Hungary, IEEE Computer Society (2005)
consider turning our method into concrete businesd10]Jeff Tian, Sunita Rudraraju,Zhao Li. Evaluating Web
applications. software reliability based on workload and failure data
As future researches, how to generate the verification ~ extracted from server logs. IEEE Transactions on Software
property will be studied focusing on UML-based threat ~_ Engineering, 30(11), 754-769 (2004)
model, such as safety and reliability formulae. State spacé&ll] Wenhua Wang, Yu Lei, Sampath S, Kacker R, Kuhn R
in parallel composition may be huge when components and. Lawrence J. A comblnatorlal approach. to.bundlng
taken part in services composition are rapidly increased. ~ Navigation graphs for dynamic web applications. In
Thus, how to alleviate the state space explosion issues is Froceedings of the 25th IEEE International Conference

: . . Software Maintenance, pp.211-220, Budapest, Hungary,
another hot topic. We plan to use abstractions refinement " .
technique in nepxt step.p IEEE Computer Society (2009)

[12] Marta Kwiatkowska, Gethin Norman, Roberto Segala,
Jeremy Sproston. Automatic Verification of Real-time
Systems with Discrete Probability Distributions. Thearait
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