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Abstract: Motivated by an identity-based broadcast encryption sehieom latticell] and a forward-secure identity-based encryption
scheme®], we propose a forward-secure identity-based broadcastygtion scheme from lattice by adding the forward-segurit
mechanism on broadcast encryption scheme. Our schemigesatiie security requirements of both the broadcast eriorystheme
and forward-security scheme, that is, it is forward-sedarghe secret keys used previously, and we prove that itisaséic secure
based on LWE (Learning With Error)assumptighijn the random oracle model. In addition, our constructiobelieved to be secure
against quantum computer.
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1 Introduction Sakai and Jun Furukawd]] which incorporated

. ) identity-based cryptography into the broadcast setting.
A broadcast encryption (BE) scheme is a cryptosystemris implies that the size of the public key does not
that allows a sender to encrypt messages and securelfonend on the number of potential receivers, and the
distribute them to a group of users who have beenggnder is able to transmit ciphertexts to any set of

authorized over a broadcast channel which is INSECUr€aceivers who have never engaged in any setup procedure

Only the chosen users can use their private keys tQuith the system. A lot of IBBE schemes have been
decrypt messages in such a system. BE can be used Broposed in recent yeats 14,15].
pay-TV systems, DVD/CD content protection, and ’

distribution of copyrighted material, etc. Since the first
BE scheme is constructed by Fiat and Naor in 18p4[ The conception of forward security was firstly
many BE schemes have been propoS&jf]. Key proposed by C.G. Ginthdf) in the key exchange
Encapsulation Mechanism (KEM) encryption pattern is protocol. It is crucial for cryptography to protect secret
usually used in BE schemes where broadcast ciphertexteys. The goal of the forward security is to protect
only encrypts a symmetric key used to encrypt thesecurity against the risk of exposure of keys even if the
broadcast contents. We will also use the KEM method incurrent secret key is exposed. The conception of
our construction. non-interactive forward security was proposed by
Andersonl7] and later formalized by Bellare and
In identity-based cryptographic constructioB8sd, 10, Miner[18] in 1999. The device divides the lifetime of the
11], the public key of a user can be derived from his or system intoN time intervals labled as 0,1;,N-1. The
her identity information, such as an email address orsecret key on the € time interval is stored aSkKy and
telephone number, while the corresponding private key isothers are stored in turn. The secret K&¥_, stored at
computed by a trusted authority called Key Generatorinterval i-1 has been deleted as soon as the device
Center (KGC). The conception of identity-based computes the secret k&K at intervali using the update
broadcast encryption (IBBE) was introduced by Ryuichi algorithmSK_;,---) on a short basis. An open problem is
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that whether the construction of forward securenorm of &, ||A| denotes the Euclidean norm of the
encryption scheme can be used in public key setting. Rlongest vector imA, i.e. [|A[|=maX¢y [|ai||-

Canetti, S. Halevi, and J. Katz solved the problem in

2003[19. They constructed Binary Tree Encryption  \We asserhegln) is a negligible function im if it is
(BTE) based on the bilinear Diffi-Hellman assumption smaller than the inverse of any polynomial functionnin
which can be easily converted into forward secure PKEfor sufficiently largen. And w(f(n)) denotes the set of
scheme. Chris Peikert constructed a lattice based BTHunctions growing faster thaef(n) for anyc > 0.
scheme®(] which can be converted into lattice based

forward PKE scheme using the techniquelj[ For a lattice basisB={by,--,bn}, B denotes its

Gram-Schmidt orthogonalization. It defined bg=b,, b;

Our contribution.. In' this paper, we construct @ s the component ob; orthogonal to spai,---,bi_1)
forward-secure identity-based broadcast encryptionyherei=2, - n.

scheme from lattices. Our scheme incorporates the

forward-security mechanism into broadcast encryption

scheme from lattice. It offers a higher security, at the

same time it can satisfy two types of security

requirements. 2.2 Integer Lattices

Firstly, our scheme offers forward-security which _ _ .
guarantee the security of the secret keys used previous:gef'r"t'o_n 1[23]. Let B={by, --,bn}€R™ consists ofn
even if the current secret key is exposed. Secondly, it cafin€@ry independent vectors. f-dimensional lattice
be proved semantic secure for LWE problem. In addition,3€nerated by is a discrete additive subgroup Bf* and

our construction is believed to be secure against quanturfi€fined as

computer A =L(B)=L(bs,"+ by)
The master public key of the KGC is a matrix = {Bc:ceZ"}

AoeZg*™ and the corresponding secret key is a short n bGez

basisBoeA - (Ag)(€ZM™™M). We use the lattice delegation {i;q G EL}

techniqued]] to calcuﬂate the secret key of every receiver.

And we guarantee the forward security by using the new  HereB is called a basis of the lattice=L(B). In this

basis delegation techniqg] which can update the paper, we are mostly concerned on the full-rank integer
secret key on progressive time intervals. lattices, i.e A CZ™ with n=m.

As far as we know, our construction is tfiest forward-
secure identity-based broadcast encryption scheme from
lattice.

Paper Outline. Our paper is organized as follows. In 2.3 Modular Lattices
Section 2, we introduce basic definitions and the hard

problem from lattices which insure the security. In

Section 3, we describe the model of our construction and\/lqdulqr Latticeis a special form Of integer lattices which
the critical algorithms we used in the paper. In Section 45 invariant under shifts by a primitive integer modutys

we construct a concrete forward-secure identity-basedln each of the coordinates.

broadcast encryption scheme from lattices and prove its = ) .

security. In Section 5, we extend our construction to aPefinition 2[23. Given a matrixAcZq*™ and a vector
scheme which can encrypt multiple keys simultaneouslyY€ Zq, We define:

In Section 6, we compare the efficiency of our

construction and some IBBE schemes. In Section 7, we /\qi(A) ={ecZ™: Ae =0 modq}

give a conclusion.

It is a lattice contains of all integer vectors which are
orthogonal (mod) to the rows ofA and then
2 Preliminaries
. Ag(A) ={ecZ™: Ae=umodq}
2.1 Notation
o _ is a coset of\q (A) such that\§(A) = t+ A4 (A) modq
For a positive integeN, we define NJ= {1,-- N}. Fora  for a fixed vectome Zj, wheret is an arbitrary solution
matrix AcZg*™, let A={ay, &, ---, am}, where a  (overZ) of the equatiorit=u modg
denotes thé-th column ofA. ||a|| denotes the Euclidean
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2.4 Discrete Gaussians on Lattices

The nextLemma will be used to prove the correctness
of our forward-secure identity-based broadcast encryptio

We firstly give the definition of Gaussian function used in scheme from lattices.

lattice based cryptographic constructions.

Definition 3[23]. For any vectorceR™ and any positive
o € R > 0, the Gaussian function centered atwith
deviation parameter is defined as

vx € Z™, po.c(X) = exp(—Ti|x—c|?/0?)

and
Poc(N) = er/\ Po.c(X)

Definition 4[23]. The discrete Gaussian distribution over
m-dimensional lattice\ is defined as

_ Poc(X)

Poc(N)

The distributionDA ¢ ¢(X) is mostly defined over the
lattice Ay (A) for a matrix AcZg*™ or over the coset of
Ag (A) asAg(A). Then

VX € A,Da gc(X)

Po c(X

_ Poel®)
d(A)

VxeA,Dpu X) = ——2
/\q (A),mc( ) ,Da,c(

2.5 Hard Problems for Lattices

Learning With Errors Assumption. To describe the

learning with error (LWE) hardness assumption, we firstly

introduce the following probability distribution. For aale
a=a(n)e{0,1}, aq > 2,/m, T=R/Z denotes the group of
reals on [0,1), we defing}, as the distribution over of a

Lemma 2.](Lemma_%.9in [2€)): Let e be some vector
in Z™M and lety < W,. Then the quantity (e, y)| when
treated as an integer {r-q/2,q/2] satisfies

[{ey)| < lefaa - w(y/logm) + |lel|vim/2

3 Model of Our Scheme and Requirements of
Security

3.1 Trapdoor and Basis Delegation Functions

In our paper, we need make use of the following algorithm:
—TrapGen(1",1™ q)(Lemma 3.1 in R1])-generating

a function with trapdoor: For integers g, m with g>2
and m>5nlgg, TrapGen(1") outputs a pair &,B) such
thatAeZg*M is statistically close to uniform oAg*™ and

B is a short basis cyf\qi(A) such that|B||<m-w(,/Togm)

with all butn®(® probability.

——SampleDon{1")(Definition in [23])-domain
sampling with uniform outputSampleDon{1") samples
X (possibly non-uniform) from some distributi@ym .

——SampleBasi¢A, Bs, S L) (Theorem 3.3 in21]): For

integers, g, m, k with g>2 andm>5nlgq, on input ofA=

(ArAz: - AYEZKM a set SC[k], a basis Bs of

A¢ (As), and an integek > |Bg|| - vkm: w(y/Togkm), the

PPT algorithmSampleBasigA, Bs, S, L) outputsB as a
basis of/\ql(A) such that||B|| <L with an overwhelming
probability.

——GenSamplePréA, As, Bs, y, r)(Theorem 3.4 in
[21])-In this paper we use algorithitBenSamplePréA,
As, Bs, y, 1) to extend the basis of lattice. Given positive

normal variable with mean 0 and standard deviationthe integers, g, m, k with g>2 andm>2nigq, on input of

a/+/2m then reduced modulo 1. An&#, denotes the
distribution overgT of a normal variable with mean 0 and
standard deviatioorq/+/2m then reduced modulg.

Given a Gaussian error distributiorysand a vector
S € Zy, denotes the distribution of the variable

(a,a’s+x) over Zg x Zq, Wherea € Zg is uniform and
the scalax € Zq is sampled fromy.

Definition 5[3]. For an integerg=q(n) and a Gaussian
error distributionsy on Zg, the goal of the (average-case)
learning with error problem LWE, is to distinguish
(with non-negligible probability) between the distritarii
Aqx for some random secret € Z{ and the uniform
distribution onZS x Zq (via oracle access to the given
distribution).

(A1A2,: - AYEZLM™, a setSC[K], a basisBs of

/\qL(AS), a vector y € Zg and an integer
r > ||Bg| - w(yIogkm), the PPT algorithm

GenSamplePréA, As, Bs, v, I') outputs a vectoe such
that the conditional distribution ofe is within the
negligible ~statistical distance 0fDy(), for an

overwhelming fraction ol-\eZQka.

r

—ToBasigB,S)(Lemma 1 in R5])-Given an arbitrary
basisB of an m-dimensional lattice\ and a full rank set
SCA, a deterministic polynomial time algorithm
ToBasigB,S) returns a basi$ of A such that

1Tl <18

—RandBasigS, 0)[20-Given a basis S of an
m-dimensional  lattice A and a  parameter
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o > ||| - w(y/Togm), the randomized algorithm 2. As a broadcast encryption scheme, we require that

RandBasigS,0) outputs a new basiS of A, generated the outsiders who are not in the group of receivers and

as follows. only have public information would by no means infer
1. Fori=1,2;--.m: information about the broadcast message even if all users

(a)Choose v« SampleDom(S, o). If v is linearly that are notinS collude, i.e. our scheme is of semantic
independent ofvy,---,vi_1}, then letvi=v and go to the  Security.
next value of;; otherwise, repeat this step.

2. OutputS =ToBasigV, S) for V={vy, v, -, Vn}.

—NewBasisDg(A, R, Ta, 0)([2])-it works as follows. 4 Qur Construction and Security Proof
1. RunTrapGen(1",1™,q ) to outputTa € Aq (A),
and calculatd g = RT 4.
2. RunToBasigTg, S) to convert the short basibg

into a shorter basigg. ey Let k I, m n, g be positive integers with
baSiBS.TRunRandBaS|S{TB, 0) to randomizel g to a new > % ki (v/Tlogkm) + 1] - (1+ rvkm), qa > @n and
B m>2nlgg. Let k<I, wherel is the maximum number of

the receivers. The whole time period of the system is
divided intoN time intervals labeled as 0;1,,N-1.
Setup

3.2 T_he model of a Forward-Secure 1. Choose a hash functi¢h: {0,1}* — {0,1}™ ™M H

Identity-Based Broadcast Encryption will be viewed as a random oracle in the security analysis.

2. Chooser € Zg uniformly at random.
We define the forward-secure identity based broadcast 3. Run the trapdoor generation algorithm

encryption scheme consists of the following five phase. TrapGen(1") to generate a pair Ap,Bo) such that
AoeZg ™M is statistically close to uniform ofZg*™ and
BocZ™™ is a short basis of\*(Aq) such that|[Bo| <L

4.1 Our forward-secure IBBE scheme

Setup( ): On input a security parametem, the
algorithm outputs the master public keypk and the

master secret keyisk whereL > m- w(y/logm). _
Extract( ): On input the master public keyipk the 4. Output the master public keypk=(Ao,v), and the

master secret kemisk and an identityD;[|0 € {0,1}* at ~ Master secret keysk=Bo.
the initial condition of the valid user, the algorithm
outputs the corresponding private key. Extract(msk IDjo):
Update( ): On input the master public keypkand the 1. For an arbitraryD; € {0,1}*, define the associated
secret keyByp,|j of the useri at thej-th time period, the matrix Aip; |0 @s
algorithm outputs the secret ké(p, ;1 at the j + 1-th
time period. Aip o =Ao(Rip0) 1 Aip: o € ZAX™
Encrypt( ): On input a set of broadcast message 0110 = Ao(Rioy o) 'Diflo = Ta

receivers S and a message encryption ke, the whereRp, o = H(IDj||0) such thaRp, o € Zg*™

algorithm outputs the headeidr . 2. To construct users secret key, run the basis

Decrypt( ): On input a set of broadcast message . . . /
receiversS, a headeHdr, the private keyByp, | of the delegation algorithnSampleBasi¢Ap, 0, Bo, S L) and

useri and the public keyAp,; of all the users, the generate Bp,o such that |Bip;oll < L' where
algorithm outputs the message encryption Kewhich is L' > vkn® - w(logm). The secret key fotD; on the Oth
then used to decrypt ciphertexdvy and obtain the time period isB)p, o-
broadcast messagé. '
Update(mpk BlDlHJ' |D|HJ)
Given the secret keBp, |; at thej-th time period, the
) ) useri can find the secret keBp, | j;1 at thej+1-th time

3.3 The Requirements of Security period as follows:

1. Let
There are two types of security requirements for our .
forward-secure identity-based broadcast encryptiorRip;j+1 = H (IDil[Bip,|jlli +1)Rip;|;

schemes. . = H (IDi|[Bpyjllj +1)
1. As For a forward-secure encryption scheme, we .

require that an attacker would not obtain the secret key H (IDil[Bip;j-all 1)

previously used even if it gets the current secret key. --- H(IDj||0)

(@© 2015 NSP
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whereRp;j 1 € Zg*™ and AccordingLemma 2.1,
Aipyj+1 = Ao(Ripy 1) le—y el < lI&]+y"el
= AypyiH (IDi|Bipy i +1) < [qa - w(+/logm) + %]
such thatﬂqu [lj+1 S Zaxm. \/m
2. Run the basis delegation algorithtewBasisDel + |yl aa - w( /logkm)+T]

to compute the secret keBp,|j.1 < NewBasisDel
(Aip;[j+1 Ripij+1s Bipyj» o) whereo > m- w(logm).

K
Public the App,j,) = 1,2,---. The algorithm becausey « Wy, then|ly|| < rvkmsuch thatr > km-
Update(mpk  Bjp;, IDillj) can insure the w(logkm) o
forward-security of our IBBE scheme. Then the above formula satisfies
_ 1
Encrypt(mpk S, b): l&=y'el < [aa- w(\/logm) + 2
Assume thatS = {IDj,IDy,---,IDk} is the set of vkm
broadcast message receivers wheré. To encrypt a bit + rvkmqa - w(~/logkm) + T]
b €{0,1}, the broadcaster does the following. K
1. Compute Agjj = [Aiyj[lAiD,|ill - I|AiDy;] < [qa- w(+/logkm) + =1
€ ng‘(m. Define a labelabg that contains information 2
about howAg; is associated with the sequence of the o ~———  VKm
receivers{1D1,1D»,---,IDy} at thej-th time period. + rvkmiqa - a(y/logkm) + 2 ]
2. Chooses € Zg uTnn‘orme atkrandom. ) = qar[w(y/logkm) + 1)(1 + rvkm)
3. Computg = Agj;u+ee Zi™, wheree + x“Mand
X= W PUIP = Asij a X Becauseq> 3vkmw(y/Togkm) + 1] - (1 + rvkm) and
=4,

4. Computec = v'u+e+b[ ] € Zq, wheree+ x ga > @“ then|le—y'e| < %. So our forward-secure
andy = Y. identity-based broadcast encryption scheme is correct.
OutputHdr = (p,c,labs).

Decrypt(Hdr, Bjp, ;) 4.3 Security Proof
To decryptp and c, the user whose identityli3; does
the following Theorem 2 Our forward-secure identity-based broadcast
1. Run the generalized preimage sampling algorithmencryption scheme from lattice is IND-sID-CPA semantic
and generate secure in random oracle model assuming the LWE is hard
or

+ GenSamplePréAs; . Aip. i, Bipi (i, V,r) € ZK™ 1
y p €Asj>Aip; i Bip|j ) q Advwe(n) = NAdesleBE(n)
Note thaty is distributed according t/\gA%r wherer >
m- w(logm).
2. Computéd =c—y'p € Zq. Letb=0if b is closer
to 0 than to| | € Zg; otherwiseb = 1.

here hash functiohl is modeled as random oracle.
Proof: we now prove the semantic security of our forward-
secure identity-based broadcast encryption scheme in the
random oracle model. We will prove that if there exists a
PPT adversaryy breaking our fs-IBBE scheme with non-
negligible advantag@dvss_gge(n), then there must exist
a PPT adversary can solve the LWE hard problem with
non-negligible advantagédvwe(n) by simulating views
of «7. We assume that

1) For eachj € [N], & always makes)y ( polynomial
number) differenH-queries on intervgl

2) Wheneveresy makes aH-queries on intervaj, we
assume that7 has queried relevamt-queries on interval

4.2 Correctness

Theorem 1 Our forward-secure identity-based broadcast
encryption scheme from lattice is correct if the preimage
sampling algorithnGenSamplePres correct.

Proof: for the preimage sampling algorithm
GenSamplePreéAgj,Ap,|j,Bip;|j,V,r), we have

Agljy =V t<j.
vy p=y (AL ute) 3) Whenevers/ issues a users secret key query, we
Sl assume thater has made all relevantH-queries
= (Agjy)'ut+y'e beforehand.
=viuty'e

Adversary o7 declares that it intends to attack an
Then identity ID* € S. Adversary% (works as challenger for

b=c-y'p=é-y'et bLgJ adversaryw’ s view) firstly picksj* € {0,1,--- ,N —1}.

(@© 2015 NSP
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Here j* is a guess for th¢ of challenge{,b) query and
the accuracy of the guess ﬁ§ Now £ obtainskm+ 1
LWE samples which get parsed
(a,bi) € Zg x Zq (0 <i < km).

as

Setup Adversary 4 runs the trapdoor algorithm
TrapGen( ) to generateAo € Zg*™ with corresponding

trapdoorBg € Zg*™. ThenZ sets master public key to be
mpk= Ag and master secret key to be trapdBer

Query: Next adversaryZ interacts with o/ as
follows:

H-Queries:

1) «/'s hash query ohD*||j*: AdversaryZ returns
Aj« is msamples (a matrix which is composed of
vectorsa where (1< i < m)) from LWE oracle, i.e.
Aj = (a1,8z, -+ ,am) € Zg*™

2) «/'s hash query on ankD;o: Adversary % will
choose a low norm matriRp,, . € Zg‘xm uniformly and

ilo
calculate matrpAp, , = Ao(Rip;o) * € Z§*™. Then#

When adversary” asks for the secret key for any
identity ID; wherelD; # ID*, as we have assumed above
that adversaryy has made all relevant hash query for it
before the extraction query, adversagylooks up the list
H and returns the correspondiBg,, ; to adversaryz.

Attack:

1) challengef,b): When adversary7 initiates query
of challenge[,b), the adversary” picks a random bit
r € {0,1} and a random cipherte@. If r = O it returns
(p*,c*) as challenge ciphertext, otherwise it returns
random ciphertext.

2) Breakinf): When adversary queries breakirt],
if j <t < j*adversary B outputs a random bit and game
aborts (NowZ can not answer extraction queries for the
secret keys on intervdl < j* are not stored on list H).
Otherwise adversarg looks up the list H and returns the
correspondin@®p,|; to adversary.

Now adversary? operates as follows:
1) Set

runs the algorithmSampleBasi$ ) to generate basis by
B.DiHO of Aqi(A”;iHo). Adversary % returnsA.DiHO as an p* = : c 7km
answer to hash query and stores the tuple ' a
(IDij0, Aipy 0, Bib, o) in list H. Bk

ijjo?’ illo

3) o/'s hash query on anD;; (ID; # ID*) where
j > 0: Since we have assumed above thatvould have
made hash query ofD;;_;, adversaryZ will choose
low norm matrix RlDiHO € Z{{‘X”‘ uniformly and run
algorithm NewBasisDelA p, | j-1,.Rip; | j.Bip;||j-1,0) 1O
generate matrixAp,;; and short basisBp,; of

Aql (A.D.Hj ). AdversaryZ returns the matri>A|DiHj as an

2) Blind the message hiitby ¢* = by +b| 3.
3) SetC = (p*,c*) and send it to adversary'.

If Oracle ¢’ is a pseudo-random LWE oracle, i.e. the
samples arg@enuine thenc* = bo+b|[3] = aly + x+
b| 3] for somey € Zg and noisex. Similarly

answer to hash query and stores the tuple by
(IDiHj7A|DiHjaB|DiHj) in list H. p>k = :A;B*“J*Y+X1
4) 's hash query on anhD*||j where 0< j < j*: bim

Adversary % will choose a low matrixR,p«j € Zg*™
uniformly and return®\p-||; = AO(R,D*HJ)*l €ZyMto
adversary .

5) </'s hash query obD*||j* + 1: Adversary% runs
the trapdoor algorithm TrapGen( ) to generate
App+j=+1 € Zg*™ with corresponding trapdoor
Bip+|j+1 € Zg™™ and returns matrixAp-j-;1 and
stores the tuplelD*[|j* + LA p«|j+11,Bip+| j=41) in list
H.

6) «/'s hash query on anyD*||j wherej > j* + 1:
Since we have assumed that would have made hash
query onlID*||j — 1, Adversary#Z will choose a low
matrix Rip<j € Zg™™ uniformly and run algorithm
NEWBaSiSDquD*Hj*—llRlD*Hj'B|D*Hj*—1'a) to generate
matrix A|D*Hj* and short basiﬁm*“j* of AqL(AlD*HJ)
AdversaryZ returnsAp-||j= as an answer to hash query
and stores the tupleél*||j,Aip+|j,Bip+|jj) in list H.

Extraction Queries:

for somey € Zg and noisex;. SoC = (p*,c*) is a valid
encryption ofb on ID*||j*. If Oracle &' is a random
oracle, i.e. the samples amandom, then by,b; are
uniform and therefor€ = (p*,c*) is uniform too.

Guess Finally adversary terminates the game with
some output which is a guess about whether the
ciphertext is random or not, then adversa#yterminates
with the same output to decide whether the LWE
instances are genuine or not. So if adversaigan break
our scheme, then there must exist adversdrgan solve
the LWE hard problem.

Since probability thatj = j* is % that is, the
probability of adversary% not aborting during the
simulation isf, thenAdvwe(n) = §Advis_igge(N).

Hence our scheme is semantic secure in the random
oracle model assuming the LWE is hard.
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Table 1: Comparison of some IBBE schemes References
Hdr size | public-key size| private-key size security . . . . .
IBBE inﬂ ogs; ozw) Oﬁli A%aptivelly Secure Non-RO [1] Jin Wang, Jingguo Bi, Cryptology ePrint Archive, Report
IBBE in[1] o(| o(1 o(1 Adaptively Secure in ROM
OurWork | O(]S) 0(1) 0(1) IND-sID-CPA in ROM 2010/288, 2010.

[2] Kunwar Singh, C. Pandurangan, Journal of Internet $esvi
and Information Security (JISIS), 3(1/2): 5-19(2013).
[3] Oded Regev, Journal of the ACM (JACM), 2009, 56(6): 34.

_ [4] Fiat, Amos, Moni Naor, Advances in
5 Extension CryptologytCRYPTO93, 480-491(1994).
[5] Dan Boneh, Craig Gentry, Brent Waters, Advances in
We can extend our construction to encrypt brbits Cryptology CCRYPTO 2005, 3621: 258-275(2005).

message simultaneously. The previous steps are the sam] Yevgeniy Dodis, Nelly Fazio, Digital Rights Management
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In this paper, we propose a forward-secure identity-based
broadcast encryption scheme from lattices by adding the
forward-security on broadcast encryption scheme. Our
scheme satisfies the security requirements of both the
broadcast encryption and forward-security schemes. And
our construction is believed secure in the post-quantum
environment as it is based on lattice problem.
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