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Abstract: A (t,n)- threshold secret sharing scheme is a method for distributing a secret amongst a group of participants [1]. Each of
participants is allocated a share of the secret. The secret can only be reconstructed when the shares are combined together [6]. In this
paper, we propose a secret sharing scheme based on residue class ringFp[x]/( f ), wherep is a prime anddeg( f ) = n. Then we call it a
(pn−1, pn)− threshold secret sharing scheme.
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1 Introduction

Secret sharing has been a subject of study for over 30
years [5]. Shamir [1] studied on the secret sharing
schemes in 1979. Shamir’s Secret Sharing Sscheme is a
(t,n)-threshold secret sharing scheme. Next, we will
summarize it.

Secret sharing schemes should be designed as follows:
The first step is to consider a secret space to construct

a secret sharing scheme. A secret space consists of the set
of participants and a dealer. The dealer has a secret and
distributes shares of the secret to each participant.
Because if some of the shares of the secret are lost or
stolen invalidated, the remaining shares can be modified
in a way that the invalid shares cannot be used [3].

In [6] presented two practical secret sharing schemes
based on group presentations and the word problem. Their
schemes are designed as follows:

The dealer and participants initially are able to
communicate over secure channels, but afterwards they
communicate over open channels. They first consider the
special case wheret = n. They propose a scheme in which
all participants are needed to recover the secret. Then they
propose a hybrid scheme that combines Shamir’s Scheme
and the idea of the(n,n)-threshold scheme.

The theory of rings is a branch of modern algebra [7].
In this work, we mention the rings, polynomials and
residue class ring. Then, we construct a secret sharing
scheme based on residue class ring using the structures of
this ring.

2 Shamir’s Secret Sharing Scheme

Shamir’s Secret Sharing Scheme based on polynomial
interpolation. It’s a (t,n)− threshold scheme. In this
scheme, a dealer distribute a secrets to n participants. The
goal of this scheme is share secrets amongn participants
P1,P2, ...,Pn such that at leastt participants are required to
reconstruct the secrets. In order to distribute the secret,
the dealer chooses a polynomialf (x) of degree(t − 1)
such that f (0) = s. Then the dealer gives the value
si = f (i) (i = 1,2, ...,n) secretly to participantPi . To
recover the secret the participants use polynomial
interpolation to recoverf (x) and hence the secretf (0)
[6]. In this case no(t − 1) participants can obtain any
information about the secret while anyt of them can [1],
[3].

Now, we remind some definitions about the secret
sharing schemes.

Definition 21(Support of a Vector) The set
S= {0≤ i ≤ n−1|ci 6= 0} is called support of a vector
c = c1c2...cn ∈ (Fq)

n. A codeword c2 covers a codeword
c1 if the support of c2 contains that of c1 [4].

Definition 22(Minimal Codeword) A minimal codeword c
is a codeword which covers just only its scalar multiples
[4].

Definition 23(Minimal Access Set) A subset of
participants is called a minimal access set, if the
participants in the subsets can recover the secret by
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combining their shares but any subset at the participants
can not do so [4].

Definition 24(Access Structure) The access structure of a
secret sharing scheme is the set of all minimal access sets
[4].

3 Rings and Fields

In this section, we give a minimum information from ring
theory necessary to understand our secret sharing scheme.

Definition 31A ring (R,+, .) is a set R, together with two
binary operations, denoted by ”+” and ”.”, such that:
1) R is an abelian group with respect to ”+”
2) ”.” is associative; that is, (a.b).c = a.(b.c) for all
a,b,c∈ R
3) The distributive laws hold; that is a.(b+ c) = a.b+a.c
and(b+ c).a= b.a+ c.a for all a,b,c∈ R [7].

Definition 321) A ring is called commutative if ”.” is
commutative.
2) A commutative division ring is called a field [7].

Definition 33A subset J of a ring R is called an ideal
provided J is a subring of R and for all a∈ J and r∈ R
we have ar∈ J and ra∈ J [7].

Definition 34Let R be a commutative ring. An ideal J of R
is said to be principal if there is an a∈R such that J= (a).
In this case, J is also called the principal ideal generated
by a [7].

Ideals are normal subgroups of the additive group of
a ring, so an ideal J of the ring R defines a partition of R
into disjoint cosets, called residue classes modulo J. The
residue class of the element a of R modulo J will be
denoted by[a] = a+ J.

The set of residue classes of a ring R modulo an ideal
J forms a ring with respect to the operations

(a+ J)+ (b+ J)= (a+b)+ J (3.1)

(a+ J)(b+ J) = ab+ J (3.2)

[7].

Definition 35The ring of residue classes of the ring R
modulo the ideal J under the operations (3.1) and (3.2) is
called the residue class ring of R modulo J. It is denoted
by R/J [7].

Example 36(The residue class ring Z/(n)) Denote the
coset or residue class of the integer a modulo the positive
integer n by[a], as well as by a+ (n), where(n) is the
principal ideal generated by n. The elements of Z/(n) are
[0]=0+ (n), [1] = 1+(n),...,[n−1] = n−1+(n) [7].

Theorem 37Z/(p), the ring of residue classes of the
integers modulo the principal ideal generated by a prime
p is a field [7].

Definition 38For a prime p, let Fp be the set
{0,1, ..., p− 1} of integers and letϕ : Z(p) → Fp be the
mapping defined byϕ([a]) = a for a= 0,1, ..., p−1. Then
Fp is a finite field, called the Galois field of order p [7].

3.1 Polynomials

Let R be an arbitrary ring. A polynomial overR is an
statement of the form

f (x) =
n

∑
i=0

aix
i = a0+a1x+a2x

2+ ...+anx
n,

where n is a positive integer, the coefficientsai (0
≤ i ≤ n) are elements ofR and x is a symbol not
belonging to R, called an indeterminate overR. The
polynomialsf (x) = ∑n

i=0aixi andg(x) = ∑n
i=0bixi overR

are considered. It defines the sum off (x) andg(x) by

f (x)+g(x) =
n

∑
i=0

(ai +bi)x
i .

The polynomialsf (x) = ∑n
i=0aixi and g(x) = ∑m

j=0b jxi

over R are considered. The product of two polynomials
overR is

f (x).g(x) =
n+m

∑
k=0

ckx
k,

whereck = ∑i+ j=k aib j (0≤ i ≤ n, 0≤ j ≤ m) [7].

Definition 39The ring formed by the polynomials over R
with the above operations is called the polynomial ring
over R and denoted by R[x] [7].

Theorem 310For f ∈ F[x], the residue class ring F[x]/( f )
is a field if and only if f is irreducible over F [7].

Consider the residue class ringF [x]/( f ), where f is
an arbitrary nonzero polynomial inF [x]. TheF [x]/( f ) is
exactly the residue classr +( f ), wherer runs through all
polynomials inF [x] with deg(r) < deg( f ). Thus, if F =
Fp anddeg( f ) = n ≥ 0, then the number of elements of
Fp[x]/( f ) is equal to the number of polynomials inFp[x]
of degree<n, which ispn.

Example 311i) Let f(x) = x ∈ F2[x]. The pn = 21

polynomials in F2[x] of degree<1 determine all residue
classes comprising F2[x]/(x). Thus, F2[x]/(x) consists of
the residue classes[0]and[1] and isomorphic to F2.
ii) Let f (x) = x2 + x+ 1 ∈ F2[x]. Then F2[x]/( f ) has the
pn = 22 elements[0], [1], [x], [x+1] [7].
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4 A Secret Sharing Scheme Based on Residue
Class Ring

In this section, we construct a secret sharing scheme based
on residue class ring.

Consider the residue class ringFp[x]/( f ), wherep is a
prime and deg( f ) = n. The number of elements of
Fp[x]/( f ) is equal to the number of polynomials inFp[x]
of degree< n, which is pn. Let the residue class ring
Fp[x]/( f ) be the participants set in this secret sharing
scheme. The dealer chooses a residue class inFp[x]/( f )
to be the secret. Call it[s]. So, the secret is recovered as
follows:

We know that the sum ofpn residue classes is

[k1]+ [k2]+ ...+[kpn]≡ 0(mod p).

Now, (pn − 1) residue classes will combine their
shares, that is

[k1]+ [k2]+ ...+[kpn−1]+ [s]≡ 0(mod p).

The secret is recovered by solution of above equation.

4.1 The(pn−1, pn)- Threshold Secret Sharing
Scheme

We have proposed a secret sharing scheme based on
residue class ring. In this secret sharing scheme, there are
pn participants. Any(pn − 1) of the participants can
recover the secret. So, we call it the(pn − 1, pn)-
threshold secret sharing scheme.

Example 41Let f(x) = x3 + x ∈ F2[x]. The pn = 23

polynomials in F2[x] of degree<3 determine all residue
classes comprising F2[x]/(x3+ x). Then,

F2[x]/(x
3+x) = {[0], [1], [x], [x2], [x+1], [x2 +1], [x2 +x], [x2 +x+1]}.

Now, choose a residue class in F2[x]/(x3+ x) to be secret.
Call it [s] = [x+1]. So, 8-1=7 residue classes will combine
their shares as follows:

[0]+ [1]+ [x]+ [x2]+ [x2 +1]+ [x2 +x]+ [x2+x+1]+ [s] ≡ 0(mod2)

[x+1]+ [s]≡ 0(mod2)

[s] = [x+1]

Hence, the secret is recovered.

5 Conclusion

In this work, proposed a secret sharing scheme based on
residue class ring. This scheme has the same distributed
secret as Shamir’s Scheme does. So, it is called
(pn − 1, pn)- threshold secret sharing scheme. This
scheme has the following useful advantages over
Shamir’s Scheme: While recovering the secret(pn − 1)

out of pn residue classes combine their shares. That is the
access structure of this secret sharing scheme is reliable.
p and n can be large numbers. It is not important.
Because, for example if p=2 and n=128, then there will be
2128 participants in that secret sharing scheme. While
recovering the secret(2128− 1) out of 2128 participants
combine their shares. That is the number of participants
in the access structure is too much. So, this means it is
reliable of this scheme.
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İstanbul, Turkey in 2010.
She has been working as an
assistant professor at Kocaeli
University, Kocaeli, Turkey
since 2011. She has became a
board member in 2011, head
of department in 2012 and a

vice director in 2013 at Kocaeli University. Her research
interests include coding theory, cryptography, design
theory, algebra.

c© 2015 NSP
Natural Sciences Publishing Cor.

www.naturalspublishing.com/Journals.asp

	Introduction
	Shamir's Secret Sharing Scheme
	Rings and Fields
	A Secret Sharing Scheme Based on Residue Class Ring
	Conclusion

