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Abstract: A (t,n)- threshold secret sharing scheme is a method for distnguatisecret amongst a group of participants [1]. Each of
participants is allocated a share of the secret. The seanedrly be reconstructed when the shares are combined évdéthin this
paper, we propose a secret sharing scheme based on resigsieiictFp[x] /(f), wherepis a prime andleg f) = n. Then we call it a
(p"—1, p")— threshold secret sharing scheme.
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1 Introduction 2 Shamir’s Secret Sharing Scheme

Secret sharing has been a subject of study for over 3¢hamir's Secret Sharing Scheme based on polynomial
years PB|. Shamir [] studied on the secret sharing interpolation. It's a(t,n)— threshold scheme. In this
schemes in 1979. Shamir's Secret Sharing Sscheme is $cheme, a dealer distribute a sesrtetn participants. The
(t,n)-threshold secret sharing scheme. Next, we willgoal of this scheme is share secsetmongn participants
summarize it. P1, Py, ..., P, such that at leastparticipants are required to

Secret sharing schemes should be designed as follow§econstruct the secret In order to distribute the secret,

The first step is to consider a secret space to construd'® dealer chooses a polynomiglix) of degree(t — 1)
a secret sharing scheme. A secret space consists of the s8tch thatf(0) = s. Then the dealer gives the value
of participants and a dealer. The dealer has a secret ardl = f(i) (i = 1,2,...,n) secretly to participanf. To
distributes shares of the secret to each participant/€Cover the secret the participants use polynomial
Because if some of the shares of the secret are lost dfterpolation to recoverf(x) and hence the secré{0)
stolen invalidated, the remaining shares can be modified6]- In this case no(t — 1) participants can obtain any
in a way that the invalid shares cannot be usgd [ information about the secret while ahyf them can ],

In [6] presented two practical secret sharing schemed3l- . L
based on group presentations and the word problem. Their Now, we remind some definitions about the secret
schemes are designed as follows: sharing schemes.

The Qealer and participants initially are able to Definition 21(Support  of a Vector) The set
communicate over secure channels, but afterwards theg_ {0<i<n—1|c 0} is called support of a vector

! . . =Us1=sn—-1¢G

commincate e cpen chamss Ty st conser e 5 ot s cnrs cosom
all participants are needed to recover the secret. Then the()zt1 if the support of g contains that of ¢[4].
propose a hybrid scheme that combines Shamir's Schemgefinition 22(Minimal Codeword) A minimal codeword ¢

and the idea of then, n)-threshold scheme. is a codeword which covers just only its scalar multiples
The theory of rings is a branch of modern algebfia | [4].

In this work, we mention the rings, polynomials and

residue class ring. Then, we construct a secret sharin@efinition 23(Minimal Access Set) A subset of
scheme based on residue class ring using the structures pérticipants is called a minimal access set, if the
this ring. participants in the subsets can recover the secret by
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combining their shares but any subset at the participantsTheorem 37Z/(p), the ring of residue classes of the

can not do so4].

integers modulo the principal ideal generated by a prime
p is a field [7].

Definition 24(Access Structure) The access structure of a

secret sharing scheme is the set of all minimal access setyefinition 38For

[4].

3 Rings and Fields

a prime p, let  be the set
{0,1,...,p—1} of integers and let : Z(p) — Fp be the
mapping defined by ([a]) =afora=0,1,...,p— 1. Then
Fp is a finite field, called the Galois field of order ][

In this section, we give a minimum information fromring 3.1 Polynomials
theory necessary to understand our secret sharing scheme.

Definition 31A ring (R,+,.) is a set R, together with two
binary operations, denoted by "+” and "”, such that:

1) R is an abelian group with respect to "+”

2) " is associative; that is, (a.b).c = a.(b.c) for all
a,b,ceR

3) The distributive laws hold; that is.éb+c) =a.b+a.c
and(b+c).a=b.a+c.aforallab,ce R[7].

Definition 321) A ring is called commutative if " is
commutative.
2) A commutative division ring is called a field][

Definition 33A subset J of a ring R is called an ideal
provided J is a subring of R and for all@J and re R
we have arc J and rac J [7].

Let R be an arbitrary ring. A polynomial oveR is an
statement of the form

n .
f(x) = Z)aix' = ag+ aX+aXe + ... +anX",
i=

where n is a positive integer, the coefficientg (0
< i < n) are elements ofR and x is a symbol not
belonging toR, called an indeterminate oveR. The
polynomialsf(x) = 5! pax andg(x) = 3 obix' overR
are considered. It defines the sumf@k) andg(x) by

n

f(x)+9(x) = ;(a@ +bi)X.

The polynomialsf (x) = S sax andg(x) = ™ qbjx

Definition 34Let R be a commutative ring. Anideal J of R over R are considered. The product of two polynomials

is said to be principal if there is an@aR such that 3= (a).

In this case, J is also called the principal ideal generated

by a [7].

Ideals are normal subgroups of the additive group of

overRis
n+m

f(x).9(x) = k;)

Cka ,

aring, so an ideal J of the ring R defines a partition of R \yherec, — Siiikabj (0<i<n0<j<m)[7].
into disjoint cosets, called residue classes modulo J. The = o T

residue class of the element a of R modulo J will bepefinition 39The ring formed by the polynomials over R

denoted bya] =a-+J.

with the above operations is called the polynomial ring

The set of residue classes of a ring R modulo an ideakyer R and denoted by [7].

J forms a ring with respect to the operations

(@+3)+ (b+J)=(a+b)+J (3.1)

(a+J)(b+J)=ab+J (3.2)

[71.

Theorem 310or f € F[x], the residue class ring [¥] /()
is a field if and only if f is irreducible over F7].

Consider the residue class rifgx]/(f), wheref is
an arbitrary nonzero polynomial [x]. TheF[x]/(f) is
exactly the residue classt (), wherer runs through all
polynomials inF[x] with degr) < deg f). Thus, ifF =

Definition 35The ring of residue classes of the ring R Fp anddegf) =n > 0, then the number of elements of
modulo the ideal J under the operations (3.1) and (3.2) isFp[X]/(f) is equal to the number of polynomials iy [x]
called the residue class ring of R modulo J. It is denotedof degreen, which isp".

by R/J [7].

Example 3§ The residue class ring /Zn)) Denote the

Example 311) Let f(x) = x € Fpx. The p = 2t
polynomials in E[x] of degree<1 determine all residue

coset or residue class of the integer a modulo the positiveclasses comprisingJf|/(x). Thus, E[x]/(x) consists of

integer n by[a], as well as by &t (n), where(n) is the
principal ideal generated by n. The elements ¢frd are
[0]=0+(n), [1] =1+ (n),...,[n—1)=n—1+(n) [7].

the residue classg6]and[1] and isomorphic to §
i) Let f(x) =2 +x+1 € F[x. Then K[x]/(f) has the
p" = 22 elements0], [1], [x], [x+ 1] [7].
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4 A Secret Sharing Scheme Based on Residue out of p" residue classes combine their shares. That is the
Class Ring access structure of this secret sharing scheme is reliable.
p and n can be large numbers. It is not important.

In this section, we construct a secret sharing scheme basd#ecause, for example if p=2 and n=128, then there will be

on residue class ring. 2'?8 participants in that secret sharing scheme. While
Consider the residue class rifiglx]/(f), wherepisa  recovering the secrg2'?®— 1) out of 2'*® participants

prime anddeg f) = n. The number of elements of pombme their shares. That is the number qf participants

Fp[x]/(f) is equal to the number of polynomials HMX] In j[he acces_s structure is too much. So, this means it is

of degreec n, which is p". Let the residue class ring reliable of this scheme.

Fp[x]/(f) be the participants set in this secret sharing

scheme. The dealer chooses a residue clag$[ii/(f)

to be the secret. Call {§. So, the secret is recovered as Acknowledgement
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Now, choose a residue class ip[%/(x* + X) to be secret.
Callit [§ = [x+1]. So, 8-1=7 residue classes will combine
their shares as follows:

[0+ [1] 4+ [ + 3] + & + 1] + @ +X + pE +x+ 1] + [s = 0(mod2)
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Shamir's Scheme: While recovering the sediet — 1)

[X+1]+[s] = 0(mod2)
[s) = x+1]

Hence, the secret is recovered.

5 Conclusion
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