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Abstract: In order to protect the personal and diagnosis informatfqratient, GHM and Canny edge detection are employed in this
algorithm to process the original CT digital image. The wrédjimage will be firstly processed GHM for a global analygiscording

to different importance degrees, CT images can be disatbirtoLL,, LH,, HL, andHH, by GHM multi-wavelet. After that, the
distributed sub-images will be processed by Canny edgetitmte For example, the edgesldf, (with the highest important degree)
andHH, (with the lowest important degree) are detected by stromqnZanethod. Then many thin edges can be obtained, which are
useless for medical diagnosis, privacy and diagnosis nmétion can be hid by deletion and comparison processingvafithedges.

The experimental results indicate that the robustness apakity of watermarked CT images can be improved after theighm.

Keywords: Diagnosis Gray or Binary Image, Privacy Protection, GHM t4Wavelet, Canny Edge Detection.

1 Introduction and disseminated. These properties bring great
convenience, but at the same time it will inevitably
Nowadays, personal privacy security has become one oproduce the issue of privacy disclosure of patients
the issues concerned most in digital era. Long afterinformation.  Considering  about the  medical
sectors like banking and finance, recently more and moreharacteristics, some scholars use the professional
digital auxiliary diagnostic equipment are brought into mathematical model to analyze the natural system images
daily practical operation in medicine field. Individual of human body 2]. This model can simplify the
medical records, carrying ever more sensitive personatepresentation of some special medical images, like MRI
information, are already being gathered and stored by thérain image, so it can find some redundancy to be the
tens of thousands in databanks maintained by hospitastorage space. Refer to it, getting the redundancy of
networks, health maintenance organizations, and drugnedical images will be the first concern of our algorithm,
companies I]. As a result, information storage methods but the algorithm proposed in our research can be used to
of the patients have changed from papery-based intdiandle many kinds of medical images, rather than limited
electronic-based. to MRI images. Many other scholars achieve the goals of
There are several common image formats in medicamedical privacy protection and authentication by using
field, such as CT, MRI, X-ray, and so on. Some of thosewatermarking 8]. Most of these schemes embed robust
electronic-based images are in analog formats and othengatermark into the digital medical images based on
are in digital formats. Because of the convenience of thérequency-domain methods, such as DCT, DWT, DFT,
digital images, the old analog images are converted intcand so on. And almost all of them select the appropriate
digital ones. One of the problems brought by the popularcoefficients for watermark embeddirg [
of digital medical images is the privacy information Most of the digital medical images are gray scale
security, which will make the relationship between both images, and some of them are the binary images. Based
sides of the health care worse. And reasonable methodn our previous studies, we know very well about the
can solve the problem. It is well known that digital properties of gray scale and binary imagBp From [6]
products can easily be illegally edited, modified, copiedwe find that GHM multi-wavelet transform has much
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more advantages than other existing frequency-domain
methods in carrier pre-processing. Digital images can be
decomposed into sub-images with different frequency
characteristics by GHM. And in this paper, Canny edge
detection will be applied as an auxiliary tool for GHM to
process the medical images, which can find good position
to embed secret datd][ Our algorithm is applied on CT
images. So in this paper, CT images will decomposed Fig. 1: First order GHM multi-wavelet transform.
according to the degree of importance within itself by

GHM multi-wavelet transformation. After that, Canny

edge detection can be used to extract information ofTable 1: Energy distribution of first order GHM multi-wavelet

LH

HH\

(a) Original image-Lena  (b) Transformed Lena (c) Distribution map

decomposed images. transform.
This paper is organized as follows. Section 2 formally = X
. . nergy percentage of secondary
d|5CU.5595 different components of the proposed Percentage of LL; in  sub-images in energy of LL, (%)
algorithm—GHM and Canny edge detection methods. the total energy . T .
Section 3 presents the embedding and the extracting parts ? i Lo i
of the proposed reversible multiple information hiding 9731 4476 2180 2224 1120

algorithm. And section 4 analyzes the security of this
algorithm. Experimental results and conclusion are
respectively presented in section 5 and section 6.

embedding region. At the same time, the highest energy
. component.L, of the second highest energy area will be
2 Methodologies the storage unit for some overhead information, which is
used to compare the original and modified data. Based on
We take the inherent characteristics of medical imageshis designing scheme, the capacity of the processed
into consideration, and employ GHM multi-wavelet and images will be enlarged and with a little difference from
Canny edge detection for data hiding. The main desigrthe original image structure. The personal and diagnosis
idea is shown below: CT images are decomposed intanformation of patient can be hidden in the embedding
sub-images with different energy importance by GHM space and the modified diagnosis map will not show the
multi-wavelet transform. Sub-image with lowest energy real final diagnosis. Thus the medical information of
will be detected by strong Canny edge detection methocpatients can be protected.
with small threshold. Then we can get many invalid edges
which are useless to medical diagnosis. At last, data
hiding can be achieved by invalid edges deletion or X0ry o Canny edge detection
operation of lowest energy components. '

Being proposed by John Canny in 19880], Canny
. operator adopts Gaussian filtering to smooth the images,

2.1 GHM multi-wavel et transform and computes the gradient magnitude by limited

difference value in neighborhood, hence the location to
GHM multi-wavelet transform is the earliest, most widely edges of Canny is accuratd]. The parameters of upper
used multi-wavelet. It is of some distinctive and lower threshold of Gaussian filtering are not
characteristics simultaneity, such as compactly supgorte determined by the features of image edge, but should be
(have better energy compaction), second ordergiven by technician. Those parameters are generally
approximation ability, integral translation of scaling represented by SIGMA, which is also the standard
function orthogonal to each other, high-order vanishingdeviation of Gaussian filtering. In the simulation
moment (can detect sudden change point morexperiment environment (Matlab7.0.0.19920) for this
accurately) and symmetry. The energy distribution of paper, the default value for tools of Canny edge detection
GHM transform B] provides a flexible information hiding  is oneflL2].
strategy. Figure 1 shows GHM transform to Lena image.
Energy ratio of four first-order GHM multi-wavelet
Transform sub-images is approximately as Tabl€]1 [

The energy distribution of 4 componentds 6, LH,,
HL, andHH,) of lowest resolution sub-images of GHM
multi-wavelet transform approximately equals to 3.1 Information hiding and elimination
45:2.2:2.2:1.1. According to the energy distribution
characteristics, the lowest energy componéhk, of the  Information hiding and elimination process based on
second highest energy area will be employed to be th&HM multi-wavelet and Canny edge detection can be

3 Proposed hiding and extracting algorithms
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Medical digital image embedded with patient’s information
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and diagnosis information are obtained by GHM inverse
transform toLL, LH5, HL, andHHJ.

Medical digital image embedded with patient’s information

Fig. 2: Flowchart based on GHM and Canny edge detection.
3.2 Information extracting

summarized in the following steps, and flowchart is Patients name (username) and threshold a and b
shown in Figure 2: (password) of Canny are the key for diagnosis

1) Patient medical images are decomposed into subinformation extracting. The extraction process can be
images Ly, LHy, HL; andHH;) by GHM multi-wavelet  divided into 5 steps, and flowchart is shown in Figure 3.
transform, and four componentd(,, LH,, HL, andHH>) 1) Four componentd (, LH,, HL, andHH>) of LL;
of LL; are obtained. are extracted from modified patients images by GHM.

2) LL, andHH, are detected by Canny edge detection ~ 2) LL, andHH, are detected by Canny edge detection
method, and a and b are supposed to be the thresholtethod with threshold values a and b. The edge images
values. The obtained edge images (binary format) are Abinary format) A and8’ are obtained.
and B. 3) Image A andB’ will be traversed respectively in

3) Image A and B will be traversed respectively in accordance with the sequence from left to right and from

accordance with the sequence from left to right and fromtop to bottom. The traverse results are two binary
top to bottom. The traverse results are two binarySequences, which are represented as Clénd
sequences, which are represented as C and D. 4) C and D’ are manipulated by XOR operation, as

4) C and D are manipulated by XOR operation, asShown in Formula 3. The result binary sequence is
shown in Formula 1. The result binary sequence is€XpressedasG

expressed as F
G=CqpD’ (3)

F=CeD (1) 5) As a binary sequence, G is conversed into Patient’s
information (According to ASCII).
5) Patient’'s information is conversed into binary
sequence, denoted as G.
6) G is assigned to F according to Formula 2 and a newy Security analyses
sequence denoted BSwill be obtained. According t®’,
new edge imagB’ can be get by modifying to edge image

B of HH. Sub-images with considerable different amount of energy

can be decomposed after GHM. Based on the
corresponding relationship between energy and visibility
D'=CoF (2) edges of the associated areas (areas with highest and
lowest energy) are modified after Canny edge detection.
7) B' will be put into inverse Canny operation to get a And the modification is just the information embedding.
modified sub-image, denoted $15. There are some changes between the edge of the
8) Edge threshold values a and b are conversed int@riginal and modified image, thus not only the image
binary data, and then embedded i, by LSB. The  shown in computer but also the CT film before the light
changed.H; is represented d<H,. are all unreal diagnosis image. Only by extracting
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Name: Tom

Gender: Male

Date of Birth: yyyy.mm.dd
Diagnosis result: cerebral

concussion

Visiting date: yyyy.mm.dd
(a) Brain (original) (b) Patient information Fig. 7: Modified edge image.

Fig. 4. Original image and patient information.

Fig. 8: NewHH,.

(a) GHM decomposition (e) HH,

Fig. 5: Decompostion of patient diagnosis image by GHM.

Fig. 9: New LH» with edge detection threshold values (a, b).

(a) Edge detection image of LL,  (b) Edge detection image of HH, .
sequences, which are represented as C and D. Than C and

Fig. 6: Canny edge detection. D are manipulated by XOR operation, as shown in
Formula 1. The result binary sequence is expressed as F.
Patient’'s information is conversed into binary sequence
(according to ASCII), which is denoted as G. G is
according to information hiding inverse algorithm, the assigned to F according to Formula 2, the obtained
original image can be restored and diagnosis informatiorsequence i®’ (the data is too large to list here).
can be obtained, hence the privacy can be preserved. The edge image B dfiH, is modified according t®’,
and the resulted image B, which is shown in Figure 7.
Referring toB’, the newHH, can be acquired, which is
5 Simulation experiment denoted asiH; and shown in Figure 8.
Threshold a and b of Canny edge detection are
In Matlab7.0.0.19920, a 518 512 CT image is conversed into binary format. Based on LSB, binary code
considered as the carrier, and the format has beeff & and b can be embedded iritél;, and the covered
converted from DCM into JPG (Figure 4a). The hidden LHz is denoted akH;, shown in Figure 9.
information is some literal data (Figure 4b). LLz, LH; HLz and HH; are operated by GHM
According to Section 3, medical image is decomposednverse transform, and the medical image covered with
into sub-images by GHM, shown in Figure 5(a). Than Privacy and diagnosis information of patient can be
four componentsl(L,, LH,, HL, and HH,) of LL; will  obtained, shown in Figure 10.
be mainly studied, which are respectively shown in Figure
5(b), 5(c), 5(d) and 5(e).
LL, and HH, are respectively processed by Canny 6 Conclusions
edge detection (Matlab7.0.0.19920). The default value of
threshold (a and b) is 1, shown in Figure 6. In this paper, a privacy protection algorithm based on
Images in 6(a) and 6(b) will be traversed respectivelyGHM and Canny edge detection is proposed. GHM
in accordance with the sequence from left to right andmulti-wavelet is applied to analyze the overall energy
from top to bottom. The traverse results are two binarydistribution of medical image and obtain sub-images (to
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