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Abstract: Recently, Chen et al. proposed a three-party encrypted key exchange (3PEKE) protocol with password authentication which
is called CCLC-3PEKE. The protocol simultaneously possesses round and computation efficiencies. However, the protocol is vulnerable
to replaying attacks. Since the protocol is currently one of the most superior of all 3PEKE protocols, it seems valuable to remedy the
security weakness and enhance their efficiency. Hence, we shall propose an efficient 3PEKE (L-3PEKE) scheme. Compare with other
3PEKE protocols, our proposed L-3PEKE is more secure and efficient.
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1. Introduction which a participant is allowed to share only one easy-to-
remember password with a trusted server such that two

In Internet, two communicating parties can communicate, ariicinants can negotiate a common session key to com-
each other securely by using conventional symmetric-keyy, nicate with each other secretly [3,5,10]. It can provide

cryptosystems such as the AES [19]. The two parties have,nfigential communications between two participants over
a common session key to encrypt and decrypt their com;

. : : an insecure network. In 3PEKE, each party only holds

municated messages by using symmetric-key cryptosyspimself/nerself password.

tem. However, how do two parties securely obtain the com-

mon session key between them? This can be solved by

using Diffie-Hellman key exchange protocol [7]. In 1992,

Bellovin and Merritt firstly proposed an encrypted key ex- 1-1. Related Work

change (EKE) family of key exchange protocols [2]. It is

a password-based authentication and key agreement pr&ince the 3PEKE is based on password authentication, pro-

tocol. Two advantages of EKE are: (1) the communicatingtecting the low-entropy password from guessing attacks

parties can use an easy-to-remember password to autheis-crucial for password-based authentication schemes [15,

ticate each other without being threatened by dictionary23]. Ding and Horster introduced three possible types of

attacks [17]; (2) the communicating parties can share guessing attacks as follows: (1) detectable on-line pass-

common session key to encrypt and decrypt confidentialvord guessing attacks, (2) undetectable on-line password

messages. guessing attacks, and (3) off-line password guessing at-
In a large communication environment, EKE is un- tacks. Among the three classes, off-line password guessing

practical because every two parties should share a passitacks is the most critical ones [8]. The proposed 3PEKE

word previously. If there are one thousand parties to com-should protect against the three classes of password guess-

municate in this environment, each party should hold 999ing attacks, off-line password guessing attacks especially.

passwords for EKE. Hence, an extension to EKE is pro-  In 1995, Steiner et al. proposed a 3PEKE protocol (STW-

posed to enhance its practicality. The extension is callePEKE) based on EKE protocols [21]. However, Lin et

three-party encrypted key exchange protocol (3PEKE) inal. showed that STW-3PEKE is vulnerable to undetectable
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on-line password guessing attacks and proposed a new 3RiEy{Hosystem. Compare with other protocols, L-3PEKE is
protocol (LSH-3PEKE) [13]. A solution of STW-3PEKE more secure and efficient.

is also founded in SCH-3PEKE [22]. In both LSH-3PEKE

and SCH-3PEKE, they used public key cryptosystems to

resist the password guessing attacks. The communicating_zl Organization of This Paper

parties can encrypt his/her password and one-time mes-
sages with the server’s public key as a request. Only th . . . .
server can decrypt these messages with its own privat .he r?]st of this paper IS organl_zedzas fg”%WS' We first re-
key. This scheme can protect password against the three aYlewkt N CCLC-SPI_EKE In Sectlhon an fsf oW Its security
tacks. Unfortunately, employing public key cryptosystemswer‘:l nessr.] In Sec’qon 3& we show an efficient 3PEKE;0
involves time-consuming communication cost and the ceren ance the seculnty an felfngl'fg%';f C%'.‘C'3PE§E' 2 e
tificate infrastructure is needed. As a result, Lin et al. pro_:_equlllreg)er}tls analyses OI 3 r:tjre |sg:ussse " In sec-
posed an efficient protocol (LSSH-3PEKE) without using lon <. Fnally, Some conclusions are drawn in Section s.
the public key cryptosystems [14]. However, the number

of communicating rounds in LSSH-3PEKE is two more

than that in LSH-3PEKE. Lee et al. proposed an enhance@. The Weakness of CCLC-3PEKE

scheme (LHL-3PEKE) [12]. The number of communicat-

ing rounds in LHL-3PEKE is one less than that in LSSH- Firstly, we review CCLC-3PEKE in subsection 2.1. The
3PEKE. After analyzing 3PEKE, Chang and Chang pro-security flaw of CCLC-3PEKE is shown in subsection 2.2.
posed a novel 3PEKE (CC-3PEKE) and mentioned the fol-

lowings [4]: (1) The session key should be agreed by the

communication parties instead of being assigned by th 1. A Review of CCLC-3PEKE

server directly. (2) Except the password, no extra secret "~

information should be needed - the public key for exam-
ple. (3) The server has to authenticate both communicatioﬁ:hen et al. [5] had proposed a three-party encrypted key

arties. (4) Computation and round efficiencies should be?X¢hange protocol against undetectable on-line password
grovided( ezt the game time. In 2005, Wen et al. proposedguessmg attacks which is called CCLC-3PEKE. In this

: Do tion, we shall show that their protocol suffers from re-
a provably secure 3PEKE using weil pairing [24]. Next, section, ; )
Nam et al. showed that their protocol is completely inse-Playing attacks. Firstly, we review CCLC-3PEKE. The no-
cure [18]. tations used throughout this paper are listed in Table 1. The

details of CCLC-3PEKE are given as follows:

In2007, Lu etal. proposed a new 3PEKE (LC-3PEKE) Step 14 generates two random values and R4, and
to meet all the above mentioned [16]. Unfortunately, Chang  computesVa=g®4modp, K 45=N’;* mod p,
[3] and Chung et al. [6], respectively, showed that LC- g3, (N,@r4), Fs(ra), and fx,.(Na). Then A
3PEKE suffers from undetectable on-line password guess-  sends (D4, IDg, IDs, E3p,(Na@®ra4), Fs(ra),
ing attacks. Chang proposed a practical 3PEKE (C-3PEKE) 1, (N ,4)) to B as request.
to remedy the security weakness [3]. Recently, Lee andsiep After receiving A’s request,B generates two ran-
Chang had founded that C-3PEKE suffers from off-line  dom values z andR 5, and computed/5=¢# modp,
password guessing attacks [11]. In 2008, Chen etal. showed ,¢=N"# mod p, E3p, (N @ rz), Fs(rp), and
that CC-3PEKE suffers from undetectable on-line pass-  r. = (Nz). ThenB sends the received messages with
word guessing attacks and proposed an enhancement (CCLC¢E3, (N @ rg), Fs(r), fxys(NB)) to S as re-
3PEKE) against undetectable on-line password guessing quest.
attacks [5]. The protocol uses super-poly-to-one trapdooistep 3Jpon receivingB’s messagess firstly uses a trap-
function which requires no certificate and can be efficiently  door to obtainra/rp from Fg(r)/Fs(rg). Next, S
constructed from one-way hash functions [1]. Untiltonow,  ysesP,/Pg andr 4/rp to deriveN 4/Ng from

CCLC-3PEKE is currently one of the most superior of all g3, (N, @r4)/E3p,(Ns @ rs). Then,S can com-
3PEKE protocols. They claimed that the protocol is not  pute K 45 andK 5 usingr 4/rz andN 4/Ng. Finally,
only secure and efficient, but also meet the all require- g can authenticate A/B by verifyinfic . (NA) fx s (NB).
ments as follows: mutual authentication, resistance tothree  |f it js correct, S believes that he/she is communicat-
classes of password guessing attacks, round and computa- ing with a legitimated / B; otherwise,S regardsA /B

tion efﬁCienCieS, and praCticaIity. However, we shall show |||ega| and terminates the protocoL

that CCLC-3PEKE is vulnerable to replaying attacks. Since ¢ generates a random valfi; and computed’Zs mod
their protocol is currently one of the most superior of all /NES mod ». and the correspondin hashgd creden-
3PEKE protocols, it seems valuable to remedy the security Priva b R P 9

weakness and enhance their efficiency. Hence, we shall tial fx,s(A, B, Kas, Ng*) frps(A, B,

propose an efficient 3PEKE (L-3PEKE) scheme. Unlike  Kgs, N4®). After that, S sendsV ;s /N i

other 3PEKE protocols, our proposed L-3PEKE not only  andfx,.(A4, B, KAS,Ngs)/fKBS(A, B, Kpg, Nfs)
uses no public key cryptosystem but also no symmetric to B.
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Table 1 The Notations

Notations
AlB
S
IDAIIDBl/IDg
PalPg

E3p()

Fs()

p

g
G

RAlIRBIRs
ralrp
NalNg
Ix()
KaslKps
Kap

TalTg

Description

communication parties

the trusted server

the identity of A/B/S

the password securely shared HyB
with S

a symmetric encryption scheme with a
passwordP

a super-poly-to-one trapdoor function
(TDF) constructed from one-way hash
function where onlyS knows the trap-
door

a large prime

an element of ordey with modulusp

a finite cyclic group generated hyin
Zp

the random exponents chosen by
AlIBIS

the random exponents chosen 4§B
Na=¢g4 modp/Nz=¢"? modp

a pseudo-random function (PRF) in-
dexed byK

a one-time strong key shared by/B
andsS

a common session key shared #Ayand

B

a time-stamp generated by B

a concatenation

Step 4Jpon receiving the messagds verifies
frss(A, B, Kpg, Ni°) to authenticates. If it is cor-
rect, B believes that the receivedy* is valid and then
computes the session kéy g = (NfS)RB mod p.
Finally, B computesfr, (B, K5). B sendsNj5?,
fras(A, B, Kas, N§%), andfx , , (B, Kag) to A.
Step BJpon receiving the messagesyverifies
fr.s(A, B, K s, NJ9) to authenticates. If it is cor-
rect, A believes that the received’s is valid and then

computes the session kéy g = (NES)RA mod p.
Next, A verifiesfx , , (B, K 4 ) to authenticateés. If it

holds, A believes thaBB is a legitimate user and sends

fras(A, Kap) to B. Later, B can authenticatel by
checking the validation of k-, , (A, K aB).

Finally, A and B can share the common session K€y
to encrypt and decrypt their communicated messages. In  should be protected against replaying attacks.
the meantime, mutual authentication betwekeand B is

done.

2.2. Security Weakness

In this subsection, we shall show that CCLC-3PEKE is not

robust enough against replaying atttacks from an £&vil

An evil E can intercept transmitted messages from public
channel and then forge other parties to communicate with
S by replaying attacks. How CCLC-3PEKE suffers from
replaying attacks is given as follows. In Step 2 of CCLC-
3PEKE,E canintercept{D, IDg,IDg, E3p,(NAa@T4),
Fs(ra), fras(Na), E3p, (Ng @ 15), Fs(rs), frps(NB)).
After a momentFE can replay the intercepted messages to
S. In Step 3 of CCLC-3PEKES can verify these mes-
sages and believe that he/she is communicating with a le-
gitimate A/B. Therefore,F can forgeA and B to com-
municate withS successfully. After thatS will perform
their following procedure and send some messages back
to E. Although E cannot get the password df B, he/she
can enables to believe that he/she is communicating with
AlB.

To solve this problem, we can easily add time-stamp
[20] to their protocol. In next section, an efficient proto-
col is proposed to remedy this problem. As CCLC-3PEKE
is currently one of the most superior of all 3PEKE ap-
proaches; it seems worthwhile and valuable to remedy this
problem. In addition, our protocol has less computation
cost and is superior to CCLC-3PEKE.

3. An Efficient Protocol L-3PEKE

In our protocol (called L-3PEKE), we do not only remedy
the above security weakness, but improve the efficiency
of CCLC-3PEKE. The requirements of our protocol are
first listed in subsection 3.1. The details are presented in
subsection 3.2.

3.1. Requirements

In this subsection, we set up five goals that L-3PEKE is

aimed to achieve. The goals of this paper are roughly listed
as follows and will be discussed in detail later in Section

4,

(1)Mutual authentication: Amond, B, andsS, the legal-
ity of the three communication parties is ensured.

(2)Resistance to three classes of password guessing at-
tacks: The proposed 3PEKE should be protected against
undetectable on-line password guessing attacks, detectable
on-line password guessing attacks, and off-line pass-
word guessing attacks.

(3)Resistance to replaying attacks: The proposed 3PEKE

(4)Round and computation efficiencies: Round and com-
putation efficiencies are taken into consideration. The
proposed 3PEKE preserves the advantages of the schemes
in LSH, SCH, LSSH, CC, C, and CCLC in terms of
round efficiency as well as computation efficiency.

(5)Practicality: The proposed 3PEKE employs super-poly-
to-one trapdoor functions instead of public key cryp-
tosystem. Therefore, no certificate is needed.
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3.2. L-3PEKE betweend and B is done. Next, the three parts are exam-
ined in the following.

In this subsection, the details of L-3PEKE are given as fol-  Firstly, A and B use the trapdoor functiof’s(-) to

lows: hide the secret numbet, andrg. Since onlyS knows

the trapdoor, she/he can derivg andrg from Fs(r4)
Stegojr?]pguetgg{fitg}txv ﬁoﬁ:%gzvﬁgf ?ngg (;’}%APA?.SCI andFs(rg). FurthermoreS can deriveN 4 andNp using
N4), Fs(ra), andfx . (Na||T4). ThenA sends (D 4, the pre-shared passwofth and P to compute one-time
IDg,IDs,(PA@ N4), Fs(ra), fic.s(Nal||Ta), Ta) key K45 and Kpg. Then,S can venfy the validation of
to B as request. T 1s(Nal|Ta) and fr . (N5||Tp). If it holds, S assures
Step A\fter receiving A’s request,3 generates two ran- hatA/B possesses the correct password, angl.(l)/(N i, T')
dom values'; and Rz, and computed/z=¢*= modp, is generated byl/B. Thus,S can authenticatd/B if they

—NT the correct password.

Kps=Ny? mod p, (Pp @ Ng), Fs(rg), and POSSESS SV

fxs(NB||Tg). ThenB sends the received messages Secondly, upon Irgcewmg the message -

with (Ps @ Np), Fs(rg), fips Nol|Ts), Te)to S fKas(A: B, Kas, Np*) x5 (A, B, Kps, N4°), Al can

as request. authenticates' individually through verifyingS’s knowl-
Step 3Jpon receivingB’s messagess firstly uses a trap- €dge of the corresponding one-time ks and Kps.

door to obtainr 4/r from Fg(r4)/Fs(rg). Next, S If S is a legitimate server, he/she must know the trapdoor

usesP4/ Py to deriveN 4/ N from (Pa @ N.4)/ and possess the valid password to obtain a valid one-time

(P5 @ Np). Then,S can compute 4 s=N";* mod p key Kas and Kps. This clearly indicates tha#/B can

and K 5s=N mod p usingr/rz andNa/Np. Af-  authenticates. _

ter that,S checks if the time-stamp4/T's is valid. If Thirdly, assume thaf is a trusted server. In 3PEKE

it is valid, S can authenticate A/B by verifying protocols, the participantd and B can authenticate each

Fras(Nal|ITA) fic s (NB||T5). If it is correct, S be- other by the trusted servéfs help. In all 3PEKE proto-

lieves that he/she is communicating with a legitimate €0IS,5 must be the trusted server; otherwiSezan imper-

A/ B; otherwise S regardsA /B illegal and terminates ~ SonateA or B since he/she know&s or Pp. If A/B is
the protocol. authenticated by, S generated two evidences
R R

S generates a random valiky and computed /s mod  fxas(4; B, KAS?}]%VBS) andeKBS(A’ B, Kps,N,*) as

p/Nfs mod p, and the corresponding hashed creden-& Prove of theNg® and N, respectively. After that,

tial fr . (A, B, Kas, N2 fxcpo(A, B A and B can verify if N and NJ* are generated by

RS\ Afrar th Rs | R S. As a result,A and B can compute the same session

Kps, N, ). After that,S sendsV5°/N ;1 and KoV K e = (NESVAS mod p — P RARSES mod 3 —

I (ABKASNRS)/ ey AB—(A) modp = g modp =

f AS(A’ B K ’N%S) - (NEs)Ea mod p. Then, mutual authentication betwedn
Step 4Fhis Step is the same as CCLC-3PEKE. andB is done by verifyingfc, , (4, Kap)/ fxca, (B, Kap)-

. . Note that, the session kdy 4 is a Diffie-Hellman pub-
Step Shis Step is the same as CCLC-3PEKE. lic key [7], it is considered computational infeasible for an

Finally, A and B can share the common session K€y attacker to obtain the session key without knowig or
to encrypt and decrypt their communicated messages. IR .
the meantime, mutual authentication betweeand B is
also done.
4.2. Requirement 2: resistance to three classes
_ _ of password guessing attacks
4. Discussions
In this subsection, we shall show that L-3PEKE is secure
In this section, we shall discuss whether L-3PEKE is ableagainst detectable on-line password guessing attacks, un-
to satisfy all the requirements, mutual authentication, re-detectable on-line password guessing attacks, and off-line
sistance to three classes of password guessing attacks, ropagsword guessing attacks.
and computation efficiencies, resistance to replaying at-  Firstly, an attacker may want to guess the password
tacks, and practicality, mentioned in Section 3.1 as fol-with detectable on-line password guessing attacks. He/she
lows. may impersonatd/B to mount on-line password guessing
attacks. If an attacker impersonateor B, S will detect
it in Step 3 by verifyingfx ,; (N||Ta) fics (N5||T).
4.1. Requirement 1: mutual authentication The attacker may perform the procedure many times. How-
ever, it does not pas§’s verification under a different
The analysis of mutual authentication amadg B, and  fx ,./fk .. Once the attacker perform a small amount of
S is decomposed into three parts. Hécan authenticate failed guessesS will be able to react it appropriately and
AlB is the first part. The second part is holB can au-  terminate the protocol. Hence, the detectable on-line pass-
thenticateS. The last part is how mutual authentication word guessing attacks cannot work in L-3PEKE.

(© 2012 NSP
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Secondly, an attacker may want to guess the passworble 2 shows the performance comparison of C-3PEKE,
with undetectable on-line password guessing attacks. ACCLC-3PEKE, and L-3PEKE.
malicious outsider cannot guess the password with unde-
tectable on-line password guessing attacks bec&usm
authenticate the participants mentioned in Requirement 1.
If a insider, saidB, wants to guessl’s passwordP,, B Table 2 Performance comparison of C-3PEKE, CCLC-3PEKE,
can run the following procedure to mount undetectable on-2nd L-3PEKE
line password guessing attacks. FirBt,obtains N/, by

XOR operation with a guessefl,. To verify the guess, Schemes C-3PEKE CCLC-3PEKE  L-3PEKE
B must have the ke¥k 45 to verify fx, ., (Na||T4). Since A B S A B S A B S
K 45 is computed by 4, there is no way to obtain it with- Modular exponential 3 3 4 3 3 4 3 3 4
out the trapdoor. Moreovef? can receive the messages ~Public key en/decryption 0 0 0 0 O 0 0 0 O
Nfs from S. However, in order to verify it, it is the dif- Symmetric en/decryption 1 1 2 1 1 2 0 0 O
ficulty of solving the discrete logarithm problems. Hence, PRF operation 4 4 4 4 4 4 4 4 4
undetectable on-line password guessing attacks cannot workash/TDF operation 1 2 3 1 1 2 1 1 2
in L-3PEKE. In addition, mutual authentication can pro- Random number 1 1 2 2 2 1 2 2 1
tect against this attack. XOR operation 0 0 61 1 2 1 1 2
Thirdly, an attacker may want to mount off-line pass- Round 5 5 5
word guessing attacks to guess the passwyid’s. He/she  Security weakness OPGA RA N
can intercept the messageg3, @ N4 )/ _ _
(Ps @ Ng) from the public channel. Then the attacker OPGA: Off-line Password Guessing Attacks
tries to gainN4/Np andralrp to computeK 45/Kpg ~ RA Replaying Attacks
used to verify fx , . (N.a||Ta) fic s (N5||T). However, ~ N:No
the attacker cannot guess the password to verify his/her
guess because there is no feasible way of knowings It is seen that, round efficiency is the same. As shown
from the trapdoor. Therefore, off-line password guessing,, [3,5], our 3PEKE protocols have one or two less com-
attacks cannot work in L-3PEKE. munication rounds than the LHL and LSSH. It requires
less communication loading.
) ) ) Taking computation efficiency into account, L-3PEKE
4.3. Requirement 3: resistance to replaying is superior to the C-3PEKE and CCLC-3PEKE. The C-
attacks 3PEKE and CCLC-3PEKE use some symmetric encryp-

tion/decryption. Our L-3PEKE has no symmetric encryp-
L-3PEKE is secure against replaying attacks. It uses thdion/decryption. It can reduce the heavy burden. Unlike
time-stamp to avoid replaying attacks [9]. It embedded theother 3PEKE protocols, our proposed L-3PEKE not only
time-stampTa/Ts in fx,o(Na||Ta) fr s (NB||TB). S uses no public key cryptosystem but also ho symmetric
can check if the time-stanip,/1's is valid and generated Cryptosystem. Hence, L-3PEKE is most efficient than other
by A/B. Without the knowledge ok 4 5/K g, no one can  3PEKE protocols. In addition, L-3PEKE not only preserves
compute fx , . (Na||Ta) fxs(Np||T5). That is to say, the superior merits of the C-3PEKE and CCLC-3PEKE but
the pattern is used only once. These messages cannot Béso fixes the security weaknesses.
intercepted for reuse because they are different values for
each authentication. On the other hand, the server can test
if 7" —T < AT to prevent replaying attacks. Hence, L- 4.5, Requirement 5: practicality
3PEKE can protect against replaying attacks.
L-3PEKE is also practicality same as CCLC-3PEKE. It
only employs super-poly-to-one trapdoor functions instead
4.4. Requirement 4: round and computation of public keys cryptosystem. Therefore, no certificate in-
efficiencies frastructure is needed to be established. As mentioned above,
it provides both round and computation efficiencies. Thus,

In [3,5], Chang (C) and Chen et al. (CCLC), respectively, L-3PEKE is also practical.

had demonstrated that their protocol preserves the advan-

tages of the schemes in LSH [13], SCH [22], LSSH [14],

LHL [12], LC [16], and CC [4] in terms of round efficiency 5. Conclusions

as well as computation efficiency. As a result, CCLC-3PEKE

and C-3PEKE are currently two of the most superior of This paper had shown that CCLC-3PEKE suffers from re-
all 3PEKE approaches in recent year. It had shown anglaying attacks and proposed a computation-efficient 3PEKE
explained in [3,5]. Therefore, we just compare our pro- (L-3PEKE) which preserves the advantages of the schemes
posed L-3PEKE with C-3PEKE and CCLC-3PEKE. Ta- in LSH, SCH, LSSH, LHL, LC, CC, CCLC, C. According
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and practical. Compare with two of the most superior of encrypted key exchange without server public-keys, IEEE
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