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Abstract: In a peer-to-peer data management system (P2PDMS) peers gedeta in a pair-wise fashion on-the-fly in response to
user queries without any centralized control. When peers exchanlgly bimnfidential data over an insecure communication channel,
the data might be intercepted and read by intruders. As there is no cexdradintrol for data exchange among peers in a P2PDMS,
we cannot assume any central third party security infrastructureR&lj to protect confidential data. This paper proposes a security
protocol for data exchange in P2PDMSs based on pairing-basetbgrgphy and data exchange policy. The protocol allows the peers
to compute their secret session keys dynamically during data exchesgjersby computing a pairing on an elliptic curve, that is based
on the policies between them. We show using a formal verification tool thgirtiposed protocol is safe, and is robust against different
attacks including man-in-the middle, the masquerade, and the replyeFudte, the computational and communication overhead of
the protocol are analyzed.

Keywords: peer-to-peer, pairing-based cryptography, data exchange,atatatg and authentication.

1. Introduction exchanged through an unsecured link between acquainted
peers, data are no longer secured despite the assumption

A peer-to-peer data management system (P2PDMS) is #1at each source protects its own data from malicious
collection of autonomous data sources, called peers. Theampering and accessing by external intruders. There are
local data sources on peers are cajpedr data sources SOme security threats that can occur in a P2ZPDMS during
Although peer data sources are created independentlylata exchange. In the following we discuss these threats.
data in one peer may semantically relate with data in Man in the middle Attack (MITM): In MITM
another peer. Therefore, each peer specifies pair-wisattack, an intruder can establish independent connections
mappings with other peers to share and exchange relatedith the source and the target and relay messages between
data. In the last few years, significant progress has beethem. Source and target believe that they are exchanging
made in research on various issues related to P2PDMSslata without intervening the data exchange policy
such as peer data exchange settings, data integratidpetween them. But, in reality, intruders are controlling th
models, mediation methods, coordination mechanismsentire data exchange session. Thus, MITM attack is a
and mappings 3,4,5,6] among the peer data sources. severe active attackl§] on data exchange in peer-to-peer
However, the aspect of sharing data between trusted oflata management systems. Once a session is intercepted,
acquainted peers in a secured way is given less attentionthe intruder acts as a proxy. Thus the intruder becomes
In a peer-to-peer system, we cannot assume a fixe@nother valid peer on the data exchange channel and is
secure channel for data exchange between two peers sinédle to read, insert, and modify the data in the intercepted
peers are dynamic and may leave the network any time, odlata exchange. The prevention technique of MITM attack
acquaintances between peers are temporary. Moreover, fier our proposed protocol is discussed in Secah
would be highly expensive and not feasible to maintain a  Replay Attack: A replay attack is an active attack on
secure link for each pair of peers. When data aredata exchange channel in a P2PDMS in which a valid

* Corresponding author e-maihmasud@tu.edu.sa

© 2014 NSP
Natural Sciences Publishing Cor.


http://dx.doi.org/10.12785/amis/080613

2776 NS 2 Sk. Md. M. R. et. al.: Towards Secure Data Exchange in Peer-to-Peer

data transmission is maliciously or fraudulently repeatedl.1. Our Contribution
or delayed. SupposB; is a target peer who wants to
authenticate her identity to a source pe@r, For valid In this paper, we present a secure data exchange protocol
identification ofP;, R, requests her password as a proof of between peers. In our protocol, peers generate session
identity, which P; provides toR (possibly after some keys on-the-fly for data exchange based on the requested
transformation like a hash function). Meanwhile, an query. The design of the protocol is based on the
intruder peerPeve, is eavesdropping on the conversation cryptographic hardness properties of pairing over edipti
and is recording the password. After the verification curves. When two peers want to exchange data, each of
phase is overP:ye connects td? asPj. Now, if B asks them generates its secret session key using the shared
Peve for proof of identity, Pey e sendsP’s password that ~ attributes between them through computing a pairing
is recorded in the verification phase. The replay attackfunction over an elliptic curve. Once the generation of the
prevention mechanism for the proposed protocol issecret session key is complete, one peer sends a challenge
discussed in Sectiof.2 to the other peer for its authentication; the other peer then
Masquerade Attack: In this attack, an attacker peer S€nds a corresponding response as the answer to the
(target) may pretend to be a valid peer (target) of a sourcé€hallenge. If the challenge and response match then the
by disguising its own identity and publishing the identity PE€rs begin the data exchange by encrypting the data with
of a real target peer. Thus, a malicious peer may gairfn€ir secret session key. Therefore, no malicious nodes
access to the data of the source. The easiest point of ent§@" take part in the communication as they are not
for a masquerading peer is provided by a weakauthenticated among the peers and cannot self-generate
authentication between the source and the target. Onci1® Secret session key. As a result, a man-in-the middle
the malicious node passes the authentication process, &tfack, masquerade attack, and replay attacks are
may be authorized by the source as a target to access iRfevented. In addition, the protocol does not require other
data. Similarly, a malicious peer may falsely act as atrusted third-party centralized control services for
source for a target. Therefore, a malicious node may pé&uthenticated transactions between source and target.
able to tamper with both exchanged data and the dat&'€€rs can generate their secret session key on-the-fly as
exchange policy between a source and a target. Th¥ell as authenticating one another.

prevention technique for masquerade attack is discussed e also conduct an experiment for formal security
in Section6.3. verification of our protocol using a High Level Protocol

Specification Language tool. We extensively analyze the

Considering the above security threats, the existing . . .
conventional Public Key Infrastructure (PKI) is not prevention of different attacks that are prov[ded by our
protocol and evaluate the computational and

suitable to apply since acentralized-trusted ContrOIcommunication complexities of the protocol. A short

system is needed for the PKI. . : : )
T . version [l] (three pages) of this paper is presented in a

For achieving secured data exchange in a P2PDMSQnterence where a specific application (eHealth
system, this paper presents a protocol based on ldentitycenario) was considered and only the basic operations
Based ~ Encryption ~ (IBE) and  pairing-based 4 giscussed. In this paper an extensive security analysis
cryptographyl2,11]. Using pairing-based and IBE g presented.
properties, each peer in the network generates a dynamic Organization of The Paper: The next section
secret session key baged on the attributes ment'loned in t_hﬁtroduces the primitives of cryptography and a formal
query and the predefined data exchange policy. In thiserification tool that are necessary to describe our
protocol, peers authenticate each other in a pair-wiseyqgiocol. Section3 describes how the data exchange
fashion wnhqut a centrall'zed authentication policy. In policy/mapping is established between two peers and the
order to verify the security features of our proposedinreats that can occur when peers exchange their data in
protocol, an automated formal validation tool for internet 5, \\nsecured channel. In Sectidn we present our
security  protocols, namely AVISPA  (Automated crynhtographic solution and describe the protocol for
Validation of Internet Security Protocols & Applications) exchanging data between peers. In secBpwe discuss
is .used. AVISPA fauhtategla [anguage called HLPSL jsges of cryptographic implementation and security
(High Level Protocol Specification Language) to model ynaysis of the protocol. In sectio, we discuss
any security protocol for the verificatioB][purpose. The  hrevention of different attacks that is provided by the
detail about AVISPA can be found in its official web nrqtocol. Section7 describes related work, and finally
site [9]. Section8 concludes and points out avenues for further

In brief, our protocol has the following properties: research.

(1) flexible message-oriented secure data exchange
between peers (2) exchange of data between peers
without any third party certificates (3) communication 2. Cryptographic Primitives and Tool
between peers could be as simple as a single TCP
connection (4) both parties (i.e. source and target)in this section, we describe some basic cryptographic
authenticate each other during data exchange. primitives and mathematical properties which are useful
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to understand the protocol. The security strength, —Computable:A mapping is efficiently computable if
computational and communication complexities of the (P, Q) can be computed in polynomial-time for all
protocol also depend on these primitives. A tool for P,Qec G;.

formal security analysis of internet security protocol is - . . .

discussed as well, in fact this tool is used to verify the  Modified Weil Pairing 1] and Tate Pairing]2] are
security strength of the the protocol. examples of cryptographic bilinear maps.

L. 2.2.1. Mathematics of Bilinear Maps
2.1. Elliptic Curves P

_ . . . ) . A cryptographic pairing is a bilinear map between two
Elliptic curves are considered interesting primarily as aNgroups in which the discrete logarithm problem is hard

alternative group structure. In regard to_implement of and it is used to construct cryptographic protocol (e.g.,
common  cryptographic protocols, certain advantageey exchange, identity-based encryption, short digital
come W'th3 the elliptic ~ curve  families, gignatures, etc.). In practice pairings are based on the
E(Fq) : y2 = X+ Ax+ B [10]. As there is no known \yieil and Tate pairings on elliptic curves over finite fields.
polynomial-time algorithm for the discrete logarithm These pairings are bilinear maps from an elliptic curve
(DL) problem for the great majority qfsuch curves, muqh group E(Fq) to the multiplicative group of some
smaller keys can be used. This is one of the majorgytension field F*. The parameterk is called the
advantages of using these curve families. Given a @int embedding degree of the elliptic curve. The pairing is

! LS g
on the curvet defined over a finite fielfq whereq = p considered to be secure if taking discrete logarithms in

is the size of the finite field ang is said to be the . .
characteristic ofFq, if p is a large prime then it is the groupsE(Fq) and ]Fqk are both computationally

computationally difficult to determinea” for some given ~ infeasible. The reduced Tate pairing of ordiés the map
“aP’. In most circumstances the points on such curve® : E(Fq)[l] x E(Fg)[l] — Ty which can be defined as

form a simple cyclic group which yield flexible Q(RQ):fp(%Q)qk—l/I'Wheref is a function defined as
deployment of pairing-based cryptography on such af : E(Fy) — Fy [29]. For more details about the
curve. pairing mathematics readers can go through the
At the foundation of every public key cryptosystem referencesy3] and [29.
there is a hard mathematical problem that IS Now we just give a brief overview of the existing
computationally infeasible to solve. The DL problem is gigorithms for computing pairing functions which are
the basis for the security of many cryptosystems,seful to implement our proposed protocol. Miller first
including ~the elliptic curve cryptosystem. More jntroduced the algorithm for computing Tate pairing
specifically, the ECC relies upon the difficulty of the jn [13] and Duursmaet al, formulated for computing
elliptic curve discrete logarithm problem (ECDLP). Tate pairing for hyperelliptic curves in 1f]. Later,
Barretoet al, proposed a faster variant of the Tate pairing
algorithm  for hyperelliptic curves, namelynr
2.2. Bilinear Maps pairing [L5]. Finally, in 2007, a faster algorithm for
computingnt pairing over finite fields of characteristic

Let G; be an additive group anG, be a multiplicative ~ three was proposed by Beucleitl. [17].

group of the same prime order Let P be an arbitrary

generator of51. Note thataP denotesP added to itself

times. Assume that the discrete logarithm (DL) problem is2.3. Diffie-Hellman Problems

hard in bothG; andG,. We can think 0iG; as a group of

points on an elliptic curve ovefg, andG; as a subgroup  The groupG; represents the group of points on the elliptic
of the multiplicative group of a finite fieldf« for some  curveE. Using the group;, we can define the following
ke Zg, whereZg = {§]1 < & <q—1}. Amappinge: Gy x hard cryptographic problems applicable to our proposed
G1 — Gy, satistying the following properties, is called a protocol.

t hic bili .
cryprographic biinear map —Computational Diffie-Hellman (CDH) Probleriven

—Bilinearity: e(aPbQ) = e(P,Q)®* = e(bPaQ) € G, atriple(P aP bP) € G; for a,b € Z¢, find if there exists
for all P,Q € G; anda,b € Zg. This can be restated in any elemenabP e E.
the following way. For all PQ,R € Gi; then —Decisional Diffie-Hellman (DDH) problemGiven a
e(P+ Q,R) = e(PR)e(Q,R) = e(Q,R)e(P.R) € Gy quadruple(P,aP bP,cP) € G; for a,b,c € Zg, decide
and whetherc = ab mod ¢or not.
e(PQ+R) =¢e(P,Q)e(P,R) = e(P,R)e(P,Q) € Gy. —Gap Diffie-Hellman (GDH) Problem:A class of
—Non-degeneracylf P is a generator 0B;, thene(P, P) problems where the CDH problem is hard but the
is a generator oB;. In other wordse(P,P) # 1. DDH problem is easy.
© 2014 NSP

Natural Sciences Publishing Cor.


www.naturalspublishing.com/Journals.asp

2778 NS 2 Sk. Md. M. R. et. al.: Towards Secure Data Exchange in Peer-to-Peer

—Bilinear Diffie-Hellman (BDH) Problem:Given a  different security threats that can happen during the
quadruple(P,aPbP.cP) € G, for somea,b,c € Z, exchange of data between peers through an unsecured

computee(P, P)ab¢, channel.

Groups where th€DH problem is hard but thBDH
problem is easy are called GAP Diffie-Hellma@H) .
groups. Details abou®DH groups can be found irL[]. 3.1. Data Exchange Policy

LetSbe a schema at a pd@randT be a schema at another
2.4. AVISPA: A Verification Tool for Formal phee'rpi- Ifa ﬂgta exchange EO“CY Is %Pec'f'ed fr@‘tﬁ T,
. . then we callS a source schema and a target schema.
Security Analysis Each peer has instances corresponding to its schema.

AVISPA tool is one of the well-known automated formal ~ Generally, in data exchange settings2], [
security analysis tools that does not only verify whether aSource-to-target data exchange policies are constityted b
security protocol is 'really’ secure or not, but also is able @ set of assertions. Basically, the policies provide a
to show all possible attack traces if the security protocolStructural relationship of data between source and target
is not secure. Furthermore it is publicly available andas well as allowing data to be exchanged between the two.
comparatively easy to model any security protocol usingThrough the policies, a source also exports part of its
AVISPA. AVISPA facilitates an extremely expressive and Schema accessible to the target. The following is a simple
intuitive  language called High Level Protocol €xample of a data exchange setting.

Specification Language (HLPSL) to the protocol verifier

for writing a protocol specification. HLPSL draws its Example 1.Consider a family physician database

. , : (FDDBS) with the schema S consisting of two relations
semantic roots from Lamport's Temporal Logic of R,(OHIP. DOB, Name, Address, Tel, llness) and

Actions (TLA) [2(]. It allows complicated flow patterns BZ(OHIP, TestName, Result, Date). Also consider a

and data structures to be defined and expressed. . . .
supports  "Alice-Bob” notation to show  how &atabase ina me_dl_cal research Ce_II (MRCDBS) with the
schema T consisting of a relations@HIP, Name,

communication takes place between agents. In thi .
language the specification of protocols is written aj”onliecsysi,s[;gs?énze(jS:)Ne?vr\?eee,nRSezﬁg);rAssume the following

different roles where roles are played by agents. Eact?
agent has to perform its task as a basic role. The basic

. L. voh' nameillnessdobtestnamaes ItEInameaddress
role follows event-action based transition: when an event ipnamerinessdon gest ’

occurs, the agent moves from one state to another after Ry (ohip, nameaddressillness dob),
the completion of certain actions. Moreover, an event or _

action of any agent (i.e. one role) is related to an event or Ro(ohip, testnameresult date)
action of one of the remaining agents (i.e. another role); — Rs(ohip, illness doh testnameresult)

to be more specific, when an agent sends or receives
something, there is always another agent who acts as
receiver or sender respectively for that action. There i

The policy expresses
St%at patients’ data (ohip, name, illness, dob, testname,
another type of role, known as a composed role. Theesult) are exchanged from FDDBS to MRCDBS. It also
composed role instantiates basic roles for modeling thesNOWs that the attributes
entire protocol or create a session of multiple agents1ONiP;!liness DOB, TestNameResuly ~ are  shared
When the composed role instantiates or runs the entir@€tween FDDBS and MRCDBS. Although the attributes
protocol it is called the main role (also known as &€ shared for MRCDBS, they also contain some
environment role). After defining the environment role, confidential attributes e.g{Ohip,DOB} that should not
there is a need to define the security goals in HLPSL.P€ exposed to others by any means during the exchange.
Once a protocol is modeled in HLPSL it can be executegVe can say that these attributes are more confidential

by AVISPA verification back-ends (e.g. OFMC, CL-AtSe) compared to the attributegTestNameResuly, since the
to check its security goals. values of those attributes do not have any meaning unless

AVISPA uses Dolev-Yao intruder mode2f] which ~ ©On€ knows corresponding OHIP and date of birth. Note

assumes that an intruder has all means to interfere witihat only the source knows which attributes are

the network and can capture as much traffic as require&onfidential attributes among the shared attributes. The
for analysis. In addition it is also possible to define administrator of the source is responsible to distinguish

intruder knowledge in the HLPSL model. shared and confidential attributes. Note that in this paper
we only consider the schema-level mappings between a
source and a target. We assume that when the mappings
3. Secure Data Exchange Setup are created only the source and the corresponding target
know the structural relationship between their schemas
In this section, we introduce the concept of data exchangdi.e., correspondences between the attributes and
settings between peers in a P2PDMS and then discuselations). The structural relationship is not known to
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other peers. Therefore, during the exchange of data in artarget is requesting some confidential data, for example
unsecured channel, we need a protocol that secureqohip,dob}. It is now the responsibility of FDB to
confidential information of shared attributes. provide the requested data in a secured way because FDB
] ) ] _is the “trusted” or “authoritative” source according the
Now we define the shared attributes, confidential g5t exchange setting. As we discussed in Section 1, there
attributes, non-confidential ~ attributes, and private gre several security threats that can occur during data
attributes. exchange from a source to a target.

Definition 1(Shared attributes). Consider two peers;P

and B in a P2PDMS. Let S be a schema with a set of o

attributes U4 in B and T be a schema with a set of 4. Description of the Protocol

attributes Y in P;. Assume a policy>st = gs — ar

between Pand B. Let att>y) denotes the set of Ina P2PDMS, a peer may act as a source and/or a target.

attributes exposed by; Bsing the policy>s. Therefore, For secure data exchange, source and target peers are

the shared attributes, denoted by SA, areresponsible to generate the secret session key using a

SAC Us = att(Z). pairing function for a specific data exchange session. For
o i ) i ) exchanging data from a source pé&gto a target peep,

Def|r_1|t|on 2_(Conf|dent|al attributes). Consider a data source-to-targetdata exchange policies are constituted.

sharing policyZst = ds — qr between two peers Bnd  Thys if the targe; requests data from the sourgeby a

P;. L.et SA be the set of shared attributes. Therefore, tthuery, then the source provides data depending on the

confidential attributes, denoted by CA, are C/SA. query request and according to the data exchange

policies. To this end, an “on-the-fly” security setup is

Definition 3(Non-confidential attributes). Consider a needed between the sout@eand the targeP;, based on
. . B ' \
data sharing policy>st = s — qr between two peers P the query. Since there is no established security

and B. Let SA be the set of shared attributes and CA be ;
the set of confidential attributes. Hence, the mechanism between them, there could be an attack on the

non-confidential _ attributes, denoted by NCA, are communication, which we discussed before in the section

1.
SA-CA. Assume a source pe®& with schemaS and a target
Definition 4(Private attributes). Consider the data PeerP; with schemal. Also assume that based on the data
sharing policyZs = gs — qr between two peers Bnd B exchange policy betwedhandP; the shared attributes are
and let SA be the set of shared attributes, the privateclassified as follows:

attributes, denoted by PA, is& SA. Confidential attributes (CA) ¥CA,CAg,--- ,CAn}

Example 2.Consider example 2. Based on the data Non-confidential attributes (NCA) =

sharing policy, we see that the shared attributes are {NCA,NCA,--- ,NCA}

{Ohip,lliness DOB, TestNamgResul}, the confidential  The purpose of the security protocol is to ensure secure
attributes are {Ohip,DOB}, and the non-confidential data exchange wheR; requests data frorf, through a
attributes are {lliness TestNamgResul§. Note that query Q that contains confidential attributes as well as
administrators of the peers implicitly define the attritaite non-confidential attributes. Assume a quedy at any
that are confidential during the creation of policies. time instancet is requested fromP; to PB. Before
forwarding the queryQ;, P; generates system as well as
session parameters.

System parameters:System parameters (e.g. group,

We now describe a scenario to justify the need of a
protocol that secures confidential information of shared

attributes during exchange of data in an uUNSecureqjinqay map, hash function) are used for generating secret
channel. . . session keys for data exchange between peers. Depending
Assume that a user at RDB submits the following | "o mutual agreement between peers, system
queryq. . . parameters may be fixed for each data exchange session
SELECT ohip, name, dob, illness, result or they may be changed for each session.
\IijI:?E'\IgE%t estname="whitebloodcotint Ses_sion parameters: Session parameters (_e.g.
dynamically generated id of peers, random numbet;in

Since RDB is connected with FDB, the query is .
. ! random numbers) are used for a specific data exchange
forwarded toRDB after transformation with respect to the session in order to generate the secret session key. These

schema of FDB. Suppose the transformed query for FDBparameters are dynamic for each session of data

is as follows:
; . exchange.
EEE%/ICFE oFTp, name, dob, illness, result In order to request data frof, peerP; generates the
) 2 1 1
WHERE (R.ohip=Ry.ohip) and following system and session parameters.

. System parameters:
(testname="whitebloodcount”) Y P

When the query is received by FDB, it realizes that the -G, an additive group of prime order

© 2014 NSP
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—H; : {0,1}* — Gg, a collision resistant cryptographic The sourcdé® computes a shared secret elemerijn
hash function which maps from arbitrary-length called ashared secret parameteand denoted ag based
strings to points irG;. on the query attribute se@®Aq, andNCAq, as follows:

Session parameters: 0 =H2(NCAq xCAq) € Z;

—Dp, = Hl(ij) € Gy, a dynamically generated id of R also computes another shared secret identit@in

peerP,, wherey is a random number. calledshared secret identifglenoted byDspbased on the

. query attribute se€Aq, as follows:
After creating the parameters Gy, Hy,IDp, >, peer

P, sends the parameters with the quéxyto R. WhenR IDsp=Hi1(CAq) € G1

receives the parameters and the query, it identifies the Depending on the query attributes, session Kkgyfor
confidential and non-confidential attributes. Assufe each session is generated by the so#y@es follows:
identifies the following confidential and non-confidential

attributes from the querg: Kg = &IDp  + IDp,0lDsp) =
Confidential — attributes in Q;, denoted by é(|Dp|7|Dsp)Ué(|Dpj,|DSP)0
CAq={QCA;,QCA,--- ,QCAn} CCA SourceR, also generates authentication codlg as
follows:

- [ONCA ONCA - -GNCA) SN PNEe Auto = Ha(K 1D 1D [R_sesioO
whereR_sessionis a random number generated by the
When R receives the parameters froff), it also  sourceR to distinguish every session from each other so
generates system and session parameters for computingtlat a replay attack cannot take place on the
secret session key for the authenticationRpfand for ~ communication.

encryption of the query resultQR. The generated Finally, source R sends the system parameters
parameters are given below. < G2, Hy,H3 > including the session parameters
System parameters: < IDp,Ri_sessionAUl > to the targe;.

After receiving the system parameters as well as
session parameters from the souRgargetP; generates
o andIDsp. Finally targetP; computes a session ké,
as follows:

-Gy, a multiplicative group of the same prime ordgr
as the order of the additive gro@ .

—A bilinear mape™ G1 x G; — Go.

—H,,Hs, two collision resistant cryptographic hash
functions. Hy : {0,1}"* x {0,1}* — Zi, where

. . ) Ksj = é(|Dpj + |Dp|70|Dsp) =
Z, = {[,l|l <u< q- 1}. Hs: {O,:.I.} — {0,.1}. ;a &(IDpg,1Dsp)?&(1Dp,,IDsp)? = Ks
mapping from arbitrary-length strings #o -bit fixed Target also computes the verification codery as
length string. follows:
Session parameters: Verp = Hz(Ks||IDR |IDp, ||R —sessioN|0)

-An ID IDp = Hl(PiZ) € G1, where, is a random  The verification codeVery is computed to verify the
number. authentication codéauty of B.

—A random numberR _session Which is used for TargetP; compares/ery with Aul; if (Verp = Aut)
generating the authentication coflef. thentarget generates another authentication chdig as
Depending on the confidential and non—confidentiaIfOHOWS:

attributes B, now generates the secret session Kgyand Auty = Hs(Ks; |[IDR [|IDp,||Rj-session|Ri-sessionl1)

authentication codAuty using its own parameters and the
parameters oP;j. The generation and purpose K¢ and
Aufy are discussed as follows:

whereRj_sessionis a random number generated by
the target and different from each session so that replay
attack (request to source) cannot take place in the
communication. FinallyP; sends< Auty, Rj_session>

. . to sourceR.
4.1. Generation of Secret Session Key and Upon receiving< Aut, R _session> from the target
Authentication Code P, sourceR generates another verification coder; as

follows, and compares it witAut; .
In identity-based crypto there is generally a private key _ _ _
generator (PKG) which entities use in order to obtain Ven = Hs(Ks [|IDg|[IDp,||Rj-sessioN|Ri-session|1)
their private keys. This is a trusted authority (like a CA in If Ve matchesAut; , i.e (Ver; = Auty) then source
a PKI). In our proposed protocol there is no PKG but still peer sends the data of the query reQfitby encrypting it
our protocol works properly. In this proposed security with the private session ke .
protocol, the responsibiliies of a PKG are mutually For distinguishing computation and communication
performed by the source and the target. between the source and the target, “0” and “1"are used.
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Source

Target
= o Aquery iis Ru
etermines: §
enerated Tser
Gy, & Hy, Hy Generates: R P] ) 5 ek
ID, €G, , Sessionkey Ks,, A 3\ N Determings:
random number R, sgssion and <GnHy, Q,IDy> An additive group
authentication code Aut, ks G, of prime order ¢
1
and hash function Hj.
<Gy, & Hy, Hy> Generates:
An D ID, G,

<IDp , R; sgssion Auty>

Generates:
Ver, ; Verifies: Ver; with
Auaty. if Ver, =Aut, then
Generates MACygss.i5

< Rjssstons Aut;> Generates: K |
A random Rjsgssion -
Verq; Verifies: Ver, with
Auty ; If Very = Aut, then
Generates: Aut;

vallh CIPHERS
Encrypts: CMESSA(:E,ID S
Query output Qf is encrypted =
with K., The cipher output

is CIPHER

Decrypts: CIPHER .

: o
with K5 ,Generates: *
VERgsscx ; Verifies:
VERygssae With MACypssacr :
U VERymssacs = MACsmssace
then data is exchanged

successfully.

Figure 1 lllustration of proposed protocol for key agreement and
secure data exchange in peer-to-peer data management systems.

4.2. Secure Authenticated Data Exchange

After authentication between the source and the target,
source B generates amessage authentication cqde

denoted byMACyessace0n query resuItQtR, which is
computed asMACyessace= Hz(QF). The source also
encryptsQR with its secret session kelfg, denoted by
ClPHERQ{?, which is computed as
CIPHERgp = Exq (QF), where Ex; means encryption
using the session keis. Finally, B sends the following
packet toP;.

< |DP, ,ClI PHEF{?‘R, MACMESSAGEIDPJ- >

After receiving the packet, decryptsCIPHEFb[R with
the session ke)KsJ. denoted asDKsj (CIPHERQR) and

3.b: Generates an IDp, a random
numbeR,_session

3.c: Generates secret session Key
authentication codAut.

3.d: Sends< Gy, € Hy, Hs, lDF’|>
R _sessionAufp > to the targe®;.

STEP 4: TargeP; generates secret session kgy,
verification codé/er.

4.a: Generates randoR)_sgssionN
4.b: Compare¥er with Auty
if Verg = Autp then
generates\ut; .
4.c: Sends< Rj—SESSIONAUtl > to the
sourceR.

STEP 5: Sourc® generates verification codéer; .

5.a: Compare¥er; with Auty
if Very = Aut; then

generatesnessage authentication
code MAGiEsSAGE

5.b: Encrypts query resul@f, by using
the session kellg denoted
asCIPHERg.

5.c: Sendsc IDpI,CIPHERQIR,
MACMESSAGEIDPJ- > to the
targetP;.

STEP 6: Target decrypGIPHER?lR with session
keyKs;; generates verification message
authentication cod¥ ERyessace
compared/ ERyessacewith
MAGVESSAGE.

if VERvEssace= MACuESSAGE
thendata is exchanged successfully.

5. Cryptographic Implementation and

generates the verification message authentication cod&ecurity Analysis

denoted by ERyessace Which is computed as follows:
V ERVESSAGE= H3(DKSJ_ (ClPHE%lR))

Finally, Pj compares/ ERyessaceWith MACyessace If
V ERvessace= MAGuessacethen the data is accepted.
The whole process is illustrated in Figute and
described in the following steps:
The step-by-step procedure of the proposed
protocol goes as follows:

STEP 1: A quen) is generated at the target
STEP 2: TargeP; determines grouf®:, hash
functionH; and performs the following steps:
2.a. Generates an ”]Dpj.
2.b: Sends< Gp,Hy, @, IDpy > t0
the source?.
STEP 3: Sourc® executes the quer®; on its local
database and performs the following steps:
3.a: Determines grou@,, bilinear mapping
function€, and cryptographic hash
functionsH, andHs.

In this section we discuss a cryptographic implementation
of the proposed protocol. To this end, in the following
subsections we discuss a suitable choice of key lengths
and finite fields for the implementation of the
pariing-based cryptosystem.

5.1. Choosing Key Length for a Desired
Security Level

RSA Security Systems evaluated the equivalence between
the symmetric key systems and RSA Security systems:
1024-bit RSA keys are equivalent in strength to 80-bit
symmetric keys, 2048-bit RSA keys to 112-bit symmetric
keys and 3072-bit RSA keys to 128-bit symmetric
keys [26]. Furthermore NIST 27] key management
guidelines suggests that 15360-bit RSA keys are
equivalent in strength to 256-bit symmetric keys. For
achieving different security levels, NIST has evaluated a
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Table 1 Comparable Security Strengths characteristic three uses the least memory for storing
elliptic curve points (base field elements) compared to
Security | Integer factorization Size of ECC: Group prime fields and binary fields, though the the extension
Strength | cryptography (IFC) | extension | size of ()] field size among these three choices of base fields is the
(in bits) (in bits) field ]Fqk(ln bits) (in bits) L
= ©0.RSA (9. DSA D-H) | &g, ECOSA same, around 1024 bits lond.g].
0 10722 072 160-223 The curveE(Fpm) : y? = X3 + Ax+ B, can be either
112 2048 2048 224-255 supersingular or non-supersingular. For supersingular it
= oLl el oo has an embedding degree of k = 2, and for
555 15360 15360 5127 non-supersingular it has any finite embedding degree with

m = 1. There are available efficient algorithms for some
non-supersingular elliptic curves to compute pairing, as
an example MNT curves 2P]. The embedding degree of
some MNT curves is also 6, but for Tate pairing
comparable security strengths among different cryptocomputation on such curves it is needed to take inputs
systems, which is given in Table Column one of the from E(Fq)|l] and E(Fg)l], to have an output irf,.
Table 1 indicates the number of bits of security provided Furthermore, the size CE(]Fqk)[l] is very large. anthe

by the algorithms anq the key sizes in the particular TOW. iher hand, there existsdistortion mapthat maps a point
Due to the computational advantages of the attackers Rom E(Fq)[l] to a point in E(Fqk)[l] for supersingular

the secu_?t):h algorlthmsihthke b'ts Off stehcurlfy I'?h not elliptic curves. Thelistortion mapsaves a lot of memory
necessarily tn€ same as he key sizes for the algorntnms. ¢, point storage, and also helps for point computation on
The security of pairing-based cryptosystems is mamlysupersingular elliptic curves 16]. Thus, for the

dependent on two basic problems: (i) ECDLP: elliptic implementation of our proposed protocol the candidate

curve dlscr?te Iogarlthm problem n the e”'pt'(.: CUIVE finite field can beF 7 on the supersingular elliptic curves
group and (ii) the logarithm problem in the extension field o=@ —x+1ory? =x3—x—1

Fge [16]. Hence, choosing the size of the group and the In the following analysis, we will use the parameter

extension field are the important factors for the | ; b ting in the el Ginand

implementation of the proposed protocol. According to \c';a utgsbgl\:?)ﬂgiI;\g.eéori)siyalgg :ILr(l)Z 4ebﬁ errgs?;eﬂctiv;; We
. . . 2 - =PI, .

the desired level of security which we want to be further assume SHA-12] is used to compute the keyed-

available for our proposed protocol based on the Table X ;
we have to select the size of the extension field and th@.":lSh message authentication CoA&lTo, AUTL), which

size of the group. As an example we are consideringy'eldsalGO'blt output.

80-bit security level; therefore in the next subsection we

discuss choosing an elliptic curve with a corresponding

appropriate finite field. 5.3. Communication Overhead

Communication overhead for our proposed protocol can
5.2. Choosing Elliptic Curves and Finite Fields be evaluated in terms of packet sizes that are transmitted

by the source and the target peer over the communication
Choosing an elliptic curve that is suitable for link during the key setup and authentication phase,
pairing-based cryptography, there are two optionsdescribed in sectiod.1and4.2
available (i) supersingular curves or (ii) non-supersiagu Communication overhead for the target pBgfs two
curves of prime characteristic. One of the basicpackets that are as follows: (i) First packet with size =
requirements for the selected elliptic curve is that it (Number of bits to describe Grou@; + No. of bits to
should have a small embedding degree, or securitydescribeH; + 160 bit + No. of bits for description of the
multiplier [19]. As we are considering 80-bit security query), which can be stated d3¢scriptor Packet for G
strength, the smallest subgroup order&dffy)[I] should  + Descriptor Packet for W + |G;| element + Descriptor
be 160 bits long and the size of the extension figljd  Packet for Q) and the (ii) Second packet with size = (160
should be 1024 bits long. Thus the embedding deggree bit + 160 bit), which can be stated as

should be close to 6.4. (< Aut,Rj_session >)=(16it HMAC output +
Supersingular elliptic curves can be constructed on160bit random numbej.
different fields such as prime field%,, binary fieldsFom Communication overhead for the source plaas two

and fields of characteristic threBsm. The embedding packets that are as follows: (i) First packet
degree is different for different underlying fields. TaBle (< G3,& Hy,H3 >), which can be stated a®¢scriptor
shows some pairing-friendly supersingular elliptic csve Packet for G + Descriptor Packet foré + Descriptor
and their required field sizes for achieving 80-bit security Packet for B + Descriptor Packet for H ) and the (ii)
level. Considering implementation, the memory requiredSecond  Packet <( IDp,R_sgssionAulp >) =
for storing an element iff597 is less than that for storing (|Gilelement + 160bit random number +

an element inFgpse or Fsip. Furthermore, fields of 16Chit HMAC outpu)
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Table 2 Some Pairing-friendly Supersingular Elliptic Curves with 80-bit Securitgi®jth

Elliptic Curve Equation Finite Field Curve Order Embedding Degree l Field Size (in bits) ‘

E(Fpm) 1y =x3+Ax+B Fp p+1 2 512
E(Fom):y?+y=x2+x+bbe0,1 Fy 2M 4 1 2miD)/2 4 239

E(Fam):y2 =x¥—x+bbe —1,1 Fs 3Ny 14 3MHD)/2 6 97x2=194
5.4. Computational Cost 1.Peer; — Peef :< Gy,Hy,Q,1Dp, >

2 Peef — Peey; :
The protocol setup involves 1 pairing operation, 1 point < G2,& Hz,H3,IDp, R _sessionAuly >
addition, 1 point multiplication (for deriving the  3.Peer, — Peef:< Rj_sessionAut >
symmetric key), 2 hash evaluations d#;, 1 hash 4.Peey — Peey; :
evaluation orH,, 2 hash evaluations dfiz, and 1 random < 1Dp ,CIPHEF\)QtR, MAGuvessace!Dp, >
number generation for the source p&eias well for the
target peePj. Hence, the total computation cost for both
the source and target peers together is: 2 pairin
computations, 2 point additions, 2 point multiplications

(for deriving the symmetric key), 4 hash evaluations ONgecure data exchange protocol (shown in Figlyen

Hu, 2 hash evaluations o, 4 hash evaluations Os, ) 1omata format where the state transitions of all basic
and 2 random number generations. The computation tas‘ﬁ%les (i.e Peer and Peer; played by agent A and B
. | i

;pr'tpeﬁrsl,dlnclude pa:!n?g operaﬁu:ns (ﬁasl‘!c ?alrlng agdrespectively) have been clearly shown. Since HLPSL is
inite field exponentiation), point multiplications an an event-action based model, the words "event” and

addm?_ns, hash opéerattl)?ndsl, itr?" amotn%_ which PAINNG. o tion” are attached with each transition. Due to space
operations aré ‘undoubtedly theé most time-consumin imitations, it is not possible to include the original

task. An example can be found in Tables 3.3, 4.3 and 5. LPSL model (i.e., HLPSL code of the proposed

of [28]. If the Tate pairing is used for the basic pairing : ;

; o . . protocol) in this paper. Even though the HLPSL model
operation, It Is show_n_ |n2_[9] that the .t'mi take(? flof shown in Figure2 and our proposed protocol (shown in
computing a Tate pairing Is 26.2 ms, in the underlying Figurel) are the same semantically, we find it important
base field ofFypr. T"’.lte. pairing computation on e!l!ptlc to discuss few issues regarding the HLPSL language for
curves of characteristic 2 and 3 has been S|gn|f|cantlythe better understanding of our HLPSL model. First of all,

improved [15], which is more realistic in security our HLPSL model (Figure?), the keywords "RCV”
applications for pairing-based cryptosystems. From thlsand "SND” are used to represent receiving and sending
discussion we can conclude that the real-time

S o ) . message to or from another agent respectively. Secondly,
computation intensity in our protocol is quite acceptable. the HLPSL language facilitates a default signal/word

called "start” to show the initiator of the protocol. For
o instance, in our moddPeey; initiates the communication
5.5. Formal Verification by receiving a "special” signal RCV(start). Furthermore,
it is important to note that unlike in our proposed model,
In this section we discuss formal security analysis of ourneither role (i.ePeer, andPeer) sendsG, Gz, Hy, H, and
proposed protocol. To conduct the experiment, we use thé as a part of its message since the HLPSL language
AVISPA tool which is discussed in secti@¥. To be more  facilitates a role to share/have some prior knowledge.
precise, our objective is to check whether the session keWloreover, in HLPSL, an agent can check the secrecy of a
generated (separately) by each peer will remain a secredecret as follows: after creating the secret (values or
between them and thus an adversary cannot retrieve theariable) in the basic role, he will write a statement where
query reply. To this end, we model our proposed protocolhe specifies the agents to whom it remains a secret. An
using HLPSL. example of the original HLPSL syntax is given as
HLPSL model of the proposed protocolt is follows: secret(Qt_reply, qtresult.id, {A,B}). Here
comparatively easy to model a protocol when it is QT _reply is the secretA andB are the agents to whom it
represented in "Alice-Bob Notation” because it gives aremains a secret argl_result_id is the protocol id which
clear picture of how communication takes place amongwill be invoked from the security goal section of our
agents. That is why, prior to writing the HLPSL model of HLPSL model to check the secrecy @f_reply. If no one
the proposed protocol, we first represent our proposedther than those specified agents (i.e. an intruder) can
protocol in "Alice-Bob” notation as follows: learn the secret then the protocol will be called safe when

From the above Alice-Bob notation of our proposed

rotocol, it is easy to see that our HLPSL model will have
wo basic roles for two principals, nameleer and

Peer. Figure2 shows our HLPSL model of the proposed
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: Rey Generate Ksi, and Aut0
RCV(start SND(Qt, ID b Rey ) ’
( ) ‘./]-_-1\ ( i DJ}\ i ﬁ‘ A (Qt fDF‘J) ND(1Dpi,Ri_session, Aut0)
Event U Action Y7 QMJ EVEnt 21 Action
(1) -

. siof
G V(RS
e Nerate Ve RC gvent

|y and MAC_msg

Z Generate_ at_reply i e
© SND{'.Dp!,{O.t_repiy}_ ,

Check secrecy of Ksi |
Check secrecy of Qt_reply

Action

Event

A. Statetransition of Peer ; (Played by agentA)  B. State transition of Peer, (Played by agent B)

Figure 2 HLPSL model of the proposed secure data exchange protocol RIDHIS.

it is be executed by AVISPA back-ends; otherwise (i.e.6.2. Replay Attack
when an intruder can learn the secret) it will be marked as

unsafe and the corresponding attack trace will be showdn our proposed protocol, a malicious peer cannot pass
by the AVISPA back-ends. the authentication process. We use an example to

We execute our HLPSL model of the proposed illustrate the situation. Consider a scenario with two peer

protocol using the OFMC and CL-AtSe back-ends of P @ @ source an& as a target in a P2PDMS, and a

AVISPA in order to check two secrecy goals: secrecy of malicious peerP, wants to mount a replay attack.

the session key and secrecy of the query-reply. Both ofSUPPOse thal; sends a querg; to R for data exchange

the AVISPA back-ends mark our protocol as safe. and the session/system parameters generated during the
data exchange session are< G1,Hy1,1Dp; >,

< G2, Hz,Hz >, < IDp,R_sessionAulyp >, and
< Aut;,Rj_session>. The generation of parameters is
6. Prevention of attacks discussed in Sectioh Assume that whe#®; sendsQ; to
P, Pn makes a copy ofQ; and the session/system
parameters during the data exchange session for a replay
In this section we discuss prevention of different attacksattack. LaterP, sends the quer§ to the source by using
by the proposed protocol. the last session parametets Gi,Hy,IDp, > for the
replay attack. After receiving these parametef,
generates a new session and system parameters, and sends
them toPy,. Now the random numbéR;_sessionis hewly
6.1. Man-in-the-middle Attack generated by sourdg to compute a new authentication
codeAuty denoted aiutj®" and a new verification code
Ver, denoted a¥er}". Note that after the session is over
In this section we discuss the prevention of man-in-the-B and P; do not storeAuty, Auty, Ver, andVer;. Since
middle (MITM) attack provided by our proposed protocol. Ver]®¥ - Aut, whereAut; is the old authentication code

In our proposed protocol the secret kegs andKs; stored byPy, B, does not send the query resQft to Py,
are generated based oslaared secret parametes,, and If R_sessionis generated repeatedly by the souRce
a shared secret identity IDsp. The Shared secret and all the previous session parameters are copieghby
parameterandshared secret identitgre computed based still Py, cannot decrypt the query res@f. BecausePy,
on confidential and non-confidential attributes that arecannot computesecret session keygKor Ks;, it cannot
only shared between the source and the target peersomplete the authentication process. Hence, the proposed
Moreover, there are no public parameters associated witprotocol is robust against a replay attack.
o andIDsp, used to generate session ké§s, and Ks;-
Hence, by copying public parameters, an intruder node
cannot generate a session key in the middle of a dat$.3. Masquerade Attack
exchange session between two peers. Thus,
man-in-the-middle attack is prevented in our proposedin our proposed protocol, peers authenticate each other
protocol. before exchanging data. Furthermore, in every session of
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