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Abstract: This paper presents an effective technique for both synchronizatibisecure communication. In particular, an adaptive
sliding mode observer is developed and practically implemented. Onlyanpanent of the state vector of the transmitter, that satisfies
the observability matching condition, is sent to the receiver via a publichanhich is a sliding mode observer. This observer is able
to estimate the state vector of the transmitter and then, reconstruct thenmkiformation hidden in the transmitted with inclusion
encryption. Finally, the chaotic secure communication system is simulateanaitab and then practically implemented by electrical
circuits with Multisim software and Ultiboard software.
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1 Introduction keying (4], two channels transmissiorb]| parametric
modulationp]and inclusion encryptiorT][ 8].
Most of the communication schemes consist of two

Due to the considerable progress in communicationparts: a generator of chaotic signals, which is called the
technologies over the past decades, the security ofransmitter, and a response system, which is called
information exchange has become a "major concern.” Inreceiver. In symmetric encryption, the decryption of the
this context, cryptography plays a crucial role because the&inknown information requires the synchronization of the
information is mainly transported by public networks. transmitter and the receiver. To achieve synchronization,
The main objective of cryptography is precisely to hide the output of transmitter is sent to receiver. For the cleaoti
the information transmitted through insecure channels, irencryption, which is similar to the principle of symmetric
other words, to guarantee the protection andencryption P], synchronization, commonly known as
confidentiality of communications. Despite the diversity synchronization of chaos since the work of Pecora and
of cryptographic techniques, two classes are usuallyCarroll during the early 9010] [11], is ensured by
distinguished: the public key cryptography and symmetricobservers[2] [13,14,15,16]. Others approaches have
key encryption {]. been proposed in the open literature to synchronize two

Chaos is one of the most complex dynamics maychaotic systems 1[7,18,19,20,21,22], using passive
exhibit non-linear systems. The signals generated bycontrol [23,24,25], or impulsive control €].
chaotic systems have statistical properties similar to The work presented in this paper propose a new
randomness in spite of being deterministic. This may wellsecure communication, where the information to be sent
be one way to implement the principles of confusion andis encrypted in the chaotic Chua’s circuit, which is the
diffusion required by Shannon for cryptographic systemstransmitter. Then, only one component of the state vector
[2]. As a result, chaotic systems have been used for securef the transmitter is sent to the receiver, to achieve the
communication and different encryption systems basedsynchronization, and therefore, reconstruct the unknown
on chaos have been proposed in order to hide thénformation. The synchronization is ensured using a
information signal: additive masking3], chaos shift sliding mode observer, which is a variable structure
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observer able to take into account some structural
singularity and also is robust in the parameter variations.
If an observability matching condition is verified, the W
observer is able to estimate the state vector of the + + + s
transmitter and then, reconstruct the unknown L
information. The effectiveness of the proposed secure 2 v v —/— o1 v N
communication is illustrated through matlab simulation. 3 2 L I A A
The main difference with the existing works is the g,
implementation using Multisim software and Ultiboard
software of the proposed secure communication. * *
The layout of this paper as well as the main
contributions is now described. In Section 2, the design of (a) Chua’s circuit
the transmitter circuit is presented. Then, the receiver
circuit design is detailed in Section 3 where the
reconstruction of the unknown information is illustrated.
Finally, some concluding remarks are given in Section 4.

2 Design of the Transmitter circuit s

Chua’s circuit is the simplest oscillator exhibiting a
variety of bifurcations and chaos, it was introduced in P | i | P
1983 by Leon O. Chuar].. This circuit contains a linear BT R Y R a—
resistor R, Ry), a single nonlinear resistof (v1)), and

three linear energy-storage components: an indudtpr ( . .
and two capacitorsd;, Cs). (b) Chaotic phase trajectory

The state equations for this circuit are given as follGjv [

vy = ﬁ (vg —v1) — c%f (v1) Fig. 1 Chaotic Chua’s circuit

L
We proceed to the <change of variable:
V1=, v =Y, U3z =2Z. e
Consequently,1)) turns into:

. 1 1.
Vg = R (Ul - UQ) + 0*27/3 (1)
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Fig. 2 Block diagram of a communication system
t=aly—xz— H(x))

j=a ——y + z 2)

Z=—-Py—7z
L is locally weakly observable if it satisfies the observaili

where:H (z) = br + 5 (a—b)(Jz+ 1| =]z —1)); = rank condition:

18.605 , b = —0.732101 ~ = 6.7781166%107°, a =

—1.37067 dj_fhh

In Figure 1, the circuit diagram of the chaotic Chua’s rank f —n

circuit and its chaotic attractor are shown. : o

Before proceeding to the design of the receiver, the dL}L*lh

transmitter must verify the following Assumption.

Assumption 1. The chaotic system where dh denote the gradient oh (dh = V'h),
. Leh(z) = Y1, fi(x) 2% (x) and L$h = h and
#(t) = f(x (1), u (1)) [
y = h(z (1)) f_f<f ) =
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Using assumption 1, the observability matrix in the
neighborhood of the equilibrium point given by:

dh 0 0 1
OBS= |dL;h| = | 0 -8  — @)
dL3h —B B4y ¥ -8
With : h = 23

Rank (OBS) =3, which means that the systeR) {s locally
weakly observable.

The block diagram of the proposed secure communication

system is shown in the figure 2.

The messagen(t) is hidden in the transmitter using the
encryption method by inclusion, thus(t) is added to the
stater;. Then, the statg; of the transmitter is selected as
the output, transmitting information from the transmitter
to the receiver in order to achieve the synchronization.
After inclusion, the systen?j becomes:

= a(ry—x1 — f(21)) +m
i2:$177I2+I3

. 4
i3 = —fBxg — Y3 “)
y =x3 = h(z)

The system4) is observable if the definition 3.7 id] is
satisfied. To this end, syste) (can be written as:

{

&= [f(x) +p(x)m

y=Cx
1 ®)
with :p(x)= |0
0
The computation of OBS.p(x) gives:
0 0 1 1 0
OBS.p(z) = 0 - —y ol=10
B B+y y*=8] |0 -B

Since # 0, the observability matching condition given
in [4] is verified.
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Fig. 3 Simulink model of the transmitter

3 Design of thereceiver circuit

Let us design a slave system with sliding mode observer as
follows:

#1 = a(F — &1 — f(#1)) + Exhisgn (81 — #1)

Ty =21 —— 22 + 23 + Exlasgn(Tz — 22)
T3 = —PTy — yxs + Azsgn(xs — I3)
(6)
Where: (&1, d9,23)are the estimated states,

Ty = Ty — ()\i+189n (.’Z‘Z‘+1 — ji+1) )eqis the auxiliary
system,\; is an observer gain which is adapted by an
adaptive law and the estimated message is
m = ((Eg)\l/a)sgn(i‘l — i‘l) )eq. |fl‘i 7é Ts, the
termE; = 0, otherwisé”’; = 1. The subscripeq means
equivalent control that can be obtained by passing the
term A\;11sg9n (41 — Z541) through a low pass filter.
Although ideal sliding mode cannot exist due to
imperfections and a high frequency oscillation called
chattering phenomenon, the high frequency switching

Our objective is to synchronize receiver with transmitter (€M is eliminated by the low pass filter and filter output

and therefore, estimate the unknown informatian To
this end, the following lemma must be verified.
Lemma 1[4]:

yields the equivalent control.
The Simulink model of the receiver is presented in Figure
5.

It is possible to design a step-by-step observer (receiverﬁzor experimental realization of the sliding-mode observer
W

for system 4) if the flowing conditions are verified:
1. The state and unknown perturbation are bounded,

T
2.rang (dh, dLyh, ... ,dL}“lh) =n

3. <(dh)T, dLsh)7, ... (dL}’_lh)T> Tp (z)
(0...060)"withe £ 0

The Simulink model of the transmitter is shown in Figure
3.

An analog implementation of the transmitter using
Multisim is shown in Figure 4, where an operational

e have considered only the corrector terms. The
equations of such observer are given by:

5181 = /\1 Sign (i‘l — 5?1)

ii'g = )\2 szgn (i’g — ii'g)

.%;‘3 = )\3 sign(xg — .f‘g)

With :

To = T3+ )\z),RLO sign (1‘3 - JA}3)

T =2+ %Ig + )\2 C3R sign (572 - i’g)

+ (T — Z2) + f (Z1) + A, Cy sign(Fy — 93127)

m =

amplifier LMC6482 and passive components are usedSep 1. Construction of #3: The signal z3 is defined by

The transmitted signah(t) is a sinusoidal signal with the
frequency f = 50Hz.

the expression given in7). The constructing block
diagram is given in Figure 6.
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Fig. 5 Simulink model of the Receiver
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This equation can be expressed by the block diagram

(b) simulation of transmitter circuit with shown in Figure 7.
Multisim Then i is calculated and constructed in the same way
thanzs.

Sep 3. Construction of #; : % is built using the same
procedure given previously to construct .

eg =T9g—To =0 =
€3 =T9g —To =0 = (9)
T :i‘g-i-%xg—f—CQR )\2 sign (552 —.’fﬁg)

The corresponding block diagram is shown in Fig8re
Then z; is calculated and constructed in the same way
thanzs ands.

(c) Transmitter circuit with Ultiboard

Fig. 4 Transmitter circuit realization

A4

N 1 %
-./'ID s

Sep 2. Construction of o : for that, we calculate the
estimation erroes in order to calculate the auxiliary state

Z2- Fig. 6 The block diagram for constructingg
e3=x3—23=0 =
éz3 =T33 —T3=0 = (8)
Ty = T3+ )\3RLOSZ'Q’I”L (xg — 1?73)
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Fig. 8 The block diagram for constructingy @ 0
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Step 4. Construction of /2:  the message m(t) can be temps (s)
reconstructed when z; = 1, then :

el =T — le =0 =
G = 5511 ixl :NO B ) B . Fig. 10 The synchronization error using the sliding-mode
Ly = 5 (Z1 — T2) + f (%1) + A, C1 sign(Z1 — 21) observer

(10

The corresponding block diagram is shown in Figure 9.
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Fig. 9 The block diagram for constructing temps (s)

Fig. 11 Original and reconstructed transmitter message using

The reconstruction error is illustrated in Figure 10 with sliding mode observer
the corresponding gain values
A1 = 220, Ao = 130, A3 = 300. From Figure 10, it's
clear that the synchronization of the transmitter and the
receiver is achieved since; = 0, e; = 0 andes = 0.
Consequently, the unknown information is also well
reconstructed as illustrated in Figure 11.

Equations 8 (9) (10) can be expressed by the
diagram in Figure 12 and Figure 13 show the electronics
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Fig. 12 Electronic circuit of the receiver with Multisim software

circuit of the receiver. From Figure 14 we see that there
exists a phase shift between the transmitted and
reconstructed message which is once again because of the
low-pass filter’s transfer function. However, we obtain the
necessary information about the message.

4 Conclusion

In this paper, we investigate the synchronization problem
based on observers in chaotic communication approach.
The unknown information is encrypted in the transmitter, Fig. 13 Electronic circuit of the receiver with Ultiboard software
by injection method, and by a sliding mode observer, the

synchronization is achieved and the hidden information is

reconstructed. A numerical simulation is provided to

show the effectiveness of the proposed method. FinallyA ck nowledgment

an implementation of the secure communication circuit,

using Multisim software, has also been proposed toThe authors are grateful to the anonymous referee for a
shown the feasibility of this method for applications at careful checking of the details and for helpful comments
low frequencies. that improved this paper.
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