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Abstract: Web service is considered as one of the most promising computingigasdvhich works as plugin mode to provide the
value-added applications in Service-Oriented Computing (SOC) andc8ddviented Architecture (SOA). The general Web service
verification focuses on functionality and its termination, such as deadtdislketock. However, it might not be able to help in accurately
understanding service behaviours because it lacks interaction véifissespecially temporal behaviours. To this point, automatically
generating proper temporal logic formulae of verification property isragry and important task since the manual property generation
is time-consuming and error-prone. Thus, this paper proposespaoaah extending UML as service threat-driven model to generate
the verification property, including the features of functionality, time camss and probability during service interactions. First,
it introduces a scenario description tool, mainly Probabilistic Timed Liveu€ece Chart (PTLSC), on which kinds of implication
threats are discussed, specifying the insecure behaviours whichl $feoprohibited from occurring in Web service. Second, it gives
corresponding transformation methods to extract the verification gyofsem threat-driven model, in which the message coverage
criterion and partial relation are employed. These formulae are in thedbProbabilistic Timed Computation Tree Logic (PTCTL),
which afford an underlying guideline to guarantee the correctnessetindility of Web service since its threat-carried characteristics.

Keywords: The Verification Property, Service Behaviours, Threat-Driven Nidelermulae Generation.

1 Introduction service requires interface that there is at least one servic
whose provides interface matches with respect to the
Web service is the new feature in constructing e-bUSineS§orrectness of number, sequence, and types of parameters
applications of model service industry, which supports[2,3]. It is interface comparing. Thus, once an assumption
business agility, flexibility, and availability. The js made at the input interface of initial state, the struaitur
advantage of composting services via the workflow oryerification is to guarantee the final state’s output after
interaction definition provides the value-added andin\/oking a service. However, on|y to consider the
platform-independent applications. Kinds of servicesstructural verification is insufficient because the service
composition approaches have been published byrocess of business logics may have complex
academia and industry, such as Orchestration an@ependencies.More functional and non-functional
Choreography languages 1][ (e.g., BPEL4WS, yerifications should be performed. Consequently, the Web
WS-Choreography, and WSCL). However, due to Webservice verification requires the temporal behavior
service perhaps be developed at different platformschecking and probability behavior assessment when
published by different people, and possibly designed withservices support the same functionality at their interface
different implements, the correctness and reliability are  Gjven two collaborated services are compatible with
hard to guarantee in the case of integrating existingeach other, such as booking tickle and tickle processing.
services. Thus, the formal verification of Web service hasput, the temporal behavior among services may influence
been attracted more attentions. the overall functionalities, if they are disorderly worked
Generally, the compatibility is to verify whether the To the best of our knowledge, the existing verification
functionality of business logics is correctly implemented methods are qualitative. They transform the Orchestration

in which most of works study deadlock and livelock and Choreography specification into Automata, Petri net
checking at the structural level. For each operation of a
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or Process Algebrad[5,6]. After that, the temporal logic  visually express the interaction behavior among multiple
verification is employed to check the functional processes/agents. It is one of the popular used software
requirements, such as the behavior consistency, and givepecifications. Literatures 7[15,16] about formally

the true or false assertion. However running under opergenerating or transforming temporal logic from LSC
and ever-changing Internet environment, the scenarios have been successively published.
non-functional requirement is another important In LSC, there are two basic elements, mainly
evaluation index. It calls for quantitative verifications, pre-chart and main-chart, which are surrounded by a
such as performance estimation, which judges the qualitylashed-line hexagon and solid-line rectangle respegtivel
of service when a service is invoked, mainly LSC has two types of scenarios: the Universal scenario
timing-response, cost and reliability. The non-functiona chart, and Existential scenario chart. The former is that
requirement ensures that the composite service providewhenever the pre-chart occurs in an execution, the
correct values, and the value is produced at the righimain-chart shall follow and it must be executed at least
time-points with lower cost and high reliability. once; while the latter describes a possible execution of

At present, how to specify and generate themain-chart in future. The temperature concept is
verification property for Web service is still a big important in location, condition and message of LSC
challenge. The first important issue is to give the properelements, which consists of the hot and cold
property for checking service’s behaviors. Undeniably, measurement. If hot is true, the element depicted as
the manual property generation is time-consuming andsolid-line must be occurred.If cold is true, the element
error-prone. In addition, it is hard to give the complete depicted as dashed-line may be occurred.
correctness and reliability property since services are
changeable in anytime and anywhere. However, we can
describe threats to represent a scenario of not-allowe
behaviors in reverse. If these behaviors occur, we confir
that the interaction of Web service is insecure.

In this paper, we are motivated to consider Web Timed Computation Tree Logic, abbreviated as PTCTL
service interactions as a sequence of observed events, afi@l, is one of temporal logic. It mainly adds two important
then threat-driven model is proposed to describe thes®perators that the time and probability identifier. elbe
insecure behaviors for the final property generation. Therghe time constraint 9] which is a set of relational
are two novelties: (1) it extends the Live Sequence Charexpressions over clock X that
(LSC) as threat-driven model in which time constrains { ::=x~c|x—y~c¢|~{|{ N
and probability information are introduced, then gives  For example] = (x> 1) A (y < 1),wherex,y € X are
kinds of threat scenarios; (2) it uses the message coveraggocks andc € N is natural number. Time value is
criterion and partial relation to extract the verification Assignment that maps each clock in X to a real number
property from the threat-driven model, by which the v: X — R, i.e.3x € X, v(x) = 3, states that the current
generated temporal logic formula carries not only thetime value of clockxis 3. If v(x) ~ ¢, it is called as time
functional but also the non-functional requirements. satisfaction that/(x) |= c , otherwise, it is called as time

The remainder of this paper is organized as follows:violation thatv(x) |# c .

Section 2 introduces preliminary concepts. Section 3 In this paper, we employ PTCTL to specify the
extends LSC for non-functional descriptions. Section 4temporal behavior of Web service. The general PTCTL
presents kinds of scenarios about threat-driven modelformula¢ is as follows.

Section 5 gives a transformation method to generate the

verification property. Section 6 designs a case study.¢ :=truela|[z¢|p AP [V |- |p — ¢|Py[XP]
Section 7 summarizes the related works. Section 8|P.p[F@]|P-p[Go]|Pop[¢Ud]|Pp[pUKe]

discusses conclusions and future works.

.2 PTCTL Review

Where P is the probability operatore {<,>, <, >},

aranges over a set of atomic formulps; [0,1] , and step

k and rewardr are natural numbers. Freeze quantifier

z € Z is encoded as global clock for time-bounded

) o , _ reachability or response, in whichis a set of extra clock

In following paragraphs, we will briefly review the basic x 7 — g The temporal operators X, F, G, and U describe

concepts about LSC and PTCTL. functional requirements, which are state quantifiers,
meaning neXt state, some Future state, all future states
Globally, and Until state, respectively.

2.1 LSC Review For instance, the following properties are probabilistic
timed-related descriptions.

Live Sequence Charts (LSC) proposed by Damn and (1) P-o.999(F (data= delivered)specifies that the data

Harel [7] from Message Sequence Chart (MSC) is apackage will be successfully sent with the probability of

UML-like scenario description language, which can more than 0.9999.

2 Preliminaries
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(2) P-os7s((—state = abortgU (state = succesp the location changed. The mapping set for the instance
states that the service will not occur interrupts with theline and its location is called as Cuf7][ such as
probability of more than 0.875. c= (IY,15,....IL) , which is a state of main-chart.The

(3) P<go1(F(data= lost A x < 3)) defines the time initial state of PTLSC is Cutcy = (If,If,....,15) .For
constraint that if the time value is less than 3 the datal < j < n,Cut ¢ = (I},I},....,Itj) is the success of Cut
package will be lost with the probability of less than 0.01. ¢ = (5151 if and only if they satisfy

(4)2P<o7(F (data=delivered\z<5) ) indicates that .=, 1 1 A Vi £ jel;=l;.

g : ; : Y Bl j=li
within 5 time units the data package will be delivered with Definition 3 (Computing Probability for Message).

the probability of less than 0.7. Given < my,mp, ....,M, > IS @ message sequence, where

1<i<nmeM.
. . . 1)If messagen = (< i,| >,9,p,e {Y},<i,l'>)isa
3 Extend L SC with Time and Probability hot interaction, the probability is(Ry) = p.

2)If messagen, = (< i,l >,g,p,e{Y},<i’,' >)isa

In vertical directions of LSC, instance lines are cold interaction, the probability is(Ry) = p*0.5 .
considered as function modules of the target application.  3)The total probability P< my,mp,....m, >) for the
In horizontal directions of LSC, the line with an arrow L
shows the message exchange, simulating the servicB€SSage sequeneem,y, ....My > |S_D1P(mi).
invocation.  The inst(c) = ({ig,i1,.....,im} and =
M = {mg, m, ....m,} denote total instances and messages
respectively. Each instance line uses the location to track .
the message exchange. Each location is marked by digitdt 1 hreat-Driven Model Based on PTL SC.
number. The message between instance lines is triggered
by a service through which the interaction comes true. InThe security policy describes a set of rules which
this paper, the message is extended as follows. constrains limited behaviors. It gives a clear safety

Definition 1 (Message Labeled with Sender and specification about the software system. The threat
Receiver). For each message, it is a tuplebehavior is to violate the security policy. Thus, using the

m= (i,ls,s,i’,Iy) , that, property generated from threat scenarios is called as
1) Isis a sending location in instance line threat-driven verification, and the model specifying threa
2) |, is a receiving location in instance lie scenarios is called as threat-driven model.
3) sis the service invocated betwekrandl,. In the case of threat-driven model, it is required that

The general LSC describes the functional behaviorthese threats should not occur. Therefore, we give five
between interoperated components. However, it doesn'tategories about threat-driven model, mainly extending
support corresponding non-functional descriptions. ThusMessage, Coregion, Simultaneous Region, Conditions
the extended LSC is proposed, called as PTLSC, since itand Sub-Chart of LSC.
time and probability extensions.

Definition 2 (Probabilistic Timed Live Sequence
Chart). The LSC is extended with the time constraint and . . .
probability information. It is formally defined as follows:  4-1 Time Constraint Conflicts of Message

1) To give the time constraint for each location in Exchange
instance lines, the location is formalized as tuple

t_ (] o - - - o . . .
I" = (Ii,v) , wherel; is the location of the instance line, pefinition 4 (Time Constraint Conflict between Message
andv C @(X) is the time constraint which is called as gychange). There is a conflict during the message
location invariant giving the max duration of stay. exchange, if the time for sender and sender is

2) To describe the time constraint and probability inconsiste,nt. Give two time constrains
during message exchanges, the message interaction 45~ 1) < x) 1 (x < tp) andx = (ts < X) A (X < ta) under
specified ag<i,ls>,g,p,m, {Y}, < i, >) - , clock x. The message m between sending location

where g C @(X) is the guard conditionp is the |t _ (. ) and receiving locatioff = (I;,x ) will be lost
probability, Y C X is a set of reset clocks for the next gjyce its conflict.

message interaction. If the interval [t;,t2] C [ts,ts], then the produce of

The location set of LSC is ; ; ;
dom(c,i) = {I67I§7....I;1a)<i>} which represents changes giiiﬁg?hg;hange 's safety. Otherwise, there exists
from the initial |Ocati0n|(t) to the end |Ocati0nit.na)<i> in As Figure 1 Shown, the message is sent when the
instance line i The set time valuev(x) = 3,while the receiver is notified that it
domc) = {< i,I' > |ieinst(c)Al' edom(c,i)} gives  should be taken an action to get that message between the
the total instances and locations. time units [1,2]. Finally, the messagey is sent out but it

All instances initially stay at locationlf. With can’t be normally received after time valye- 2. Thus, it
message exchanged, the PTLSC is moved forward withs a security threat.
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x23,0.12,m1, {x}
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(1,{1<x<3})

Fig. 3: Simultaneous Regions Conflict

Fig. 1: Time Constraint Conflicts

regions, in whichlg is their joint sending location. The
time value for each message between the location

invariant and guard condition is different. Some messages
- are executable but others are blocked forever.

| x22,0.83m1,{-}

e | 24,0572 ) o The messagm;’s guard condition first satisfy the time
| valuev(x) which makem; remain unchanged, because the
I intersection of triggering timeév; Ng;) and (vi Ng) is

empty, thaBi, jei # jAQ; # Qi A(viNg;)N(viNg) =0

All guard conditions of message exchange must be
equal. If this requirement is violated, the execution
semantics will be destroyed.

4.2 Coregion Conflicts As Figure 3 shown, when the time value/(x) < 3,
messaga, is first selected to execute and message

Coregion is the area between dotted vertical lines, inhas to wait. As a result, the completeness of simultaneous
which the interaction behavior of message exchange cagant pe guaranteed. Thus, it is a security threat.

be executed without any order. After extending with the
time and probability, the execution sequence is controlled
by clock, which will lead to deadlock.
Definition 5 (Coregion Conflict). Suppose a set of
message$my, My, ....My } under clockx is concentrated in 4.4 Time Condition Conflicts
coregion. After a message is selected to be executed, the
time value will violate the location invariant of other
messages. As a result, that message can’t be invoked

forever. . , . The condition crossing multiple instance lines describes a
~ Thetime value/(x) violates the messagmey’s location  get of predicates that the current locations should satisfy
invariantv; afterm; message is finished its exchange, thatonjy the condition is true, the next message can be
Jdi,jei# jam =LAV(X) ¢V _exchanged forward. It needs to check whether the

As Figure 2 shown, there are two messages iNpredicate constrains are satisfied or not at their location.
coregion. It messagen IS prior to be executed, the Definition 7 (Time Condition Conflict). Given a
message exchange will be still executable because the e z N

condition Cond C 2¢ under clockx. The time value

time valuev(x) may satisfy the location invariant in 1 . L e
when messagen, is finished. But, if messagey, is prigzr should bev(x) |=Cond. The time condition conflict is in
inversedx € X e v(x) | Cond

to be exchanged, then the time value after finish is
V(X) > 4.The interaction exchange of messagewill no As Figure 4  shown ,  when state
long be triggered since the current time value exceeds the = ((0,—),(0,—),(0,—)) is moved to state
upper bound of location invariant in 1L thatv(x) =4is ¢ = ((1,-),(1,{x < 3}),(1,-)) ,the message sequence
not in messageay’s interaction interval2,3].Thus, itisa  can be< mp > or < mg,mp >. Thus, it might reach two
security threat. possible statesc = ((0,—),(1,{x < 3}),(1,—)) and
c=((1,—),(1,{x<3}),(1,—)) beforeCond1 In the first
case, the messages will be immediately triggered due
4.3 Simultaneous Region Conflicts to messagen is a possible behavior. When this message
is sent at the time value betweern>3v(x) > 2 , it is a
All behaviors in simultaneous regions are synchronous, irsecurity threat since the clock is not reset which makes
which the black point represents the simultaneous regionthe conditionCondl = {1 < x < 2} unsatisfied. In the
The simultaneous region conflict destroys the concurrencysecond case, messagas and mp are orderly executed.
Definition 6(Simultaneous Region Conflicts). Given a When messagesy and m, are sent at the time value
set of messagesn, My, ....IMy) is located in simultaneous  v(x) =2, itis a security threat.

Fig. 2: Coregion Conflict

© 2014 NSP
Natural Sciences Publishing Cor.



Appl. Math. Inf. Sci.8, No. 2, 657-664 (2014)Wwww.naturalspublishing.com/Journals.asp NS 2 661

o] e ] [ o 5 Generate Temporal Logic Formulae from
* Threat-Driven Model.
e s The verification property generated from threat-driven
[ Cond1={1<v<2] ] model can be used as input to the verification supporting
tool. If the property is satisfied, the implementation model
I hides bugs. In threat-driven model, the message exchange
is considered as a service invocation process. Each
Fig. 4: Conditions Conflict message is mapped to a service. Thus, the message
coverage criterion is first introduced.
Definition 10 (Message Coverage Criterion). For
( - ) ( - ) ( - ) arbit_rarily messagesy andm;, the rules based on partial
relation< are defined as follows]:
e T 1), If the partial relatiormy < m; is true, the property
>0 o e @nm; = —M;Um specifies that message shouldn't be

’L‘ invoked before messaga.
S S 2), If they are not partial relatiomy £ mj, the property
= i, = (=M A =M)U(m A X((=m, A =m)Um)) specifis
! ‘ ‘ that messagm; occurs twice before message. .
| [ 3), The—Xmm; states that messagecan't occur twice
e before invoking messags;.
Definition 11 (Transformation Template). In order to
Fig. 5. Sub-Chart Composition Conflict give the non-functional requirement, the formul@gm
and xmm, are extended as the transformation template,
labeling with time and probability, that,
1).PT(@nm;) = P<p(=mjUm A Tim(my)) where the
4.5 Timed Sub-Chart Composition Behaviors ~ symbol< p gives the message exchange probability of
Conflicts m,the tlm_e cqnstran’flm(m) depends on the union set c_)f
the location invariance and the guard condition during
messagen is exchanged.
Definition 8(Non-functional Description for Sub-Chart 2)PT(Z2@nm) = zP<p(=muUm A Tim(m) Az <
description). The non-functional description for UT) is extended from formula 1) where the freeze
Sub-Chart is defined as tuple (Pre, Post, Pro). predicate z is used as global time constrains, the
1)The pre-condition Pre gives the start condition, Parameter UT is specified farinstantiation.
which is determined by the time constrains of the first  )PT(=Xmm) = P<p(=((=m; A =m)u(m A
message and its location. X((=mj A =m)Um A Tim(my)))) states that message
2)The post-condition Post gives the end condition,Shouldn’t be occurred twice. Theymbol< p gives
which is determined by the time constrains of the lastMeSSage execution probability 1oi.

message and its location. 4), PT(z=Xmm;) = zP<p(=((=mj A =m)U(m A
3)The probability Pro is determined by the first X((=Mj A —m)Um ATim(m) Az < UT))) shows that
the messagem; shouldn't be occurred twice before

message.

Definition 9 (Timed Sub-Chart Composition

Behaviors Conflict). There are two compositions for UT should be ensurgd. . .
. Co . The transformation template discussed above inserts
using sub-charts, mainly sequence and choice. The

former executes charts one by one. The latter executenon—functional descriptions into temporal behaviors. For
one of components . gxampIePT((nﬂlmz) = P<ozs(-mUmi A2 < XAX < 3)
. i . . , , shows that messag®y occurs before messags, , in
1) Given (Pre, Post, Pro) is a pioneer of (Pre’, Post', \yhich the time constraint is interval2[3] and the

messagearp,and the user specified global time constrains

Pro’). Itis a conflict when Post Pre’. probability is less than 0.75. Furthermore, if the message
2) Given (Pre, Post, Pro) is a pioneer of (Pre’, Post', exchange should be accomplished within 6 time units,

Pro’) and (Pre”, Post”, Pro”).It is a conflict when P@st  then the property should be

Pre’\/ PostZ Pre”. PT(Z@nym,) = P<o7s(-mUm A2 < XxAX < 3AZ< 6).

As Figure 5 shown, it defines a choice behavior that theFor each scenario of threat-driven model, employing the
connection line is cold. PTLSC Y and Z follows PTLSC transformation template can generate the corresponding
X. Due toX.PostZ Y.Pre, the PTLSC Y will be ignored  threat-carried property. First, the symbg and m
during each choice execution. This scenario is the processorresponds to the message in pre-chart and main-chart,
starvation problem. It is a security threat too. respectively, and the symba stands for all messages
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e= pum. After that, the property generation is processed
at the pre-chart and main-chart level, considering using

transformation templates for specifying non-functional
requirements.
For pre-chart 15], the formula is extended appc =

i=Pj Pi,m; Pj

where 1), A PT((pplpj) gives the partial relation
Pi=p;

formulae that the messagp; shouldn’'t be occurred
before messagep;. 2), A PT(¢ym;) shows the

vpi,mj

¥22,0.59,m3,{-}

@f1<xs3))

22, 0.86.m4,(x}

Fig. 6: Case Study

message in pre-chart should be occurred before the

message in main-chart. 3)A PT(—xp,p) states that in
Pi APj
pre-chart the messagg can't be occurred twice before

invoking message;.

For main-chart 15,

aSpnc=_A_ PT(@nm) A
m=<m;

the formula is extended
A PT(F(mj))A A PT
m; is max ve,m;

(—Xem;) Where 1), A PT(@nm) gives the partial
m<mj

relation formulae that the messagg; shouldn't be
occurred before messages. 2), A PT(F(m;))
m;j is max
shows that ifm; is the final message it will be executed
eventually. 3)\,7 A PT(=Xem) states that all events can't
&.m;

be occurred twice.

Definition 12 (Compositing Formulae). After
obtaining @,c and @nc, the verification property, such as
liveness and reachabilitylQ], can be composited as
following rules.

1), The Universal LSC is a mandatory scenario which
describes the liveness property. Thus, in our threat-drive
model, we introduce P (G(@pc — F@mnc)) for liveness
that globally if @yc in pre-chart is satisfied thegy, in
main-chart will be eventually occurred in future.

2), The Existential LSC is an optional scenario which
describes the reachability property. Thus, in our
threat-driven model, we introduce <RF@ne) for
reachability that@yn: in main-chart will be occurred
ultimately. ) )

3), Based on above formulds(G(¢@e — F@nc))
and P<1(F<nm) are introduced for the speC|aI assign
composition, WhereqopC is a part ofg,. and ¢ is a part

of inc.

6 Case Study

messagemg occurs is greater than 2, while the location
invariant of 121} is less than 2. Thus, the scenario is a
threat-driven model.

There are three instance lingl4,12,13} with different
locations. The instance lines 11, 12, and I3 are functional
modules. The messages exchanged between instance lines
are services. The partial relation of the message
{m} < {mp} < {mg} < {my}. The clock is used for time
constraints. According to the method proposed in section
5, we can get following formulae.

Part I: For pre-chart, the formulae are as follows:

1), p’{<\p- PT(qui Pj) = P§0.75(—\I'T12Um1/\ 2<XAX<3).

1 ]

2),

. A PT(@m;) = P<o75(-mgUm A2 <xAX < 3)
pi,mj

A P§0.75(ﬁm4Uml N2 <XAX<Z 3)
A P<oss(—mgUnmp A x = 4)
A P<o. 55(ﬁm4Umz AX= 4).

3), A PT(=Xp;p) =PT(~Xmym,) -

piAPj
PT(ﬁXml.,mz) P<o75(=((—m A —mp)Ump A
X((=m A—=mp)Ump A2 < XAX < 3)

Part Il: For main-chart, the formulae are as follows:

1).QO PT(@nm;) = P<os9(-miUmg A2 <xAX < 3)
i
2), A PT(F(mj)) = Pcoge(F(MsAX=2)).
mj is max
3),

va/\m PT(=Xem;) = PT(=Xmymg) APT (= Xmp,ms)
J

A PT(ﬁXrTB m3 /\ F’T(ﬁxm4 ms)
A PT(=Xmymg) APT (= Xmp,my)
A PT(=Xmgmy) APT (= Xmy,m,)

PT(=Xm.ms) = P<0.75(=((=my A =mg)U mg A X((—rmy

In order to show the feasibility of the proposed approachA -mz)Umg A2 <xAXx< 3);

for verification property generation, we carry out a simple

PT(=Xm,ms) = P<0.55(—((—~m2 A ~mg)Umg A X((—mp A

example in Figure.6 about how to generate PTCTL-mz)UnmgAx=4);

formulae. The original message sequence isp, m >.

PT(=Xmsms) = P<0.50(—((—=mg)Umg A X ((—=mg)

But in pre-chart, the threat-driven model gives an errorUmg A2 < XAX < 3);

sequence that messaga is sent before message,.
Moreover, in main-chart, message, is blocked after
messagem is finished. Note that the time value after

PT(=Xmyms) = P<ogs(—((=ma A =mg)Umg A X((=mg A
—mz)Umg AX=2);
PT(—=Xmumy) = P<0.75(=((—mg A =my)Umy A X((—mg A
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“m)Umy A2 < XAX < 3); 8 Conclusions

PT(=Xmy,my) = P<oss(—((=mz A =mg)Umy A X((=mz A

“m)Umy Ax=4) ; There is a growing demand to realize the complex
PT(=Xmemy) = P<oso(~((-mg A -my)Umy AX((-Ms A pysiness processes by combining and reusing available
~My)Umy A2 < XAX<3) Web services over Internet. The formal verification plays

PT(~Xmym,) = P<oge(~((-mu)Ums AX((-my)UmuAX=2)  as the core guarantee in SOC and SOA implementation
Part 1l Since the threat-driven model in Figure 7 is pefore the service-based application is deployed. In this
Universal, the formula PL(G(¢pc — Féinc)) gives the  paper, we discuss an approach to extract the verification
liveness property. The more formulae can be generate@roperty from specifications. First, PTLSC is extended
using P1(G(pc — F ¢inc)). For completeness, we give a from LSC with time and probability. It is used as
simply introduction that formulae threat-driven model for specifying threat scenarios.
Poozs(-mgUmy A2 < xAx < 3) of A PT(¢hm),  Second, the transformation method is introduced to
eim B translate threat-driven model into temporal logic forneula
P<oss(~((=mz A —mg)Ums A X((ﬂrgz A ~mg)Umg /:jx = for verifying Web service. Finally, a case study
IA:')) ( Go(];’ P-(r(ﬁxlszr’;lf‘s)A 22?(?\))( € - mteggr;atte _>as demonstrates the feasibility of our proposed approach. As
F§|13 <075( MU M U A X((—nm U for further research, we will focus on adding data-flow to
(P<oss(=((=mp A —mg)Umg A X((=mp A =mg)UMs A 4t driven model, specifying the data intensive servic
x=4)))) . _The main problems are that our approach may generate
Due to the formulae generated from threat-driven g, tionality-duplicated formulae and the sheer sizess it

model represent a set of insecure temporal behaviors, ifinitation [15,16]. Thus, we will consider using the

the service interaction is checked and no counterexam_pl(?roperty rewritten technique to alleviate this problem.
is output, we can make sure that the current Web servic

has bugs or may be failure in future.
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